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Abstract

In the context of the advancing digitalization of logistics processes, blockchain technologies
are gaining in importance. Within the scope of sustainable logistics networks, they contribute
to cross-stakeholder transparency and support the tracking and verification of products and
processes to improve social and environmental parameters. The goal of this work is to develop
a holistic management model to help users understand blockchain technologies in the context
of their logistics network and to assess the mindful adoption of these technologies to specific
problems. In addition, the model should enable the conclusion of expected impacts on
participating actors within the logistics network with regard to social and environmental
sustainability and, in a further step, provide a holistic approach to the implementation of
blockchain technologies. Methodologically, a systematic literature analysis, two workshops
and a case study exploration will be conducted for this purpose. Within the systematic literature
analysis, 285 articles are evaluated and 53 relevant articles are synthesized. Based on the
Nominal Group Technique, a first workshop with 30 experts from manufacturing companies,
logistics service providers, technology companies and universities will be conducted and
supplemented by a subsequent survey. In a second workshop, three use cases of blockchain
technologies are analyzed with 24 experts in open and moderated group discussions. Finally,
three exemplary case studies and eight expert interviews are conducted and systematically
evaluated with respect to cross-case findings. The result of this thesis is a four-phase
management model that guides users through the process of evaluating and implementing
blockchain technologies in the context of sustainable logistics. While the first phase assesses
requirements of the logistics network for general applicability of blockchain technologies, the
second phase includes a model for the mindful adoption of blockchain technologies. Based on
this, phase three provides a sustainability impact model to explain social and environmental
impacts of individual actors involved in the logistics network. The fourth phase ultimately
represents the implementation of blockchain technologies in logistics and is based on five
management areas in which specific design recommendations, methods and tools are
provided to enable a successful implementation. Finally, the thesis provides an outlook on a
future vision and shows which changes in logistics networks can be expected due to blockchain

technologies.



Kurzfassung

Im Rahmen der voranschreitenden Digitalisierung von Logistikprozessen gewinnen
Blockchain-Technologien zunehmend an Bedeutung. Sie leisten im Kontext nachhaltiger
Logistiknetzwerke einen Beitrag zur akteurslibergreifenden Transparenz und unterstiitzen die
Nachverfolgung und Verifizierung von Produkten und Prozessen zur Verbesserung sozialer
und Okologischer Parameter. Ziel dieser Arbeit ist es, ein ganzheitliches Management Modell
zu entwickeln, das Anwender dabei unterstltzt, Blockchain-Technologien im Kontext ihres
Logistiknetzwerks zu verstehen und die achtsame Anwendbarkeit dieser Technologien fir
spezifische Problemstellungen zu priifen. Zudem soll das Modell eine Ableitung der zu
erwartenden Effekte auf beteiligte Akteure innerhalb des Logistiknetzwerkes hinsichtlich der
sozialen und 6kologischen Nachhaltigkeit ermdglichen und in einem weiteren Schritt einen
ganzheitlichen Ansatz zur Implementierung von Blockchain-Technologien bereitstellen.
Methodisch werden dafiir eine systematische Literaturanalyse, zwei Workshops sowie eine
Fallstudienuntersuchung durchgefiihrt. Im Rahmen der systematischen Literaturanalyse
werden 285 Artikel ausgewertet und 53 relevante Artikel synthetisiert. Basierend auf
der Nominal Group Technique wird ein erster Workshop mit 30 Experten von
Fertigungsunternehmen, Logistikdienstleistern, Technologieunternehmen und Hochschulen
durchgefihrt und durch eine anschlieBende Befragung erganzt. Im Rahmen eines zweiten
Workshops werden drei Anwendungsfalle von Blockchain-Technologien mit 24 Experten in
offenen und moderierten Gruppendiskussionen analysiert. AbschlieBend werden drei
exemplarische Fallstudien sowie acht Experteninterviews durchgefiihrt und systematisch
hinsichtlich fall-ibergreifender Erkenntnisse ausgewertet. Das Ergebnis dieser Arbeit ist ein
vierphasiges Management Modell, dass den Anwender durch den Prozess der Bewertung und
Implementierung von Blockchain-Technologien im Kontext nachhaltiger Logistik fihrt.
Wahrend in der ersten Phase Anforderungen des Logistiknetzwerks auf generelle Eignung fur
Blockchain-Technologien geprift werden, umfasst die zweite Phase ein Modell fir die
achtsame Adoption. Darauf aufbauend wird in Phase drei ein Modell zur Erklarung sozialer
und 6kologischer Effekte einzelner beteiligter Akteure des Logistiknetzwerks bereitgestellt. Die
vierte Phase reprasentiert letztlich die Implementierung von Blockchain-Technologien
in der Logistk und basiert auf fiinf Managementbereichen, in denen gezielt
Handlungsempfehlungen, Methoden und Werkzeuge bereitgestellt werden, um eine
erfolgreiche Umsetzung zu erméglichen. AbschlieRend gibt die Arbeit einen Ausblick auf eine
zukunftige Vision und zeigt auf, welche Veranderungen in Logistiknetzwerken durch
Blockchain-Technologien zu erwarten sind.



1 Introduction

This introduction chapter deals with the motivation and approach, the theoretical background
and the thesis outline, the corresponding delimitation of this dissertation with the title
“Management model for social and environmental impact in logistics through blockchain
technologies” as well as the theoretical classification and management theory contribution of
this thesis.

1.1 Motivation and background

Current initiatives in the field of logistics are shaped by the digitalization and automation of
business processes. They are characterized by a consistent alignment of processes to
customer requirements and an improvement in environmental and social sustainability. As the
complexity of international logistics networks increases, companies are facing new challenges
in terms of their ability to integrate, cooperate and communicate. End-to-end transparency from
the raw material supplier to the end customer is one of the key challenges here, whereby the
necessary data availability and integration have to be ensured. As one of logistics recent topics
in the last years, blockchain technologies (BCT) gained interest in research and practice. BCT
offer a variety of benefits that stem from one of the technology’s basic principles:
decentralization, which is enabling a set of advantages'. While BCT promise significant impact
on and enormous potential for logistics, the anticipated benefits have yet to materialize.
Despite the large number of possible applications, companies currently face the challenge of
deriving potential for themselves and advancing concrete implementations. In recent years,
the development of use cases and the adoption of BCT have been driven by overly positive
reporting about the theoretical potentials and the hype of technology instead of a justified
evaluation with practical business value in mind?. Providing increased efficiency, transparency
and enabling integration throughout networks, BCT are expected to have far-reaching
implications for international logistics networks®. While the financial sector is leading the
development of use cases and business models* for BCT, many other fields are catching up.
Promising industries include transportation and shipping, logistics management, healthcare,
manufacturing, public transport, resource sharing and energy®. In the context of logistics, BCT
have attracted attention for quite some time. With an accelerated interest in the last years, the

technology is one of the main trends to transform logistics networks next to artificial intelligence

1 Cf. Sharma (2018).

2 Cf. Verhoeven et al. (2018) p. 1.

3 Cf. World Economic Forum (2019).

4 Cf. Beck et al. (2017) p. 381.

5 Cf. Beck et al. (2017) p. 381; Underwood (2016) p. 16.



and the Internet of things.® While BCT can help to increase end-to-end transparency along
global networks and to provide tamper-proof data, this not only leads to greater security and
efficiency, but also opens up new ways of designing sustainable logistics networks in terms of
social or environmental aspects. The possibilities and application scenarios are manifold and
range from improving working conditions at suppliers, fighting corruption in developing
countries to new ways of decentral planning to avoid non-essential trips in order to save CO2
emissions.” In this respect, sustainability is one of the currently prominent areas of science in
relation to BCT and should be elaborated further in research and practice.? It can furthermore
be assumed that BCT have the potential to improve the sustainability performance of logistics
network in the future.® This thesis aims to examine how BCT can contribute to more sustainable
logistics networks with regard to social and environmental sustainability. It will explain the direct
and indirect social and environmental impact BCT can have on stakeholders in logistics
networks and how they can be adopted and implemented mindfully to create more transparent

and sustainable logistics networks.

1.2 Research objective, approach and thesis outline

In the context of the theoretical background of the dissertation it is first examined which trends
are currently impacting international logistics networks, which functionalities BCT provide and
how digitization can influence sustainability in logistics. Drawing on this theoretical
understanding, the main part of the thesis is to develop a management model for social and
environmental impact in logistics through BCT. Therefore, in a first step, the state of
development and application of BCT in logistics networks, the challenges that need to be
overcome for a successful deployment as well as the mindful adoption of BCT is considered.
Mindfulness in this context means basing decisions on the use of technology on the specific
problem and weighing up organizational and process requirements as well as technological
functionalities in terms of their task-technology fit, which is especially important in the case of
BCT. Subsequently, implications from a sustainability perspective for the individual actors of
international logistics networks are examined and to what extent they are impacted by BCT.
The final step for the model is the development of an implementation approach including
management areas and design recommendations for logistics. These results climax in the
envisaged management model, which enables companies to understand and use BCT to

create socially and environmentally more sustainable logistics networks. Ultimately, it is

6 Cf. Pettey (2019).

7 Cf. Upadhyaya et al. (2021) pp. 1-7.

8 Cf. Moosavi et al. (2021) pp. 8-13; Rejeb et al. (2021) p. 17.
9 Cf. Park/Li (2021) p. 1.



elaborated how BCT integrate into the vision of future logistics networks and what changes

could result. Therefore, the following research questions will be answered in this thesis:

1. What are current trends and challenges in international logistics networks? How
important is environmental and social sustainability in the context of logistics? How

can digitalization impact environmental and social sustainability?

1. What are functionalities and architectures of BCT?
1. How does a management model for social and environmental impact in logistics
through BCT look like?

a. What is the status quo of BCT in logistics in research and practice? What are
challenges and relevant application areas of BCT and how can a mindful
adoption of BCT be ensured?

b. What is the social and environmental impact of BCT for stakeholders of
logistics networks?

c. How can BCT be implemented in logistics networks? What are management
areas and design recommendations?

V. How do BCT integrate into the vision of future logistics networks?

To answer the research questions above, this thesis is structured in six chapters. This results
in the thesis outline as shown in Figure 1. In chapter 1, the motivation of the thesis is explained
and its relevance from both a practical and a scientific-theoretical point of view is presented.
The objectives of the thesis, the research questions to be answered and the research design
as well as delimitations of the thesis are likewise described. Furthermore, the chapter focusses
on management theories and their relationship to the research within this thesis as these
theories explain certain actions and decisions when dealing with BCT and furthermore
fundamental assumptions of individual theories can be shifted by these technologies.
Following this, chapter 2 introduces the reader into the theoretical background of the thesis.
This includes fundamentals of international logistics and sustainability as understood in the
framework of this thesis as well as the technological introduction to BCT. By answering
research question |, current trends and challenges in international logistics networks are
identified and the importance of sustainability in the context of logistics as well as the impact
of digitalization on sustainability is examined. Furthermore, research question Il will be
answered in this chapter by elaborating functionalities and different architectures of BCT based
on a literature research. Thus, a basic understanding is provided of the technologies that are
the subject of research for the further thesis. Following this theoretical foundation, chapter 3
outlines the methodological approach of the empirical research. Therefore, the research
methods systematic literature review, workshops, group surveys as well as case study
exploration are described in detail as conducted within this thesis. Main part of the thesis is



chapter 4 which deals with research question Il and therefore with the development of the
management model, which consists of four phases. Research question llla will be answered
in chapter 4.2 by conducting a systematic literature review with a description of the status quo
and a framework of application areas of BCT in logistics as a result. The systematic literature
review is based on 53 relevant publication and the results are further analyzed by using Q-
methodology. Furthermore, to answer research question llla, relevant application areas and
implementation challenges are discussed and evaluated in chapter 4.2 utilizing a nominal
group technique workshop with 30 professionals as well as a group survey among the
participants. Another key element of this chapter is the discussion of applicability limitations as
well as the mindful adoption of BCT in logistics. To approach and answer research question
Illb, in chapter 4.3 a second (online) workshop with 24 professionals, based on the first, is
utilized to determine the social and environmental impact of BCT in different international
logistics networks by discussing three exemplary case studies. The results are utilized to
develop the sustainability impact model for BCT in logistics. To answer research question llic
in chapter 4.4, three case studies including eight expert interviews are conducted in order to
develop the implementation approach of the envisaged management model for social and
environmental impact in logistics through BCT and to validate the model with regard to its
suitability and applicability. The results are then summarized in the final management model
in chapter 4.5 and an exemplary application of the model is given in chapter 4.6. The
management model is developed to be a guiding instrument for managers seeking to explore
the potentials of BCT in logistics. The reader is therefore lead through four phases that contain
descriptive, explanatory as well as design elements. By applying the management model,
managers can understand how BCT works and whether it is applicable for their situation.
Furthermore, it can be deduced how different stakeholders of the logistics network will be
impacted by a decentralization process through BCT with regard to sustainability. Eventually,
the model enables companies to carry out a successful implementation by providing necessary
management tools and instruments and discussing success factors of individual management
areas. Ultimately, chapter 5 outlines a vision of future logistics networks and discusses to what
extent BCT as examined in this thesis fit into this vision and how they shape future logistics
networks. The methodological approach in this chapter is conceptual and incorporates
previous results of the work, which are additionally enriched with insights from literature and
practice. The thesis ends with chapter 6, which summarizes the results of the work, critically
reflects the procedure in terms of content and methodology and derives further research
needs.
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Figure 1: Thesis outline™

Therefore, the four main building blocks and research objectives of this thesis as shown in

Figure 1 are:

mindful adoption and application areas of BCT in logistics
o sustainability impact model for BCT in logistics
 management model for social and environmental impact in logistics through BCT

e vision of future logistics networks and the role of BCT.

A summary of the building blocks of the thesis and the methodologies as described above is
shown in Figure 2.
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Figure 2: Methodology and data of the thesis™’

1.3 Delimitation of the thesis

In the following the delimitations of the thesis are explained and thus the object of investigation
is defined in more detail. The first delimitation is the level of analysis, which, within this thesis,
is the network since BCT always deal with topics that require a consideration on the network
level. Therefore, the entire network from raw material supplier to customer is the object of
investigation of this thesis with respect to the stakeholder dimensions. This in turn requires a
consideration of all actors in the international logistics network. Another delimitation can be
drawn based on the triple bottom line and the three dimensions of sustainability - social,
environmental and economic sustainability. The research of this thesis will primarily focus on
the environmental and social dimensions. However, the economic dimension can only be
excluded to a limited extent in the corporate context and is therefore included as a subordinate
level of consideration. From a technology perspective, it can be differentiated between the two
architectures blockchain and directed acyclic graphs (DAG) within the technological scope of
the of technology family distributed ledger technologies (DLT). However, since both
architectures have highly promising applications, which differ mainly in the economic
dimension, but not in the social or environmental dimension, this thesis does not exclude one
of the two sub-areas. However, the focus is on blockchain due to the further development
status and occurrence in research and practice. As explained further in chapter 2.2, in the

remainder of the thesis, it will be assumed that the relevant properties of these technologies
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differ only in the details and BCT will be used in this thesis accordingly as an overarching term.
The envisaged management model and the further results of the thesis will continue to support
the strategic orientation of companies and international logistics networks towards socially and
environmentally sustainable processes and networks. Therefore, the scope of this is thesis is
highly strategical and operational or tactical aspects are delimited from the focus of the
research. Ultimately, the last delimitation concerns the target audience. The most important
target group of the thesis are companies, which represent the primary focus of the research,
but the results can also be applied by secondary focus target groups such as governments,
NGO and other associations, which can use the research insights to support the transformation
of future sustainable logistics networks via BCT. Figure 3 summarizes the delimitations of the

thesis.

Within logistics, no sector boundaries are drawn that would result in the exclusion of individual
companies. Likewise, the size of the company is not an exclusion criterion for the initial
consideration.

Category Delimitations

arays Function company oY
analysis
Stekehoiders m omers
suppl
Sustainability
dimensions Environmental sustainability Social sustainability
Technology Blockchain
focus
ngfgemem Operational Tactical Strategical

Target

; Companies
audience

Legend

No Focus

Figure 3: Delimitations of the thesis'?

The scope of the results of this thesis thus has a clear tailoring and focuses on sub-areas while
others are excluded. The delimitations provide the framework, while further limitations of the
work result from the research design. The results of chapters 2 to 4.2 are initially generally
valid in the context of BCT and logistics and are based on broad, cross-industry studies
(literature research, systematic literature review, workshop and questionnaire). In the course

of the thesis, the scope is then tailored based on the delimitations described above. In
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particular, the sustainability impact model in chapter 4.3, the implementation approach in
chapter 4.4 and the management model in chapter 4.5 are based on industry-specific
workshops and case studies. From a sustainability point of view, the thesis is limited to the
social and environmental dimension as described above, which is why economic aspects are
only considered peripherally, and a detailed analysis of the cost structure for the development

of systems based on BCT in logistics is not part of this thesis.

1.4 Management theories in the context of technology adoption

In this thesis, the application of BCT in the context of logistics to achieve sustainability impacts
is investigated. Thus, two interdisciplinary fields of research are brought together and the thesis
is located at the intersection of economics science and engineering science. This chapter will
give an overview of the relevant management theories as the management-theoretical frame
of reference and their relationship to the research within this thesis. Table 1 shows the theories

of the theoretical frame of reference that guide the research:

e transaction cost theory
e principal-agent theory
o network theory

e task—technology fit and mindful innovation.

It is explained why these theories are important in the context of the thesis and what
contribution they make in the context of the latter. Therefore, these theories are first briefly
described before their contribution and implications for the thesis and its building blocks is
explained, which justifies the selection of these theories.



Theory

Short description

Transaction cost
theory

Principal-agent theory

Network theory

Task—-technology fit
and mindful

innovation

The transaction cost theory assumes that the decision for the
most efficient organizational frameworks is based on
production and transaction costs (ex ante costs for search
and information and ex post costs for monitoring and
adjustment)."®

The principal-agent theory describes problems that exist
between the principal and his agent due to information
asymmetry leading to agency cost due to monitoring,
supervising and controlling activities of the principal to ensure

the desired behavior of the agent.™

The network theory explains that a company’s corporate
performance depends on their efficient cooperation with
direct and indirect network partners as an important factor in
the development of new resources, since relationships can
combine the resources of both partners and achieve greater
benefits together than by each acting alone.®

The task-technology fit states that the fit between technology
and task characteristics is important for a positive
performance impact of a newly implemented technology and
thus serves as a diagnostic instrument to evaluate whether
implemented technologies fulfill user requirements.’® The
theory of mindful innovation enables companies to base their
IT innovations on their own organizational facts and specifics
and to avoid bandwagon effects. This enables a justified

decision for adoption or non-adoption.'”

Table 1: Relevant theories’®

13 Cf. Coase (1937) pp. 386—405; Treiblmaier (2018) p. 548.

14 Cf. Fayezi et al. (2012) pp. 556-570; Treiblmaier (2018) p. 548.
15 Cf. Halldorsson et al. (2007) p. 287; Treiblmaier (2018) p. 548.
16 Cf. Goodhue/Thompson (1995) p. 213.

17 Cf. Swanson/Ramiller (2004) pp. 553-577.
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The theories presented above all interact with BCT and play an important role in the theoretical
framework of this thesis. Firstly, the theories explain certain actions and decisions when
dealing with these new technologies. Furthermore, BCT can shift fundamental assumptions of

individual theories.

From the interaction of the five management theories presented above, the following
implications for the thesis can be derived.

1) Organizational form and governance mechanisms of a logistics network follow from the
most efficient inter- and intra-organizational solution with lowest transaction costs.

2) Information asymmetry leads to agency monitoring, supervising and controlling
activities and corresponding costs and needs to be minimized.

3) Performance and technology utilization of a company depend on the cooperation with
direct and indirect network partners to achieve efficiency gains.

4) Logistics performance is indirectly influenced by the degree to which technology and
task characteristics are aligned with each other

5) Mindfulness and the critical analysis of the validity of the innovation’s benefits in the
local context of their environment are the fundament for successful innovation in

logistics networks.

Thus, the selected management theories form the theoretical basis for the building blocks of
this thesis. The building blocks result from the previously defined research questions and

include:

e mindful adoption and application areas of BCT in logistics
e sustainability impact model for BCT in logistics
* management model for social and environmental impact in logistics through BCT

e vision of future logistics networks and the role of BCT.

The theory of mindful innovation is cross-block guiding for all areas of the thesis. A well-
thought-out application of technologies based on analyses of local conditions is necessary not
only for the identification of application areas but also for the explanation and design of BCT
in logistics (sustainability impact model and management model) as well as for the definition
of the vision of the future of logistics networks. The task-technology fit theory describes the
importance of aligning the requirements of the processes with the functionalities of the
technology when identifying and evaluating application areas for BCT in logistics. It is shown
that BCT has inherent unique functionalities that offer potential for more efficient logistics
processes. However, the limitations of these functionalities should not be neglected. Matching
the characteristics of these functionalities with those of the processes to be optimized is a
central element of the task-technology fit and thus contributes to a better understanding of the
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opportunities and strengths of the technology. The principal-agent theory contributes to both
the application areas and the sustainability impact model by describing the relationships
between the various actors of the logistics network and how information asymmetry can be
resolved to create trust within the network. Especially to create socially and environmentally
focused impacts it will be of great importance to create transparency decentrally in order to
resolve information barriers between stakeholders and to achieve overarching benefits. Taking
a closer look at the network theory it is the management theoretical basis for both models to
be developed during this thesis. Stating that individual performance of a company depends on
the cooperation with direct and indirect network partners to achieve efficiency gains, it is
especially important when developing systems based on BCT, which are fundamentally
changing the way network partners might communicate and interact. The benefits defined in
the sustainability impact model at stakeholder level, which explain the social and
environmental impact, are always based on the assumption that BCT projects are approached
and implemented in the network. An implementation of these technologies at the company
level is not very promising. Accordingly, the network theory also forms the decisive basis for
the final management model and describes that the success of the BCT system for individual
companies depends on the cooperation and collaboration of the entire logistics network.
Finally, the transaction cost theory explains the economic view of the management model.
Thus, the orientation of BCT systems and the resulting organizational forms and governance
mechanisms of the logistics network result from the most efficient inter- and intra-
organizational structure. Therefore, it is necessary to take production and transaction costs
into account as the comparison between central and decentralized solutions is an important.
Transactions costs in this sense include costs for transactions, information gathering,
coordination and decision making. A further consideration on how those transaction cost might
alter or be shifted is done when defining the vision of future logistics networks and the role of
BCT. A visualization of the discussed relationships between the management theories
presented and the building blocks of this thesis is shown in Figure 4.
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2 Theoretical Background

This chapter provides the theoretical foundations of the thesis. First, chapter 2.1 describes the
tasks and objectives of logistics and identifies and explains current trends in logistics. In
chapter 2.2 the technological basics of BCT are elaborated. This includes the basic technical
principle, a typology, an overview of different architectures as well as the identification of
functionalities. Finally, chapter 2.3 describes the importance of sustainability for logistics and
the significance of digitization for sustainability.

21 International logistics networks

The following explanations on logistics and international logistics networks specifically serve
as a definitional framework for the present thesis. First of all, the understanding of logistics in
this thesis is examined in more detail and the corresponding tasks and objectives are
considered. The second step focuses trends in trends logistics before examining the specific

challenges of international logistics networks and how they relate to BCT.

211 Tasks and objectives of logistics

In the following section, the comprehension of logistics in the sense of this thesis will be
explained first. This is followed by the corresponding tasks and objectives of this
interdisciplinary field of research.

Developed since the 1950s as an independent research discipline, logistics has changed
constantly over the decades. Starting with the optimization of material and goods flow-oriented
processes (transport, handling, storage), it was eventually established as a cross-functional
discipline, thus linking company divisions across departments and aligning all processes to the
customer. Starting in the 1990s, logistics as a management function increasingly took on
coordination tasks along the entire value chain across company boundaries. A holistic and
flow-oriented view of processes, accelerated by simplified handling and coordination of
processes through EDP, was introduced?°.

In the context of this thesis logistics is understood according to the definitions of Baumgarten
and Straube. Baumgarten (2004) defines it as the holistic planning, management, execution
and control of all internal and external flows of goods and information. Logistics thus provides
customer- and process-oriented solutions for complete and subsystems in companies,

20 Cf. Straube (2004) pp. 28-29.
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corporations, networks and virtual enterprises.?! Straube (2004) further adds that logistics
encompasses all phases of business and service processes of companies and thus fulfils its
role as a service function, which brings isolated views of company functions into an integrative,
cross-company context and generates logistically optimal overall solutions??. Accordingly,
logistics is an instrument for strategic and operative corporate management, which enables
the handling of the continuously growing complexity caused by rising customer requirements,
increasing dynamics and volatility as well as interconnectivity through digitalization and
processes within logistics networks. Figure 5 shows the customer order process as defined by
Straube as the core construct of logistics. Therefore, all process within the logistics network
are aligned to the customer. The development process is the first step, followed by the
necessary supply processes such as demand planning and purchasing. The main customer
order process deals with order processing from production planning through production and
distribution to after-sales services. In addition, a disposal process downstream of utilization

ensures that materials are returned to the production process.
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Figure 5: Customer order process®
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21.2 Current trends and challenges in international logistics networks

Logistics is an essential factor in business relationships and, as a cross-sectional function,
exposed to a variety of trends. These can originate from the economy itself or from the basic
social structure and influence the development of logistics and impose new requirements on
future logistics networks. It is essential to recognize these developments in order to be able to
act accordingly and to adapt processes continuously and holistically. The aim of this chapter
is to provide a structured overview of trends in logistics and their descriptions and

interrelationships. A number of trends can be found in the literature in this regard, some of

21 Cf. Baumgarten (2004) p. 2.
22 Cf. Straube (2004) p. 1.
23 Cf. Straube (2004) p. 6.
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which overlap and complement each other. Table 2 shows the main trends in logistics that

have been identified.?*

Authors Year Trends
Straube and 2009 e Globalization o Sustainability
Cetinkaya® e Security e Technology innovations
e Compliance/ regulations e Demographic change
e Social responsibility
Fontius?® 2013 e Globalization e Demand behavior
e Innovation o Sustainability
Lehmacher?” 2015 e Digitalization e Mobile world
e E-commerce e Security
¢ Climate change o Urbanization
Rodenhduser 2015 e Globalization e Mobility
and Rauch?® o Individualization ¢ Neo-Ecology
o Connectivity
Kersten etal.?® 2017 e Automation e Demand volatility
e Business analytics o Sustainability
¢ Decentralization ¢ Risks und interruptions
¢ Digitalization e Transparency
¢ Individualization o Networking and
o Complexity Collaboration
e Cost Pressure e Compliance and legal
e Customer behavior requirements
Jungeetal.® 2019 e Technologies and « New organization forms

platforms
o Data-driven services

Open Innovation

Table 2: Logistics trends in literature3’

It emerges that many of the trends mentioned in the papers overlap in terms of content or are

synonymous terms for developments of the same direction or appear on different levels and

24 Cf. Straube/Cetinkaya (2009) p. 135.
25 Cf. Straube/Cetinkaya (2009) p. 136.

26 Cf. Fontius (2013) p. 26.

27 Cf. Lehmacher (2015) pp. 9-15.

28 Cf. Rodenhauser/Rauch (2015) pp. 4-5.
29 Cf. Kersten et al. (2017) pp. 14-17.

30 Cf. Junge et al. (2019) pp. 35-45.

31 Own representation
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therefore be seen as subordinate aspects or concomitants of overarching megatrends. In order
to bring the results together, trend categories are formed in the next step, to which the
individual trends are assigned according to their impact on international logistics networks.
Therefore, seven megatrends dominate international logistics, which are illustrated in Table 3

and explained in detail below.

International

Sub-trends

megatrends

Sustainability Sustainability, neo-ecology, climate change, environmental
and resource protection, social responsibility

Digitalization Digitalization, business analytics, e-commerce, mobile
world, innovation, technology innovations, technologies and
platforms, new organization forms, automation

Connectivity and Transparency, networking, collaboration, connectivity, open

transparency innovation

Decentralization Decentralization

Resilience Security, risks, interruptions, compliance and legal
requirements

Globalization Globalization, complexity, cost pressure

Customer orientation ~ Customer behavior, individualization, demand behavior,
demand volatility, data-driven services

Table 3: Megatrends in logistics®?

The importance of sustainability is increasing in all stakeholder groups. Environmentally and
socially sound products are becoming increasingly important for customers and society as well
as for companies themselves. Sustainability can therefore be a key driver of change in existing
logistics networks. Many customers attach importance to environmental awareness and
sustainable consumption and adapt their purchasing decisions and use of services
accordingly. In addition to the environmental orientation of consumer behavior, the primary
drivers of the sustainability trend are tighter global regulations, the worldwide scarcity of
resources, louder social demands for ethical and sustainable corporate behavior, and the
intrinsic quest for improved network efficiency. A change in the significance of sustainability in
the corporate context can therefore be observed. For many years, little importance was

attached to sustainability and a conflict of objectives between economic and social or

32 Own representation
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environmental goals was assumed within logistics. Due to the external influences of customers
and society described above, as well as the reinforcement by legal regulations, sustainable
action in the corporate context is becoming increasingly important. Thus, from an economic
perspective, innovative sustainable processes are often not only more efficient, but they can
above all be used as a competitive differentiating factor to attract and retain customers. From
a social perspective, compliance with standards and human rights is becoming increasingly
important in order to be able to ensure good working conditions in the own logistics network.
The environmental perspective is primarily devoted to the efficient use of resources or the
creation of closed cycles. Transparency is of central importance here and requires cooperation
at all levels and, if possible, the use of innovative solutions.® The social and environmental
dimensions of sustainability will be of central importance in the further course of the thesis. A
separate chapter will be devoted to the topic of sustainability in the further course of the thesis
in chapter 2.3, in order to go into detail on the content, goals and influence on logistics.

Digitalization encompasses topics such as technology innovation and new forms of
collaboration. It is a key driver of the transformation towards industry 4.0 to be observed in
logistics networks. In logistics, digitalization is the fundament of data exchange between all
actors of the network and describes the evolution from classic supply networks to fully
integrated end-to-end logistics processes involving all stakeholders of the network. As a part
of this transformation process, the information flow and data processing systems as well as
algorithms are essential for digital business processes. Important features of the development
are also the application of technology innovations such as artificial intelligence, cloud
computing, BCT, robotics and the Internet of things (IoT). This results in more efficient, flexible
and cost-optimized value networks that can adapt more quickly to changing market and
competitive conditions. In addition, it seems likely that a large proportion of logistics services
will be offered digitally via platforms in the future and that automation and cognitive intelligence
technologies will be responsible for executing logistics processes at the tactical level. New
organizational forms such as swarm organization and entrepreneurial freedom are just as

much a part of digitized companies as open innovation.®*

Parallel to digitalization, a central trend is the connectivity and transparency of processes and
between players in the logistics network. Due to complex networks and the processes and
interdependencies between the players within them, problems can often not be solved within
one instance or level and collaboration is required. Networks with a high level of connectivity

33 Cf. Fontius (2013) pp. 49-50; Kersten et al. (2017) pp. 16-34; Lehmacher (2015) pp. 10-11;
Rodenhauser/Rauch (2015) pp. 4-12; Straube/Cetinkaya (2009) pp. 136-137.

3 Cf. Junge et al. (2019) pp. 35-45; Kersten et al. (2017) p. 17; Lehmacher (2015) pp. 12-13;
Rodenhauser/Rauch (2015) pp. 15-18; Siegmann et al. (2013) pp. 6-9.
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across company boundaries can react flexibly to dynamic changes and thus maintain their
competitive edge. On an informational level, the connection and evaluation of data is thus
becoming increasingly important. This provides the basis for transparent processes and end-
to-end integration.® This transparency and end-to-end integration is one of the main goals of
a holistic logistics network. Driven by digitalization, new opportunities are emerging to enable
this transparency in all areas. The exchange of data between the players involved (in real time)
thus continues to represent high optimization potential.®

The connectivity in the network described above leads to a high level of complexity both
physically and in terms of information and, associated with this, to a high level of effort in terms
of planning and control. One trend that offers potential solutions here is the decentralization of
physical assets and data in logistics. With increasing complexity, decentralized processes can
react more dynamically to changes and are thus in certain cases both more robust and more
efficient than centrally controlled processes. For example, the failure of components can be
compensated for and does not lead to the failure of the entire system. Decentralization also
supports the idea of more autonomy and self-organization in the network if decentralized
assets have intelligent cognitive decision-making mechanisms. A decentralized data structure

can solve problems of data sovereignty and trust across all actors.”

Logistics networks are continuously influenced by external factors beyond their control. These
include risks, interruptions, compliance and legal requirements. However, companies can
prepare themselves. Their ability to cope with these unpredictable factors is called resilience.
Due to globally dispersed networks, the requirements are constantly increasing. International
production and supply networks are increasingly susceptible to production downtimes or
delivery delays due to the reasons mentioned above. High customer demands regarding
reliability require a high degree of resilience. Resilient logistics networks can react flexibly to

dynamics and risks in the network and thus avoid total failure.®®

For many years, globalization has been a major trend in logistics worldwide, thus intensifying
the competitive environment presenting new challenges for the logistics industry in particular.
On the one hand, companies are offered new production and sales markets, which is also
reinforced by the elimination of trade barriers. However, there are also a large number of
factors that increase complexity. These include long distances combined with a high number

35 Cf. Heistermann et al. (2017) pp. 6-21; Kersten et al. (2017) pp. 17-33; Rodenhauser/Rauch (2015)
p. 4; Ruile (2019) pp. 154—155; Straube/Cetinkaya (2009) pp. 138—140.

36 Cf. Kersten et al. (2017) p. 17.

37 Cf. Delfmann et al. (2017) pp. 4-12; Kersten et al. (2017) p. 17; Rodenh&user/Rauch (2015) pp. 17—
34.

38 Cf. Heistermann et al. (2017) p. 18; Kersten et al. (2017) p. 16; Lehmacher (2015) pp. 9-10;
Straube/Cetinkaya (2009) pp. 137-138.
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of exports or the more intense competitive environment, which can be more strongly
established internationally than locally. Efficient international logistics structures are therefore
the key to successful participation in global trade by companies and countries.

Another trend that logistics networks are encountering with increasing dynamism and
complexity is changing customer behavior. The task of logistics is always to adapt to these
customer requirements, which is an important driver for technology or process innovations.
Increasing online ordering behavior or the desire for more sustainability and reliability or the
individualization of products and services are core elements of dynamic customer
requirements. Logistics processes are thus becoming more diversified and complex. In
addition, expectations regarding the speed of logistics processes are also becoming ever
higher, and in the consumer goods sector, delivery times of one day or even shorter are now
a reality and often a prerequisite. It is therefore important to predict customer expectations and
demand as accurately as possible in order to be able to act proactively. In close connection
with the trend of digitalization, customer requirements are also changing with regard to the
provision of data-driven services, which can be used to offer new services and increase

customer satisfaction by improving service levels.*

These trends influence logistics networks internationally and create a variety of challenges for
the players involved. Since the focus of this thesis is on the sustainability of international
logistics networks, some of the characteristics and challenges of these international networks
will be discussed in the following. An in-depth overview of the future of logistics including the

role of BCT will be given in the last chapter of this thesis.

Among others, many international logistics networks are characterized by a high degree of
dynamics, which is mainly reflected in volatile (fluctuating) processes on the supply and
demand side and interruption risks within the network. Due to a multitude of internal and
external influencing factors, these fluctuations and risks in the logistics network must be
managed efficiently and effectively in order to ensure the material, information and financial
flows between the actors involved and to the customer. With increasing globalization and the
associated internationalization of logistics networks, the degree of complexity and integration
and also the number of actors within these networks is constantly increasing. This complexity
imposes high demands on stakeholder cooperation. Communication and process-related

coordination are of enormous importance in order to ensure a seamless process flow. These

39 Cf. Ehm/Lachner (2019) p. 404; Fontius (2013) pp. 38-39; Gopfert (2019) p. 53; Gopfert/SeeRle
(2019) p. 255; Gopfert/Wellbrock (2019) p. 505; Kersten et al. (2017) p. 16; Rodenhauser/Rauch (2015)
p. 4; Straube/Cetinkaya (2009) pp. 135-136.

40 Cf. Fontius (2013) pp. 43—44; Junge et al. (2019) pp. 39-40; Kersten et al. (2017) p. 16;
Rodenhauser/Rauch (2015) pp. 5-44.
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challenges are increasingly being addressed with digitalization, which, however, not only
provides a solution, but also brings with it its own inherent challenges. Above all, topics such
as data exchange, coordinated technologies and the willingness to cooperate in a more
networked environment are key success factors in the digitalization of corporate and network
processes. Creating transparency, especially end-to-end transparency, in logistics networks is
one of the main challenges companies are facing in both developed and developing countries,
particularly in view of data security, trade confidentiality and diverse business models based
on intransparency. The emergence of new technologies such as BCT could soon provide a
better response to this problem. Another trend leading to more challenges are autonomous
business processes. In contrast to purely automated processes, autonomous processes
enable more self-determination of the systems, self-administration and ultimately freedom of
decision and action. In logistics, this is supported by the application of artificial intelligence
methods such as machine learning. The urge for more autonomy is inherently linked to the
decentralization of processes, decisions and data. In addition to aspects of data trust,
decentralization can create more efficient processes without intermediaries, eliminate interim
stages and enable peer-to-peer connections. A core technology, which also forms the essence
of this thesis and are BCT. The collaboration and digitalization of logistics networks presents
all companies with a central challenge: the development of standards and ensuring
interoperability. A large number of legacy systems and newly added technological systems
must work seamlessly with each other to avoid system discontinuity and to cope with the
increasing data exchange. Due to the high degree of networking and the large number of
countries involved in many international logistics networks, topics such as regulation must also
be considered. Bureaucratic processes and corruption, especially in developing countries,
present challenges for logistics managers worldwide in their networks. Here, too, technologies
can be beneficial. Finally, a comprehensive challenge for all companies is sustainability, which,
driven by the trend of the same name, harbors both great opportunities and risks. It is a central
issue of this thesis and will be described in detail in chapter 2.3.

2.2 Technological background of blockchain technologies

Before diving deeper into the application potential of BCT in logistics in chapter 4, this sub-
chapter will introduce the technological concepts and the capabilities of BCT. BCT have gained
popularity since Bitcoin, a cryptocurrency based on BCT, skyrocketed in the late 2010s*'. With
the publication of his white paper “Bitcoin: A Peer-to-Peer Electronic Cash System” in 2008,
Satoshi Nakamoto created the conceptual foundations for the Bitcoin system and its underlying

41 Cf. Francisco/Swanson (2018) p. 1.
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technology, the BCT.*2 Bitcoin is the first purely virtual currency without a central controlling
authority. The system is based on a distributed peer-to-peer network of networked computers.
The basis of the network is a decentralized database that records all transactions
chronologically and immutable and is managed jointly by all network participants.*® Confirmed
transactions are grouped into blocks and successively written to the network. The resulting
database system of a chain of transaction blocks gives the technology its name: blockchain.*
This technological principle enables new forms of decentralized organization of processes.
Data can be exchanged peer-to-peer within a network and efficiency gains can be achieved.
Cryptographically very secure storage of data and greater transparency with regard to past
transactions are further advantages of this decentralized technology. Taking a look at Gartner's
HypeCycle, BCT are now in the phase of disillusionment meaning they have passed the peak
of inflated expectations and are now ready for more mature implementations.*® While
numerous pilot projects in various industries and initial productive implementations
demonstrate the interest in the technology and the belief in its disruptive potential, critical
voices are also increasing with regard to the significance of BCT for practical application
scenarios.*® The following chapter therefore examines the technical concepts underlying the
technology.

Before diving deeper into the topic, it is important to understand that in addition to BCT, there
is another relevant architecture of distributed ledger technologies (DLT), the overarching
technology family. Directed acyclic graphs (DAG) are still in development and could solve
inherent problems of the BCT architecture in the foreseeable future. These include slow
consensus algorithms or energy consumption. Both architectures are considered in the course
of this chapter and their differences are discussed.*’ In the remainder of the thesis, it will be
assumed that the relevant properties of these technologies differ only in the details and the
term BCT will be used in this thesis accordingly as DAG only plays a subordinate role in current
research and practice. This considers both the overarching term DLT and the term blockchain,

which is used more frequently in the scientific literature and in practical implementations.

42 Cf. Nakamoto (2008) p. 1.

43 Cf. Franco (2015a) p. 107.

44 Cf. Zohar (2015) p. 107.

45 Cf. Panetta (2018); Seebacher/Schiritz (2017) p. 12.
46 Cf. Wittenberg (2020) p. 10.

47 Cf. Pervez et al. (2018) pp. 27-29.
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2.21 Definition and conceptual foundations of the technology

This chapter provides an overview of the technical functionality of BCT and a typology. In the
further course, another prominent representative of DLT will be discussed and the directed

acyclic graph, a further development of BCT, will be presented.

2.21.1  Technical functioning of blockchain technologies

In the following, the basic cryptographic principles of the BCT are explained on the basis of
Bitcoin. Cryptographies are a very deep topic. The interested reader is referred to Paar and
Pelzl (2010) for a more detailed description of cryptographic basics as this chapter will only
cover the basics needed to understand the underlying mechanisms of BCT.*¢ Accordingly,
BCT are based on two cryptographic fundamentals. In addition to digital signatures, which are
an application of public key cryptography, this includes hash functions. Digital signatures fulfill
three properties. They can be used to ensure that a message was sent and signed by a specific
actor. In addition, it can be ensured that the content of the message has not been manipulated
or changed, and the signature is incontestable and thus non-repudiable. In practice, this works
as follows. The signer uses a key generation algorithm to create a public-private key pair. The
public key is sent through the communication channel to the receiver of the message. Then
the signer uses the private key to digitally sign the message without making the private key
public or available for others to access. The message is not encrypted, but only authenticated.
The recipient of the message can now use the previously received public key to verify whether
the message was sent by the corresponding sender and whether the content was manipulated.
Accordingly, the message can be classified as valid or invalid.*® The schematic process for

digital signatures is shown in Figure 6.

The Bitcoin blockchain protocol uses this mechanism to sign transactions and then broadcast
them to the network. All other participants in the blockchain network can then verify the

transaction using the public key and the verification algorithm. °

48 Cf. Franco (2015b) p. 51; Paar/Pelzl (2010).
49 Cf. Franco (2015b) p. 57.
50 Cf. Badev/Chen (2014) pp. 8-9.
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Figure 6: Digital signatures®’
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In addition to digital signatures, hash functions are an important component of BCT
cryptography. Hash functions are cryptographic algorithms that compute a new string with a
fixed length from a string of arbitrary length. This new value is called a hash value.®? The hash
function is always deterministic, which means that the same input of data always leads to the
same output (to the same hash value). On the other hand, it is not possible to derive the content
of the message from the hash value and the output of the hash function is highly unlikely to be
predictable. Furthermore, even the smallest changes in the message have a fundamental
effect on the hash value, making manipulations detectable.®® These properties are used in the
context of BCT to cryptographically link the individual blocks. The exact functioning of
transactions via BCT will be explained in the following.

The transaction process using BCT is presented below. In the first step, a transaction is
requested. This can be, for example, the transfer of money or the exchange of goods and
information. This transaction is then broadcast to the distributed network of nodes. Based on
a consensus mechanism the transaction is validated. An overview of consensus mechanisms
is given below. Validated transactions are grouped into blocks with multiple transactions and
then added to the blockchain and distributed in the network.%* This distributed database means
that each node or user stores a full database/ledger including the complete transaction history
and there is no central authority that regulates the process and the data. Thus, every user can

51 Own representation based on Franco (2015b) p. 57.
52 Cf. Franco (2015b) p. 95.

53 Cf. Badev/Chen (2014) p. 9.

54 Cf. Anderberg et al. (2019) pp. 13-14.
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verify the transaction record without an intermediary.® A block consists of the transactions
themselves and a header. The hash value of the previous block is stored in this header. In this
way, all blocks of the blockchain are connected with each other (see Figure 7). If one of these
blocks is manipulated, the hash value of this block changes and the manipulation can be
detected by comparison with the hash value stored in the following block. Figure 7 shows a

simplified mechanism for BCT.

Hash Hash |Hash| |Hash
Header
= Previous block
hash

Transactions
= |nput
= Qutput

Figure 7: Simplified mechanism for BCT®¢

Different consensus mechanisms are used to validate the transactions. Although these
algorithmic procedures differ in their underlying transaction validation process, they are
characterized by a common feature. All data changes in the blockchain must be approved by
a group of key actors in a collective agreement to ensure valid data.5” Two main consensus

mechanisms are presented below: proof of work and proof of stake.

To validate transactions, so-called mining nodes must solve a cryptographic task as part of
proof of work. This task consists of finding a hash value under the given target. This
performance to be achieved is intentionally resource-intensive in order to keep the block
creation process constant and prevent possible attackers of the network from tampering. The
proof of performance is then verified and validated by other users. The validating node receives
transaction fees for the computational effort. In the context of proof of work, the probability that
a user finds the correct solution is proportional to the computational capacity it uses. Thus,
energy resources are used to solve a cryptographic task, which is a frequent criticism of this

consensus mechanism. After the appropriate solution has been found and verified, the block

55 Cf. Pervez et al. (2018) p. 27.
5 Own representation based on Bitcoin.org (2019).
57 Cf. Verhoeven et al. (2018) pp. 2-3.
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is distributed to all users according to the transaction process.*® Since, due to the nature of
proof of stake, several miners work simultaneously on the solution of the cryptographic task, it
can now happen that several users arrive at a correct solution in parallel. The result is a fork
in the BCT with multiple valid blockchains at that point. To solve this problem, the
corresponding users continue to work based on their valid version until they are notified about
a longer version of the blockchain. In each case, the longest blockchain is considered valid.
Thus, it may happen that already confirmed transactions have to be deleted and validated

again.®

Proof of stake attempts to address some of the drawbacks of proof of work. While the
probability of a transaction being validated in proof of work is determined by the computing
power used, in proof of stake it depends on the stake of the user in the network. The term
mining is no longer used, but rather minting. The probability to mint a block is therefore
dependent on their holding, e.g. the amount of funds. This has a number of advantages. First,
proof of stake is far less resource-intensive, since it does not require large computational
capacities. Furthermore, it is less centralized, since all nodes can now mint blocks and not just
a few miners with a lot of computing capacity. An attacker of the network would now have to
have a large share in the network, which reduces the probability of an attack, since the
incentive for an attack on a network in which the attacker has a high own share is low. In
addition, transaction fees are lower since less infrastructure is needed for minting. Solving
blockchain forks, on the other hand, is more complicated with proof of stake, since in the case
of a fork, the user could have stakes in multiple branches and thus an incentive to work in both
branches in parallel.®® In summary, the basic idea of proof of stake is to ensure that the
blockchain is updated primarily by those network nodes that hold a large share of the values
in the BCT network, which should incentivize proper maintenance of the system.®"

Other possible consensus mechanisms, which will not be discussed further in this thesis, are
proof of authority, proof of bandwidth, proof of storage, proof of resource, proof of burn or proof

of activity.®

58 Cf. Meinel et al. (2018) pp. 40-47.
59 Cf. Schlatt et al. (2016) pp. 13-14.
60 Cf. Franco (2015b) pp. 234-235.
61 Cf. Schlatt et al. (2016) p. 15.

62 Cf. Franco (2015b) p. 234.
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2.21.2 Typology of blockchain technologies

BCT can be classified into different types based on their functionalities and architectures, which
determine the user's read, execution and validation rights. The first distinction is between an
open blockchain (also called public blockchain) and a closed blockchain (also called private
blockchain). While everyone has access to a public blockchain, only authorized entities can
access a private blockchain. Another typology criterion is the categorization into permissioned
blockchain and permissionless blockchain. This distinction governs who can send and validate
transactions. Accordingly, BCT are called permissionless if anyone can send and validate
transactions and permissioned if this is reserved for authorized entities only. Accordingly, the
combination of these two criteria results in four types of BCT, which are compared in Table 4:
Public permissionless blockchain, public permissioned blockchain, private permissioned
blockchain and private permissionless blockchain. To understand the visualization in Table 4
it is important to know that black dots represent validating nodes that can participate in the
consensus mechanism and light grey dots represents participants of the network that can
perform transactions, but have no participation in the validation process. The circle represents
networks where only nodes within the circle can see the transaction history.®?

63 Cf. Anderberg et al. (2019) pp. 14-15.
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BCT type

Explanation

Visualization

Public
permissionless
blockchain

Public
permissioned

blockchain

Private
permissioned
blockchain

Private
permissionless
blockchain

Every user with an Internet connection can
send transaction and see the transaction
history. Also, every user of the network can
participate in the consensus algorithm.

Every user with an Internet connection can
send transaction and see the transaction
history. In contrast du public permissionless,
only authorized users can participate in the

consensus algorithm.

This is the most restricted type of BCT. The
ability to send transaction and see the
transaction history is only possible for
participating nodes and the owner of the
system can control who participates in the

BCT system and the consensus mechanism.

In these BCT system everyone can
participate in the consensus mechanism, but
transactions and the transaction history are
restricted.

b

Table 4: Typology of BCT**

Considering the typology criteria and the consensuses mechanisms presented above, Table 5

presents an overview and a comparison of BCT platforms currently relevant in the industry.

These platforms can be used as a basis for own BCT projects. The platforms Ethereum and

Hyperledger, which are very widespread across industries, should be highlighted at this point.

Ethereum enables transactions in a public permission-based BCT between users of the

network with no trust between each other. The intrinsic cryptocurrency to motivate miners for

the proof of work consensus mechanism is called Ether. Ethereum furthermore was one of the

64 Own representation based on Anderberg et al. (2019) p. 15.
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first platform introducing smart contracts and is the most popular platform for the development
of BCT applications. Hyperledger fabric was developed to address issues regarding
performance and reliability of BCT systems. It enables users to set up private and permission-
based ledgers after registering through a membership service provider. Depending on the
requirements of the private network and the applications a consensus mechanism can be

chosen. There is no cryptocurrency on Hyperledger Fabric.®®

Platform BCT type Crypto Smart contracts
currency
Public and
Ethereum permission-based Ether (ETH) Yes
Hyr'):erle_d ger Permission-based None Yes
abric
Multichain Permission-based Multi-Currency Yes
Litecoin Public Litecoin (LTC) Yes
Lisk Public and LSK Yes
permission-based

Quorum Permission-based ETH Yes
HDAC Permission-based Multiasset Yes

Table 5: BCT platforms for creating BCT applications®

2.2.1.3  Other architectures of distributed ledger technologies

As described at the beginning, BCT are part of the distributed ledger technologies family. This
chapter introduces another prominent representative of DLT. Directed acyclic graphs (DAG)

are a further development of BCT and promise to solve some of the inherent problems of BCT.

These inherent problems include a lack of scalability. The sequential structure of BCT and the
required consensus mechanisms such as proof of work or proof of stake create a bottleneck
with regard to the throughput of transactions. In addition, there are transaction costs for the
validation of transactions. The distributed data structure and storage of all transactions also

leads to high costs and high redundancies. The design of DAG attempts to solve these

65 Cf. Reyna et al. (2018) p. 183; Saraf/Sabadra (2018) pp. 1-3.
66 Cf. Reyna et al. (2018) p. 184.
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problems. The basic principle is initially similar to BCT and is based on a network with nodes
that can validate transactions. Each transaction that is executed requires the validation of at
least two previous transactions before it can be distributed in the network. Thus, when new
transactions are initiated, more transactions are validated and authorized at the same time.
Unlike BCT, however, DAG does not require miners, as two parent transactions each confirm
the validity of a subsequent transaction. This approach leads to significantly faster
development, as transactions can be validated directly. In addition, transaction fees to the
miners are eliminated. DAG technology can thus be used to realize use cases such as energy
trading that require high scalability and micro transaction processing. Furthermore, unlike BCT,
however, DAG does not group transactions into blocks. Instead, each node contains only a
single transaction.®” Due to the chained structure of BCT, only one chain of transaction blocks
can exist in the entire network. Branching problems are resolved by the integrated consensus
mechanism. In contrast to linear BCT, DAG allow simultaneous processing of transactions on
multilinear, unidirectional paths.%® Figure 8 shows the structural differences between BCT and
DAG.

aaaessaas

Blockchain

Directed acyclic graph

o /

Figure 8: Structural differences between BCT and DAG®®

67 Cf. Pervez et al. (2018) pp. 28-29.
68 Cf. Lee (2018) p. 1.
69 Own representation based on Pervez et al. (2018) pp. 29-32.
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As described above, DAG are an interesting evolution of the technology underlying BCT. Table

6 compares BCT and DAG based on relevant criteria.

Aspect BCT Directed acyclic graph
No leader election, network users
Consensus Proof of work, proof of stake conduct proof of work for their
own transactions
. No block creation because of
Erlgactl?on ?galanrc?% ttlinzc(;lfjof BCT individual transaction attachment
garding sp to DAG
Fast Difficult due to proof of work /  Fast (theoretically immediate)

transaction

Mining

Quantum
resistance

Scalability

Improving
scalability

Transaction
fees

proof of stake

Miners necessary and need to
be compensated

Theoretically vulnerable to
brute force attacks by
Quantum Computer

Not scalable (throughput does
not increase with network)

Increase block size, off-chain
channels, hierarchical chains

Fees increase with growing
network

transactions

No (compensation for) miners as
network members conduct proof
of work

Uses quantum resistant

cryptographic algorithms immune
to brute force attacks

Scalable (throughput grows with
network)

Coupling network usage and
transaction verification

No transaction fees

Table 6: Comparison of BCT and DAG™®

While BCT require a consensus mechanism such as proof of work or proof of stake among the
validating users, transactions in the DAG are validated by the users themselves. Individual
transactions in DAG are attached individually as described and not combined into blocks as in

70 Own representation based on Pervez et al. (2018) p. 29.
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BCT. This leads to almost immediately validations and a DAG is therefore significantly faster
than BCT while at the same time eliminating transaction costs. The system becomes much
more scalable with DAG as the throughput grows with the size of the network and no miners
are needed. In terms of security, BCT is theoretically vulnerable to attack by a quantum
computer. DAG, on the other hand, are immune to brute force attacks initiated by quantum
computers. It is important to note that DAG are still in development and the further emergence
of this technology remains to be seen. Nevertheless, some structural advantages over BCT
emerge as explained above that could make DAG interesting for logistics as well.”"

2.2.2 Functionalities of blockchain technologies

Based on the technical structure of DLT in general and BCT and DAG in particular described
so far, this chapter explains the core functionalities of the technology. This is an essential basis
for the application of the BCT in international logistics networks in the following (sub-) chapters.
Table 7 presents an overview before explaining the functionalities in detail below.

The fact that BCT are distributed networks means that intermediaries or central authorities can
be replaced to some extent. The trust that was previously placed in those same central bodies
is now based on rules and consensus mechanisms that provide an agreed process for
verification, validation and execution of transactions. This decentralization creates strong
resilience as there can be no central point of failure and BCT are difficult to attack as data is
stored in a redundant and distributed manner.”

The second core functionality of BCT is immutable storage of the data. Unintentional
manipulation of the data is hardly possible and only theoretically possible over 51 % of the
computing capacity (proof of work) or 51 % of the shares (proof of stake). Some therefore
speak only of tamper-proof and not of immutable data. Due to the distributed storage, changes
are traceable for every user. Cryptographic digital signatures additionally guarantee the

integrity of the transmitted data.”

The ledger and thus the transaction history of BCT can be viewed by all users. This
transparency and visibility increase trust and verifiability of data across the network. Depending
on the use case, it may be important not to share sensitive information transparently across
the network. Private networks or certain architectures can help address these issues, for
example, proving only that the transaction took place without disclosing the content or
participants and storing sensitive data off-chain. Thus, even larger amounts of data could be

71 Cf. Pervez et al. (2018) p. 29.
72 Cf. Anderberg et al. (2019) p. 16.
73 Cf. Anderberg et al. (2019) pp. 16-17.
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stored outside the ledger and linked via a hash reference or pointer. In private networks,
access can also be restricted to specific users. Furthermore, there is the possibility to
guarantee additional encryption via cryptographic protocols like zero-knowledge proofs and to
hide certain details of transactions. Thus, decentralized, transparent and privacy-friendly

solutions can be implemented.”™

BCT are based on public-private key cryptography and hash functions and thus guarantee the
authenticity and integrity of the exchanged data and transactions and therefor a high degree
of security. While public keys are shared in the network, verification of transactions is only
possible via encryption algorithms and secret private keys. In addition, transactions are time-
stamped and an immutable transaction history is available to all (see immutable data).
Theoretically, however, brute force attacks on BCT via quantum computers are possible,
although this has not happened yet. Nevertheless, it is important to further develop BCT
systems and make them quantum resistant. All in all, BCT represent a high level of data
security compared to other centralized data storages.’

The last core functionality of BCT are smart contracts. Decentralized services can be
implemented and used on the blockchain. Thus, the unique properties of the technology in
terms of trust, transparency and security can be used for a variety of processes. One of the
most important implementations in this context are smart contracts, data-driven computer
programs that can trigger previously agreed actions without human intervention. Mostly, these
are if-then conditions that are implemented on the blockchain and automatically execute
transactions when certain events or conditions occur. Thus, based on trust in the algorithms,

two or more users can automatically perform transactions without an intermediary.”®

These five core functionalities are the main reasons for the success of the technology and the
potential it can offer in the context of international logistics networks. Before in chapter 4.2,
based on the functionalities, possible application areas of BCT in international logistics
networks and their implementation status in the industry will be examined. However, prior to
further elaborations on BCT, the topic of sustainability in logistics as well as the role of
digitalization will be discussed in detail in order to create the third basis of the theoretical

framework.

74 Cf. Anderberg et al. (2019) pp. 17-18.
75 Cf. Anderberg et al. (2019) pp. 18-19.
76 Cf. Anderberg et al. (2019) pp. 19-20.
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Functionality Explanation

Data based on BCT is stored in distributed networks. There is
Decentralization no central authority and no intermediaries for data
management.

Stored data or transactions are immutable and tamper-proof

Immutable data and can therefore hardly be manipulated.

The entire transaction history is visible and thus traceable,

Transparency which results in more trust in the network.

Public key cryptography and hash functions ensure the

Security authenticity and integrity of the data.

Decentralized services can be implemented on the BCT. Smart

Smart contracts contracts can trigger data-driven transactions.

Table 7: Functionalities of BCT 77

2.3 Sustainability and logistics

The chapter explains the construct of sustainability and specifies the dimensions in which it
can have an effect. In the further course of this chapter, both logistics and sustainability are
brought together and it is explained to what extent different drivers in logistics networks
influence sustainable development and how this can ultimately be measured and assessed.

2.31 Definition of sustainability

Despite a historical development and a high frequency of use in business, politics and society,
there is no binding and all-encompassing definition of sustainability.” The term sustainability
has developed steadily from its origins to the way it is understood today. The historical origin
of the term was established in the 18th century by Carl von Carlowitz in a forestry context. The

Saxon mountain governor appealed for a “sustainable use” of wood, of which no more should

77 Own representation based on Anderberg et al. (2019) pp. 16-20.
8 Cf. Grober (2013) p. 20.
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be felled in a certain period of time than can grow again.” Sustainability is therefore in its origin

a resource-economic principle for the permanent and profitable use of a resource.®

One of the most widespread and frequently cited definitions of sustainability comes from “Our
Common Future”, better known today as the Brundtland Report of the World Commission on
Environment and Development of 1987%" , which describes sustainable development as
development that fulfils the needs of the present generation without compromising the ability
of future generations to fulfil their own needs.®? This definition puts human needs first.
Furthermore, the Brundtland Report bundles the global problems and challenges into four
central problem areas: overexploitation of natural resources, growing inequality in income and
wealth distribution, increasing numbers of people living in absolute poverty, and threats to
peace and security.®® The concept of sustainability is thus associated with preserving the
environment, establishing social justice and ensuring political participation. The UN
Conference on Environment and Development, which met in Rio in 1992, formulated a program
of action in which everything revolved around sustainability. This conference represented the
most important milestone to date in the political anchoring of the sustainability aspect. About
180 states committed themselves to developing sustainability strategies that were to include
social and economic aspects in addition to environmental ones.?* From that time on, the term
sustainability has included three dimensions to this day, namely economic, environmental and
social sustainability.

2.3.2 Dimensions of sustainability

Environmental sustainability is primarily aimed at the preservation or protection of nature.
Natural resources should be used efficiently, emissions and waste should also be avoided as
far as possible along the value chain or at least reduced to a minimum. Social sustainability
puts people at the center of attention. It includes the observance of human rights and the
implementation of good working conditions. Exploitation as well as child and forced labor are
therefore at odds with social sustainability. Economic sustainability requires good
management. A company should do business in a way that ensures its future success. The
use of renewable raw materials, recycling, forward-looking investments and the promotion of

research and development all play an important role.® Later, Elkington introduced the concept

79 Cf. Grober (2013) p. 21.

80 Cf. Pufé (2014) p. 36.

81 Cf. Grober (2013) p. 21; Pufé (2014) p. 65.

82 Cf. WCED (1987) p. 16.

83 Cf. Hauff (1987) p. 36.

84 Cf. Bundesministerium fiir wirtschaftliche Zusammenarbeit und Entwicklung (2020) p. 1.
85 Cf. Zeschmar-Lahl (2015) p. 1.
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of the Triple Bottom Line (TBL), which integrates the three dimensions of sustainability
presented in one concept. This states that it is not possible to achieve a desired level of
environmental, social or economic sustainability (separately) without achieving at least a basic
level of all three forms of sustainability at the same time.® As shown in Figure 9, sustainability

prevails where all three dimensions overlap.

Environmental
performance

Social
performance

W

Sustainability

Economic performance

Figure 9: Triple bottom line®”

The practical implementation of the sustainability principle is visible in companies worldwide.
More than two-thirds of companies have introduced sustainability permanently into their
corporate policy and now consider it necessary to maintain their own competitiveness.® In this
context, sustainability can be understood as the maintenance and expansion of economic
growth, shareholder value, reputation, customer relations, and product and service quality. It
also encompasses the adoption and pursuit of ethical business practices and the creation of
sustainable jobs.® Potential benefits include the reduction of long-term risks, e.g. resource
depletion, fluctuations in energy costs, product liability and pollution.®® Although the principle
of sustainability requires a basic level of all three dimensions, as explained above, the
economic aspect of sustainability seems to be crucial. This is also reflected in the literature,
where a large number of articles focus on the economic dimension (87.2 %). However, in the
last 20 years, the largest focus has been on the environmental dimension (94.6 %). The social

dimension is less pronounced in this sample (34.9 %), but it has gained more attention in

86 Cf. Elkington (1999) p. 75.

87 Cf. Carter/Rogers (2008) p. 365.
88 Cf. Kiron (2012) p. 70.

89 Cf. Székely/Knirsch (2005) p. 628.
9 Cf. Shrivastava (1995) p. 955.
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recent years.®! This thesis therefore aims to contribute particularly to the dimensions of social

and environmental sustainability, which have received less prominent attention to date.

By agreeing on the 2030 Agenda for Sustainable Development in 2015, an important
cornerstone was laid for the international responsibility of all states with regard to sustainability.
The Agenda applies to industrialized countries as well as emerging and developing countries.
At the core of the 2030 Agenda are 17 goals, the so-called Sustainable Development Goals
(SDG), which encompass all three dimensions of sustainability - social, environmental and
economic - in equal measure. In addition to these goals, five core messages are defined and
summarized under the 5Ps: people, planet, prosperity, peace and partnership. The
overarching goal is to pursue these SDG through global partnerships and to report progress

internationally.

Table 8 gives an overview of the 17 SDG as declared by the United Nations.

91 Cf. Beske-Janssen et al. (2015) pp. 665-678.
92 Cf. Bundesministerium fir wirtschaftliche Zusammenarbeit und Entwicklung (2017) p. 7; United
Nations (2015) pp. 1-35.



37

# Goals

1 “End poverty in all its forms everywhere.”

9 “End hunger, achieve food security and improved nutrition and promote
sustainable agriculture.”

3 “Ensure healthy lives and promote well-being for all at all ages.”

4 “Ensure inclusive and equitable quality education and promote lifelong learning
opportunities for all.”

5 “Achieve gender equality and empower all women and girls.”

6 “Ensure availability and sustainable management of water and sanitation for
all.”

7 “Ensure access to affordable, reliable, sustainable and modern energy for all.”

8 “Promote sustained, inclusive and sustainable economic growth, full and
productive employment and decent work for all.”

9 “Build resilient infrastructure, promote inclusive and sustainable
industrialization and foster innovation.”

10  “Reduce inequality within and among countries.”

11 “Make cities and human settlements inclusive, safe, resilient and sustainable.”

12 “Ensure sustainable consumption and production patterns.”

13  “Take urgent action to combat climate change and its impacts.”

14 “Conserve and sustainably use the oceans, seas and marine resources for
sustainable development.”
“Protect, restore and promote sustainable use of terrestrial ecosystems,

15 sustainably manage forests, combat desertification, and halt and reverse land
degradation and halt biodiversity loss.”
“Promote peaceful and inclusive societies for sustainable development, provide

16  access to justice for all and build effective, accountable and inclusive
institutions at all levels.”

17 “Strengthen the means of implementation and revitalize the Global Partnership

for Sustainable Development.”

Table 8: Sustainable Development Goals (SDG)%

98 United Nations (2015) p. 14.
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The five core messages derive directly from these goals. Regarding people, the principle of
the entire 2030 Agenda is to leave no one behind. Hunger and poverty must be actively
combated and gender equality must be ensured. To this end, disadvantaged and discriminated
population groups must be reached in order to enable all people globally to live in dignity. A
concrete example of Germany's commitment in this context is the establishment of green
innovation centers to support smallholder farms and the associated improvement in the
regional supply of food. Equally important is the issue of planet. To ensure an intact
environment, existing ecosystems must be preserved and climate change, which threatens the
future prospects of all countries, must be combated. An area of tension between protecting the
environment and climate and increasing access to energy worldwide must be resolved. One
example of this is the German support in more than 50 countries for the construction of
geothermal plants as well as solar and wind power plants. Furthermore, equal opportunities
with regard to economic, social and technical progress must be ensured in the sense of
prosperity. Particular attention is paid to sustainable economic growth and humane working
conditions. An important practical example is compliance with environmental and social
standards in logistics networks. The fourth core message peace describes peace and stability
as important prerequisites for sustainable development. Human rights, good governance and
the corresponding institutions must be promoted and crisis regions stabilized. One example of
this is combating the causes of flight, which is a high priority for Germany. Finally, partnership
describes the joint approach to achieving the goals of the 2030 Agenda, which can only be
achieved through international cooperation and global partnerships.®*

233 Sustainability in the context of logistics

This chapter examines the impact of sustainability on logistics networks and logistics
management. Besides the definition of sustainable logistics management, the thesis in this
chapter deals with the drivers of sustainable logistics and the social and environmental

sustainability standards for measuring and reporting sustainability indicators and initiatives.

This section first defines the extent to which logistics management can be defined as
sustainable. Therefore, the definitions according to Carter and Rogers (2008) and Seuring and
Miiller (2008) are used (see Table 9). Carter and Rogers' definition does not place sufficient
emphasis on the logistics aspect. Therefore, the definition according to Seuring and Mller is
followed for the purposes of this thesis. However, Carter and Rogers present four additional
supporting instruments for sustainable logistics management (risk management, transparency,

9 Cf. Bundesministerium fiir wirtschaftliche Zusammenarbeit und Entwicklung (2017) pp. 14-23.
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strategy, culture) that can positively influence the success of sustainability across the three
dimensions. These instruments are described in detail below and are connected to the triple
bottom line. While it could be claimed that other instruments play a role, those four constructs

are the most characteristic and consistent in the literature on sustainable logistics.*®

Authors Definition of sustainable logistics management

“[...] the strategic, transparent integration and achievement of an

organization’s social, environmental, and economic goals in the
é%régr)/ Rogers  systemic coordination of key inter-organizational business

processes for improving the long-term economic performance of

the individual company and its supply chains”®

“[...] the management of material, information and capital flows as
well as cooperation among companies along the supply chain while
taking goals from all three dimensions of sustainable development,
i.e., economic, environmental and social, into account which are
Seuring / Miiller  derived from customer and stakeholder requirements. In
(2008) sustainable supply chains, environmental and social criteria need
to be fulfilled by the members to remain within the supply chain,
while it is expected that competitiveness would be maintained

through meeting customer needs and related economic criteria.”®”

Table 9: Definitions of sustainable logistics management®®

A recurring theme in the literature on sustainability is risk management. Sustainable logistics
therefor has to include contingency planning as well as the consideration and management of
future network disruptions. These include supply bottlenecks, changing energy costs and the

reduction of environmental and health risks.*®

Transparency within the logistics network and to the outside environment (e.g. towards the
customer) contributes to the sustainable development of the logistics network. In recent years,
this development has been driven by an increasing interconnectedness of actors through the

9 Cf. Carter/Rogers (2008) p. 365.

% Carter/Rogers (2008) p. 368.

97 Seuring/Miiller (2008) p. 1700.

9% Own representation

99 Cf. Carter/Rogers (2008) pp. 365-366.
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Internet and other communication technologies as well as interoperable software and the
globalization of logistics networks, which complicates the concealment of corporate
wrongdoings. Transparency not only includes reporting to network partners, but also the active
involvement of stakeholders to improve logistics processes. The increase of transparency is

possible both vertically within a logistics value chain and horizontally within the network. '

The sustainability initiatives of companies should be closely linked to the overall corporate
strategy. This enables the entire organization to focus on sustainability aspects and ensures a

cross-dimensional sustainability target vision for all corporate divisions. '

The creation of an organizational culture in line with sustainability requirements should be
pursued. This includes the establishment of high ethical standards and the integration of
stakeholder expectations with social and environmental responsibility along the logistics

network.1%2

After defining sustainable logistics management as described above for the further course of
the thesis, the following section discusses the influence of different stakeholder groups on
sustainability initiatives as sustainable development within logistics networks is driven primarily
by the demands of various stakeholder groups.'® In addition to (end) customers, these include
the state or legislative institutions as well as actors in the market and competitive environment.

Table 10 gives an overview of important requirements of the main stakeholder groups.

These stakeholder group requirements result in logistical goals in all three dimensions of
sustainability. A selection of the most important goals is shown in Table 11. While all three
dimensions are of direct relevance for this thesis, the focus with regard to the impact by BCT
will be mainly on the environmental and social objectives. Together, the following goals cover
the spectrum of sustainable logistics management in the dimensions of environmental, social
and economic sustainability. In addition to economic perspectives such as orientation towards
long-term business value through competitiveness and profit, these include various aspects of
resource-conserving corporate management and production, compliance with standards and

social justice.

100 Cf. Carter/Rogers (2008) p. 367.
101 Cf. Carter/Rogers (2008) p. 367.
102 Cf. Carter/Rogers (2008) p. 368.
103 Cf. Elbert/Borkowski (2010) p. 33; Onkila (2010) pp. 379-380.
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Stakeholder

Essential requirements

group
Costumers ¢ Sustainability-pull through demands of customers

e Stricter environmental legislation, definition of emission
State / reduction targets
government ¢ Increasing regulatory requirements for emissions reporting

and —reduction as well as CSR

* Rising costs of fossil fuels
Market / e Sustainability as a differentiation and competitive factor
competition e Required transparency regarding environmental and social

impact of companies by capital investors

Table 10: Stakeholder groups and requirements?%4

Environmental Social Economic

e  Minimization of e  Social security e  Appropriate profit
resource consumption e Integration and e Permanent assurance
and material turnover communication of competitiveness

e Creation of material .
cycles at the highest
possible level

e Minimization of
substance releases
into nature

e Efficient use of

renewable resources

High social and

qualification standards

Table 11: Goals of sustainable corporate development’%

This thesis will focus on the social and environmental dimensions of sustainability, which is

why economic aspects are only considered peripherally, for example in the context of

104 Own representation based on Wutke (2016) p. 65.
105 Own representation based on Rogall (2000) p. 33.
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measuring the success of the project or the project resources. Therefore, the remaining
chapter will bring social and environmental aspects and criteria into the focus. Following this
basic understanding of sustainability in the context of logistics, the following section will
elaborate on environmental and social standards as the basis for measuring and reporting
sustainability. The measurement and reporting of these environmental and social standards
can be performed at different levels. A distinction can be made between the meso, macro and
micro levels, depending on the viewpoint.’ In the following, common standards in logistics
are presented for both environmental and social sustainability.

Standards for environmental sustainability

There are standards and norms for measuring and presenting the environmental effects of
corporate processes at various reporting levels, which are explained in more detail below.

The ISO 14000 series is a collection of voluntary standards and guidelines for companies that
want to identify and minimize their environmental impact. Within the series, only the ISO 14001
standard can be certified.'"” It describes the structure of an environmental reporting system.
Above all, it offers companies the opportunity to demonstrate the implementation of an
environmental reporting system, but does not mean that certified companies are particularly
environmentally sustainable.'® However, due to the learning effects of implementing an
environmental management system, it is implicitly assumed that companies that implement
ISO 14000 achieve higher reductions than other companies.'®

Another important standard for the environmental sustainability of companies is EMAS (Eco-
Management and Audit Scheme). EMAS and ISO certification differ mainly in the form of
certification. While ISO is carried out by the private sector, EMAS certification is carried out
under state control. The requirements of the two standards are comparable. In contrast to ISO,

however, EMAS can only be used in Europe and not worldwide.°

The Greenhouse Gas Protocol (GHG) Corporate Accounting and Reporting Standard was first
introduced in 2001 and has since been supported and applied by a large number of
organizations.'"" Especially the combination of the content categories of the GHG and the
processual standards of the ISO norm has gained high importance for the measurement and
reduction of emissions in the corporate context. The GHG defines the basic principles of

106 Cf. Wutke (2016) p. 72.

107 Cf. Cullinane/Edwards (2011) p. 42.

108 Cf. Delmas/Montiel (2009) pp. 175-176.

109 Cf. Coglianese/Nash (2001) p. 11.

110 Cf. Ciliberti et al. (2008) p. 93; Wutke (2016) p. 74.
111 Cf. Greenhouse Gas Protocol (2020) p. 3.
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relevance, completeness, consistency, transparency and accuracy and is based on principles
of financial accounting. Furthermore, the GHG defines rules for the organizational and
operational delimitation of a greenhouse gas balance.''?

ISO 14067 specifies requirements for the quantitative determination of the carbon footprint of
products in order to simplify and standardize the determination of greenhouse gas emissions
at product level. The entire product life cycle is to be covered, including raw material extraction,
production, use and disposal.'®

The European standard DIN EN 16258 describes a method for energy and emission balancing
of transport services. It specifies a uniform methodology, system boundaries and procedures
for allocating emissions to individual customers and data sources. The standard has no legal
character, its application is voluntary. By taking all modes of transport into account, it is
designed for a broad field of application. In the level of detail of the specifications, the standard
represents a compromise between maximum precision and applicability by different user
groups.'™ Table 12 compares the standards for environmental sustainability in logistics
described above.

Company balance Product balance Transport balance
sheets sheets sheets
ISO 14001, ISO GHG Protocol
DIN EN 16258, DIN
Standards 14064, EMAS, GHG  (GHG), ISO 14067,
SPEC 91224
Protocol (GHG) PAS 2050

Own activities,
Entire transport chain

System involvement of . . . .
. Entire value chain including
borders subcontractors is
subcontractors
voluntary

. All greenhouse gases
Environmental All greenhouse gases All greenhouse gases )
) ) (as CO2 equivalents)
parameter (as CO2 equivalents) (as CO2 equivalents)
+ energy use

Table 12: Comparison of standards and accounting levels'’®

112 Cf. Wutke (2016) p. 74.

113 Cf. DIN (2019) p. 21; Wutke (2016) p. 75.

114 Cf. DIN (2013) p. 5; Wutke (2016) p. 76.

115 Own representation based on DSLV Deutscher Speditions- und Logistikverband e. V. (2013) p. 20;
Wutke (2016) p. 73.
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Standards for social sustainability

Even though the social dimension of sustainability often plays a subordinate role in research
and practice, it often has a higher share in reporting than environmental factors.''® Significant

standards for social sustainability are described in more detail below.

The Global Reporting Initiative was founded in 1997 and uses a participatory process to
develop guidelines for the preparation of sustainability reports by large corporations, small and
medium-sized enterprises (SME), governments and NGO. For external reporting in particular,
it is advisable to use the guidelines and indicators of the GRI. These have established
themselves internationally as the standard for sustainability reporting and are continuously
developed further in a cooperation of hundreds of companies, investors, rating agencies,
auditors, associations, unions, NGO and scientists. The goal is the standardized, comparable
presentation of the economic, environmental, social and societal performance of the respective
reporting entity for a wide range of stakeholders.""”

In 2010, /SO 26000 was established as a standard for the social and corporate responsibility
of companies and organizations. However, ISO 26000 is not a management system standard
and, unlike the environmental management standard ISO 14001, it is not intended or suitable
for certification. However, 1ISO 26000 can be interpreted as one of the frameworks that
companies can use promote a common understanding of social responsibility and to

complement other tools and standards in order to support their CSR reporting obligations.'"®

The OECD Guidelines for multinational enterprises are regarded worldwide as one of the most
important instruments for promoting responsible corporate governance. The 34 member states
of the Organization for Economic Cooperation and Development (OECD) and eight other
countries have signed the guidelines. They commit themselves to encourage all companies
operating in their territory to comply with the guidelines in their value chains. The guidelines
set a standard for companies, but are not legally binding.'"®

Companies with a focus on social responsibility can be aligned and monitored according to the
SA 8000 (Social Accountability 8000) management and certification system. This social
standard was developed in 1997/98 by the U.S. NGO Social Accountability International (SAl)
on the basis of the international convention on human rights and the recommendations of the
International Labor Organization (ILO). It is an internationally accepted certification norm with
a number of strict standards, including the introduction of humane working conditions, freedom

116 Cf. Wutke (2016) p. 78.

17 Cf. Aachener Stiftung Kathy Beys (2015a); Wutke (2016) p. 80.
118 Cf. 1ISO (2018).

119 Cf. Aachener Stiftung Kathy Beys (2015b).
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of association and the prohibition of child labor and discrimination. SA 8000 monitors
compliance with minimum social standards in manufacturing companies and is responsible for
the certification of factories worldwide, which is carried out by independent certification
organizations. SA 8000 is comparable in structure with the environmental management
standard ISO 14001 and the quality management standard 1ISO 9000:2000 and is fully
compatible with them.'?

Table 13 compares the standards for social sustainability in logistics described above.

Standard Type Core topics

) o ) List of criteria to increase the
Global Reporting  Guidelines for the preparation )
o o transparency of reporting and
Initiative of sustainability reports . O .
assistance in its preparation

Standard on the social and

o societal responsibility of
Voluntary guidelines for . o
1ISO 26000 o . companies and organizations
organizations, not certifiable .
(e.g. on leadership, human

rights, environment)

. o . Code of conduct for the
o International guidelines with a ) )
OECD Guidelines relationship between
recommendatory character .
companies and employees

Improvement of working
Internationally valid standard, conditions for employees,
SA8000
auditable and certifiable minimum requirements for

social and labor standards

Table 13: Overview of social sustainability reporting standards’?

From the presented ecological and social standards, criteria can be derived that are relevant
for the further course of the thesis, especially for the selection of the case studies and the
evaluation of the sustainability impact on international logistics networks. An overview of the
extracted criteria is given in Table 14. Therefore, seven core criteria can be derived from

environmental and social sustainability standards in logistics:

120 Cf. Aachener Stiftung Kathy Beys (2015c); SAl (2021).
121 Own representation based on Wutke (2016) p. 79.
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e resource and energy consumption

e impact on the environment through products or services
e labor conditions

e human rights

e society and fair business

e product responsibility and consumer issues

e sustainable management system

Starting with resource and energy consumption, companies need to pay attention to generation
and supply of consumed direct and indirect energy forms, products and services. Required
energy and resources should be minimized as far as possible. Furthermore, the impact on the
environment through products or services should be considered. This not only includes cross-
company accounting of transport-related emissions of all scopes, but also the general
prevention of pollution of the environment as well as the development of mitigation strategies
for climate change on all levels. With regard to labor conditions, the focus is on the relationship
between employee and employer. Therefore, health and safety should be guaranteed as well
as suitable opportunities for training and education. Especially in global logistics networks, the
compliance with human rights is of tremendous importance. Companies should make sure,
that in their own logistics network, all suppliers and partners comply with agreed regulations
and standards. Therefore, child and forced labor must be avoided, and the rights of the
indigenous population must be guaranteed and supported. In this context, due diligence,
meaning a careful assessment, should be carried out for materials, products or regions that
are subject to conflict. With regard to society and fair business, fair competition should be
ensured and corruption and bribery be fought. Employees are entitled to freedom of
association and the right to collective bargaining. In addition, social and environmental
responsibility should be promoted throughout the logistics network. Another criterion relates to
product responsibility and consumer issues to be borne by the company. In this sense,
attention must be paid to the health and safety of customers when using products or services.
At the same time, privacy should be guaranteed and only unbiased information communicated.
Ultimately, a sustainable management system is an important criterion to be derived from the
standards. Sustainable goals should be formulated and initiatives planned. Continuous
monitoring, review and improvement of these goals and measures ensures a long-term focus

on socially and environmentally sustainable value creation.



47

Core criteria Standards  Description
GRI, ISO e Generation and supply of consumed
Resource and energy
) 14001, I1ISO of direct and indirect energy forms,
consumption
14064 products and services
GRI, GHG

) Protocol, ISO e Cross-company accounting of
Impact on the environment

26000, DIN transport-related emissions,
through products or
. SPEC e Prevention of pollution
services
91224, DIN ¢ Climate change mitigation
EN 16258
GRI, ISO e Health and safety
Labor conditions 26000, e Training and education
SA8000 e Employment relationships
GRI, ISO o No child labor or forced labor
Human rights 26000, ¢ Indigenous rights
SA8000 e Due diligence
o Political support
e Fair competition and combating
GRI, ISO
) ) ) bribery and corruption
Society and fair business 26000,
e Promoting social responsibility
SA8000

o Freedom of association & right to
collective bargaining

o Customer health and safety
Product responsibility and  GRI, ISO

. e Privacy protection
consumer issues 26000

e Unbiased information

o Development, monitoring and review
Sustainable management  1SO 14001,

of sustainable objectives
system SA8000

e Continuous improvement

Table 14: Extracted core criteria from social and environmental standards’??

122 Own representation based on DIN (2013); DIN (2017); GRI Standards (2020); ISO (2018); ISO
(2019); SAI (2021); Umweltbundesamt (2020); WBCSD/WRI (2004).
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234 Sustainability and digitalization in logistics

Digital Technologies can influence all three dimensions of sustainability and are therefore
important levers in logistics sustainability management. To address this issue, an overview of
the potential sustainability impact of technologies and the corresponding digital characteristics
is provided (see Table 15). According to Kayikci (2018) digitalization in logistics is shaped by
five characteristics: cooperation, connectivity, adaptiveness, integration, autonomous control
and cognition. Cooperative behavior within digitalization enables logistics processes to be
handled more efficiently and reliably. This is accompanied by new requirements for data
exchange and data integration at the informational level as well as the sharing of logistics
assets at the physical level, e.g. the joint use of storage or transport capacities. Connectivity
ensures that digital resources within a network are connected to each other via interfaces. This
is an important enabler for vertical end-to-end integration and visibility from the supplier to the
end customer. Examples are machine-to-machine communication and big data analytics to
exchange and evaluate data or cloud computing. The logistics network can become more
efficient and intelligent through more connectivity. In order to prepare the logistics network for
changes caused by individual events from outside or over time, digitized logistics systems are
characterized by adaptiveness. It is important here that it is both adaptable (can be changed
by external actors) and self-adaptive and can therefore change itself in response to altered
conditions. One example is the ability to exchange sensors in smart containers. Integration is
characterized by a real-time exchange of data and processes and the connection and
integration of data from multiple actors. In this process, several computing systems are
physically or functionally connected to each other and an interaction of the systems is enabled.
Examples of this are end-to-end platforms in logistics that enable several network partners to
exchange products and services with each other. Autonomous control and cognition ultimately
describe decentralized, autonomous decision-making made possible by digitalization, which is
characterized by independent interaction without external interference. One example of this is
the forecast of the estimated time of arrival in the transport of goods, considering a large
number of variables such as weather and infrastructure utilization and the use of artificial
intelligence algorithms.'?® In the impact matrix, this is contrasted with the criteria of sustainable
logistics. While the economic criteria are characterized by logistics costs, delivery time or
flexibility, among other things, the environmental criteria include resource efficiency, emissions

and waste, and the social criteria include development benefits, health and acceptance.'*

123 Cf. Kayikci (2018) p. 785.
124 Cf. Kayikci (2018) p. 787.
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Sustainability criteria Digitalization characteristics of logistics
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Logistics cost +++ +++ ++ +++ + +
Delivery time +++ ++ ++ ++ +++ ++
L )
£ Inventory reduction ++ ++ + +++ 4+ T+
2
8 Forecast accuracy +++ +++ ++ + +++ ++
w
Re“abl“ty +++ + + +4++ +++ ++
Flexibility +++ +++ ++ + o+ ++
Resource efficiency +++ ++ + ++ ++ ++
- Process energy + + ++ +++ ++ +++
£
g Process emissions + ++ +++ +++ +++ +++
c
_g Waste ++ +++ +++ +++ ++ +++
>
(=
W Ppollutions ++ + + + 4 ++
Land use impact + +++ + + + +
Development benefits + ++ + + ++ ++
Impacts ++ + + ++ + ++
© Health ++ + ++ ++ ++ ++
©
o
N Safety ++ ++ ++ ++ i 4
Labor patterns + + + + - -
Acceptance + + + ++ + +

Relative impact: + less/poor ++ moderate +++ high/excellent, no impact, n/a

Table 15: Excerpt of impacts of digitalization in logistics on sustainability’?

125 Cf. Kayikci (2018) p. 787.
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The results show that the use of digital technologies in logistics networks can have a major
positive impact on economic, environmental and social sustainability. Depending on the
characteristics of the technology used, the influence is more or less pronounced in all areas of
sustainability. The characteristics of the technologies on which this thesis is based, BCT, will
be discussed in the upcoming chapters in order to subsequently analyze the influence of these

technologies using selected logistics networks as examples.

When using digital technologies to improve sustainability in logistics, it is important to assess
the resulting changes. According to the focus of this thesis, both the environmental and social
dimensions of sustainability are referred to. Digital technologies can affect the sustainability of
logistics networks in three different ways. In the context of sustainability, it is not only important
to achieve direct improvements, but also to induce these improvements both indirectly and
implicitly. Thus, in addition to improvement, aspects of measurement and reporting are also
available for the assessment of sustainability through technologies. The assumption for the
impact of technologies on sustainability is thus that technologies can be process-effective on
three levels:

e measurement
e reporting

e improvement.

Therefore, technologies can be used to measure environmental sustainability (e.g. ability to
track emissions or involvement of all stakeholders) and social sustainability (e.g. measurement
of compliance with human rights or the awareness of working conditions within the network).
Furthermore, the use of technologies can influence sustainability reporting, especially with
regard to applied standards and norms. Finally, the technology itself can improve sustainability
in logistics by enabling root cause analyses or by achieving direct changes through the
technology (e.g. CO2 reduction or avoidance through new technology). In parallel to these
process-related impacts, the use of the technology itself can also have an influence on social
or environmental parameters (e.g. energy consumption when using the technology).
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3 Overview of the methodological approach

This chapter will explain the research methodology as utilized within this thesis. The research
approach of this thesis consists of the following methods: systematic literature review followed
by Q-methodology, workshops and group survey as well as case study explorations. The multi-
method approach is in line with the building blocks of thesis as stated in chapter 1. Therefore,
a systematic literature will be conducted to identify relevant use cases for BCT in logistics.
These use cases will then be further clustered by applying Q-methodology to develop
aggregated application areas for BCT in the context of logistics. To further enhance these
results, a workshop will be conducted to identify challenges for the implementation of BCT
followed by survey to evaluate these challenges and the previously developed application
areas. These results will be part of phase one and two of the management model. To
developed the third phase of the model, an online workshop will be conducted to discuss and
assess three case studies with the goal to develop a sustainability impact model for BCT in
logistics with stakeholder specific criteria. Following this, phase 4 of the management model is
based on the detailed evaluation of three case studies in the context of BCT in logistics
applying the approach by Kittel-Wegner and Meyer (2002) to develop the management areas
for the implementation of the technology and to finalize the manage model for social and
environmental impact of BCT in logistics. Ultimately, the previous results and findings of the
thesis are consolidated with new insights from literature and practice to conceptualize a vision
of future logistics networks and the role of BCT.

3.1 Systematic literature review

In order to identify relevant use cases for BCT the first step was conducting a systematic
literature review (SLR) following the approach developed by Durach (2016) as depicted in
Table 16. The selected data base for the literature search was Business Source Complete (via
EBSCO) due to its considerable amount of business research literature and its frequent

utilization in studies in the research field of logistics '?°.

126 Cf. Durach et al. (2015) p. 121; Wagner/Kemmerling (2010) p. 363.
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# Steps Aspects to consider

1 Definition of analysis ¢ Significant research contribution
focus e Stakeholder engagement

5 Preparation of the e Inclusion and exclusion criteria development
literature search e Ex-ante restrictions of the literature search

e Selection of an appropriate method for literature

search
3 Literature search ) o
e Development of search strings for searching in

electronic databases

e Application of inclusion and exclusion criteria for
Selection of relevant
4 literature selection
literature
e Assessment of literature quality and validity

Analysis and synthesis o . o
5 . e Achieving a valid research contribution
of the literature

Use of the research e Presentation of the researched literature and
results publication of the research results

Table 16: SLR developed by Durach (2016)'?7

The inclusion criteria for the admission of articles to the closer selection is shown in Table 17.

127 Cf. Durach (2016) pp. 28-29.
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# Inclusion criteria

1 The article must be written in English.

In the summary, the abstract, in the keywords or in the title it must be

2
recognizable that either DLT in general or BCT are the object of research.
In the summary, abstract, keywords or title it must be recognizable that use

3 cases, applications or the like are examined in relation to the object of
research.

4 In the summary, abstract, keywords or title it must be recognizable that the

areas of logistics or supply chain management are concerned.

Table 17: Inclusion criteria’®

To develop the search string for the SLR, two additional researchers were asked for support
in order to grasp a variety of studies and keywords. The final search string consists of different

keywords and dimensions for BCT, logistics, and use case and can be found in Table 18.

Data base Search string

(Blockchain* OR “Block Chain*” OR “Distributed
ledger*”) AND (Logistic* OR “Supply Chain*” OR
SCM OR Transport OR Procurement OR Sourcing
OR Production OR Warehous* OR “distribution*”)
AND (Use case* OR “Use-case*” OR Implement*
OR Concept OR Application* OR Utili?ation OR
“Case stud*”)

Business Source Complete
(via EBSCO)

Table 18: Search string for SLR'?°

The search with Business Source Complete (via EBSCO) yielded in a result of 265 articles. To
achieve a high number of relevant results the search was not only focused on academic peer-
reviewed journal, but also included book chapters, magazines, non-peer-reviewed research

128 Own representation
129 Own representation
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and reports. After the elimination of duplicates and articles that did not fulfill all inclusion criteria
the synthesis sample included 53 relevant publications, which were then read and analyzed
regarding application areas and use cases for BCT in logistics. Figure 10 gives an overview of
the distribution over the years and shows a clear growth of interest into the topic from 2017 to
2020 (as the SLR was conducted in March 2020 the number of articles in 2020 was likely to
rise until the end of the year).

40
31

30

20 16
10 5

! .
O —
2017 2018 2019 2020

Figure 10: Relevant literature by year'®°

The analysis of the 53 articles resulted in a total of 155 non-MECE (mutually exclusive and
collectively exhaustive) use cases for BCT in logistics. To arrange these use cases in clusters
and application areas the Q-methodology as utilized in Durach, Wieland, and Machuca (2015)
was applied™'. This methodology helps to reduce bias and to enhance objectivity. The 155
use cases were written on cards (Q-sample) and presented to two researchers together with
the task to independently cluster the use cases in application areas and to put them into
relation with each other. After this independent procedure the results were presented to each
other, similarities were acknowledged and differences discussed to come up with a final result
of application areas and designated use cases showing no overlap between the clusters. In a
consecutive open discussion, a framework was created from the aggregated use cases. Use
cases with at least five references in the literature were automatically adopted. If less than 5
references per use case were made, the respective theoretical and practical validity of the use
case was discussed and analyzed on the basis of the corresponding studies. Only if the
researchers agreed on the importance of the use case, it was adopted into the framework. This
methodology lead to a total of five key application areas of BCT in logistics which will be

described in further detail in chapter 4.2.1.

130 Own representation
131 Cf. Durach et al. (2015) pp. 123-124.
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3.2 Workshops and group surveys

The first workshop was conducted to identify challenges in the implementation of BCT in
international logistics networks and was held with 30 professionals in February 2020. The
intend was to bring expert from the fields of BCT and logistics together to discuss the
challenges these topics pose to companies. Therefore, a heterogeneous group was invited to
meet on-site in Berlin for the discussions. The demographics of the attendees of the workshop
participants are shown in Table 19. They show that mainly manufacturers were part of the
workshop, as well as LSP and technology providers. In addition, research institutions and
associations were part of the workshop. The company size covers a wide spectrum, but is
concentrated on very large companies above 10,000 employees and rather smaller companies
with specific experience in BCT. The management level of the participants ranges from team

member to general manager, but is mostly located in the upper management levels.

Industry # of employees Management level

Manufacturing (n=14) Up to 100 (n=6) General manager (n=10)

Logistics service provider Department manager
100-500 (n=2)

(n=6) (n=5)

Technology provider (n=6) 500-1,000 (n=1) Team Leader (n=6)

Academia (n=3) 1,000-2,500 (n=2) Team Member (n=6)

Associations (n=1) 2,500-10,000 (n=3) Researcher (n=3)

Above 10,000 (n=16)

Table 19: Sample demographics of the first workshop'32

The driving principle of the workshop was the Nominal Group Technique. This method was
first developed and conducted by Delbecq and VandeVen.'3 With the help of this method, an
open question can be discussed and answered in small groups. The exact procedure is shown

in Figure 11.

132 Own representation
133 Cf. Delbecg/van de Ven (1971) pp. 469—-489.
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Step 4 after the other until all ideas have been named. There is no critical discussion, but questions for
clarification are allowed.

( I
Step 5 Group discussion and creation of common outcome to answer the question on the flipchart.

& )
4 N
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Figure 11: Nominal group technique methodology’3*

With the help of this methodology, the dynamics that often arise in group discussions are
prevented, that certain ideas are not elaborated for fear of criticism. Equal participation in the
discussion is therefore guaranteed for all participants. Thus, the greatest possible number of
possible solutions is worked out, which are then open for discussion. This first workshop was
further complemented with a follow-up questionnaire. The questionnaire was sent to the
participants after the workshop and a total of 20 responses could be obtained. The focus of
this questionnaire was the evaluation of challenges and the application areas presented in
chapter 4.2.2. The areas examined per application area were the following. The current
application status of the application area was queried. The possible dimensions here were not
planned, planned, the testing of a pilot or an implemented solution in live operation of the
company. Within the implementation horizon, the time frame in which a marketability of the
application area is conceivable was determined. In addition to these two dimensions, the BCT
applicability, the maturity level, the complexity of the application area and the expected benefit
for the company network were determined and compared in a spider diagram. An overview

including description and scale of the dimensions examined is shown in Table 20.

134 Own representation based on Delbecqg/van de Ven (1971) pp. 469—-489.
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Item Description Scale
Not planned,
o Assessment of the extent to which use cases in this
Application o ) planned,
application area have already been implemented or
status . pilot,
are planned in the respondent's company )
implemented
. i o . . 2020, 2025,
Implementation ~ Time frame within which a market maturity of the use
) ) o . ) 2030, Later,
horizon cases in the application area is conceivable
Never
o o . o Likert Scale
BCT applicability ~Suitability of BCT for the respective application area 15
Assessment on how advanced the concepts and Likert Scale
Maturity existing implementation of the application area 1-5
already are
Complexity in the implementation of use cases of the Likert Scale
Complexity . o )
respective application area in the network 1-5
Benefit The expected benefit of use cases coming with a Likert Scale
enefi
successful implementation 1-5

Table 20: Items for application area evaluation’®

To identify stakeholders and impact dimensions in chapter 4.3.1 a second workshop was

conducted in September 2020 with 24 professionals. The professionals were invited to an

online via video conference intending to discuss case studies of BCT in international logistics

networks with a focus on sustainability with the aim of using the findings for the development

of the sustainability impact model for BCT in logistics. The demographics of the attendees of

the workshop participants are shown in Table 21. These reveal a broad field of participants

with balanced proportions of manufacturers, LSPs and technology providers. Similar to the first

workshop, mainly smaller specialized companies with a focus on BCT as well as large

manufacturers and suppliers were brought together for the discussion. The management level

shows a concentration on higher management levels, enriched by team members.
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Industry # of employees Management level

Manufacturing (n=8) Up to 100 (n=5) General manager (n=10)

Logistics service provider Department manager
100-500 (n=2)

(n=7) (n=6)

Technology provider (n=8) 500-1,000 (n=1) Team Leader (n=3)

Academia (n=1) 1,000-2,500 (n=0) Team Member (n=4)

Associations (n=0) 2,500-10,000 (n=3) Researcher (n=1)

Above 10,000 (n=13)

Table 21: Sample demographics of the second workshop?3°

The driving principle of the workshop were open and moderated group discussions on different
use cases of BCT with a focus on social and environmental sustainability. Table 22 gives an
overview of the discussed use cases. Those three use cases were selected by conducting a

pre-workshop survey among the registered participants.

The first use case considered deals with the Ethiopian coffee industry including distribution to
and processing in Germany. The coffee is first harvested by Ethiopian coffee farmers and then
processed in the country as part of post-harvest processes before being sold via auction
centers for export and domestic consumption, depending on the quality. Processes to roast
the coffee are carried out primarily in the destination countries. The second use case looks at
the cobalt industry, which is gaining importance with the increased demand for electric mobility.
The main mining area for the global markets in this case is the Democratic Republic of the
Congo. The third use case looks at the possibilities for transparent tracking of emissions along
the entire logistics network, considering all players and stages in the production process of a

product.
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Industry Use case Discussion

What are stakeholders in the coffee
. Fair operations in the industry and how can BCT be applied to
Food industry .
coffee industry create more transparency and ensure

fair operations?

What are stakeholders in the cobalt

) ) ) logistics network for battery electric
Automotive Ethical cobalt supply in ) )
vehicles and how can BCT be applied to

industry the automotive industry
create more transparency and ensure an
ethical supply of minerals?
o What are stakeholders in the field of
Track emissions along o .
Cross- . o emissions reporting and how can BCT
) the entire logistics
industry help to measure, track and report
network o
emissions?

Table 22: Use case overview's”

Each use case was discussed in separated groups of 8 industry experts. The moderated group
discussions aimed at identifying stakeholders and then discussing the expected impact with a
focus on social and environmental sustainability per stakeholder, which could result from a
possible application of BCT, including success factors and enablers. The discussion followed
a three-step methodology. First, ten minutes were given for individual brainstorming / -writing,
during which the participants were given time to think about and deal with the questions on
their own. The subsequent moderated group discussion gave the opportunity to exchange
ideas and challenge each other. Finally, the results were summarized in a framework and
presented to all participants of the other groups. Following the workshop, the overarching
workshop results were aggregated into the developed sustainability impact model as shown in
chapter 4.3.2. The participants were given the opportunity to criticize the developed model and
to suggest changes and extensions of the content by means of a follow-up questionnaire.
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3.3 Case study exploration

The methodology explained in this chapter will follow the approach for explorative case studies
by Kittel-Wegner and Meyer (2002) which already has been successfully applied in the
research field of logistics.™ The goal of the case study investigation is to develop the fourth
phase of the management model, which will support the user in implementing BCT in logistics.

For the selection of companies/representatives and the corresponding case studies, in a first
step selection criteria are defined. In total three case studies will be conducted. Table 23 shows
the criteria used to select the case studies. These show that the selected case studies cover
a wide range of industries and application areas of BCT in logistics. In chapter 4.2.1 the
application areas tracking and tracing, verification and certification as well as planning and
network are identified as suitable to achieve the desired sustainable impacts. Therefore, those
three application areas are represented by the case studies. Also, the social and environmental
dimensions of sustainability, which are the focus of this thesis, are considered. Additionally,
according to the focus of the thesis all case studies refer to international logistics networks and

will be described in detail in chapter 4.4.1.

Sustainability

Case study Scope Industry Application area dimension

Tracking and

; Social
tracing

Case study A International Coffee

Tracking and
Case study B International Automotive tracing, verification ~ Social
and certification

Verification and

. certification, Environmental /
Case study C  International LSP planning and economic
network

Table 23: Selection criteria for the case studies’®

Methodically, in each case approximately 1.5-hour interviews with at least two company

representatives from different stakeholders of the logistics networks of the case studies are

138 Cf. Kittel-Wegner/Meyer (2002) p. 22; Roy (2017) p. 79.
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combined with non-publicly and publicly available company material and integrated into the

analysis and the description of the case studies. Combining different perspectives through the

diversity in the selection of representative interview partners is to be seen as a prerequisite for

the cross-company understanding of BCT in logistics. Table 43 (see appendix) shows the

guiding questions for the semi-structured interviews for the case studies. For reasons of

accuracy, the reports are discussed with the interviewees in a second step again and then

cross-case conclusions are drawn that are incorporated into the implementation approach of

the management model. Following the development of the management model, a validation

interview is conducted in which the model was first presented and then discussed and

validated. The demographics of the interviewees are shown in Table 21.

Interviewee = Management level Case Industry # of employees
1 General Manager A Manufacturing 1,000-2,500
A Technology Up to 100
2 General Manager .
provider
3 General Manager B Manufacturing 100-500
B Technology Up to 100
4 General Manager
Provider
5 Department B Technology Up to 100
Manager Provider
C Logistics service Above 10,000
6 General Manager .
provider
7 General Manager c Association 100-500
C Technology 2,500-10,000
8 Team Member
Provider

Table 24: Sample demographics of the case study interviewees'#°

Concluding, for further consideration in the dissertation, three exemplary logistics networks will

be examined in detail. Three use cases from three different industries for the application areas

tracking and tracing, verification and certification as well as planning and network will be
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considered. They will be used to demonstrate the sustainable social and environmental effects
of BCT in international logistics networks and serve as a basis for the management model to
be developed by extracting management best practices for implementations of BCT in
logistics.
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4 Development of the management model for social and environmental

impact in logistics through blockchain technologies

The aim of this chapter is to develop a management model that enables companies to
understand the potential of the technology in terms of sustainability and to implement it within
their networks. Therefore chapter 4.1 will introduce the conceptual design of the management
model, which is then developed in the following chapters. In chapter 4.2 possible application
areas of BCT in logistics are identified and challenges and applicability limitations are
discussed. Furthermore, the concept of a mindful adoption will be elaborated. Following this,
in chapter 4.2, it will be investigated to what extent the individual actors of the logistics networks
(focal company itself, suppliers, customers, logistics service providers) can improve their
sustainability in the areas of social and environmental aspects through BCT yielding in a
sustainability impact model for BCT in logistics. Furthermore, the model will prepare
companies for the implementation process by using different management areas to compile
design recommendations and management tools and instruments as well as to identify
success factors for a prosperous implementation in chapter 4.4. A summary as well as an
exemplary application of the management model follow in chapter 4.5, respectively chapter
4.6.

41 Conceptual design of the management model

The aim of the model is to bring together descriptive, explanatory and design elements in a
management model that supports users from understanding their problem and the
technological functionalities of BCT, to deriving potential sustainable impacts in the dimensions
of both social and environmental, to ultimately implementing the technology and providing
appropriate decision support and management tools. This results in four phases for the
envisaged management model as described in more detail below. The first phase of the
management model for social and environmental impact in logistics through BCT is descriptive
and will be the starting point for companies on their journey to more sustainable logistics
networks by understanding the technology, bringing it in context with the specific business
processes and therefore, derive certain network-specific requirements for the upcoming
implementation. Moreover, in phase one a first assessment regarding the general applicability
of BCT for the elicited requirements will be conducted based on the applicability limitations
elaborated in chapter 4.2.4 and the developed framework for application areas of BCT in
logistics in chapter 4.2.1. Building on the identified requirements for the logistics network, in
phase two the user will be presented with the mindful adoption model for BCT in logistics.

Based on the five mindful adoption principles engagement with technology, technological
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novelty seeking, awareness of local context, cognizance of alternative technologies as well as
anticipation of technology alteration, users can analyze for specific scenarios whether they
follow a mindful approach. The second phase is therefore explanatory and a result of chapter
4.2.5 of this thesis. After phase two, the further course of action is reviewed and the BCT
solution may be discarded. The third phase of the management model is explanatory as well
and will help the logistics network to determine the expected sustainability impact and the
corresponding changes from introducing BCT to the network. This will be done in different
dimensions. and individually for each stakeholder from raw material supplier to customers
including logistics service providers. Meaning, implications from a sustainability perspective for
the individual actors of international logistics networks are examined and to what extent they
are influenced by BCT. This phase is a result from chapter 4.3 of this thesis. At the end of the
third phase, the user knows the requirements, evaluated the mindful adoption of BCT and is
aware of the expected sustainability impact within his network. Based on this, the further
course of action is reviewed again and the BCT solution may be discarded after all. If not, the
challenge is now to drive forward the implementation and realization. The fourth phase is the
implementation phase of the management model and guides the user through the
implementation process by focusing on five management areas which in combination are
responsible for the success of the project. Besides strategy and goals, these are internal
organization, external collaboration, technology and the implementation itself. Each of these
management areas will help to overcome certain challenges along the implementation process
by shining light on different success factors and design recommendations for logistics
management. At the end of the fourth phase the implementation is completed. The following
chapters will explain the development of the model in detail. Figure 12 shows the conceptual

design of the management model for social and environmental impact in logistics through BCT.
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Chapter 4.2 Chapter 4.2
Systematic identification and analysis
of internal and external requirements Mindful adoption model for BCT in logistics
and goals
J

[ I

Can BCT be mindfully adopted regarding Cancel and ';
the requirements and prerequisites of the identify i
logistics network? alternatives |
(_Yes
? I Chapter 4.3
————————————————— N
Can the sustainability goals be achieved Ca?nce/‘and 3
] ” identify i
by applying BCT? alternatives |

Chapter 4.4
Implementation of blockchain technologies in logistics

Figure 12: Conceptual design of the management model™!

The four phases of the management model as described above are summarized in Table 25.
The fundamentals of each phase will be developed in the coming chapters. While the
foundations for phase one and phase two will be addressed in chapter 4.2 in detail, the
sustainability impact model for phase three will be developed in chapter 4.3, and the
implementation model for phase four will be developed in chapter 4.4. A summary of the model

is given in chapter 4.5 before the management model is applied exemplarily in chapter 4.6.
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# Phase Chapter

Description

Requirements
analysis

Mindful adoption
model

Sustainability
impact analysis

4 Implementation 4.4

Analysis of internal and external requirements
from a logistical and sustainability perspective
with regard to all stakeholders involved to
assess the general applicability of BCT

Applying the developed model from chapter
4.2.5 to ensure that organizational and local
requirements of the logistics network are
covered by the technical functionalities of the

technology

Determination of the impact potential for
increased social and environmental
sustainability per stakeholder in various
dimensions by applying the sustainability
model developed in chapter 4.3.2

Guiding the user through a successful
implementation by means of the five
management areas strategy and goals, internal
organization, external collaboration, technology
as well as implementation as developed in
chapter 4.4.2.

Table 25: Four phases of the management model’#
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4.2 Phase 1 and 2: mindful adoption and application areas of blockchain

technologies in logistics

This chapter will categorize application areas for BCT in logistics. Therefore, a systematic
literature review (SLR) is conducted and evaluated. In total five key application areas are
identified and further subdivided. Furthermore, the application areas are evaluated, challenges
and applicability limits of BCT are discussed and the mindful adoption model for BCT in
logistics is elaborated.

421 Application areas of blockchain technologies in logistics

Applying the systematic literature review and Q-methodology as mentioned in chapter 3.1, five
key application areas were identified and adopted into a framework as depicted in Figure 13.
Each of the five application areas (tracking and tracing, financial operations, verification and
certification, planning and network as well as automation and IoT) consists of a variety of
subordinated use case clusters. The entirety of application areas is mutually exclusive and
collectively exhaustive and therefor, shows no overlap between each other, although real-life
implementations are often a combination of the herein named application areas and/or use

case clusters.

@ Tracking and tracing @ Financial operations @ Verification and certification )

end-to-end status tracking payment management product and asset certification /
L " 3 digital twin
goods origination auditing / customs clearing
) . supplier management and
product recalls quality management, insurance certification
. and claims handling
maintenance . . digital identities / security of
credit management / financing personal information
. J
@ Planning and network @ Automation and loT )
peer-to-peer exchange platforms automation and smart contracts
collaborative planning loT transactions / M2M communication
& J

Figure 13: Framework for application areas of BCT in logistics’#

A brief description of each application areas can be found in Table 26, while a detailed

description will follow in the subsequently chapters.
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Application area

Description

Tracking and tracing

Financial operations

Verification and certification

Planning and network

Automation and loT

Due to the immutability of the data and the
resulting increased transparency, use cases are
available which prove the product origin or enable
process steps along the entire logistics network to
be displayed end-to-end.

BCT enable a variety of more efficient and cost-
effective financial operations. These include topics
such as financial transactions between companies
without intermediaries such as banks and payment
administrators or activities such as customs

clearing and audits.

Increased transparency and data reliability of BCT
make the technology suitable for verification and
certification. This can play a decisive role in the
context of supplier management, but also in the
verification of products and assets up to digital

identity of network participants.

Various forms of new collaborative planning and
network control are possible. Besides topics such
as integrative capacity planning, this includes
(P2P) platforms. These enable an exchange of
goods and services without intermediaries and

thus more efficient and cost-effective processes.

Automation is implemented on BCT using smart
contracts, which are data-based decision models
that autonomously trigger transactions as soon as
defined events are fulfilled. Especially for loT,
DAG are conceivable, which enable transfers of

small data points with no transaction costs.

Table 26: Overview of application areas of BCT in logistics "4
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With a total of 56 mentions in the SLR results, tracking and tracing use cases are the most
common application area. BCT-based applications offer increased transparency and visibility
along the entire logistics network. This enables a multitude of application possibilities. The four

important use case clusters within tracking and tracing are:

e end-to-end status tracking
e goods origination
e product recalls

e maintenance.

One of the most prominent applications of BCT, especially in logistics, is the tracking of process
steps along the value chain. Due to the ever-increasing interconnection of procurement and
sales markets, companies are continuously forced to enhance communication networks and
thus optimize their logistics processes. The background to this is the constantly growing
demand for information flows, such as the location and condition of goods as well as data for
the real-time control of production assets and the material flow itself. By linking a large number
of actors, coupled with high transparency and immutability of the data, the technology enables
complete traceability for all parties involved. It guarantees that verified information about the
traceability of the entire logistics network is possible and thus manipulations can be excluded.
This information can be tracked over the entire product life cycle'*. The transparency and
above all the immutability of the data achieved by BCT allows both companies and customers
not only to trace individual process steps along the logistics network, but ultimately to trace the
product back to its origin. This origin is often located at the beginning of raw material chains
and represents an important adjustment screw in the logistics network from the perspective of
sustainability. Knowledge about the origin of the product can thus contribute not only to more
efficient logistics solutions but also to socially and environmentally sustainable ones™®. In the
context of product recalls, with BCT a faster procedure is possible to trace production
processes and all transactions back to the final products in a transparent and traceable
manner. Product recalls due to quality defects can quickly lead to considerable, also economic,
consequences. Examples include Maradol-brand papayas, which caused hundreds of people
to fall ill in 2017 due to salmonella, or the E. coli outbreak within Chipotle Mexican Grill outlets
in 2015. These outbreaks are associated with enormous health consequences for customers
and damage to the company's image. For example, the Chipotle share fell by 42 %. The

reasons for the failure in the recall were lack of transparency and accountability in the logistics

145 Cf. Bumblauskas et al. (2020) pp. 2-9; George et al. (2019) pp. 3-7; Meirifio et al. (2019) p. 678.
146 Cf. Di Vaio/Varriale (2020) p. 1; Saberi et al. (2019) p. 2130; van Hoek (2019) p. 842.
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network and offer starting points for BCT to solve these problems'’. Other possible
applications include supporting the operative areas in the maintenance of assets. BCT enable
cross-process and continuous monitoring of machines and systems and can thus provide a

reliable data basis for predictive maintenance work 4,

34 mentions in the literature show a significant importance of financial operations for
applications of BCT in logistics. For financial operations as a primary source of mainstream
applications of BCT like Bitcoin, the conclusions of the literature review result in the following

use case cluster:

e payment management
e auditing / customs clearing
e quality management, insurance and claims handling

e credit management / financing.

BCT enable the decentralized processing of payments within logistics networks. Due to the
high traceability of transactions and transparency within the network, payments can be
processed peer to peer, and therefore directly, without intermediaries such as banks and
payment service providers. This not only increases efficiency, but also helps to minimize costs,
since the fees of the intermediaries are eliminated without substitution (except for marginal
transaction costs depending on the BCT solution)°. Although the execution of financial and
currency transactions is the core use case cluster in the area of financial operations, there are
other clusters. BCT offer the chance for a paradigm shift for audits and the way the transfer of
values and rights will be organized in the future. For example, transparent registers of
ownership structures are conceivable. However, the audit-related issues necessary from an
accounting point of view will remain valid. With BCT, however, it will be possible in the course
of the audit to trace all of the decentralized ownership relationships and changes of ownership
during the audit period under consideration. In the context of quality management, claims
handling and possible insurance claims due to non-performance or reduced performance by
logistics partners can be processed decentrally and bilaterally (peer-to-peer) by BCT, thus
enabling a transparent allocation of ownership and compensation obligations and rights. This
makes the process faster and the transaction record more reliable and resilient'®'. Other
financial services and support operations include the evaluation and provision of credits to

147 Cf. Saberi et al. (2019) pp. 2117-2123; van Hoek (2019) p. 842.

148 Cf. Di Vaio/Varriale (2020) p. 7; Mahamuni (2019) pp. 23-24.

149 Cf. Angeles (2018) p. 54; Mahamuni (2019) p. 23; Tonnissen/Teuteberg (2020) pp. 2-3.
150 Cf. Deloitte (2020); Min (2019) p. 43; Yang (2019) p. 115.

151 Cf. Cole et al. (2019) pp. 474—475; Dorri et al. (2017) p. 122; Helo/Hao (2019) p. 245.
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finance value-added structures and to support trading. These can be organized decentrally

using BCT and do not require a central authority like banks'®2.

With 17 mentions, the topics of verification and certification resemble also a broadly
investigated field. In addition to products, assets and suppliers as well as the associated
processes, this also includes digital identities and the preservation of the security of personal

information:

e product and asset verification / digital twin
e supplier management and certification

o digital identities and security of personal information.

The immutable transaction history through BCT enables the verification of products and
assets. These can be, for example, counterfeit-proof parts in the context of spare parts logistics
or a traceable originality of the end products for the customer. Another possible application in
this context is the creation of digital twins of assets such as machines or equipment. This digital
twin can be seen as a kind of CV of the tracked asset and presents the asset history
transparently and immutable to be able to draw evidence-based conclusions (e.g. for
maintenance intervals)'®3. Supplier certifications can be presented transparently for companies
along the logistics network, but also for consumers or end customers. This aspect is closely
linked to the goods origination described under tracking and tracing. Furthermore,
decentralized processes for supplier management within the logistics network are possible
with BCT "%, A final aspect for verifications and certifications is the creation of digital identities.
These can, for example, enable members of the logistics network to participate in global
financial and goods flows even without a bank identity. Above all, however, they enable
decentralization and thus make personal accounts independent of individual providers. Such
a digital identity can be administered by citizens/customers themselves and can enable access
to a wide range of services provided by various companies and institutions. The use of
products and services will thus become more efficient and barriers for customers and partners
in the logistics network will decrease. Furthermore, BCT provide the necessary encryption and
decentralized transaction history, which ensures reliable and secure storage of personal

information%%.

152 Cf. Angeles (2018) p. 52; Biirer et al. (2019) p. 4; Chaudhary et al. (2019) p. 289.

153 Cf. Angeles (2018) pp. 51-52; Huang et al. (2020) pp. 361-370; Mandolla et al. (2019) pp. 134-150.
154 Cf. Saberi et al. (2019) pp. 2117-2123.

155 Cf. Dorri et al. (2017) p. 122; Fosso Wamba et al. (2020) pp. 115-137; Queiroz et al. (2019) p. 247.
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An application area represented in the literature review with 9 mentions is planning and
network. This relatively less researched application area of BCT enables new collaborative
formats of decentralized cooperation. In the context of use cases these include

e peer-to-peer exchange platforms

e collaborative planning.

Platform applications in logistics are usually hosted by central providers or central consortia or
institutions. Examples of such platforms are sourcing platforms for the exchange of supply and
demand as well as the development of supplier relationships or freight forwarding platforms
for brokering transport capacities. Centralization is always accompanied by relatively high
brokerage and transaction fees, both for customers and suppliers. A decentralized peer-to-
peer exchange platform based on BCT can contribute to a more efficient matching of supply
and demand by connecting users directly with each other, concluding and processing peer-to-
peer contracts and thus making a neutral entity, an intermediary, superfluous. The process
becomes not only more cost-effective, but also more efficient'®. In the case of non-
collaborative logistics networks without exchanged information, each value chain member
carries out its own planning based on the available information. Transparency, security and
trust using BCT can form the basis for a successful and long-term exchange of information,
which is necessary for planning in the logistics network. Collaborative planning activities, which
can be mapped decentrally using BCT, include, among others, demand forecasting or capacity

management'®”.

With 38 mentions in the literature review the second most frequent application area,
automation and IoT, presents two large use case clusters for BCT in logistics. They are strongly
related to automation and loT in particular and the digitalization of logistics networks in general:

e automation / smart contracts

e |oT transactions / M2M communication.

BCT enable the automation of transactions using smart contracts. These are data-driven, rule-
based and event-based algorithms. When previously defined events are reached, such as the
arrival of goods or quality inspection after supplier deliveries, these algorithms trigger
previously defined transactions. This in turn can be the payment for the goods received. A
smart contract therefore supports the automation of many of today's manual processes and
enables the management of events in a network with many players. Efficiency gains and cost

156 Cf. Gurtu/Johny (2019) pp. 883-890; Tonnissen/Teuteberg (2020) p. 5; Wang et al. (2019a)

pp. 1-11.
157 Cf. Blossey et al. (2019) p. 6887.
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savings are the result. Smart contracts are one of the basic functionalities of BCT'%® (see
chapter 2.2.2). Furthermore, BCT are suitable for use as a basis for data to be processed
within loT due to their architecture. The decentralized structure reduces the probability of
failure, since there is no single point of failure. The security is also ensured by the technology's
encryption algorithms. Last but not least, BCT as decentralized technologies can contribute to
supporting standards and making sensitive data available to network partners. A combination
with smart contracts (see above) supports the loT enforced automation and enables
autonomous decisions. Due to the high amount of data points with low value this is a use case
cluster that is highly suitable to be addressed by DAG'® (see chapter 2.2.1.3).

Bringing these five application areas in relation to the previously defined core criteria derived
from the social and environmental standards in chapter 2.3.3 (resource and energy
consumption, impact on the environment through products or services, labor conditions,
human rights, society and fair business, product responsibility and consumer issues as well as
sustainable management system) shows that some application areas are more purposeful to
pursue socially and environmentally more sustainable logistics networks. Especially tracking
and tracing, verification & certification as well as planning and network use cases can be
combined to achieve the desired sustainable impacts. Conceivable scenarios in this context
deal with the transparent tracing and verification of products and processes along the logistics
network. In this way, the involvement of (sub)suppliers with good working conditions and
compliance with human rights can be guaranteed and companies can thus fulfill their product
responsibility. Furthermore, on an ecological level, emissions can be recorded decentrally and
standardized across all stakeholders and used as a basis for emission reductions.
Decentralized, cross-company planning and control processes made possible by BCT can
additionally enable better capacity utilization and thus lead directly to an improvement in the
environmental footprint of logistics networks. In particular, chapters 4.3.2 and 4.4.2 examine
in detail the application of these scenarios in practice by evaluating workshop discussions and

conducting case studies.®°

158 Cf. Angeles (2018) pp. 51-52; Gurtu/Johny (2019) pp. 884—892; Hasan et al. (2019) pp. 149-159.
159 Cf. Chanson et al. (2019) pp. 1-65; Mazzei et al. (2020) pp. 432-445; Moin et al. (2019)
pp. 325-340.

160 Cf. Park/Li (2021) pp. 6-9; Upadhyaya et al. (2021) p. 6.
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4.2.2 Current challenges for the implementation of blockchain technologies

In this chapter challenges for the implementation of BCT in logistics are discussed and
evaluated. The challenges identified in the workshop and evaluated in the follow-up survey in
terms of complexity and impact are explained in more detail below. The 14 challenges
identified can be assigned to five dimensions:

e strategy

e internal organization
e collaboration

e technology

e governance.

An overview of the challenges is given in Figure 14.

Strategy Internal organization Technology Collaboration

Identify and evaluate

use cases

Create acceptance in the

company

Migrate data

Identify and differentiate

project partners

Measure the success of the
BCT project

Develop employee know-how

Select technology

Organize collaboration within

the network

Governance

Data privacy / GDPR

Other regulatory challenges

Embed the project within the

company

Ensure interoperability /

standardization

Integrate in existing systems

Ensure quality of data input

Figure 14: Challenges for BCT implementations in logistics'?

In the following, the challenges identified are first described before a ranking in terms of
complexity and impact is made.

The first challenge dimension is strategy. The identification and evaluation of application areas
and corresponding use cases is the first challenge for companies interested in BCT. It is
important to think in a problem-oriented way (technology pull) and not to try to create a suitable
problem for the existing technology (technology push). This means that an existing problem in

161 Own representation
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the company's logistics is identified and BCT can contribute to its solution. Thus, a mindful
technology use is important. As with other business management projects and initiatives, it is
important to define criteria from the outset to be able to assess the success of the BCT project.
This initially presents companies with the challenge of defining the target size. The actual state
must be recorded as accurately as possible in order to be able to compare it with the target
state later. The costs of decentralization in the network have to be determined and compared
to the potential benefit of more efficiency or new business models.

Internal organization is the second dimension of strategies. The challenge of creating
acceptance in the company must not to be neglected when it comes to BCT. The fundamental
changes in business processes and collaboration in the logistics network require an
acceptance of this technology and the associated changes at all business levels. Both
operational staff and middle to upper management must support this decision. While, from the
management's point of view, it is primarily the strategic positioning in the logistics network and
the associated business opportunities that are changing and arising, for the operative
employees, it is major changes, up to and including the discontinuation of operative processes,
that are changing their daily work. For a successful implementation of BCT projects in logistic
networks it is important to develop the corresponding know-how internally or to bring it into the
organization from outside. First of all, it is important to develop the right mindset in the
management level to create an understanding of the technology and thus identify application
potentials in the network-intern processes and to push forward corresponding decisions to
pursue individual use cases. The next step is to gain essential knowledge of the technology
from an information technology point of view in order to be able to implement and code the
project. In the final step, the new or changed processes that may result from this must be
taught to the operative employees. The embedding of the project in the logistics network
presents the participating companies with a non-trivial challenge. First of all, it must be clarified
which company will take over the central responsibility and control of the project, or to what
extent this process can be decentralized. Subsequently, further participations must be clarified
and which stakeholders provide which information at which points. This embedding is also very
important for the rollout of the final BCT solution. Contact persons must be defined in the
individual companies, who report both company and network internally and thus serve as a

cross-sectional function between individual companies and the consortium.

Following this, the third challenge dimension is technology. Data migration is a particular
challenge for companies when introducing BCT. Existing data must be consolidated, stored
and transferred to the new system before the processes are adapted. In addition, this legacy
data must be checked for completeness and possibly updated. This process of data migration
is essential for every BCT implementation and should be as automated as possible due to the
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large amounts of data that can be expected in the context of logistics. There are several points
to consider when selecting the system on which the BCT application is based. First of all, an
architecture must be selected (see chapter 2.2.1.3). Based on this, possible configurations can
be decided upon, which can further limit the choice of the specific platform. Possible
configurations include the choice of an open or closed solution or the needed performance /
number of expected transactions. Furthermore, additional functionalities such as smart
contracts can be used to decide which additional functions the platform service provider will
provide, whereby these decisions are to be made depending on budget, schedule and project
goals. A desirable target vision of the BCT logistics landscape would be a standardized solution
for the majority of companies operating in the market. One example, detached from the IT
world, is the euro-pallet and the twenty-foot equivalent unit (TEU). With the significantly more
complex IT problems, finding a uniform solution is more difficult if not impossible. Due to a
multitude of consortia that are currently researching and developing use cases on the basis of
different BCT platforms, many different solutions are emerging. A concentration on a uniform
solution is not foreseeable. Therefore, it is important to make sure that the own solution always
builds upon standards and allows interoperability with other BCT solutions, ERP systems and
other network-related IT infrastructure. This avoids situations in which, for example, a supplier
has to operate several disjunctive BCT solutions because he supplies a large number of OEM.
Closely related to the points of data migration and interoperability as well as standardization is
the integration into existing systems. A large number of legacy systems in the business context
of logistics networks make it necessary to integrate the BCT solution into these existing
systems and to guarantee a seamless operation in the cooperation of the IT systems.
Furthermore, the problem of the quality of data input, known as the oracle problem, must be
considered from the outset. Although BCT provide a traceable and immutable database of the
data stored within the ledger. However, the first step is to verify this data before it is stored in
the ledger. In practice, this presents companies with non-trivial problems, which can often only
be solved by intensive sensor technology usage and effective consensus algorithms.
Furthermore, collaboration is an important challenge dimension. As a technology that, in the
logistics context, almost always supports use cases of the network and rarely internal company
applications, it is essential in this environment to identify and differentiate the necessary project
partners along the value chain. These can be suppliers and service providers associated with
the individual company in the traditional sense. But also, customers can be included as buyers
and beneficiaries of transparency gains. In connection with the previously described
interoperability and standardization demands of BCT implementations in logistics, it is
furthermore of enormous importance to collaborate horizontally with competitors, which initially
presents companies with unfamiliar challenges, but in the long run ensures more mature and

market-penetrating solutions from which all players can benefit collectively. As described
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above, collaboration with competitors is of great importance for the success of BCT solutions
in the logistics context. Organizing them presents new challenges, especially for traditional
companies. Not only the organizational and geographical distance, but also the field of tension
of competition requires new forms of organization for a successful project. Clearly defined
responsibilities and claims to possible data sovereignty must be clarified, as well as logistical
targets that are to be improved with BCT. All partners must be aware of the various possible
consequences of a more transparent logistics network and be prepared to adapt operative
business processes as well as strategic orientations and business models to the possibly

changing framework conditions.

Ultimately, the last challenge dimension is governance. Despite all the transparency and
traceability of data and transactions in the logistics network, data privacy and compliance with
existing data protection principles (in the EU, for example, the General Data Protection
Regulation GDPR) must not be neglected. Compliance with these must always be observed
within the company, between companies and also in the direction of the customer and should
be considered from the outset. Other regulatory challenges discussed were summarized under
this point, as they do not have a major influence on future developments from the point of view
of the workshop participants individually and solutions will certainly be found in time, although

they are anchored outside corporate responsibility and require political action.

By applying a questionnaire, the challenges identified and clustered in the workshop were
subsequently evaluated in terms of complexity during implementation and the expected impact
on the success of the project. The challenges with the greatest impact are thus to create
acceptance in the company and the technical standardization and interoperability.
Furthermore, as complex assessed is the identification and evaluation of use cases as well as
the definition of suitable methods to measure the project success. The development of
employee know-how and the cooperation within the network are also important pillars for a
successful BCT project. The picture of complexity is mixed. While some pressing challenges
seem to be relatively easy to solve, the technical challenges, especially standardization and
interoperability, integration into existing IT systems and the oracle problem (valid data input),
are highly complex to implement. An overview of all challenges and their impact and complexity

can be found in Figure 15.
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Figure 15: Assessment of challenges for the implementation of BCT in logistics62
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4.2.3 Evaluation of application areas of blockchain technologies in logistics

This section deals with the evaluation of the questionnaire, which was answered by the

participants from the industry during the workshop.

Tracking and tracing use cases are characterized by a high suitability for BCT. Here too, it is
clear that tracking and tracing is one of the most promising application areas. 40 % of the
interviewees indicate that they can imagine a realization of a finished implementation by the
end of 2020. Another 45 % expect implementation by 2025. Only 10 % of the participants
believe that those use cases will be implemented after 2030 or possibly never. The application
status makes it clear that the majority of companies are already working on or planning pilots,
but ready implementations are still the exception. Despite this, companies still see a need in
the maturity of the use cases and assume a high degree of complexity with 4.20 out of 5.00 on
the Likert scale in the implementation due to the network character. The benefit of the
application area in the survey results in an average value of 4.00 of a possible 5.00 points on
the Likert scale and thus represents the upper reference point in comparison to the other
application areas. A summary of the results for the application area tracking and tracing is

shown in Figure 16.

Blockchain

applicability 5
Tracking and tracing
end-to-end status tracking .
Implementation Maturity level
goods origination status Y 1
product recalls
maintenance
Benefit Complexity
Application status Implementation horizon
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Implemented Pilot Planned  Not planned 2020 2025 2030 Later Never

Figure 16: Application area evaluation for tracking and tracing’6®

With an average rating of 4.00 for complexity and an average rating of the expected benefit of

3.65, the application area for financial operations is in the middle of the range of applications
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examined. There are no final implemented solutions in the group of participants. Only 10 % of
the respondents stated that they are working on pilots, while 35 % of the participants have
planned corresponding projects. However, the relative majority (55 %) of this workshop stated
that they have not planned any BCT projects related to financial operations. In the survey, the
implementation horizon for market-ready solutions is concentrated on the years 2025 and
2030. 80 % of the participants can imagine an implementation by 2030 or earlier, while 10 %
each assume a later implementation or generally doubt a market-readiness and thus a
reasonable BCT applicability. Nevertheless, the BCT applicability is rated with 3.90 of a
possible 5.00 points on the Likert scale. This is still a very high value, although the median
value in relative comparison with the other application areas. A summary of the results for the

application area financial operations is shown in Figure 17.

Blockchain
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Financial operations
ayment management
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auditing / customs clearing status Y 1
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6
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Figure 17: Application area evaluation for financial operations’64
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The application area verification and certification stands out due to its relatively high maturity
level of 2.80. In comparison to other application areas, this puts it in first place. The participants
of the workshop further rated the expected benefit with 3.95. This is the second highest value
after tracking and tracing. With an average complexity rating of 3.70, these application areas
seem to be the ones with the lowest implementation hurdles. The BCT applicability of 4.30 also
speaks for the implementation of this application area in the context of logistics. This is also
reflected in the survey results for the application status. 55 % of the respondents state that
they are already working on pilots or have planned corresponding BCT projects in their
logistics. Among the participants there was also an indication of one already implemented
project. Correspondingly, the implementation horizon shows that implementation is expected
to be completed in the near future. 10 % of the respondents stated that implementation will be
ready for the market in 2020. A further 65 % expect it to be implemented by 2025, and another
15 % expect it to be implemented by 2030 at the latest. Only 10 % assume that corresponding
use cases will only reach market maturity later or never. A summary of the results for the

application area verification and certification is shown in Figure 18.

Blockchain
applicability 5
Verification and certification
product and asset certification / digital twin
Implementation Maturity level
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Implemented Pilot Planned Not planned 2020 2025 2030 Later Never

Figure 18: Application area evaluation for verification and certification?
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The relatively low diversity of use cases in the application area planning and network is
reflected in the average maturity level stated in the survey. With a value of 2.10 on the Likert
scale, this is the lowest among the application areas examined. BCT applicability and expected
benefit are high values of 3.55 and 3.35 on their own, but they are at the bottom of the relative
comparison within the survey. The evaluated degree of complexity is high with 4.10 of a
possible 5.00 points on the Likert scale. The application status is comparatively restrained.
Only 20 % of the companies stated that they were already working on pilots. Another 10 %
have planned activities in this direction. However, the majority of respondents (70 %) stated
that they had not planned any BCT projects related to planning and network. This trend is
reflected in the implementation horizon. Although 45 % of the respondents expect the
implementation of corresponding use cases by 2025, the majority of companies expect
implementation until 2030, later, or in some cases never. A summary of the results for the
application area planning and network is shown in Figure 19.

Blockchain
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Planning and network
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Figure 19: Application area evaluation for planning and network'66
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With a BCT applicability of 3.85, the application area automation and IoT is also characterized
as relatively suitable for the application of the technology although this is the second lowest
value. The maturity level corresponding to this can be rated as average with 2.45 of a possible
5.00 points on the Likert scale. The respondent participants continue to estimate a rather high
expected benefit of 3.60 out of 5.00. The application area has some implementation hurdles
and the complexity was rated relatively high with an average of 4.20. Interestingly, however,
25 % of the companies state that they have already developed pilots. Another 25 % have
planned corresponding BCT projects with a focus on automation or IoT. The other half of the
respondents have no plans to do so at this time. The implementation horizon shows an
expected rapid implementation. 70 % of those surveyed expect it to be implemented by 2025,
15 % by 2030, and the remaining 15 % expect it to be implemented after 2030 or never.
Nobody expects market maturity by 2020. A summary of the results for the application area
automation and loT is shown in Figure 20.
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Figure 20: Application area evaluation for automation and loT"67
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424 Applicability limitations of blockchain technologies in logistics

Despite the large potential BCT offers for international logistics networks, the technology has
limitations that hamper possible implementations in an industrial context or leave the
technology unsuitable for the respective purpose. In the following, both technological and
organizational limitations and boundaries of BCT are discussed in the context of logistics.
These limitations are often the reason why companies are hesitant to venture BCT
implementations or abandon them after pilot developments and consider them inadequate for
their own logistics network. The results from this chapter will later be incorporated in the first

phase of the management model in chapter 4.5.

Unlike for instance ERP systems, BCT systems do not currently technologically enable cross-
platform compatibility and standardization due to different BCT types and mechanisms. The
build-up of data silos and insufficient integration capability of different individual BCT networks
are the result of this lack of interoperability and thus restrict communication across system
boundaries.®® Because BCT are often used across organizations as a common data structure,
the technology serves as a single-point-of-truth about states and ownership. Implemented as
a stand-alone application, interfaces to other enterprise applications are often not yet possible.
The consequences are increased costs for developing customized interfaces and the
organizational challenge of potentially multiple parallel BCT within an enterprise, each with its
own standards, logic and interface requirements. However, associations and enterprises are
working to develop appropriate standards for improved interoperability between BCT
themselves and to other systems.'®® Another limitation is the lack of scalability, which is why
the number of concurrent transactions is limited. Classic proof of work consensus mechanisms
are time consuming. For example, with Ethereum, it is possible to store a new block of 50-150
transactions every 15 seconds. Accordingly, the transaction speed on Ethereum is 15
transactions per second. Thus, it takes several seconds to minutes (in rare extreme cases, the
latency can be several hours) until a transaction is stored in the blockchain. As the number of
users increases, the system thus becomes slower and can only be scaled to a limited extent.
Real-time applications are therefore hampered and the number of transactions to be
processed per unit of time is limited. Thus, when developing prototypical applications, the
future solution and the corresponding requirements in terms of the number of users and
transactions should already be considered.'”® While developments such as DAG promise more
scalable solutions in the field of DLT, the practical applicability of these has not yet been proven

168 Cf. Iredale (2020) p. 1.
169 Cf. Wittenberg (2020) pp. 114-115.
170 Cf. Wittenberg (2020) pp. 110-111.
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in a real-world scenario.'” The often cited high energy consumption of inefficient consensus
mechanisms such as proof of work in Bitcoin, on the other hand, can be solved by
permissioned or private networks as well as more efficient consensus mechanisms.!’?
Although BCT are technologically very secure and difficult to attack, some unlikely scenarios
exist that can compromise the security of the network. These include 51 % attacks, where a
potential attacker combines more than 50 % of the network's computing capacity. Furthermore,
denial of service attacks are conceivable due to a large number of waste transactions, which
can reduce the transaction speed or bring the system to a halt. However, cracking the
cryptographic algorithms of the BCT itself does not seem to be possible at this point of time
(the interested reader is referred to Malik et al. (2019) for a more detailed description of the
possible attacks on a BCT network)."”® In contrast to conventional software systems, BCT do
not have a central authority responsible for operation, which means that there is only limited
support and a low update capability. Where maintenance contracts from the provider would
otherwise apply, majority decisions are required to change the software code in BCT systems
and the new code must then be rolled out to all participants, which can take a lot of time until
the update is finally completed. However, not only security vulnerabilities, but also the
implementation of new functionalities requires the described procedure, which leads to long
development times until implementation. From a company perspective, this can be solved by
central operation of BCT, but this in turn entails other disadvantages of central systems.'* In
addition, BCT systems can only be implemented in logistics networks that already fulfill a
certain degree of digitalization. The interface to the physical world must first exist or the
physical world itself must be digitized before reasonable BCT solutions can be implemented.”®

BCT also pose a number of organizational challenges for companies and have some limitations
in terms of their requirements and applicability. For example, implementing BCT within
corporate boundaries is not reasonable and storing transactions within a company without
external stakeholder participation in the BCT is an excessive effort. Promising use cases
therefore involve a large number of stakeholders, which in many cases requires a
decentralized governance to coordinate the development and operation of BCT."”® The
absence of central instances as an important feature of BCT is often cited as an advantage.
However, in addition to efficiency gains, this may also lead to a lack of responsibilities that

must be in place according to existing national or international legislation. For example, based

171 Cf. Vieira et al. (2020) p. 1566.

172 Cf. Iredale (2020) p. 1.

173 Cf. Malik et al. (2019) p. 1102.

174 Cf. Wittenberg (2020) pp. 115-116.

175 Cf. Twenhoven/Petersen (2019) p. 462.

176 Cf. Ludwig/Strézyna (2020) p. 452; van Rijmenam (2019) p. 1.
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on EU law, German legislators, among others, require a responsible entity when processing
personal data as well as a data protection officer. In private blockchains, this is usually not a
problem. A public blockchain, however, makes it difficult to identify such a responsible entity.
When using the Ethereum blockchain, for instance, the necessary technical means and
sanctioning options to prevent the (permanent) storage or deletion of personal data within the
network are not available for companies.'” Therefore it can be challenging to apply BCT in
highly regulated industries as it is difficult to customize the technological solution to the existing
regulatory infrastructure.’” The decentralized nature of BCT requires private keys for
individual users, for which they are subsequently responsible. This distributed responsibility is
a major risk and represents a disadvantage of BCT. While a centralized authority can be
created as a workaround, this again weakens the decentralized character of the BCT
system."”® Thus, if business-critical data is encrypted using private keys, the lack of key
recovery in the event of a possible loss must be considered. In enterprise BCT systems, this
problem has been partially solved by assigning identities and keys via special nodes (e.g.
Membership Service Provider when using Hyperledger Fabric). However, as described, this is
at the expense of security and decentralization.'® The functionality of data immutability, which
is also described as an advantage, can also be a disadvantage when it comes to the
immutability of incorrect data. For example, incorrect transactions can neither be deleted nor
modified after they have been saved. Therefore, a new transaction must be executed in the
opposite direction to correct the data. In practice, problems arise here particularly with the
storage of personal data and the right to be forgotten that applies in the EU, and thus the
deletion of this data.'®' From an economic perspective, the development and operation of BCT
leads to costs. Redundant infrastructure initially results in increased acquisition costs.
However, the operating costs for running consensus mechanisms, power and maintenance
also multiply with the number of nodes in the network. In addition, transaction fees are charged
in many systems for the purpose of generating new blocks, which may, however, be eliminated
in private enterprise blockchains.'®? Nevertheless, logistics costs on the operational and
tactical level might decrease due to efficiency improvements through BCT (see chapter 5.2).
In order to assess the economic viability of BCT systems, the costs incurred have to be
compared with the benefits achieved in each individual case. On the cost side, there are one-
time costs (including those for the development and procurement of hardware and software),

177 Cf. Wittenberg (2020) p. 113.

178 Cf. Witt (2019) p. 1.

179 Cf. Iredale (2020) p. 1.

180 Cf. Wittenberg (2020) pp. 113-114.
181 Cf. Wittenberg (2020) p. 112.

182 Cf. Wittenberg (2020) pp. 111-112.
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as well as ongoing costs for maintenance and operation (including the operation of nodes,
transaction costs, support and service, training of employees as well as modification and
update development). In addition, in the sense of considering the entire life cycle, costs may
possibly be incurred for a rollback in order to back up data and migrate it to possibly new
systems. Benefits, in contrast, can exist on the one hand through direct revenues such as
transaction fees, licenses and fees for new members. Furthermore, there are monetary
benefits (e.g. reduction of process times through automation via BCT) as well as non-monetary
benefits (e.g. increased transparency and customer confidence). In a utility analysis approach,
BCT systems can thus be compared and evaluated with each other and in contrast to other
solutions.'® Transparency regarding transactions and their content is a basic principle and
part of the security concept of public BCT. This can be a problem for companies when
confidential operational information is exchanged. Even though plain names are not usually
stored in the BCT, in the event of a leak or data analysis, all of a company's transactions could
be mapped and thus information on suppliers, purchase prices or the like could become public.
By now, however, publicly available content can be distinguished from confidential content in
permissioned BCT, or procedures such as zero-knowledge-proof can be introduced, in which
the respective actors involved in a transaction have the possibility to prove certain facts without
viewing the content of the transaction.’® Ultimately, BCT present companies with the
challenge of deriving potential for themselves from the unique properties of the technology.
The existing uncertainties regarding the technical functionalities and organizational
requirements for successful BCT implementations often lead to an ill-considered adaptation of
the technology and thus to unsuitable use cases. Other alternative (centralized)
implementation options are thereby neglected and false expectations, lack of technological
knowledge and uncertainties regarding the application potential lead to misguided adoption
decisions when often centralized actors could take over the trust and transparency function
and thus a more efficient and cost effective solution would be possible when decentralized
solutions are not necessary.'® This topic of mindful technology adoption will be considered in

detail in the upcoming chapter.

4.2.5 Mindful technology adoption of blockchain technologies in logistics

Especially the application of new technologies in logistics requires a high degree of
mindfulness and a balancing of business requirements with technological features (in this case

183 Cf. Wittenberg (2020) pp. 137-146.
184 Cf. Wittenberg (2020) pp. 116-117.
185 Cf. Verhoeven et al. (2018) p. 1.
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BCT). This chapter describes a model for evaluating the mindful use of BCT in logistics based
on previous research published in Verhoeven et al (2018).% The model described later within
this chapter was developed from literature in the aforementioned paper and will be

incorporated into the results of this thesis.

In the context of technology implementation, especially at the beginning of the exploration of
a new technology and its potentials for different application areas, excessive expectations and
overestimated benefits and attributes have to be avoided. These expectations, coupled with
rash, inappropriate implementations for problems that do not fit the technology, inevitably lead
to avoidable costs and efforts. Therefore, in the context of technology implementations, it is
important to proceed mindfully and first understand the problem and the unique features of the
technologies under consideration in order to derive an effective and cost-efficient decision.'®”
In the case of BCT, unique features of the technology result from the decentralization itself.
These include, among others, increased transparency in the logistics network, data privacy
and security, immutability and better traceability through the transaction history. Mindfulness,
on the other hand, is based on various factors that can be used to assess whether a technology
adoption is objectively reasonable and appropriate. For this, it is necessary to evaluate
information regarding the technology and, above all, to know and compare alternatives. The
term mindfulness originated in psychology and refers to the ability of an individual to process
information and to be aware of his or her decisions and different perspectives. Furthermore,
mindfulness influences performance during a task and is at the same time dependent on the
environment of the task and the expertise of the individual. This concept can of course also be
applied to organizations. Thus, it can be stated that mindfulness is of high importance in
avoiding mistakes. In contrast to this is mindlessness, which can be observed in organizations
that do not pay much attention to developments in the field of information technology and do
not value IT as a distinctive competence. In practice, this often leads to vanilla versions of the

technology being implemented without considering individual requirements or the context.'8®

The authors propose a model to evaluate the mindful use of BCT use cases in logistics as
shown in Figure 21.

186 Cf. Verhoeven et al. (2018) p. 1.
187 Cf. Verhoeven et al. (2018) p. 1.
188 Cf. Verhoeven et al. (2018) pp. 2—4.
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Figure 21: Mindful adoption model for BCT in logistics'8
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The five mindful adoption principles used in the model are explained in Table 27 (the interested
reader is referred to Verhoeven et al. (2018) for a more detailed description of the principles
and the development of the model).

189 Cf. Verhoeven et al. (2018) p. 6.
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Mindful adoption

principles Explanation

Due to information gathering and the exploration of details,
Engagement with the functionalities and feature of the technology should be
technology known thoroughly following a comprehensive technology

understanding.

) The technology should be compared to other competing
Technological novelty o . . . .
ki technologies in order to identify the unique feature this
seekin
9 technology has to offer for the use case.

The technical environment, the local specifics (e.g. local
needs, learning abilities, technical support, compatibility
Awareness of local with implemented technologies and possible reactions of
context different stakeholder to the novel technology) should be
considered as well as the corresponding consequences of
the new technology.

The new technology should be compared to other existing
Cognizance of technologies and the advantages and disadvantages
alternative technologies should be elaborated. Realistic expectations and critical
conclusions should be drawn from the results

o There should be awareness for possible changes of the
Anticipation of . o
. task, for which the technology is utilized for and how the
technology alteration
technology can or cannot be adapted to those changes.

Table 27: Mindful adoption principles’®°

Both primary and secondary sources can be used to evaluate these principles. The authors
recommend a joint discussion of the use cases and sources by at least three researchers so
that the use cases can then be qualitatively examined for mindful use of BCT using the criteria
described above.

190 Cf. Verhoeven et al. (2018) pp. 4-5.



91

The case discussion of five exemplary use cases conducted in the paper leads to the
conclusion that there are large differences in the implementation of BCT use cases in
international logistics networks. While in some cases, based on the secondary literature, it can
be assumed that BCT were applied according to the five principles mindful, some cases show
considerable gaps and suggest that only the hype of technology was pursued instead of using
the rationally more appropriate classical technology. The BCT offers great potential for more
transparency, trust and sustainability in international logistics networks. Nevertheless, a
mindful use of this technology is of great importance. The results show the partly big
differences in the approach to the implementation of BCT use cases. Even if it seems tempting
to apply the hyped BCT to all problems at first, it is of great importance for a successful project
to first fully understand the problem in order to then find the right and appropriate technology
to solve it.

In summary, the fit between task and technology is of great importance for the success of
relevant implementations of BCT in logistics and promised potentials of these technologies
can only be realized if they are applied to suitable problems, which use and leverage the
features of the technology appropriately. The mindful adoption model for BCT in logistics
described here will be applied later in the thesis as part of phase two of the management model

in chapter 4.5.

426 Interim conclusion on blockchain technologies in logistics

This chapter has focused on the current scientific and practical findings on BCT in logistics.
The literature-based analysis of possible applications of BCT in logistics yielded in five
application areas (tracking & tracing, financial operations, verification & certification, planning
& network as well as automation & IoT) after conducting the Q-methodology to cluster the
results, whose potential and status-quo were evaluated through a survey. It is apparent that
implementations have already been carried out or pilot applications are being tested with pilot
applications, particularly in the areas of tracking and tracing and verification and certification.
In addition, according to the assessment of the participants, these two application areas are
especially applicable for the development of BCT systems and are characterized by a high
degree of maturity of the respective applications. The challenges identified in the workshop
and subsequently assessed through a survey can be assigned to five dimensions (strategy,
internal organization, collaboration, technology as well as governance). Based on these
results, it is initially a challenge to identify potential use cases and to make the project success
measurable and establish acceptance in the organization. Further challenges in the

implementation of BC solutions lie in the lack of cross-platform compatibility and
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standardization of current systems as well as the integration of these into existing IT systems.
The integrity of the interface to the physical world must also be ensured in order to solve the
problem that data to be stored must first be validated and checked for consistency (oracle
problem). In organizational terms, the technology presents logistics networks with the
challenge of involving a large number of players for meaningful use cases, which in many
cases requires decentralized governance. These dimensions, with the exception of the
governance/regulatory dimension, will be the basis for the management areas, which are part
of phase four of the overarching management model for social and environmental impact in
logistics through BCT to be developed in chapter 4.4.2. Apart from the large number of possible
applications and implementation challenges of BCT in logistics, companies are also confronted
with technological and organizational limitations of the technology. In addition to the low level
of standardization and interoperability, difficulties with scaling, a lack of responsibility due to
decentralization, and data protection problems are hurdles for companies on the path to
successful BCT implementations. Ultimately, the studies on mindfulness show the importance
of the task-technology fit, as companies are faced with the challenge of deriving potential for
themselves and driving forward concrete implementations despite the large number of possible
applications. On the one hand, there are major uncertainties regarding the technical
functionalities and organizational prerequisites for successful BCT implementations, which in
technology-driven markets lead to the rash adaptation of the technology and thus to unsuitable

use cases.

Now that a basic understanding of the technology has been established and the challenges
and potential areas of application of BCT in international logistics networks have been
discussed, the following chapter examines the social and environmental impacts that can be
achieved by this technology among various stakeholders. As described earlier, the sustainable
focus here is on the social and environmental dimensions as key drivers for the future

development of international logistics networks.
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4.3 Phase 3: sustainability impact model for blockchain technologies in logistics

After discussing the technological basics, relevant functionalities and possible areas of
application in logistics in the previous chapter, this chapter is dedicated to the development of
the proposed sustainability impact model for BCT in logistics. Therefore, a follow-up workshop
with industry experts was held to discuss sustainability potentials in three different logistics
networks as described in chapter 3.2. The results from this workshop are enriched with
literature-based insights and used to develop the impact model in the further course of this
chapter. This impact model is intended to support managers in identifying and actively
managing potential sustainable changes within logistics networks. On the level of individual
stakeholders from raw material suppliers to end customers, potentials are identified and the
impact direction for the future design of sustainable international logistics networks using BCT
is given. The sustainability impact model will further play a key role in phase three of the
management model for social and environmental impact in logistics through BCT. From this
point of the thesis, the consideration of BCT applications focuses on application areas related
to environmental or social sustainability (see chapter 4.2.1). For this purpose, various logistics
networks and related use cases with sustainability relevance will first be discussed in a
workshop as described above. In the following chapter, these findings will be complemented

by case studies in the same subject domain.

431 Stakeholders and sustainability impact dimensions of blockchain
technologies in logistics

This chapter summarizes the results of the second workshop (see chapter 3.2). Initially, a
division into stakeholder and impact dimensions is made. In the following, the results are
summarized, further differentiated and finally the sustainability impact model for BCT in
logistics is developed.

The identified stakeholders of the three representative and discussed use cases were
systematized according to their arrangement within their logistics networks in order to identify
a general overview of involved actors of the different networks that are influenced in their
sustainability by a BCT implementation. This results in the stages of the logistics network and
the corresponding exemplary stakeholders shown in Table 28. In each case, an assumed
network structure, as abstractly represented in Figure 22, is the foundation.
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Figure 22: Assumed network structure™’

The stakeholders identified in the workshop and affected by a BCT implementation cover the
entire international logistics network. The focus is on the manufacturer, which is supplied by
one or more suppliers. These suppliers can either be the manufacturer's component suppliers
directly or they can affect further network levels below. Besides the raw materials suppliers
(e.g. coffee farmers or mineral miners), these include processing companies. The
manufacturing companies and suppliers are supported by logistics service providers, which
cover a wide range of services in international logistics networks. These include transporters,
distributors, recyclers and technology providers. An important role in BCT implementations is
played by the customers, for whom the benefits achieved are directly visible and should serve
as a competitive advantage. Also relevant for success and indispensable as stakeholders are
public institutions, i.e. government and society. These include public authorities and NGO as
well as auditors. In addition, other actors play an important role, such as academia and

consulting.

191 Own representation
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Stage Exemplary stakeholders
Manufacturer OEM, producers
Supplier Raw material suppliers, processors, component suppliers

Logistics service o .
. Transporters, distributors, recyclers, technology providers
provider

Customer End-customers, wholesale, retailers

Government and ) " )
) Public authorities, NGO, auditors
society

Table 28: Identified stakeholders™¥?

Each of the stakeholders described above can be impacted in different ways by BCT in terms
of social and environmental sustainability. The three main dimensions are shown in Figure 23.

Therefore, it can be distinguished between:

e private vs. public initiator
e direct vs. indirect sustainability impact

e improvement of existing process vs. new processes and business models

192 Own representation



96

/

S .
O Publlc/ /
0
&

/  Private

Direct /

Sustainability impact

Indirect /

Improvement  New process/
business model

Alteration

Figure 23: Sustainability impact dimensions’%®

First, it can be distinguished whether the initiative to implement BCT for specific networks or
processes comes from the private sector or the public sector. Public initiatives are usually
initiated by governments and other public institutions to shape public processes that may affect
businesses and citizens (customers). These include fighting corruption, creating digital
identities or improving the efficiency of administrative processes. Furthermore, BCT projects
initiated by public initiators can also intervene directly in company or network internal
processes to regulate them. In contrast, privately initiated BCT initiatives include all company-
relevant projects that take place within the logistics network and therefore only affect internal
stakeholders. Examples are the tracking and tracing of products in the network or the

certification of suppliers.

The second dimension distinguishes whether the impact on the sustainability of the logistics
network is direct or indirect. A direct impact is understood to imply that the sustainability (social
or environmental) is immediately affected. With regard to the social dimension, this could mean
that working conditions at raw material suppliers in developing countries improve, with regard
to the environmental dimension, a direct impact would be the reduction of greenhouse gases

193 Own representation
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on the transport routes between the network actors. An indirect impact on the sustainability of
a company or a network exists if it is only mediately influenced by the BCT implementation.
This, in turn, can mean that the technology makes it possible, for example, to make processes
more transparent in order to uncover and, on this basis, improve deficiencies or to compile,

measure and report key sustainability indicators.

The third dimension of the model ultimately differentiates whether the transformation through
BCT is (merely) an improvement of an existing process or a completely new process or even
a business model, which is only made possible through the use of the decentralized BCT. The
former could be, for example, an improved payment processing to raw material suppliers,
where traditional payment providers and intermediaries are no longer needed and fair payment
to suppliers can be processed transparently. A new business model in this context could be

understood as a supplier or product certification that is only possible through BCT.

This results in the model as shown in Figure 23 (see above), exemplarily shown as a three-
dimensional cube. In any case, all three dimensions have an effect on the stakeholders and

must be considered as a whole.

4.3.2 Development of the sustainability impact model for blockchain

technologies in logistics

The two previously identified constructs stakeholders and impact dimensions will now be

merged and supplemented by further findings from the workshop.

These contain deeper insights into the expected impacts at stakeholder level in the dimensions
of environmental and social sustainability. The basic structure of the sustainability impact
model for BCT in international logistics networks is shown in Figure 24 and complemented by
the content shown in Table 29, Table 30, Table 31, Table 32 and Table 33. It shows the
interrelation of all three dimensions of the impact layer (see chapter 4.3.1) on the stakeholder
layer which contains all relevant stakeholders identified in the workshop of the network (see
chapter 4.3.1). It is important to note that although changes are discussed individually at
stakeholder level, the impact achieved can only be realized if BCT projects are planned and
implemented across all actors and end-to-end. The impact is further supported by a set of
enablers that are inherent to BCT. The top five technology enablers based on the BCT
functionalities with an impact on social and environmental sustainability are decentralization,

immutable data, transparency, security as well as smart contracts.

For reasons of presentation and clarity, the model is divided into figures and tables. The tables
for the individual stakeholders are presented below. For each stakeholder, in addition to the

expected social and environmental impact by BCT, success factors and enablers were
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developed, which are necessary to successfully achieve the respective impact at stakeholder
level. The possibilities for social and environmental impact at stakeholder level described in
the tables are to be understood as qualitative parameters against which the expected impact
can be estimated and the sustainability goals achieved can be measured at a subsequent

stage.
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Technology Enablers

Decentralization Immutable data Smart contracts

Figure 24: Sustainability impact model for BCT in logistics'9

For manufacturers, the main impact can be described as ensuring the code of conduct within
the entire logistics network. Thus, through the use of BCT, values and behaviors agreed upon
in the network and often communicated by the producer to the customer can be guaranteed.
As a responsible manufacturer applying BCT, human rights violation in the own logistics
network, especially in developing countries, can therefore be ruled out due to the enhanced
transparency regarding the origin o received goods and services and the corresponding
working conditions.®® Other points include insights into the behavior of suppliers and service
providers as manufacturers as well as other stakeholders profit from more transparency
throughout the network. Furthermore, the compliance with guidelines, regulations and
standards can be ensured by proving the necessary data tracked along the entire logistics

network that is needed to comply with the OECD, emission guidelines or other regulations with

194 Own representation
195 Cf. Kshetri (2021) p. 11.
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regard to the import of conflict materials. In the environmental context BCT enable
manufacturers to track the amount and source of emissions, waste and other toxic pollutants
from the raw-material supplier until the end customer in order to take the necessary steps to
avoid these.'®® Ultimately, BCT can be used to transparently collect and secure information
about a product along its entire lifecycle. This product-related information can be used by the
manufacturer in the after-market to offer further customer-specific services. For a successful
achievement of this impact for manufacturers, customer acceptance is of great of great
importance. In this context, it is up to the producer to provide the customer with an awareness
of the advantages of the technology and the associated benéefits in relation to more ecological
or social products. Considering the fact that sustainability is a major trend in many markets
and customer demand for more sustainable products and services should be met accordingly,
it is an important enabler if BCT can be used to give logistics networks a demonstrably more
sustainable competitive advantage. In addition, public pressure from customers and
governments, as well as corresponding regulations and guidelines, support the implementation
of BCT by manufacturers. The social and environmental impact as well as success factors and
enablers as derived from the workshop for manufacturers are shown in Table 29.

Manufacturers
Social and environmental impact Success factors and enablers
e Ensure that code of conduct is passed e Acceptance by end customer /
down the logistics network and complied market
with when sourcing new partners o Competitive advantage

e Ensure and track compliance with OECD e Public pressure

and emission guidelines and legal e Regulations and governmental
requirements (e.g. EU regulation with strategic guidelines and
regard to conflict materials) initiatives

¢ No human rights violations within own
logistics network

¢ Get insights on the behavior of suppliers
and service providers

e Utilize information on assets in the after-

market

Table 29: Sustainability impact for manufacturers’®’”

19 Cf. Park/Li (2021) p. 7.
197 Own representation
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The next stakeholder category that was considered is suppliers. This includes raw material
suppliers as well as subsequent tiers that ultimately supply the manufacturer. The most
important impact here is the compliance with human rights and an improved work environment
as transparency throughout the logistics network to the end customer, motivates
manufacturers to buy from more sustainable suppliers with more socially responsible working
conditions.'®® This results in more qualified jobs in the local companies and a fair and stable
payment can be guaranteed. By removing intermediaries through BCT, higher margins are
also possible for suppliers (e.g. margins for payment providers might no longer be necessary
as financial transaction can be processed P2P). The transparency and data quality also give
suppliers the opportunity to substantiate arguments in the direction of other stakeholders with
the help of data and to use them as a competitive advantage. BCT furthermore enable an
informed decision making based on accurate and trustworthy data in the entire logistics
network. This again results in forecast and efficiency improvements as not only data from
directs peers can be viewed in the ledger, but also across stages within the network (depending
on the BCT setup). Taking a look at success factors and enablers, local education programs
are of great importance to create an awareness and understanding of BCT at the supplier side.
As especially raw materials suppliers are often located in developing countries (e.g. coffee in
Ethiopia, tin in Rwanda or cobalt in the Democratic Republic of Congo) stable stakeholder
relations with manufacturers in developed countries and the sharing and implementation of
best practices are needed to achieve successful implementations of BCT. This also includes
explaining the benefits of the technology in order to create acceptance and, if necessary,
providing financial support for the procurement of hardware and software. Together with
governmental support those stakeholder relations help suppliers to manage the complexity
when adopting BCT. The social and environmental impact as well as success factors and
enablers as derived from the workshop for stakeholder level supplier are shown in Table 30.

198 Cf. Park/Li (2021) p. 8.
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Suppliers

Social and environmental impact

Success factors and enablers

Compliance with human rights (e.g. no
child labor)

Better work environment

New and higher educated jobs

Stable and fair payment as well as
higher margin by removing
intermediaries

Awareness about product quality and
therefore better arguments towards

Local education programs
Stable stakeholder relations
Have to see the benefit
Governmental support
Validity and quality of data
Quick adoption to standards
Share and implement best
practices

Management of complexity

other stakeholders e Financial support

* Governance competence e Hardware infrastructure
e Forecast and efficiency improvements
e Social and environmentally friendly

products as competitive advantage

e Enabling informed decision making

Table 30: Sustainability impact for suppliers?®?

For BCT implementations, the customer as an important stakeholder must not be disregarded.
By increasing transparency and trust in the data, customers get the possibility of sustainable
consumption.?®® Transparent tracking provides end customers with insights into product origins
as well as information about the social and environmental footprint of the product on offer. BCT
also increase the trust in labels that assure sustainable product origin or production as data
can hardly be manipulated due to the distributed and transparent nature of the technology.
While this customer perspective has no direct impact on the social or environmental
sustainability of logistics networks, it can be seen as an extrinsic motivation for manufactures
to guarantee a high level of sustainability through BCT in order to gain market shares for
sustainable products and services in case customers of the logistics network are traceability
aware and demand transparency on products and services.?’' To achieve this, it is necessary
that the customer, in addition to the basic willingness to consume sustainable products and

199 Own representation
200 Cf. Kshetri (2021) p. 11.
201 Cf. Fan et al. (2020) p. 17.
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services, has trust in the technology itself and is provided with user-friendly interfaces to
access the information. The social and environmental impact as well as success factors and
enablers as derived from the workshop for stakeholder level customer are shown in Table 31.

Customers

Social and environmental impact Success factors and enablers

o Ability to reliably consume sustainable e Trustin technology

products and services e Convenient interface to access
e Gain trust in packaging and logistics product information

labels (e.g. product origin or CO2 foot e Motivation to consume

print) sustainable

e Transparency regarding the consumed
products

Table 31: Sustainability impact for customers?°?

In addition to suppliers and manufacturers themselves, LSP play a key role in the international
logistics network and guarantee the flow of materials, information and finance. Through BCT,
they have the opportunity to gain transparency and the associated efficiency and to make more
accurate forecasts, which means that capacities can be better utilized. These better utilized
capacities can not only lead to economic benefits, but also enable more environmentally
friendly logistics services as a higher capacity load leads to fewer trips and therefore a smaller
emission footprint. Furthermore, circular production loops and economies are conceivable with
higher recycling rates through more product and historical information.?®® Similar to
manufacturers, after-market services based on data stored in the blockchain thus become
possible. A closer look at success factors and enablers reveals that in the LSP industry it is
particularly important to collaborate with competitors in order to achieve a high market
penetration and to implement relevant application scenarios. Furthermore, complexity needs
to be managed (see stakeholder level supplier above) and quick adoption standards within the
network enable a successful implementation of BCT. The social and environmental impact as
well as success factors and enablers as derived from the workshop for stakeholder level LSP

are shown in Table 32.

202 Own representation
203 Cf. Khanfar et al. (2021) p. 11; Upadhyaya et al. (2021) pp. 4-6.
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Logistics service providers

Social and environmental impact

Success factors and enablers

e Growing circular loops and economies
e Transparency of goods increases
forecasting quality and leads to

efficiency gains

e Increased recycling rates

e Improve lead times in cross-border

business

e Collaboration with competitors
e Quick adoption standards

e Management of complexity

Table 32: Sustainability impact for LSP?%4

Finally, governments and society have been considered as stakeholders. They can ensure

compliance with their own guidelines and regulations and to achieve transparency gains by

pushing companies to more sustainable practices. In addition, the technologies can be used

to achieve a higher degree of transparency, trust and efficiency in taxation processes and other

governmental tools. Important success factors here are the support of companies and

institutions in the development of standards and the cooperation with the industries in the

creation of new laws and guidelines. The social and environmental impact as well as success

factors and enabler as derived from the workshop for the stakeholder level government and

society are shown in Table 33.

Governments and society

Social and environmental impact

Success factors and enablers

e Ensure that goals of own guidelines

and regulation are met
e Push all stakeholders

e Gain transparency

o Utilize technology for taxation and other

governmental tools

e Support further development
of practical standards
e Budgets for the development

of use cases

Cooperation with industry for

the creation of new guidelines

Table 33: Sustainability impact for governments and society?%®

204 Own representation
205 Own representation
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4.4 Phase 4: implementation of blockchain technologies in logistics

After explaining the possible impact on different stakeholders in terms of social and
environmental sustainability in the previous chapters, this chapter develops an implementation
approach based on five management areas to support companies in implementing BCT in
logistics. These results are part of phase four of the management model. For the development
of the management areas, three case studies are conducted and evaluated. As described in
chapter 3.3, cross case implications are derived from these and corresponding design
recommendations, management instruments and tools as well as success factors are derived

for each management area.

441 Case study description and analysis

This sub-chapter aims to use the method of exploratory case study analysis as described in
chapter 3.3 to lay the empirical foundation for the design of the management model in the
following chapter. To this end, the methodology will first be explained and the case studies
investigated will then be described and the case study-specific findings presented before they
are incorporated into cross-case study findings. The structure of the interviews and the case
studies is already based on the conceptual design established in the previous chapter and the
five management areas strategy and goals, internal organization, external collaboration,
technology and implementation.

4.41.1 Case study A: fair operations in the coffee industry

From a global perspective, Europe and North America are among the most important markets
for the coffee industry. However, coffee is mainly grown in South America and African
countries. Therefore, the raw material coffee is cultivated and harvested in developing
countries before it is shipped to Western countries for further processing and consumption.
With increasing consumer awareness and demands for more sustainable products from end
customers, this industry (traders and producers) faces the challenge of ensuring that, in
addition to environmental requirements, social dimensions of sustainability are also considered
and standards regarding labor and human rights are met. However, child labor, inhumane
working conditions and unfair payments to farmers are often found in these logistics networks.
Conscious producers therefore try to source coffee from environmentally and socially sound
sources. Certifications and labels are used in an attempt to build transparency and trust in the
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logistics network, but these are increasingly failing due to a deficit of traceability, manipulation

and a lack of trust among customers.

The considered case study deals with the logistics network of Ethiopian coffee to German
consumers. ltis investigated how BCT contribute to more transparency between all actors from
raw material suppliers (farmers) and processors to customers. Potential for more social and
environmental sustainability lies in fair payment of coffee farmers and proof of origin of the
coffee. Further topics in this context are proof of certification, eco-labels and fair-trade
certificates. The examined case study deals with a BCT solution for coffee produced in
Ethiopia, which is processed on site in Ethiopia (including roasting) and then exported to
Germany. By applying a QR code to each packaging, the origin of the coffee and each step
along the logistics network can be traced by all actors including the customer. The use case
will be used to investigate the extent to which BCT can be used to achieve more transparent
and fairer operations in the coffee industry. The logistics network in this case study includes a
various number of globally dispersed actors. This results in the exemplary logistics network
shown in Figure 25. As mentioned before, the coffee is harvested in Ethiopia. Coffee farmers
account for 95 % of the nationwide production. Another 5 % is produced by plantation state
farms and private investors. Basically, there are two different kind of beans (red and dry
cherry), which are then processed individually in a set of post-harvesting processes.
Depending on the cherry this includes for example washing, hulling and drying. The beans are
then sold and transported to the roasters. This can be done either directly or through the
Ethiopian Commodity Exchange (ECX), which allows sellers to centrally offer their products to
a wider range of customers. This coffee exchange was manifested in 2008 to protect buyers
and sellers. Initially, traceability was lost, but in the meantime the problem has been solved in
such a way that traders have to register and information regarding the seller, origin and quality
has to be provided when selling. In the case of the case study under review, however, coffee
is sourced directly from farmers rather than through the exchange for extended transparency
and transactional reasons. Roasting often does not take place in the farming countries, but in
the particular case of the case study, the coffee is roasted locally in Ethiopia, allowing local
companies a higher value-added share of the final product. The coffee is then exported to
Germany and made available to end customers here via direct distribution over the Internet or

various retailers.

The specific use case was selected by the producer based on assumptions and experience
that customers and the target groups of the market place great value on transparency
regarding the origin of purchased food. Fair trade labels had already been used before, but
this did not guarantee complete certainty. The use of supporting technologies was therefore
examined. In addition to BCT, centralized solutions were also considered. Due to the
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supporting decentralized governance idea, BCT was finally implemented. The overarching
goal is to provide customers with detailed information about the origin of their coffee and to
obtain internal certainty about good working conditions within the company's own logistics

network, thus fulfilling the requirements of a sustainably operating company.
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Figure 25: Logistics network for coffee in case study A 206

In order to measure the success of the project, in addition to social and environmental factors,
about which there is now certainty and which can be communicated, economic key figures
were also used above all. This manifests itself in two key metrics. The first is revenue. Since
the introduction of BCT and the offer to (potential) customers of outstanding transparency as
a differentiating factor from competitors, sales have increased by a factor of 2.7. Another
important key figure regarding the success of the project is the usage behavior related to the
retrieval of information by the customer. Of the approximately 30,000 packages sold per month,
30 % are accessed by the customer for information on origin, payment and quality, which can

be considered comparatively high.

The project was initiated by the executive committee and thus had the necessary top
management support. Responsibility during the project was taken by the logistics department,
which, in addition to operational tasks, is also responsible for strategic functions and supplier
management. The implementation of the project itself was carried out in close cooperation with
a technology service provider. The development of own BCT competencies within the
companies of the logistics network was not necessary for this. Since the BCT could be docked
onto the existing shop system, internal processes of the producer and of the suppliers had to
be adapted only slightly. The processes are still centrally organized and the BCT acts as a

decentralized data storage and governance tool.

206 Own representation
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Acceptance on the part of the coffee farmers was ensured through the perspective of long-
term partnerships and, through transparency to the end customer, the guarantee of good and
fair working conditions. Simple handling of the newly added operational processes avoids
additional hurdles that could stand in the way of acceptance. Various functions, such as
communication between customers and farmers, which are possible via “likes” and in the future
also via tips, i.e. additional compensation of the farmers directly by the customer, strengthen
the trust in the technology and the acceptance of all stakeholders.

In the coffee producer's logistics network, approximately 500 coffee farmers from three coffee
cooperatives were integrated into the BCT network. An app is used to collaborate and maintain
information. For this purpose, it was important to clarify in advance who is responsible for the
corresponding data maintenance with regard to production and post-processing and how it can
be ensured that qualified data is generated locally. To this end, locally trained workplaces were
created to promote further training. These new instances and persons take over these tasks
and are the contact persons for software and hardware as well as process-related questions.
In addition to the transparency effects from the entire logistics network, this also creates better-
trained jobs on a local level.

Technologically, the BCT implementation of the coffee network is based on Hyperledger.
However, it was initially launched with Ethereum in 2016 before switching two years later. For
storage, a public key is whitelisted with the BCT provider. It can be controlled who has read

and write permissions. Private, encrypted data is possible via a shared key.

Input data is validated to reduce the oracle problem as much as possible. Data that comes in
automatically (via loT sensors, for example) is weighted higher than manual input from users.
Additionally, plausibility checks are performed. In this context, it is checked, for example,
whether lead times, timestamp and time frame or quantity are plausible. Complete and
unchangeable documentation of all entries and transactions reduces incentives for fraud and
misstatements, as there is a very high personal risk here in the event of verification and

detection of fraud.

Due to a very lean app, which has both low memory and data consumption and can also handle
short internet interruptions (this is especially important considering the application in
developing countries), it is no problem to enable people on site to enter data. For the end
customer, a QR code was used to create an interface to a web application where all information
regarding the origin, process and quality of the coffee beans can be viewed.

External expertise was primarily used for the implementation. Due to the low complexity of the
network, the entire process from farmer to end customer was mapped on the BCT. In order to

further reduce complexity, the focus at the beginning of the project was on large packaging
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sizes, before gradually adding further product portfolios and equipping them with QR codes.
The operational handling could be implemented via the previous web shop concept and the
BCT could be used as a decentralized data basis.

The case study of the international logistics network of Ethiopian coffee to German end
customers shows the benefits that BCT can offer in order to track products and certify their
origin over several stages. The solution enables end customers via QR code insights into the
history of the products and ensures fair treatment of all network partners. In addition to proving
compliance with standards, higher skilled jobs are created in Ethiopia. BCT serves not only as
a technological enabler here, but also as a decentralized governance tool. Due to the low
complexity of the use case, structured collaboration of all stakeholders involved and external
technological know-how, an efficient infrastructure could be developed.
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4.41.2 Case study B: ethical mineral supply in the automotive industry

The demand for raw materials continues to rise globally. In addition to the food industry,
minerals, i.e. mining products from mines, are of particular importance for the production of
industrial goods. For example, with the increasing expansion of electro mobility and the
associated rise in the production of battery cells, materials such as cobalt are moving into the
focus of sustainability initiatives by automotive manufacturers. These are often mined and
processed in disregard of ethical working conditions. Due to the deep and broad supplier
networks in the automotive industry, it is currently almost impossible to control all sub-suppliers
and to pay attention to the compliance with labor rights in developing countries. There is simply
a lack of the necessary transparency. With the help of BCT, this urgently needed transparency
can be created. The case study under consideration is representative of many mineral export
products from developing countries to industrialized countries, including cobalt and other
metals and mining products used in the automotive industry. In the case of cobalt for example,
the Democratic Republic of Congo plays a central role. The Democratic Republic of Congo is
responsible for the mining of more than 50 % of the cobalt used worldwide and it has major
problems in terms of human rights violations, and in particular the use of child labor by artisanal

miners. These problems require a solution for tracking and sourcing ethically mined minerals.

According to OECD guidelines and EU and US legislation, due diligence for so-called conflict
materials in logistics networks is becoming increasingly important. In the past, this has led to
either responsible companies trying to avoid sourcing materials from conflict areas, leaving
non-responsible actors active and hardly fixing the problem or due diligence costs being
passed on to the miners themselves. The problem with previous (BCT) solutions for greater
transparency, especially in the metals industry, has been that commodity fungibles are not
uniquely identifiable. There are also major data privacy concerns, as full transparency (for
competitors) is not wanted. In addition, systems should also be able to be implemented for
artisanal and small-scale mines, because the abuses and human rights violations mentioned

above often occur here and not in the large-scale mines.

The case study under consideration deals with the implementation of BCT in logistics networks,
starting with the mining of metals from conflict regions. In the following, the approach is
described in more detail and technological and organizational specifics are addressed. The
underlying international logistics network of the case study includes the mine itself,
transporters and other LSP, smelters, and the manufacturer as well as the customer. Other
actors (e.g. module suppliers) can also be added to the system as needed. This results in the
exemplary logistics network shown in Figure 26. After the mining of the metal by either large-
scale or artisanal and small-scale mines it's transported by an LSP (usually truck or train cargo)
to the smelter. The mining and the smelting process take place in the developing country itself.
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The smelter is refining the product before it is then transported again (usually air or sea freight)

to the manufacturer located in an industrialized country.
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Figure 26: Logistics network for minerals in case study B2°7

In addition to new legal frameworks that, among other things, regulate the import of conflict
materials such as gold or tin in the EU, large companies have been striving for ethically sound
logistics networks and (sub-) suppliers for some considerable time. Several options have
therefore already been explored across industries. Among them mapping of the logistics
network to find out which mines in a company's own logistics network supply raw materials.
This has had little success in the details, since at a certain point, pretty much every smelter
supplies at large producers. The traceability of raw materials of this type is also very
complicated, as they can be transformed and mixed several times during their flow through the
logistics network. This is also where a traditional approach that has been thought out fails:
weighed and sealed containers only work from the mine to the first processing step because
from there on the mixing of several batches is a processual given. Therefore, in this case study,
the problem was solved with BCT. In contrast to previous BCT pilot projects in this area, which

were usually private and permission-based, this case works with an open protocol. Multiple

207 Own representation
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actors in the logistics network are given the opportunity to exchange trustworthy private and

public data.

The success of the project and the measurement of it lies above all in the feasibility of the
implemented use case, which could not be mapped with this accuracy and efficiency before.
In addition, the new EU regulations in 2021 can be complied with regarding the import of

conflict materials.

Initial collaboration took place in small teams with personal interest in BCT. It is important to
have a project champion and simultaneous top management support. Compliance with new
EU standards was as important in the argumentation as a direct benefit for the companies
involved that could be achieved with the project. On the part of the suppliers, in this case mines
and smelters, acceptance for the BCT implementation was created on the one hand through
more efficient processes (e.g. fewer audits necessary) and a stronger external perception with
regard to certifications of social and environmental standards. Economically, audits are a high
cost for mines and BCT implementation is therefore profitable in retrospect. Expectation
management also plays a key role across all stakeholders when it comes to ensuring
acceptance in the long term. The issue of data visibility and privacy was in the interest of all
parties involved. Due to the competitive environment between manufacturers as well as mines
and smelters, it is important that bilateral business relationships and details about them cannot
be seen by third parties. Despite the (previously formulated) idea of the open architecture of
the BCT protocol, a solution was implemented that allows P2P encrypted data (private data)

to be stored as well as publicly viewable data (up-chain data) across multiple delivery stages.

With the support of appropriate technology service providers, know-how was sourced
externally and did not have to be built up within the companies. The technological support of
the BCT solution is also managed externally, since a connection to existing ERP has not (yet)
been made.

In the first step, a logistics network mapping helped to get an overview of all network partners
involved. First, all known up- and down-stream actors were outlined, to which additional
partners could be added step by step. Then, based on this complete network, a project team
was put together. The cooperation in the network is largely unchanged by the implementation
on the operational level. Mines as well as smelters, transporters and producers can enter
product and process data into the blockchain. As mentioned above, in this particular case,
much emphasis has been placed on data self-sovereignty within the targeted open BCT

solution.

Technically, the implemented BCT solution is based on the Ethereum blockchain. Due to the

robustness and reliability of this platform, it represents a good starting point for the
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implementation. In the long term, however, the solution is designed to be flexible and the
transfer to other BCT is conceivable. The protocol used is thus blockchain agnostic. Previous
pilots have relied on private or permission-based blockchains. In the long run, this can lead to
the emergence of a large number of different BCT systems throughout the industry, each of
which must then be used by the suppliers. An open solution, on the other hand, is in conflict
between data privacy and data transparency. It must therefore be ensured that private logistics
data cannot be viewed by unauthorized third parties. As described above, the special feature
of this solution is that this data self-sovereignty can be ensured. To achieve this, data is stored
in three segments: key with the permissions of the respective entity, data segment with publicly
viewable data for all partners of the logistics network, and data segment with private data that
can only be viewed by the respective subsequent network partner. The operational design of
the protocol consists of two layers, the BCT layer, on which the amount and owner of ethically
sourced raw materials are stored, and the certificate layer, on which certification scans,
production limits of individual mines and smelters or authorizations are stored (see Figure 27
for details). When purchasing certified material, the buyer can view its history via a web
application.

Those buyers of the certificates need appropriate assurance regarding the credibility of the
data stored in the BCT. A veritable input is therefore essential to solve the oracle problem. For
this purpose, appropriate frameworks have been developed together with partners such as the
Responsible Minerals Initiative. A risk assessment supports additional processes such as
audits and additional checks for compliance with standards in order to deploy working capacity

in a targeted manner here.



113

Company A Company B Company C

Keys Keys Keys
A1, A2 A1, B1.B2

+
o
>
?; Data segment A1 Data segment B1 Data segment C1
®
%’ public data public data public data
3
Data segment A2 Data segment B2 Data segment C2
private data private data private data
=
o
g
= 1 +1 -1 +1
g ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
% ton of minerals ton of minerals ton of minerals
(s}
@

Figure 27: Protocol design for case study B2

Using the mapping of the logistics network described above, a consortium was selected for
piloting based on this comprehensive network. This pilot was implemented in close cooperation
with a technology provider. Care was taken to test the minimum viable product in a small
environment first. Afterwards, it can be rolled out company-wide or network-wide and
successively supplemented by further technologies. The next steps on the implementation
horizon are the connection with artificial intelligence in order to be able to identify deviations in
the data more quickly and in a more targeted manner, to include loT sensor data or to clearly
identify the operator during data entry using biometric scans. In addition, the copy of the
blockchain is initially only stored on one node at a cloud service provider. If individual

participants are interested, this can also be extended to other nodes and additional copies.

The presented case study deals with the development of a BCT network for tracking and
certification of ethically sourced raw materials from different metal industries. Companies
pursue internal requirements for sustainability and compliance with US and EU regulations.
Unlike previous solutions, the approach is not only decentralized, but also open and non-
permission-based to avoid data silos and parallel implementations. At the same time, the two-
layer protocol design ensures data self-sovereignty. During the implementation and also when
working together in the network, attention was paid from the beginning to the right expectation

management, an attempt was made to establish acceptance at an early stage by showing

208 Own representation based on whitepaper of the case study partner



114

which and whose problems were being solved, and low hanging fruits were initially gathered

as early achievements with a pilot implementation.

4.4.1.3 Case study C: digital and efficient load carrier exchange

Globally, it is common in logistics to transport products using load carriers. At the sender,
products are packed on this load carrier, such as a euro-pallet. This is handed over to the
logistics service provider, who then transports the products to the receiver and hands them
over to them. In most cases, the pallet remains on site with the recipient of the goods. This
means that after use, sale or onward transport of the goods, the recipient would have empty
pallets with no intended use, while the original sender would not have a new pallet to send
further goods. For this reason, there are cross-company exchange processes of the load
carriers between trade, industry and logistics in the industry, which are usually handled by the

logistics service providers.

The most important documentation medium is still the pallet bill, which documents all pallet
transactions. There is a large number of different pallet bills. These bills are to be understood
as receipts on which it is noted how many units have been received and often also an
assurance that the agreed number will be returned at a later date. Problems currently exist,
among other things, in the lack of a contractual relationship between the recipient and the
service provider if the latter was commissioned by the sender or, conversely, no contractual
relationship between the sender and the service provider if the latter was commissioned by the
recipient. If this process is unclear, the service provider often lacks legal certainty and
contractual flexibility. This leads to an increase in economically and environmentally
questionable additional and even empty trips. The pallet bill therefore has great potential for

optimization in logistics.

In this case study, the pallet bill is organized in a decentralized manner using BCT. Participants
in the logistics network, who do not necessarily know each other, have no contractual
relationships, and have had to act without an intermediary up to now, are thus given the
opportunity for a peer-to-peer exchange of information and load carriers. At the same time, the
pallet bill is henceforth implemented as a digital medium. In addition to more efficient
processing within the context of operational logistics processes, this also leads to a
standardization of the previously company-dependent pallet bills. Accordingly, the players in
this network are a large number of shippers on the one hand and a large number of recipients
on the other. In between, several independent logistics service providers and pallet service
providers operate. This results in the exemplary logistics network shown in Figure 31. The

multitude of players involved supports the idea of uninterrupted end-to-end logistics. All
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companies besides the service providers (logistics and technology) operate either as
producers or retailers in the German food industry. In the large field of players, there are thus
also competitors on both sides who cooperate with the aim of developing a cross-industry
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Figure 28: Exemplary logistics network in case study C?%°
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The use case implemented with BCT was selected in joint consultation with more than 30
partners of a logistics network consisting of retail, industry and logistics service providers. The
pallet exchange process is a process with many peer-to-peer relationships and no intermediary
controlling the entire process. The decentralized nature of these processes is therefore ideally
suited for an implementation of BCT to address previous inefficiencies and lack of legal clarity.
Parallel to the development of the BCT solution, a standardization project of the pallet bill was

initiated.

The objectives of the project were defined primarily in qualitative terms. The main objective
was the digitalization of the pallet bill and thus more efficient handling of the processes in order
to avoid empty runs or additional runs by the logistics service providers with a significant impact
on environmental sustainability, in addition to better utilization of personnel capacities. Several
secondary project goals were defined for this purpose. For example, the necessary technical
requirements were to be validated in order to test the new technology and subsequently to be

209 Own representation
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able to conduct a qualitative value assessment of BCT and to achieve a gain in knowledge

and a transfer of knowledge among all partners.

The decentralization associated with BCT creates new organizational structures and process
flows. For this reason, care was taken from the very beginning to include employees involved
in the pallet processes in order to create acceptance for the solution at an early stage. It was
also important to work openly throughout the entire project and to communicate (preliminary)
results transparently. All the companies involved had dedicated project teams that were
responsible for implementing the respective work packages. Technological know-how was

mainly provided by external technology service providers.

When identifying partners, it is important to achieve a critical number of market participants
who will cooperate to implement the system. Since pallets are usually exchanged industry-
wide, a high share is essential for success. During acquisition and implementation, an
independent third-party intermediary can be helpful to build trust. This sounds contrary to one
of the basic ideas of BCT, to replace intermediaries, but in this specific case it could help to
acquire a large field of participants. The strengths of this neutral entity were particularly evident
in the development of governance structures and the management of negotiation and

coordination processes between the participants.

In operational cooperation, a mobile application based on the decentralized database was
made available to employees at the loading ramp or the truck driver. Employees in the back
office can also use a pallet portal to view pallet inventories and track their own transactions.
All transactions are encrypted and stored decentrally. In the case study under consideration,
pallet exchange would also be possible on a technical level without BCT. However, the
technology helps to reduce barriers regarding data transparency and privacy on a

political/organizational level.

The most important criteria were data availability and data quality, which forms an essential
basis for all technological implementations and is crucial for the success of the project.
Contrary to initial concerns, the storage space required for the BCT is manageable. For
example, about 10 MB of storage space is required for 1000 exchanges of pallets, which can
also be implemented in the long term. However, it is important to remember that due to the
nature of the BCT, all historical transactions will be stored. The performance of the system was
tested in a load test and a peak of 3,600 exchanges per hour was possible, which corresponds
to approximately 90,000 exchanges per day and can therefore be implemented industry-wide.

As described above, a mobile application and a web interface were programmed for the user,

with which both operational employees in logistics (e.g. at incoming and outgoing goods or
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truck drivers) can confirm entries and transactions, and employees in the back office can view

transactions.

An important finding of the consortium was that the process could have been solved
technologically in theory even without BCT, and that the advantages here were played out

primarily in the decentralized management of governance.

During development, a two-stage pilot development was carried out with the option for new
partners to join in the second phase of the project. This enabled the consortium to be enlarged
once again and better market penetration to be achieved. Each of these developments
consisted of six project phases, which are illustrated in Figure 29.

[ Definition of the specific use case

Phase 2 Development of the system architecture and conception of the technology design

Phase 3 Definition of governance structures and rules for the consortium

Phase 4 Development of a simulation environment and a prototype

Execution of pallet exchange process with BCT within real relationships in the logistics network

Phase 5 (retail, logistics, pooling senice providers, industry).

E
E
E
E

Phase 6 [ Consolidation of results and derivation of recommendations for action for companies

Figure 29: Project phases in case study C?1°

In the first step, the exact process-related boundaries of the implementation were defined and
a precise use case was established. Then, with the support of technology service providers,
the system architecture and technology design were defined and developed. Based on this,
governance structures and thus rules for the consortium could be negotiated during and after
the project. In the fourth phase, a prototype was developed and tested in a simulation
environment before the BCT solution was introduced in the real process. In this process, more
than 15 participants with a total of 20 warehouse locations worked together and 600 real pallet
transactions were processed via the BCT. Afterwards, the results of all participants were

consolidated and recommendations for further action were developed.

210 Own representation based on whitepaper of the case study partner
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The case study described here uses the example of the pallet exchange process to show how
BCT can be implemented in the area of operational logistics to avoid additional runs and thus
generate environmental and economic benefits. In addition to the decentralized nature of the
data, BCT help to develop governance structures and overcome hurdles in terms of negotiation
and coordination problems. The solution can be used industry-wide, has the necessary
performance and does not require a lot of storage space. Thus, BCT could be used to
standardize an outdated process and make it more efficient regarding economic and

environmental sustainability.
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44.2 Development of the management areas for the implementation

Based on the case studies and the insights gained from them regarding strategic decisions,
internal organization, external collaboration, technology management and the implementation
of BCT, the results are summarized in this chapter. The presentation of results is based on the
previously conceptualized management areas. The core of each management area are the
design recommendations that are recommended for the use of BCT in logistics networks.
These design recommendations are supported by success factors as well as management
instruments and tools. Figure 30 shows the relationship between the five management areas

of phase four of the management model.
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In the following chapters, each management area is defined in detail. Relevant management
tools and instruments are explained, design recommendations for the use of BCT are made,
and success factors related to the management area are defined. In addition to the case
studies, the results also include previous findings of this thesis from the systematic literature
review and the workshops conducted. After the definition of the individual management areas,

all results are consolidated in a structured way.

211 Own representation
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4421 Management area I: strategy and goals

The management area strategy and goals supports the definition of a strategy and
requirements. Opportunities and risks of the project must be weighed and appropriate metrics
for measuring changes and ultimately the success of the project must be created. It is also
important to refine the selected use case. Figure 31 provides a structured overview of identified
success factors, relevant management tools and instruments, as well as design
recommendations for the use of BCT in international logistics networks. These are explained

in more detail below.
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Figure 31: Management area I: strategy?'?

As design recommendations strategy definition, use case refinement, measurement of project
success and decentralization are considered as the main aspects. The first step in this process

should be the definition of a long-term strategy and corresponding goal formulations that are

212 Own representation
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based on the requirements of the logistics network and allow flexible adjustments to changes.
This strategy and long-term goals can then be broken down into task packages for different
stakeholders, which can then all be aligned with the common strategy. These goals can be
based on all three dimensions of sustainability and thus have economic, environmental and
social orientations. The second important recommendation is the use case refinement. It is
crucial for the success and significance of the project in the logistics network. In international
logistics networks, there is a wide range of possible use cases for improving sustainability with
BCT. An overview of this was given in previous chapters and can be consulted for this purpose.
Again, it is important to consider the individual requirements in order to find the best possible
combination of use cases. When setting up the goals and deciding on a use case, it is important
to define at an early stage how the success of the project can be measured. An appropriate
reporting system thus supports a data-driven strategy in the short and long term and enables
flexible control of activities to deploy BCT and improve sustainability in international logistics
networks. Just like strategy and goals, the key performance indicators contained therein must
be oriented towards the framework conditions of the network. Conceivable examples include
measuring process efficiency or reviewing the effectiveness of measures in terms of
sustainable parameters. Finally, it is important to prepare the decentralization of the network
in the context of strategy and goals. This means that close collaboration with other
stakeholders must be initiated from the very beginning (see management area external
collaboration in chapter 4.4.2.3). In addition to the decentralization of data, this can also include
processes and areas of responsibility, which are henceforth either decentralized or no longer
required, since central intermediaries are no longer needed. In addition, issues of data privacy
and data transparency must be considered in advance (see management area technology in
chapter 4.4.2.4).

Within the case studies, eight key success factors for the management area strategy and goals
could be identified. Those success factors and their relation to the BCT strategy as well as the
corresponding goals will be explained in detail in the following. As with any major (IT) project,
top management support is a critical success factor for implementing BCT for greater
sustainability. Top management should be willing to be involved in the implementation process,
providing legitimacy for the project and communicating content and strategy between
departments and beyond company boundaries between stakeholders. The in-depth
requirements analysis of the specifications of the network as a whole and the respective
stakeholders involved provides the basis for further important strategic decisions. It is thus a
driver of the development process and directly specifies the requirements for the BCT solution
to be developed. In addition to identifying the requirements, structuring, evaluating and

prioritizing them are also important components. From the beginning of the project, the scope
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of the required external support should be considered. Often, the necessary skills in terms of
BCT are not yet sufficiently available within the network and external support can significantly
reduce initial difficulties. The scope and type of external consulting services depends on the
internal know-how that can be provided by the network itself. The use of external support is
possible in different phases, from conception to implementation and rollout. From the strategy,
top management must link a vision and goals to the implementation of the BCT system. For
this purpose, it is necessary to determine not only the possible benefits from the
implementation, but also the opportunities and threads, expected costs and required resources
in order to justify investments and to define the vision and goals precisely in terms of the
economic, environmental and social requirements. The legal and regulatory framework is
another important success factor when it comes to strategy and goals. It indicates the basic
scope for action and thus decisively defines the success of the BCT implementation. On the
one hand, the regulatory framework must be known and applied, and on the other hand, in the
emerging field of BCT, political involvement in shaping guidelines can have a significant impact
on the future design of international logistics networks with BCT. The financial capacities of
the stakeholders in the logistics network are also of crucial importance in terms of access to
capital, investment strength and the financial resources required for the implementation and
the transaction costs that may be incurred after implementation. So, in addition to the social
and environmental dimensions, this is an important success factor that sheds light on the
economic dimension in a crucial way. Socio-cultural factors include topics that describe the
technology awareness and acceptance of stakeholders with regard to BCT. These are
determined by the motivation to transform to more sustainable logistics networks through BCT.
The organizational culture is also a significant influencing factor (see management area
internal organization in chapter 4.4.2.2). The last success factor in the management area
strategy and goals is the task-technology fit. As early as the strategic orientation of the project,
aligning the process-related challenges to be addressed with the inherent characteristics of
the technology is of utmost importance for the success of the implementation (see

management area technology in chapter 4.4.2.4).

In addition, the user is supported by four management tools and instruments within the context
of the management area strategy and goals. Strategy development always takes place in the
context of tension between technological progress, increasing customer requirements and
needs, and a complex competitive environment. The strategic positioning with the SWOT
analysis developed in the 1950s helps to develop competitive strategies in this environment. It
is one of the most frequently used analysis tools in the context of entrepreneurial activity. The
internal and external environment of the network with all market players is analyzed. Internal

strengths are identified in order to use external opportunities and to avoid external threads. At
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the same time, the focus is on addressing the company's own weaknesses. These four
variables - strengths, weaknesses, opportunities and threads - are based on the simplification
of complex interrelationships, but despite the resulting limitations they represent an important
basis and a valuable tool in the decision-making and strategy-finding process. An overview of
exemplary entries in the SWOT analysis is shown in Table 34. The entries are based on the
results of the previous research of this thesis on the fundamentals of the technology as well as
the empirical investigations of the workshops and case studies. These entries therefore only
represent a general overview of the SWOT Analysis for BCT and must be expanded context-

specifically with additional variables to enable an analysis of one's own logistics network.?'3

Strength Weaknesses
e Transparency and privacy e Complex technology
o Data integrity and quality e Lack of standardization
e High-end cryptography e Transaction capacity (BCT)
e Automation potential o Irreversibility vs. data protection /
o Decentralization and traceability correction
Opportunities Threads

Increasing network sustainability
Integration with other technologies
Improving collaboration and trust

Process automation and efficiency

Input data manipulation

Lack of technology understanding
Excessive expectations due to
technology hype

improvements e Quantum computer attacks

Table 34: SWOT analysis for BCT in logistics

The second recommended management tool is the KANO model. In the context of successful
strategic differentiation, services must be identified that create added value for a customer and
set the company apart from the competition. In the context of quality planning, the KANO model
first helps to obtain an overview of which product features are feasible and which are required
or desired by customers. To do this, it classifies customer requirements into basic needs,
performance needs and delighters. Basic needs are defined as must-have requirements and
must be ensured by every provider. In contrast, performance needs are requirements that are
used by customers to compare products and services. Enthusiasm requirements are ultimately

213 Cf. Glaister/Falshaw (1999) p. 107; Panagiotou (2003) p. 8.
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new product features that are not yet known to potential customers.?'* Figure 32 shows the
relationship between these requirements and the degree of performance fulfillment and

customer satisfaction.

Customer satisfaction

Basic needs

Customer dissatisfaction

Degree of performance fulfillment

Figure 32: KANO model?'®

The fulfilment of basic needs is a necessary but not sufficient condition for customer
satisfaction - while fulfillment does not lead to customer satisfaction, non-fulfilment leads to
customer dissatisfaction. These requirements are not explicitly specified, but must be fulfilled
for the success of the BCT implementation and represent an indispensable part of the strategy.
Performance needs, on the other hand, ensure (more) customer satisfaction with a higher
degree of fulfillment. In this context, it is important to weigh the improvement of performance
characteristics against the associated cost increases and to form an optimal relationship
between customer benefits and costs. Delighters are initially neither desired nor expected by
customers, and demand is only created by the corresponding offer. While performance needs
may be associated with high manufacturing costs, delighters can be used to achieve a high
level of customer satisfaction with comparatively low resource investment.?'® To link strategic
and operational system goals, it is necessary to operationalize the logistics goals by means of
a key performance indicator (KPI) reporting system. For the development of a KP/ system, a

214 Cf. Benz (2008) pp. 35-43.
215 Own representation based on Benz (2008) p. 37.
216 Cf. Benz (2008) pp. 36—43.
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common understanding of logistics objectives and their weighting is required. This is followed
by the derivation of logistics KPI from logistics objectives for planning, management and control
purposes. It helps to increase transparency about the flow of information and materials in order
to meet logistics requirements. For the above recommended design of a reporting system for
measuring project and success key figures, these key figures must first be defined and
described and then made visible to all participants in a decentralized manner. It is also
important to create a common understanding on how to interpret these metrics.?'” In addition
to operational key performance indicators, the case studies examined also collected key
performance indicators on the general feasibility of the project. An overview of BCT
functionalities and possible application areas in logistics helps to refine the concrete use case
and the corresponding strategy. This overview has been compiled in chapter 2.2.2 and 4.2.1
in the course of the thesis so far. In general, implementations of BCT in logistics are possible
in five application areas: tracking and tracing, financial operations, verification and certification,
planning and network, automation and IoT. Sustainable use cases can also be classified into
these five application areas or be implemented as a combination of them although tracking
and tracing, verification and certification as well as planning and network seem to be the most
promising areas. The key functionalities to understand the technology were also elaborated in
chapter 2.2.2. Accordingly, the most important properties to be aware of in the strategy
development process are decentralization, immutable data, transparency, security and smart
contracts. The case studies examined make use of all the functionalities and can be
categorized in the application areas as shown in Table 23.

217 Cf. Roy (2017) p. 144.
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4.4.2.2 Management area ll: internal organization

The management area internal organization supports the building of internal capabilities and
skills ensured for implementation. In addition to knowledge management, this also includes
change management and creating acceptance and preparation for new processes as well as
embedding the project in the organization. Figure 33 provides a structured overview of
identified success factors, relevant management tools and instruments, as well as design
recommendations for the use of BCT in international logistics networks. These are explained

in more detail below.

Internal orga
Design recommendations

Definition and distribution
1 of responsibility within the

Creating acceptance !
company as well as H

within the company and
among the employees
and ensuring the
preparation for new
process and roles

Training of employees or
i hiring according to
requirements needed for

H Availability of generated
i the BCT implementation

! knowledge in the

! organization from the
| beginning of the project in nomination of a dedicated
H project team with, in the
: best case, intrinsic

: interest

order to be used in further
steps or similar projects

in addition to external
support

1 1 1 1

programs

Figure 33: Management area Il: internal organization®'®

The four key design recommendations for the management area internal strategy are skills
and training, knowledge management, change management and project embedding.
Accordingly, it is important to identify and train the required skills within the company or to hire
them externally. In addition to the external support that may be required, this represents an
important basis for the success of the BCT implementation. In addition to technologically
trained employees in the area of BCT, it is also important to create an understanding of the
decentralized characteristics of the technology and the future processes among management
and operational employees. Knowledge management must be ensured at all stages of the
implementation process and beyond. Before the start of the project, existing knowledge within

218 Own representation
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the organizations should be identified and made available. This knowledge can then be used
in later steps and provide the necessary understanding of interrelationships. During
implementation, lessons learned should also be continuously collected and evaluated in order
to be able to use them for future projects. In addition, knowledge management across company
boundaries is necessary (see management area external collaboration in chapter 4.4.2.4). The
implementation of the new strategies, the planned changes to the processes and also the BCT
implementation project itself must be prepared within the company by means of targeted
change management. For this purpose, it is necessary to involve employees in the processes
and to incorporate the corresponding requirements into the design. Companies can use
Kotter's 8-Step process for leading change as an example. This process is illustrated in Figure
34.

Step 1 Establishing a sense of urgency

Step 2 Forming a powerful guiding coalition

Step 3 Creating a vision

Step 4 Communication of the vision

Step 5 Empowering others to act on the vision

Step 6 Planning for and creating short-term wins

Step 7

NN NN YN

Consolidating improvements and producing still more change

-/ ___J+« _J+ . _J _J_J_J__J

Step 8 [ Institutionalizing new approaches

Figure 34: Kotter’s 8-step process for leading change?'®

The first step involves analyzing the competitive environment and identifying and discussing
potential challenges and opportunities. In the second step, a team to lead the change is set
up. Then, in the third step, a vision and strategies are defined (see management area strategy
in chapter 4.4.2.1). Eventually, step four involves communicating the vision using all possible
channels and teaching new behavior. Step five includes activities to remove obstacles and

change systems and structures to support the vision. Risk taking and unconventional ideas

219 Own representation based on Kotter (1995) p. 61.
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and activities are encouraged. In step six, visible performance improvements are created and
involved employees are rewarded. The seventh step involves changing systems, structures
and policies using the increased credibility. This involves hiring, promoting and developing
employees who can implement the previously defined vision. Finally, the eighth step involves
articulating the relationships between new behaviors and the company's success.??° The fourth
design recommendation is project embedding. In each of the companies involved in the
logistics network, responsibilities must be defined and distributed. This results in the
composition of a project team. Ideally, this project team consists of employees from the
departments involved with an interest in the topic of BCT and thus an intrinsic motivation for
the success of the implementation. Governance and the distribution of responsibilities among
the actors involved is addressed in the management area external collaboration in chapter
4.4.23.

The analysis of the case studies led to the identification of eight success factors for the
management area internal organization. These success factors will be explained in detail in
the following. Involving employees in the project from start to completion is one of the most
important internal success factors and is of similarly crucial importance as the support of top
management (see management area strategy in chapter 4.4.2.1) for a successful
implementation. It ensures that the requirements of the users of the BCT system are better
captured and implemented, and thus also that the quality of the system is increased, the user-
friendliness is enhanced and the implementation is accepted by the workforce. To achieve this,
the user must perceive the portal as important and necessary for their work. Involving users in
the process thus helps to draw a realistic picture of expectations, reduce potential for conflict
during design and implementation, and improve system performance. In addition to the design
recommendation change management, this also represents an important success factor for
the other goals of the internal organization. As described above, this includes preparing the
organization for expected changes. Team acquisition and thus the composition of the project
team is crucial as another success factor. The implementation of BCT requires a balanced
team composition in terms of competencies and stakeholder representatives. For example,
technical and business experts as well as end users of the portal (employees and suppliers)
must be involved. If skilled employees or team members are not available, external support
must be used or appropriate training and further education programs must be initiated. These
further education programs can help to build up previously unavailable competencies and sills
in the company. This not only helps with the implementation of BCT itself, but can also be
useful in the long term for dealing with this technology. This success factor is supported by

220 Cf. Kotter (1995) p. 61.
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knowledge management. Just like change management, this is design recommendation and
success factor at the same time, as it supports other internal (and external) goals by making
knowledge available. Equally important for the success of the BCT implementation is the
acceptance of all stakeholders. The goal must be that the BCT solution is accepted by users
in the company as well as by suppliers and service providers and is used on this basis. To
achieve this, it is important to organize an appropriate environment and to motivate or
incentivize those involved to use it. Acceptance is therefore an important success factor not
only internally, but also throughout the network (see management area external collaboration
in chapter 4.4.2.3). The success factor organizational culture describes how the company is
organized and managed and thus determines the success of a BCT implementation project.
The open-mindedness towards new things or the avoidance of uncertainties contributes
significantly to the acceptance and application of the BCT solution. The approach to BCT
implementation must therefore be adapted to the culture. Closely related to this is
organizational readiness. This success factor combines aspects of the organization's ability to
change, engagement with the technology, the availability of a BCT talent pool, and an
understanding of the technology landscape. Thus, the organizational structures must be ready
for the implementation and the associated change to decentralized data. The success factor
therefore describes the organizational readiness to implement novel technologies such as
BCT. In the area of tension between organizations, people, technology and environment, the
effective synchronization and coordination of corporate resources is decisive for a successful
technology adoption.
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4.4.2.3 Management area lll: external collaboration

The management area external collaboration supports the organization of collaboration
between stakeholders in the logistics network. BCT implementations require joint handling of
organizational and technological challenges. For this, stakeholders have to be identified,
changes for the individual actors have to be predicted and activities have to be aligned. Figure
35 provides a structured overview of identified success factors, relevant management tools
and instruments, as well as design recommendations for the use of BCT in international

logistics networks. These are explained in more detail below.

External collaboration

4 M
Management tools and instruments
o Stakeholder analysis i e Balance scorecards :
| Identification and classification of all relevant stakeholders in i i Measurement, documentation and control of joint activities of i
i order to obtain an oveniew of stakeholder groups and their ! i all stakeholders of the logistics network in support of the !
| requirements. H H strategy H
Design recommendations
0 0 Y
i Initiation of a network and 3 | Involvement and 3 \  Preparation and training 3 H Transfer of internal i
i establishment of a | i classification of all relevant ! i of all partners regarding | i knowledge management |
i decentralized govemnance | | stakeholders and their | 1 expected changes in their | 1 systems to the network and:
1 structure as well as 3 | requirements to enable a 3 1 processes and 3 H provision of cross- i
i distribution of tasks and ! i targeted implementation in | i development of roadmaps ! 3 stakeholder information as |
1 rights and determination | ! subsequent steps H ! to achieve sustainable H | well as an exchange of |
| of the financing 3 | 3 | changes 3 | previous experiences 3
[ \ (CTTTTTTTTTTTT T \ (T H (CTTTTTTTTTTTT T \
3 Stakeholder involvement i i Communication i ' Alignment of goals H i Knowledge management i
o N R R ]
H Acceptance H H Partner identification H i Decentral governance i i Stakeholder management |

Figure 35: Management area lll: external collaboration??’

For the management area external collaboration, four design recommendations can be derived
from the case studies conducted. These include governance, stakeholder involvement, impact
preparation and knowledge management. Since BCT implementations often involve a large

221 Own representation
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number of stakeholders, possibly dispersed globally, an efficient governance structure is
necessary. Within the framework of governance, tasks, rights and obligations are distributed
and the financing of the project is clarified. In the case studies examined, a decentralized
governance structure proved to be helpful. It can provide important learnings with regard to the
decentralization of the technology right from the start. Another design recommendation is
stakeholder involvement. Especially in network-wide logistics projects, it is important to identify
the requirements of all stakeholders and to include them in the design process. In addition to
identifying the necessary and sufficient stakeholders of the project, they should be involved in
the planning and design throughout the project. In a further step, stakeholder impact
preparation is an important feature of successful BCT projects. Based on economic,
environmental or social parameters, change dimensions and potentials can be identified and
prepared in advance. The results from phase three of the management model can support this
step. This measure contributes significantly to the acceptance of the project and a smoother
adoption of the technology. The fourth design recommendation is ultimately external
knowledge management. Similar to internal knowledge management (see management area
internal organization in chapter 4.4.2.2), it is important to first identify existing knowledge of all
stakeholders relevant to the project and make it available in the network. This knowledge must
be continuously reflected in the progress of the project. Knowledge management can also be

used in the follow-up to future projects.

In addition to these design recommendations, two management tools and instruments were
identified to support external collaboration during a BCT implementation. In addition to a
stakeholder analysis, this also includes balanced scorecards. A stakeholder analysis supports
the identification, analysis and classification of relevant stakeholders within the logistics
network. This is an important tool to gain an overview of the stakeholders and their
requirements for the BCT project. Besides the preparation and the composition of an analysis
team, the necessary steps are the identification and approaching of stakeholders, the data
collection, organizing and analyzing of data as well as the compilation of the results. A variety
of matrices, graphs or maps can be used to present the results. An example is the matrix
shown in Table 35.222

222 Cf. Varvasovszky/Brugha (2000) pp. 340-345.
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Strategies .
. Involve Collaborate Defend Monitor
positions

Supportive Optimal fit

Mixed Risk Optimal fit
Non-
. Risk Risk Optimal fit Risk
supportive
Resource Resource Resource
Marginal Optimal fit
waste waste waste

Table 35: Strategies for managing stakeholders based on organizational positions?23

The white boxes indicate an optimal fit between the identified stakeholder position and the
planned strategy. Dark gray boxes, on the other hand, are a suboptimal fit and lead to missed
opportunities for gaining stakeholder support. Light gray boxes, however, mean resource
waste and thus a suboptimal fit due to too much attention to low potential stakeholders. The
shaded areas eventually represent risk categories for the project or the network.??*
Furthermore, as a second management tool in the management area external collaboration
balanced scorecards can be used to support the design recommendations. Balanced
scorecards support the anchoring of defined strategies and goals in the network. In addition to
considering financial aspects, these can be related to customer satisfaction measures, internal
processes of the organizations and innovation and improvement measures, thus allowing a
holistic approach to implementing strategies and achieving goals. The structure of a balanced

scorecard is shown in Figure 36.22°

223 Own representation based on Varvasovszky/Brugha (2000) p. 344.
224 Cf. Varvasovszky/Brugha (2000) p. 344.
225 Cf. Kaplan/Norton, David, P. (2005) pp. 1-8.
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Financial perspective

Customer perspective Internal business
perspective

Goals Measures Goals Measures
Innovation and learning
perspective
Goals Measures

Figure 36: Balanced scorecard??¢

The financial perspective can be, among other things, the economic viability of the sustainable
BCT solution. This can result in further financial goals and measures such as increasing market
share and revenue growth. Closely related to this is the customer perspective. Here, goals and
measures must be aligned to meet customer requirements with the implementation and to
communicate the unique features of the proprietary products and services to ultimately satisfy
customers. An example of this is the increased transparency through BCT and thus the
traceability of sustainable logistics networks for customers. The internal business perspective,
in turn, focuses on the process environment within the companies themselves in terms of
technology capabilities, process excellence and productivity. Finally, it is important to
implement measures and goals within the framework of the innovation and learning

perspective that continuously generate efficiencies and value for all stakeholders.??”

As in the previous management dimensions, a variety of success factors for external
collaboration was identified on the basis of the case studies. In the following, these are
explained in more detail. Stakeholder involvement is of particular importance for the

implementation of BCT solutions. These are usually cross-company activities and must be

226 Own representation based on Kaplan/Norton, David, P. (2005) p. 3.
227 Cf. Kaplan/Norton, David, P. (2005) p. 4.
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implemented jointly accordingly. Unilateral efforts or the attempt of a strong player to force this
solution onto the market are not promising. Accordingly, the requirements of all stakeholders
must be considered in order to ensure the involvement of all parties. Closely related to this is
the alignment of goals. Based on the requirements of the respective stakeholders and the
associated goals, it is important to coordinate these, to combine them into overarching goals
and to derive joint measures and activities from these. Another important success factor of
external collaboration is communication. In addition to internal communication, external
communication includes information flows to stakeholders outside the company. In the context
of BCT implementations, these include all players in the logistics network as well as any service
providers who support the implementation. Similar to the internal perspective (see
management area internal organization in chapter 4.4.2.2), knowledge management and
acceptance are important success factors for external collaboration. Above all, the acceptance
of all stakeholders leads to an adoption environment with a high innovation rate in the long
term. Knowledge management is important within the network during planning and
implementation of BCT solutions. This includes to make existing knowledge available in the
logistics network. Furthermore, if possible, the knowledge of external IT service providers and
BCT specialists should be passed on in the network in order to anchor this in the network’s
own capabilities in the long term and to enable the autonomous design of future BCT solutions.
Furthermore, partner identification is an important step in stakeholder analysis and aims to
identify suitable actors for the implementation of BCT (pilot) projects. Ideally, these are
important stakeholders of the logistics network in high numbers to ensure a high adoption rate
from the beginning. According to the own capabilities and resources, external support has to
be resorted to if necessary. In all case studies, the implementation was supported and driven
by experienced IT and BCT-specialized service providers. In addition to the identification of
partners, stakeholder management is of great importance and includes the continuous
monitoring, planning and design of requirements, goals and measures of all stakeholders
involved. Ultimately, decentral governance as a success factor supports the distribution of
tasks as well as rights and duties and thus the implementation of BCT solutions in international

logistics networks.
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4.4.2.4 Management area IV: technology

The management area technology supports the technology selection, considering mindful
technology adoption and future developments. Figure 37 provides a structured overview of
identified success factors, relevant management tools and instruments, as well as design
recommendations for the use of BCT in international logistics networks. These are explained

in more detail below.

Technology
. T .

Management tools and instruments
‘ Technology-portfolio-analysis e Scenario analysis

3 Evaluation of technologies and selection of the most suitable
! for the case-specific situation and strategic orientation

i Identification of key drivers and creation of future scenarios
| to detect possible alterations and develop long-term
| technology roadmaps

Selection of suitable
technologies and
platforms based on
network-specific
requirements in close
cooperation with potential
IT senice providers

Adaptation of selected
technology to the needs
of the network in terms of
functionalities, rights and
roles as well as data
privacy / transparency of
data

Support technology
selection by obsening
task-technology fit

' Ensuring interoperability
1 between BCT and

! with legacy and ERP

1 systems and using open
i\ standards for low entry
' barriers to the BCT

i systems for potential

| future partners

network processes and
therefor mindful
technology selection

Figure 37: Management area IV: technology??8

Based on the stakeholder requirements identified and analyzed in previous management
areas, four design recommendations are given in the management area technology. First,

technology selection must be considered. Based on network-specific requirements, the

228 Own representation
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underlying BCT platform and corresponding possible extensions must be selected. In the case
studies examined, two different platforms were used. Hyperledger Fabric and Ethereum
therefore seem to be suitable starting points for implementations in international logistics
networks. However, it is important to pay attention to develop as blockchain agnostic as
possible to enable a move to other BCT. In addition to the choice of platform, decisions must
also be made with regard to functionalities such as smart contracts and tokens or with regard
to further supporting technologies such as apps for the user or, for example, loT sensors for
capturing raw data. This is followed by the system design, which is an essential aspect.
Building on the selection of technologies, these should now be adapted in detail to the logistics
network, the processes and the use case to be implemented. The most important issues to be
considered include the definition of the type of BCT (public permissionless BCT, public
permissioned BCT, private permissioned BCT, and private permissionless BCT), the
consensus algorithm, the IT environment and the handling of transparency. In case study B of
the case studies examined, a method was developed to enable both transparent data along
the entire logistics network and private bilateral data between individual players. After already,
applied in the second phase of the management model, mindful adoption should play a central
role again in the closer examination of relevant technologies. After an understanding of the
requirements of all stakeholders and possible impacts on sustainability parameters have been
analyzed in the management areas regarding strategy, internal organization and external
collaboration, one of the most important questions for the success of the implementation is
whether BCT represent the best technologies to solve the identified problems. For this, it is
necessary to know the unique feature of the technologies, compare them with other existing
therapies and relate them to local conditions in order to achieve an optimal task-technology fit.
The mindful technology adoption model provides support in this regard. Since a BCT
implementation never stands alone, but is always embedded in an environment of existing IT
systems, interoperability is of great importance in the design of these systems. Interfaces to
legacy and, above all, ERP systems must be developed in order to keep process-related
hurdles to a minimum. It should also be possible to connect new partners quickly and easily in
order to enable the system to be scaled throughout the entire logistics network. Industry
standards and open solutions can help accomplish this.

To support these design recommendations two management tools and instruments have been
identified, which will be examined in detail in the following. The first proposed management
instrument is the technology portfolio analysis. In contrast to other portfolio analyses, the focus
here is on technologies. It covers the entire spectrum of observation, emergence, market and
disposal cycles and thus has a long-term time horizon in order to be able to analyze trends

and trend discontinuities of all technologies relevant in the network. The strategic portfolio is
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based on the dimensions of technology attractiveness and resource power, each of which can
be derived from three individual indicators, as shown in Figure 38. Technology attractiveness
is the sum of all technical and economic advantages and is defined by further development
potential, application range and compatibility. Resource power is described as a measure of
the economic and technical strength or weakness of a company and is defined by the indicators
technical-qualitative control level, potentials and (re-)action speed. Depending on the
application, it may be useful to complement this minimum structure of indicators. An example
of this would be the indicator of acceptance in the context of technology attractiveness.??°

Technology attractiveness Resource power

Further development | Technical-qualitative
potential control level
— Application range — Potentials
— Compatibility — (Re-)action speed

Figure 38: Technology attractiveness and resource power?%

In order to carry out the technology portfolio analysis, after an analysis of the environment,
product and process technologies relevant to the analysis are first identified so that the
relevance of these technologies for the logistics network can be assessed in the next step. The
second step therefore involves evaluating the matrix dimensions of technology attractiveness
and resource power using the indicators described above. The aim of this assessment is to
determine the relevance of individual technologies for the logistics network and to propose
appropriate measures based on the strengths and weaknesses of the network. The
dimensions range from low to high. Low technology attractiveness means that the technology
in question is mature, while high refers to technologies with high potential for new applications.
High attractiveness is therefore assigned to dynamic technologies. After the evaluation, the
current state is transformed to a future scenario in order to create a relationship to competing

technologies in the future and to make the analysis more dynamic. Depending on the position

229 Cf. Pfeiffer/Dogl (1990) pp. 258—260.
230 Own representation based on Pfeiffer/Dégl (1990) p. 259.
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in the matrix, strategic decisions can be made with regard to investing, selecting and

disinvesting as shown in Figure 39.2%'
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Figure 39: Technology-portfolio analysis??

As the second instrument, a scenario analysis can fulfill several functions. These typically
include the four dimensions of explorative function or knowledge function, communication
function, goal concretization and goal formation function, and decision-making and strategy
formation function.?*® The analysis supports the identification of key drivers and creation of

future scenarios to detect possible alterations and develop long-term technology roadmaps.

Phase 1 > > >
—

Scenario field Key factor
determination identification Key factor analysis Scenario generation Scenario transfer

Figure 40: Scenario analysis®*

In the first phase, the object of investigation and the corresponding boundaries of the scenario
analysis are defined. In addition, content-thematic restrictions and definition of scenario focal
points can be made. In the second phase, the scenario field is described via key factors. These
are central variables that have an effect on the scenario field or on the outside via the field.
They are thus variables, parameters and developments that are of central importance in the

231 Cf. Pfeiffer/Dogl (1990) pp. 261-272.

232 Own representation based on Pfeiffer/Dogl (1990) pp. 266-270.
233 Cf. Kosow/Galdner (2008) p. 14.

234 Cf. Kosow/Galdner (2008) p. 20.
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further course of the process. For this, knowledge about the scenario field and the effective
relationships between the various key factors is necessary. In the third phase, possible future
characteristics are analyzed for the individual key factors. Each key factor thus spans a future
funnel and influences the generation of scenarios in phase 4. Here, individual scenarios are
now defined from the totality of the projected key factors by consistent factor bundling. This
scenario definition can be done according to narrative-literary to formalized-mathematical
procedures. The final fifth phase describes the further use of the created scenarios. For
example, impact analyses or methods of strategy evaluation and development can be
applied.?®® In the context of BCT implementations, a scenario analysis can be applied at
various points. On the one hand, it is important to observe and analyze future developments
of the technologies themselves in order to make the right decisions regarding technology
selection and design. Furthermore, process-related changes and changes in the network itself
should be examined separately from the technology to be implemented in order to ensure that
BCT are also the right choice in the long term in the event of possible alterations to the

framework conditions.

Based on the case studies examined and the design recommendations and management tools
identified, twelve success factors for the management area technology were identified and are
described in more detail below. In the context of technology, data management is a key
success factor. This includes the data quality and accuracy of the input data. A critical point of
many BCT implementations is the so-called oracle problem and the lack of validation of input
data. This problem can be solved by plausibility checks and cross-checks. Furthermore, data
security and data integration for subsequent utilization are of crucial importance for success.
The functionalities of the selected platform and other supporting technologies continue to
contribute significantly to the success of the project. It is important that the technologies can
cover all defined system requirements. Like any IT project, BCT projects are also significantly
dependent on the existing IT infrastructure. Especially for international logistics networks with
partly small partners and raw material suppliers in developing countries, non-existing
infrastructure has to be built up, which is necessary for the final system. This can include end
devices for the execution of apps and the connection to the Internet. For this, an analysis of
the existing IT architectures and IT capabilities is first necessary. It is also important to consider
legacy systems, historically grown IT systems in companies, which must be considered when
implementing BCT systems, as they could otherwise represent an obstacle. Accordingly, an
evaluation and integration of legacy systems has a positive effect on the success of the project.
Care should be taken to keep these systems simple and standardized in order to avoid

235 Cf. Kosow/Gafiner (2008) pp. 20-23.
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complex, cross-platform business processes. Under certain circumstances, legacy systems
can also become obsolete through the use of decentralized technologies such as BCT. The
case studies have shown that in many cases it is advisable to work together with IT partners
and thus incorporate external knowledge into the implementation. They are familiar with the
technologies and can provide support in adapting to network-specific requirements. In such an
environment, collaboration with IT partners is a key success factor. Accordingly, the system
selection and thus the selection of platforms and any other technologies is also a success
factor, and all decisions should be made with regard to the requirements and goals of the BCT
system. Based on this, standardization is a key success factor and driver of future scaling of
BCT systems. Standardization avoids the creation of new data silos within and between
international logistics networks and at the same time ensures low barriers to entry in order to
be able to integrate new partners into the BCT ecosystem. Closely related to this is the
interoperability and thus the connection to existing IT infrastructure. The integration of other
BCT systems should also be considered and enabled in advance, as suppliers are often part
of different logistics networks and completely open industry standards are not yet foreseeable.
Due to the decentralization and the associated transparency in logistics networks, the aspect
of security and permissions is of particular importance as a success factor. In accordance with
the requirements and objectives, a balance must be struck between data transparency and
privacy for the data stored on the BCT in order to ensure sufficient data security. The
appropriate task-technology-fit supports a targeted mindful adoption of the technology. A
technology that is adapted and selected to the processes and problems to be solved thus has
a positive effect on the success of the project. It is important to search for a technological
solution based on a problem (technology pull) and not for problems to be solved based on a
technology (technology push). The success of the BCT solution also depends on the usability
and feasibility of the system. Usability refers to the inherent characteristics of the technology
and its application in the specific case. These include among others decentralization,
transparency, traceability and trust. Feasibility, on the other hand, is the technological

realizability of the BCT system, on which the success of the project is largely dependent.
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4.4.2.5 Management area V: implementation

The management area implementation describes the execution of the implementation of the
BCT system. It assists with the process of the development of agile, incremental, and
prototype-oriented BCT systems. This also requires continuous project monitoring as well as
sufficient documentation. Figure 41 provides a structured overview of identified success
factors, relevant management tools and instruments, as well as design recommendations for

the use of BCT in international logistics networks. These are explained in more detail below.

Implementation

Design recommendations
° Agile implementation ° Prototyping 0 Monitoring

Compilation of performed
activities and lessons
learned for long-term

knowledge management

as well as documentation
of the functioning of the
BCT implementation

Flexible, iterative and
incremental development
of software in self-
organized and cross-
functional teams with
short feedback loops and
adaptive planning

Dewelop early prototypes
of the BCT system to
simulate final systems

and enable iterative
ewlution of the product
incorporating stakeholder
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Continuous monitoring of
the implementation
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1 1 1 1

Project team
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Figure 41: Management area V: implementation?3%

In this final management area four design recommendations could be derived from the
examined case studies, which will be explained in detail below. The first recommendation is
an agile implementation to enable flexible development of the BCT system through an iterative
and incremental approach. Another characteristic of agile implementations are self-organized,
decentralized teams that are cross-functional and contribute to agility by means of short
feedback loops and adaptive planning. Closely related to this design recommendation is the
establishment of decentralized governance structures in the management area external
collaboration. The Manifesto for Agile Software Development defines four guidelines for agile
software development: “individuals and interactions over processes and tools, working

software over comprehensive documentation, customer collaboration over contract

236 Own representation
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negotiation, responding to change over following a plan"®” These guidelines are reflected in

the twelve principles behind the agile manifesto, which are shown in Table 36.

“Our highest priority is to satisfy the
customer through early and continuous

delivery of valuable software.”

“Deliver working software frequently, from

a couple of weeks to a couple of months,

with a preference to the shorter
timescale.”
“Build  projects around  motivated

individuals. Give them the environment
and support they need, and trust them to
get the job done.”

“Working software is the primary measure
of progress.”

“Continuous  attention to technical
excellence and good design enhances
agility.”

“Agile processes promote sustainable
development. The sponsors, developers,
and users should be able to maintain a

constant pace indefinitely. “

“Business people and developers must

work together daily throughout the

project.”

“Welcome changing requirements, even
late in development. Agile processes
harness change for the customer's

competitive advantage.”

“The most efficient and effective method
of conveying information to and within a
face-to-face

development team is

conversation.”

“Simplicity - the art of maximizing the

amount of work not done - is essential.”

“The best architectures, requirements,
and designs emerge from self-organizing

teams.”

“At regular intervals, the team reflects on
how to become more effective, then tunes

and adjusts its behavior accordingly.”

Table 36: Twelve principles behind the agile manifesto?3®

Prior to the final implementation, prototyping should be carried out to simulate the final results
and to incorporate stakeholder feedback. A prototype can be understood as an operational
model that already implements certain applications of the future system. It thus provides a
basis for discussion between developers, users and management and supports the
identification and solution of challenges with regard to the system design. The iterative
procedure defines each prototype as a basis for a subsequent prototype up to the final system.
Within the software development process, a rough decision can be made between three

237 Beck et al. (2001) p. 1.
238 Beck et al. (2001) p. 2.
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phases. After the initiation of the project the analysis of the requirements follows and finally the
design and the implementation of the software. For the support of these phases it can be
differentiated between different kinds of prototypes. For the initiation of the project
“presentation prototypes” can be used, in order to show the feasibility and the fulfilment of
customer requirements of the software system. They thus give the stakeholders involved a first
impression of the future solution. A provisional operational software system, on the other hand,
is called a “prototype proper”. These prototypes can represent specific aspects of the user
interface or functionalities of the final system and thus support the clarification of problems. A
prototype that has the purpose of clarifying constructed-related issues within the developer
team is called a “breadboard”. Prototypes that go beyond experimental testing and are
employed in the core of the application are ultimately referred to as “pilot systems”. The goals
of prototyping can be of explorative, experimental or evolutionary nature.?®® The third design
recommendation from the case studies is monitoring. Continuous monitoring and control of the
progress of development and implementation is an important control mechanism in the
introduction of BCT in logistics networks. Furthermore, it makes sense to create key
performance indicators that measure the progress and success of the project and can be
published regularly in the company's weekly and monthly reports and communicated to
stakeholders. Monitoring not only covers the process of development and implementation
itself, but can also make an important contribution to the final operation of the BCT or BCT
solution. Ultimately, documentation is central to successful BCT projects in logistics and
closely linked to the design recommendations of knowledge management (see management
areas internal organization in chapter 4.4.2.2 and external collaboration in chapter 4.4.2.3).
Continuous documentation of project progress and associated lessons learned help in
subsequent iterative development phases and support a dynamic implementation based on
project findings. Through knowledge management within and between the organizations,
documented knowledge can also be used in subsequent projects and for the operation of the
BCT solution.

In support of these design recommendations, the case studies identified eight success factors
for the implementation of BCT in international logistics networks, which are described in more
detail below. First of all, there are the project team competencies. Here, care should be taken
to ensure that internal capabilities are supplemented by external support in order to cover the
entire spectrum of required skills and knowledge. The internal project team should be
composed of employees from all areas involved, since in addition to IT know-how for changing
and decentralizing processes, know-how from operational logistics processes and

239 Cf. Budde et al. (1990) pp. 90-93.
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management is also required. The definition of project goals is another success factor. Defined
goals should be based on logistical parameters on the one hand and on the improvement of
sustainable aspects on the other. Project goals should be specific, measurable, accepted,
realistic and scheduled, and in some cases defined in a cross-stakeholder perspective. Active
and continuous project monitoring supports all identified design recommendations and the
project success by creating a basis for operational and strategic decisions. It is the constant
monitoring of the project progress, which is necessary to achieve the completion of the project
and the associated sub-goals as envisaged in the project plan. In addition to monitoring,
effective communication is required at all levels for a successful implementation. In the context
of the management area implementation, communication includes coordination within the
teams as well as the communication of results and intermediate statuses to the stakeholders
involved and the management. Even in projects that serve to promote social and
environmental objectives, the economic situation must not be neglected in the context of
sustainable logistics networks. This is represented by the success factor project costs, which
describes compliance with the budget provided by the management for the introduction of BCT
in the logistics network as an important driver of successful BCT systems in logistics. In
addition to monetary resources, other resources such as employee skills, external support or
IT infrastructure are just as important for the success of the project in this phase of the
implementation as the technology maturity of the platforms used and supplementary
technologies such as 0T in the context of the planned BCT system. Finally, an iterative
implementation is a success factor that supports incremental improvement by means of
prototypes and promotes a dynamic approach to the introduction of BCT in international

logistics networks.
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4.4.2.6 Summary of management areas

The findings of the five management areas strategy and goals, internal organization, external
collaboration, technology and implementation result in the implementation approach in phase
four of the management model, whose approach is shown in Figure 42. The user is thus guided
from the definition of strategies and goals, through the preparation of the internal organization
and external collaboration, to the management of technology and finally to the successful
implementation of BCT systems. Each management area is thereby defined by
recommendations for action. The user is supported by the area-specific provision of

appropriate management tools and instruments as well as the definition of success factors.
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The implementation phase of the management model was developed to support companies
and logistics networks in the development of BCT systems as part of the fourth phase of the
management model for social and environmental impact in logistics through BCT in order to
plan, steer and control the design and development process. Starting with strategy and goals,
the first management area supports the definition of a strategy and requirements.
Opportunities and risks of the project must be weighed and appropriate metrics for measuring
changes and ultimately the success of the project must be created. It is also important to refine
the use case that fits the technology and the companies own processes while already
preparing the partners for the upcoming decentralization not only during the project, but also
as the underlying principle for future collaboration and data exchange. The first management
area thus lays the strategic foundation for the further development of the BCT system.
Following strategy and goals, internal organization and external collaboration are two parallel
management areas which are also co-depended. Internal organization supports the building
of internal capabilities and skills in each company for the BCT implementation. In addition to
knowledge management, this also includes change management and creating acceptance and
preparation for new processes as well as embedding the project in the organization. The
management area internal organization is thus a company-specific preparation for needed
capabilities and organizational requirements for the development of BCT systems. External
collaboration on the other hand supports the organization of cooperation between partners and
competitors in the logistics network. BCT implementations require joint handling of
organizational and technological challenges. For this, relevant stakeholders have to be
identified, changes for the individual actors have to be predicted and activities have to be
aligned for a successful BCT system. This management area is particularly important in the
context of BCT, as systems of this kind often involve a large number of actors and cannot be
carried out within closed corporate boundaries like many other IT implementations. The
management area technology guides companies through the selection of suitable technologies
and platforms, considering a mindful technology adoption and future developments.
Furthermore, the focus is on the design of the technological solution with a focus on
functionalities, interoperability and standardization. Ultimately, the final management area
implementation describes the execution of the implementation of the BCT system. It assists
with the process of the development itself and provides recommendations for action regarding
agile, incremental, and prototype-oriented development of software systems. This requires
continuous project monitoring as well as sufficient documentation. The developed
implementation phase of the management model for social and environmental impact in
logistics through BCT is thus a holistic management approach that reveals companies five
necessary management areas for the development of BCT systems and also provides

supporting management instruments and tools as well as success factors in each area.
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4.5 Synthesis of the management model

This chapter gives an overview of the thematic focal points of this thesis and concludes with
the envisaged management model for social and environmental impact in logistics through

BCT, the structure of which has already been explained in chapter 4.1.

The term “management model” was chosen because the four phases of the model are not
purely descriptive, exploratory or purely of design in nature, but contain all elements to support
the decision-making process as well the development and implementation of BCT in
international logistics networks. Accordingly, the management model consists of four phases,
each of which is described below. The final model is shown in Figure 43.
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Phase one comprises a requirements analysis regarding the problem to be solved within the
logistics network. This first step represents an essential step in terms of a technology pull to
avoid searching for a suitable problem for a technology. Instead, organizational and technical
solutions should be sought starting from the problem and development should only continue
in the case of the general suitability of BCT. Furthermore, in this context, the framework for
application areas of BCT in logistics derived in chapter 4.2.1 and the applicability limitations
derived in chapter 4.2.4 should be considered to evaluate the general applicability of BCT
based on organizational and technological criteria. This assessment assumes that the user is
familiar with the organizational and technological details of the use case derived from the initial
requirements analysis as well as the technological basics as described in the previous
chapters. The procedure provides a basis for analyzing the requirements of a network and an
initial assessment of the applicability of BCT in the logistics network. This first phase is thus of
crucial importance for the further procedure. It is namely the basis for the evaluation of a

mindful technology adoption that follows in phase two.

The second phase is explanatory and utilizes the mindful adoption model for BCT in logistics
by Verhoeven et al. (2018), which has already been presented in chapter 4.2.5 of this thesis.
Based on the five mindful adoption principles engagement with technology, technological
novelty seeking, awareness of local context, cognizance of alternative technologies as well as
anticipation of technology alteration, users can analyze for specific use cases whether they
follow a mindful approach.?*? The first two phases are therefore the starting point to assess
whether BCT can be mindfully adopted regarding the requirements and prerequisites of the
logistics network. In the event that this assessment is negative, the BCT implementation should
be discarded and alternatives for the implementation should be sought. In the event of a
positive assessment, the process will proceed to phase three. Following this, the
interdependencies between the technology and sustainable aspects of the logistics network is

the subject of phase three of the management model.

Therefore, following phase one and two, phase three starts, an additional explanatory phase
of the model. Here, an impact analysis is used to evaluate the expected changes with regard
to sustainability parameters at network level that may result from the use of BCT. These
changes differ depending on the stakeholder and can have an impact in various dimensions.
This phase is based on the findings of chapter 4.3.2 of this thesis. The considered stakeholders
of the logistics networks are suppliers, manufacturers, customers, logistics service providers
and government and society. Promising use cases focus on increasing sustainability

throughout the entire network, from raw material suppliers to end customers, and enable end-

242 Cf. Verhoeven et al. (2018) p. 6.
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to-end transparency while taking data privacy and data security into account. The sustainability
impact per stakeholder can be mapped in different dimensions. The main focus is on the
distinction between direct and indirect impact on sustainability. As already explained in chapter
2.3.4, technology can contribute to increasing transparency by enabling measurement,
reporting or improvement of sustainable parameters. BCT are particularly strong in the areas
of measurement and reporting and can leverage the transparency factor for the benefit of all
network participants, thus verifying social and environmental aspects of the network. For a
detailed analysis of the implications for different stakeholders, see the overviews in chapter
4.3.2. Following phase three, another assessment is conducted to detect whether the
sustainability goals be achieved by applying BCT. In the event that this assessment is negative,
the BCT implementation should be discarded and alternatives for the implementation should
be sought. In the event of a positive assessment, the user will proceed to phase four.

The fourth and final phase of the management model is the implementation phase for the
development of BCT systems in logistics as elaborated in chapter 4.4.2. Based on the five
management areas strategy and goals, internal organization, external collaboration,
technology and implementation, design recommendations, management tools and instruments
as well as success factors are outlined to support the successful development and
implementation of these technologies. The starting point for the development is the definition
of strategies and goals and the associated use case refinement, the definition of measurable
parameters for evaluating the success of the BCT project, and the preparation for the expected
decentralization. Subsequently, both internal company and network-wide preparations can be
made. While internally the project has to be embedded in the organization, the company has
to be prepared for the transformation by means of change management and employees with
appropriate competencies and skills have to be trained or hired, external issues are mainly the
establishment of a decentralized governance structure, the involvement of all stakeholders and
a re-evaluation of the expected impact on sustainability parameters. Both internally and
externally, knowledge management structures need to be established. The last management
area before implementation deals with technology aspects. This includes the selection of the
technology as well as the design of the system, considering mindful adoption and ensuring
interoperability with legacy systems and other possible BCT systems. The project is
implemented in the final management area implementation. The recommended procedure is
based on an agile implementation and the development of prototypes while the entire process
is continuously monitored and documented. At the end of phase four of the management
model, the BCT system is fully implemented and ready for live network operation.
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4.6 Exemplary application of the management model to case study B

In this chapter, the management model developed above is exemplarily applied to a case study
to show how it would be applied in practice and what benefits it would bring to a specific case.
This exemplary application is to be understood as part of the validation of the results of this
thesis. The selected case study is case study B and therefore deals with the development of
a BCT network for tracking and certification of ethically sourced raw materials from different

metal industries.

Phase one: systematic identification and analysis of requirements and goals

The first phase of the developed management model for social and environmental impact in
logistics through BCT is the systematic identification of internal and external requirements and
goals including a first evaluation regarding the applicability of BCT in the logistics network for
the specific problem by bringing together the framework of application areas as well as the
applicability limitations of BCT. From an external perspective, there are two initial important
requirements and goals. Legislation increasingly requires due diligence when importing raw
materials from conflict regions into the EU. This requires that information about the origin of
the product, the actors involved, and transparent evidence of the process steps along the entire
logistics networks must be provided. However, certification of product origin and the materials
used in the product is also becoming increasingly important from the (end) customer's
perspective. Accordingly, transparent traceability of materials and processes as well as
certification of products should be made possible as part of the project. First of all, from an
internal perspective, compliance with the legal framework is important. There are also intrinsic
efforts on the part of the manufacturers involved to operate logistics networks in an ethically
sound manner and to maintain transparency about the network structure. The aim is thus to
create a more efficient and trustworthy solution for passing on information across stakeholders
and ruling out manipulation. From a technological point of view, real-time data gathering is
desired, but transaction speeds in the millisecond range are not required. Currently, there is
no central trust authority that is always available and can meet the requirements for transparent
and trustworthy data storage, and all participants in the logistics network should be able to
validate data and transactions. Interfaces to existing company systems are also expected to
be developed in the future. Based on the aforementioned criteria, BCT is to be assessed as
suitable from a technological perspective in order to enable the set requirements. In a
subsequent step, the mindful adoption of the technology for the specific case is examined in
the second phase of the management model.
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Phase two: mindful adoption model for BCT in logistics

For phase two of the management model the five mindful adoption principles are assessed.
Based on the developed model in chapter 4.2.5, five principles are relevant: engagement with
the technology, technological novelty seeking, awareness of local context, cognizance of
alternative technologies as well as anticipation of technology alteration. The first principle
engagement with the technology requires that functionalities and features of the technology
should be known thoroughly following a comprehensive technology understanding. For the
case study under review, the technology was intensively studied and external partners with a
great amount of expertise in the field of BCT were brought in. The partners were aware of
possible entry barriers and aim to develop an in-house BCT solution in case public platforms
like Ethereum or Hyperledger Fabric do not fulfill the long-term requirements. Technological
novelty seeking requires that unique features of BCT are used to justify a mindful use. In case
study B, this is the trust function, which in the present case enables traceable transactions in
a trustworthy manner. The decentralized transparency can also be used to certify raw materials
processed in batches. A prerequisite for this, however, is trust in the interface between the
physical and digital world, which is covered by awareness of local context. This involves paying
attention to local specifics and the corresponding effects of the technology including local
needs, learning abilities, technical support, compatibility with implemented technologies and
possible reactions of different stakeholders to the novel technology. A reaction to BCT in the
first stages of the network could be a manipulation of the data input. Although the data is stored
in a tamper-proof way, the success of the BCT solution stands and falls with an initial valid
data input. This means it must be ensured that only certified mines can write to the blockchain
and that only certified quantities are entered. In this case, therefore, cooperation with
certification organizations takes place to initially qualify mines for the network. Subsequently,
continuous plausibility checks of the certified quantities are carried out, for example, by
comparing them with production capacities in order to prevent greenwashing of non-certified
raw materials. Furthermore, a simple interface with low data consumption was created,
considering local specifics, which also guarantees easy access in developing countries, and a
qualification and training program for the use of BCT was established. In the context of
cognizance of alternative technologies, the advantages and disadvantages of BCT should be
compared with other alternative technologies in order to be able to make a realistic assessment
of the benefits of BCT. In the present case, a deep examination of the problem and traditional
approaches to solving it becomes apparent. The central problem is that full transparency is
often not desired. BCT enable logistics networks to create transparency and privacy
concurrently as well as ensure data self-sovereignty. Another problem is that commaodity

fungibles are not uniquely identifiable and the system has to be used by very small players
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(artisanal and small-scale mines). Here, BCT offer the possibility to add new participants to the
BCT system very quickly without much implementation effort. The need for a decentralized
solution using BCT is therefore demonstrated in the case. The last mindful adoption principle
is anticipation of technology alteration, which considers possible changes of the task for which
the technology is utilized for and how the technology can or cannot be adapted to those
changes. In the context of this, it is not currently apparent that the solution developed could be
obstructed by a public system from the government side, as this is a cross-country problem. A
central solution, for example developed by the OEM, also does not seem conceivable due to
the obstacles described above. Changes in the process could instead be changes in the
supplier network, which can be carried out efficiently and cost-effectively at the digital level as
described using BCT. Furthermore, legal or internal requirements for the data collected and to
be transmitted could change. These new data sets could also be enabled by small
adjustments. Based on the analysis of the five mindful adoption principles described above in
phase two and the initial assessment of technological and organizational applicability of BCT
with respect to defined requirements in phase one, the case at hand can be assessed as very
suitable for the use of BCT. Accordingly, in the third phase, an assessment of the social and
environmental impact is made before the BCT solution is ultimately developed and
implemented in the fourth and final phase of the management model.

Phase three: sustainability impact model for BCT in logistics

In phase three of the management model for social and environmental impact in logistics
through BCT, the expected impact in the dimensions of social and environmental sustainability
is assessed at stakeholder level. In this case, the relevant stakeholders are governments,
manufacturers, suppliers, LSP as well as end customers. Taking a look at the impact
dimensions it appears that the initiator here is public as it is driven by external legislation as
well as private as it is also motivated by internal requirements to improve the social and working
conditions within the logistics network. Depending on stakeholder (following below), the
sustainability impact can be direct or indirect. While a direct impact in this case means an
improvement of parameters of social sustainability, an indirect impact can be an improvement
of the measurement or the reporting of social parameters. Within the dimension of alteration,
it can be defined as an improvement of existing logistics process and not a fundamentally new
business model. On stakeholder level different sustainable impact parameters can be
evaluated to estimate the impact before pursuing the implementation in phase four. The first
stakeholder group under considerations are governments. In this case they can ensure that
the goals of their own guidelines and regulations with regard to a necessary due diligence for
conflict materials are met. Furthermore, they can push stakeholders to gain the desired
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transparency with regard to the origin of the goods imported and processed. The impact for
governments is therefore indirect and leads to increased transparency for reporting issues.
Manufacturers on the other side can first of all comply with existing regulation and improve
their measurement and reporting of social sustainability in their supplier network with BCT.
They can furthermore ensure that the code of conduct as agreed upon in the logistics network
is passed down supplier stages. Responsible manufacturers can therefore rule out human
rights violation by utilizing the enhanced transparency due to BCT on the origin of received
goods and services and the corresponding working conditions. The information tracked and
collected along the entire logistics networks could also potentially be used to inform customers
about the socially responsible business politics of the companies taking part in the case study.
Suppliers, especially in the early stages of the logistics network, can achieve a direct impact
with regard to social sustainability. As only mines that are certified and prove their socially
sound working conditions, can participate in the network, BCT creates motivation to comply
with social standards in order to still be able to participate in global networks. Furthermore, the
jobs get more qualified and a fair and stable payment can be guaranteed. Ultimately the
increased transparency across stages within the network can be leveraged as competitive
factor to substantiate arguments in the direction of other stakeholders or to achieve forecast
and decision-making efficiency based on accurate and trustworthy data with BCT. In this case,
LSP do not have direct improvements in their social or environmental sustainability, however,
like manufacturers or suppliers, they can benefit from better reporting capabilities or utilize the
increased transparency for improvements in forecasting processes to gain efficiencies in their
processes and capacities, which could have an indirect impact on environmental factors by,
for example, avoiding empty runs. The last stakeholder group that should be considered in the
context of the sustainability impact model for BCT are customers. For customers, BCT create
the possibility of sustainable consumption. The transparency of the technology increases the
trust of customers in sustainable labels and certifications. The behavior of the customer has
no direct impact on the social conditions in the logistics network, but as an external motivation
for companies it is a driver of sustainable logistics networks that should not be neglected.
Based on the assessment of the possible sustainable impact in phase three of the
management model that can be achieved by the implementation of BCT as well as the initially
defined requirements (see phase one), the sustainable problem with regard to transparency
can be solved in the present case by means of BCT. Therefore, the fourth phase of the

management model will be pursued, which includes the implementation of BCT in logistics.



155

Phase four: implementation of BCT in logistics

The fourth phase of the management model for social and environmental impact in logistics
through BCT contains five management areas that guide the user through the implementation
process: strategy and goals, internal organization, external collaboration, technology as well
as the implementation itself. Depending on the management area, the user is provided with
management tools and instruments, design recommendations and success factors to support
companies in the implementation of BCT. The procedure as conducted in case study B shows
an orientation on the five suggested management areas and can serve as an example on how
to pursue BCT projects. Since the management model is a cross-case result, not all elements
of the model were used in the specific implementation of case study B. Therefore, the main
aspects of the individual management areas are highlighted in the following. In the
management area strategy and goals, an overarching strategy as well as goals should first be
agreed upon with the stakeholders. In the case of the raw material logistics network, this
includes the improvement of working conditions in the mines and at the smelters in developing
countries as well as the establishment of a reporting system in order to certify imported
materials and to be able to prove their origin in accordance with existing regulations. The
specific use case to be implemented results directly from these objectives and can be classified
according to the application areas developed in chapter 4.2.1 under tracking and tracing as
well as verification and certification. Furthermore, a measurement system has to be developed
to measure the success of the project. Since the BCT project is intended to create cross-
stakeholder transparency in a logistics network that includes raw materials processed in
batches, the project's success is initially characterized by the feasibility of the planned project.
In the further course, social parameters regarding health and safety of the employees, training
and further education opportunities on site as well as compliance with applicable labor laws
can be measured. In the second management area internal organization each of the involved
companies has to ensure the necessary competencies, initiate the change management as
well as embed the project within their organization. In the case study under consideration the
required know-how was sourced externally by a technology provider to dedicatedly supported
each of the involved parties with the planning and implementation process. To support the
change management process, direct benefits were communicated to the operational
personnel, that include more efficient processes as fewer audits are necessary (high cost for
mines and smelters) and a more sustainable external perception with regard to working
standards. Furthermore, a project champion and top management support were ensured to
embed the project in the companies. The third management area external collaboration is of
crucial importance for BCT projects as it is a cross-company technology implementation

affecting central business processes. In this context, a governance structure for the project
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and the operation of the BCT system as well as an efficient knowledge management system
between the stakeholders should be established. Furthermore, it needs to be ensured that all
stakeholders are involved and managed. The role of the knowledge management system to
exchange information and experiences between the companies involved was taken by the
external technology provider who will also ensure the governance of the system together with
selected partners in a proof of authority consensus mechanism. To manage all stakeholders,
a supply chain mapping was conducted to identify and evaluate all relevant stakeholders in the
process from the mine to the customer. Since only small organizational changes occur,
partners were prepared mainly for the technological changes. Thus, in the specific case, paper
forms are omitted and instead digital inputs are used, the transaction of which is stored by
using BCT. Before the implementation is pursued, technology is the fourth management area
of the developed model. This involves the selection of the specific technology, the system
design and ensuring interoperability. In case study B, Ethereum was initially selected as the
BCT platform, but in the long term the solution should be blockchain agnostic and be able to
run flexibly on other or the consortiums own platforms. As an important requirement, self-
sovereignty was also included in the system design to avoid the conflict between data privacy
and data transparency. It can thus be decided which data is private, shared only with direct
partners, or shared with the entire network. Furthermore, it was decided to develop a web user
interface to which all participants have transparent access. Ultimately, the last management
area is the implementation itself, emphasizing an agile implementation, the use of prototyping
as well as continuous monitoring and documentation of the project progress and results. While
monitoring and documentation activities were mainly handled by the technology provider, a
first prototype was jointly developed in an iterative approach and within a small environment

involving key stakeholders before rolling it out network-wide as the final BCT implementation.

Concluding, the exemplary application of the developed management model for social and
environmental impact in logistics through BCT as described in this chapter shows the validity
of the model and gives an overview on how the model could be applied by professionals in
practice. While the first three phases enable a profound evaluation and assessment of a BCT
case in logistics with regard to organizational and technological capabilities (phase one), a
mindful adoption (phase two) and possible sustainable impact (phase three), the fourth phase
can be understood as a guideline for practitioners to pursue the implementation of BCT. Due
to the diversity of application possibilities and constraints, this implementation phase is not a
precise step-by-step procedure, but provides possible design recommendations, management
tools and success factors that support the implementation in dedicated management areas.
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5 Vision of future logistics networks and the role of blockchain

technologies

This chapter provides an outlook on the future design of international logistics networks and
the role of BCT in this context. To this end, it first explains the extent to which BCT can serve
as a basis for communication infrastructure and as a decentral data basis. In a decentralized
BCT logistics network, transactions are stored in a distributed ledger, which creates the
possibility to merge data transparency and data privacy. Furthermore, the structural changes
that could arise in logistics networks as a result of decentralization are presented. These
changes are examined at the strategic, tactical and operational levels. The final part of the
vision of future logistics networks and the role of BCT is an analysis of potential synergies
between BCT and other digital technologies such as loT, artificial intelligence or digital twins.
The vision of future logistics networks and the role of BCT is therefore explained on three
levels: BCT as a communication infrastructure and data basis, structural changes in logistics
networks through BCT and BCT in interplay with other technologies as shown in Figure 44.

The three different levels will be further explained in the upcoming chapters.
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The future structural changes in logistics networks by using BCT for decentralized data
management as anticipated in this chapter are developed conceptually based on the research
methods conducted in the thesis. The management model for social and environmental impact
in logistics through BCT developed in chapter 4 can be understood as a guide for companies
for the transition from traditional logistics to decentralized logistics using BCT. The anticipated
changes are not considered an end in themselves and it must be decided in the future for each
use case whether the use of BCT is mindful. Here, the mindful adoption model for BCT in
logistics included in the management model provides support. The proposed five principles
enable companies to critically reflect on whether, in a specific case, organizational and process
requirements match technological functionalities, conditions in the logistics network have been
considered, and whether the use of alternative technologies (also in the event of possible future
changes) is to be preferred under certain circumstances. While the focus of this chapter on
developing the vision of future logistics networks and the role of BCT will be broader and no
longer limited to social and environmental sustainability, the sustainability impact model can
also be used by companies to better understand the sustainability topics only briefly touched
upon in chapter 5.2 and to draw implications and conclusions for their own company or network
on the potential for sustainability improvements using BCT. Ultimately, the fourth phase of the
model, as described in chapter 4.4, supports companies in the implementation of BCT in
logistics and is thus a basis for implementing the aforementioned technological changes from
data structures in logistics networks to a decentralized, distributed governance. Thus, the
developed management model for social and environmental impact in logistics through BCT is
to be understood as a holistic decision support and implementation planning tool to achieve
the expected paradigm shifts described in this chapter through the use of BCT in logistics

networks.

5.1 Blockchain technologies as a communication infrastructure

BCT can represent an important component of decentralized communication infrastructure in

future logistics networks and serve as a distributed data basis.

Transactions carried out in the network can be stored in distributed ledgers in a tamper-proof
and traceable manner. It enables end-to-end transparency while ensuring data privacy by
providing private or viewable up-chain data encrypted with public and private keys. Data based
on BCT is stored decentrally in distributed networks. As there is no central authority and no
intermediaries for data management, processes could become a lot more efficient through
peer-to-peer transactions. Every transaction by one of the participants is validated with the

BCT mechanisms and afterwards distributed across the network to each copy of the ledger.
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Furthermore, each participating actor in the international logistics network can decide whether
to additionally host its own node of the BCT. By means of these distributed copies of the BCT,
a valid database can still be found via majorities in the event of manipulation of individual data
sets. Stored data or transactions are immutable and tamper-proof and can therefore hardly be
manipulated. The entire transaction history is visible and thus traceable, which results in more
transparency and trust in the network. Public key cryptography and hash functions ensure the
authenticity and integrity of the data and guarantee a high level of security. The BCT thus offers
the possibility of a very secure, decentralized and traceable data basis for logistics. BCT enable
direct peer-to-peer communication between individual actors without the need for
intermediaries and, in addition, on-chain decentralized applications can be implemented which
can be used decentrally among the participants. For example, real-time decisions can be made
via smart contracts, which can be executed automatically on the basis of transactions. This
decentralized data basis is supported by additional off-chain confirmation data that can be

recorded for example via loT sensors.

This embedding of logistics networks in distributed ledgers changes the communication
between the stakeholders of the network. While visibility in traditional logistics networks often
cannot be fully replicated, distributed ledgers enable more transparency and traceability of
logistics decisions and thus end-to-end visibility. Furthermore, communication in logistics
networks often takes place via intermediaries, central entities that mediate between two
parties. Due to the decentralized nature of BCT, all communication can be mapped directly
peer-to-peer, thus enabling more efficient and effective communication. Documents are also
an essential part of communication in logistics. With the help of BCT, these can be digitized in
a decentralized manner, which leads to more efficient and transparent processes during
handling. In addition, BCT enable the integration of data stored across different storages and
the assurance of data integrity. This enables the utmost openness while preserving data
control and privacy. The expected changes on the communication level are shown in Table
37.
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Criteria Traditional Decentral logistics Implication for
logistics and BCT logistics networks
Often limited to Enables end-to-end ="d-t0-end visibility
. ) L enables more
R direct business visibility through
Visibility transparency and
contacts due to access to

traceability of

information barriers distributed ledger logistical decisions

More efficient and

Intermediaries Direct peer-to-peer .
S effective
Intermediation necessary to cc?mmunlcatlon communication
connect without throuah direct
stakeholders intermediaries 9

connection

Documents often Digitalization of

Support the documents
have to be . -
. decentral increases efficiency
Documents physically T
. digitalization of and transparency
transported with the .
documents regarding
goods L
accountabilities
Integration paired
Seamless .
N Integrate data with peer-to-peer
communication .
across company stored across communication
Connectivity borders difficult due different storages  enables the u_tmost
and ensure data openness while
to system . . :
integrity preserving data

discontinuities :
control and privacy

Table 37: Expected changes on the communication level?#*
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5.2 Structural changes in logistics through blockchain technologies

BCT will change future logistics networks. The inherent functionalities such as decentralization,
immutable data storage, transparency, security and smart contracts will influence operational
as well as tactical and strategic processes and the nature of cooperation in networks. New
forms of cooperation are emerging, previous structures are dissolving, new ones are forming
and the foundations are being laid to pave the way for decentralized logistics networks of the
future. In the following, a vision of future decentralized logistics networks with BCT is sketched
on the basis of the changes to be expected at the strategic, tactical and operational levels

when comparing traditional logistics networks with decentralized networks through BCT.

Figure 45 shows the evaluation framework for the structural changes in logistics networks

through BCT. In the following, the strategic, tactical and operational levels are considered in

more detail.
Strategical level
Network N q N q Innovation
Governance Standardization =~ Data security Sustainability Organization . Trust
structure partnerships

Tactical level

Demand and
Certifications capacity Logistics costs
planning

Supplier

Platforms Transparency ERERRTER

Operational level

q Access Data-driven After sales & AT
Automation ) . Logistics costs
management senvices maintenance

Figure 45: Evaluation framework for the structural changes in logistics through BCT?%5

At the strategic level, the management and control of the network will shift in decentralized
logistics networks. In the future, these mechanisms could be distributed within the network and
thus enable self-control and autonomy. While previous logistics networks rely heavily on
intermediaries and brokers to organize their processes, these can be abolished without
substitution in decentralized structures with peer-to-peer relationships. This primarily affects
the networks' financial and information flows. For example, distributed structures leave
financial service providers or central platform providers redundant. BCT continue to help in the
future design of standardized solutions and industry-wide interoperable systems. Thus,

245 Own representation
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previous system bridges can be overcome and a valid data basis for further services can be
created. In the area of data security, the technology supports the protection of data against
unauthorized access and also against manipulation through traceable transaction histories.
Sustainability initiatives can gain the necessary transparency through the technology, whereby
sustainable effects on a social, environmental and economic level can be measured and
reported in a traceable manner. Network partners and end customers can thus be given
insights into sustainable logistics networks without having to disclose business secrets. The
organization itself can also be set up in a decentralized and autonomous manner based on
decentralized technologies. Innovation partnerships can be promoted through the
decentralization of data by making proprietary data available to on-chain services and thus
monetizing it in a traceable manner. In the future, this possibility will make it more attractive for
companies to exchange data across company boundaries. Finally, the role of trust in logistics
networks is changing at the strategic level. Whereas in traditional networks this is sometimes
necessary to establish business relationships, BCT assume this role in decentralized networks
by means of consensus mechanisms, an unchangeable transaction history and rules agreed
upon, such as smart contracts.

The expected changes on the strategic level are summarized in Table 38.
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Criteria

Traditional
logistics

Decentral logistics

Implication for
logistics networks

Governance

Network

structure

Standardization

Data security

Sustainability

Organization

Innovation
partnerships

Trust

Steering through a
strong central actor

Networks heavily
rely on
intermediaries and
central processes

Limited
standardization,
media discontinuity
and scattered data

Susceptible to
manipulation and
cyber attacks

Sustainability efforts
often fail due to lack
of transparency

Centrally controlled
organizations

Open innovation
poses challenges,
especially in the
competitive
environment

Trust or control
required for
business
relationships

Power and steering
distributed in the

No intermediaries
required through

standardization and

database across

Data immutability
and high encryption

transparency and

incentivizes open
innovation and
provision of own

No trust required
and decentralized
control mechanisms

Redistribution of
market power
possible

More efficient
business
relationships are
feasible

Dependent on the
development of
standardized BCT
guidelines

Data security will be
enhanced through
BCT

Improving
sustainability and
transparent
measuring and
reporting

High degree of
flexibility and agility,
but difficult
performance
measurement

Better data basis
and possibility of
higher innovation
capability

Trust in technology
is a prerequisite for
trustless processes

Table 38: Expected changes on the strategical level?4¢
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Taking a glance at the tactical level reveals that BCT will lead to paradigm shifts here as well.
While platforms have recently become more popular in logistics, they are usually centrally
organized and operated by a neutral authority to establish trust and provide the marketplace.
BCT enable peer-to-peer platforms to be organized without intermediaries, making them much
more efficient and cost-effective, and enabling direct exchange of products, services, and
financial assets. In terms of transparency, BCT manage to break with a paradigm that
presumes to have to choose between data transparency and data privacy. BCT enable
logistics networks to create transparency and privacy concurrently as well as ensure data self-
sovereignty. In traditional logistics networks, companies face the challenge of highly distributed
and deep supplier networks in the context of supplier management, which often makes insights
into sub-suppliers impossible or untrustworthy. Decentralization helps to break through these
information barriers and enables traceability and insight into the entire logistics network to
support supplier management and gather the relevant data from all actors needed. Certificates
are an important part of logistics networks for proving origin and standards in a logistics
network. Traditionally, labels are used for this purpose, which are neither comprehensible nor
understandable for everyone. Often, these certificates are also subject to manipulation. BCT
enable traceable and trustless solutions that can be implemented end-to-end in the logistics
network and can be verified from the raw material to the end customer without the possibility
of manipulation. Demand and capacity planning is an important part of any logistics networks.
Both in the medium term and on a daily basis, it is essential to exchange information across
company boundaries in order to design production programs in accordance with demand and
supply. While in traditional logistics networks information barriers obstruct collaborative
planning, BCT and a distributed database can enable secure information sharing (see also
resolution of the conflict of the objectives data transparency and data privacy above).
Furthermore, in traditional logistics networks high costs incur for information gathering,
coordination and decision making. Due to the decentralization and transparency of data when
using a distributed ledger such as BCT, the costs for this are significantly lower in decentralized
logistics networks as a higher level of integration can be achieved. Nevertheless, development
and implementation costs incur, which have to be compared on a case-by-case basis with
decreasing costs at the operational and tactical level as well as benefits that can be monetized
and those that cannot (see also chapter 4.2.4).

The expected changes on the tactical level are summarized in Table 39.
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Criteria Traditional Decentral logistics Implication for
logistics and BCT logistics networks
Enables efficient
Central platforms .
. Decentralized peer-to-peer
with neutral -
Platforms : platforms without exchange of
authority create ! >
trust intermediaries prod.ucts and
services
Enables
. Increased
Decision between  transparency and "
. ransparency may
Transparency data transparency  privacy concurrently
. not be welcomed by
or data privacy as well as data self- all actors
sovereignty
Communication with Enables traceability Overcomin
Supplier and transparency in and insight into the informationgbarriers
PP sub-supplier difficult entire network to - ;
management and stimulating

Certifications

Demand and
capacity
planning

Logistics costs

due to information
barriers

Certifications
require trust in
labels and are not
comprehensible

Information barriers
obstruct
collaborative
planning

High costs for
information
gathering,
coordination and
decision making

support supplier
management

Traceable and
trustless
certifications
possible

Secure information
sharing supports
collaborative
planning

Less costs for
information
gathering,
coordination and
decision making

cooperation

Initial higher effort,
but higher
transparency for
customers and
partners

Ways to monetize
planning data must
be discovered

Medium-term
logistics costs will
decrease

Table 39: Expected changes on the tactical level?”

Ultimately, decentralized structures also change the operational level. With regard to

automation, BCT also makes cross-company solutions more conceivable. For example, smart

contracts enable the data-driven automatic execution of transactions based on events. Access

management can also be mapped decentrally and thus supports single sign on across service

boundaries. In addition, data-driven services are enabled in BCT solutions because, compared

to traditional logistics networks, data sharing is encouraged by opportunities to monetize one's
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own data while still being in control of it, thus overcoming hurdles in data exchange.
Furthermore, after sales, maintenance and recycling also benefit from decentralization on an
operational level by leveraging the transparency in terms of product and material history
provided by BCT. Ultimately, similar to the tactical level, the structure of logistics costs alters.
While traditional logistics networks incur costs for the services of intermediaries, these can be
eliminated in BCT systems and replaced by peer-to-peer relationships. However, it should be
noted that depending on the platform and blockchain type used, transaction costs may incur,

especially in open BCT solutions.

The expected changes on the operational level are summarized in Table 40.

Criteria Traditional Decentral logistics Implication for
logistics and BCT logistics networks
. Trans-company
Automation A:ggg;zgznw?tfhin Automation automation through
P between companies smart contracts
company borders .
possible
Centralized access Decentralized Access to services
A management access is simplified, but
cecess requires new management requires
management al . geme q .
registration for new supports single collaboration at
services sign-on solutions master data level
. Data sharing is . .
Data-driven Hurdles in data encouraged by Dgta slharllng while
. exchange due to o still being in control
services opportunities to

After-sales and
maintenance

Logistics costs

lack of incentives

Knowledge of
product history
often incomplete
and not known
across all stages

Additional costs for
services from
intermediaries

monetize own data

Knowledge of
product history
simplifies after
sales, maintenance
and recycling

Elimination of costs
for intermediaries,
but additional costs
for BCT
transactions

of own data feasible

Increases efficiency
and safety of
products

Short-term logistics
costs can decrease
or increase based
on the system

Table 40: Expected changes on the operational level?*®
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5.3 Blockchain technologies in interplay with other technologies

In the following, the interaction of BCT with three promising, disruptive technologies in logistics
networks is explained using the Internet of things, artificial intelligence and digital twins as

examples.

5.3.1 Blockchain technologies in interplay with the Internet of things

The Internet of things (loT) describes a system of physical devices with network and
connectivity functions and computers that communicate with each other. Driven by rapid
developments in software and hardware, loT applications have gained in importance in recent
years. The areas of application range from industrial to private and public sectors.?® They can
be classified into four dimensions: transportation and logistics, healthcare, smart environment
(e.g. smart home), as well as personal and social applications. loT networks are often
heterogeneous systems with different end devices and protocols. This results in the following
loT-specific characteristics. On the one hand, the networks consist of a large number of nodes
(which are tending to increase) and big data. As a result, the demands on the infrastructure
with regard to the collection and analysis of data are also growing. Due to the heterogeneous
and distributed nature of loT networks, they are characterized by decentralization. This
decentralization is necessary to evaluate the multitude of existing nodes simultaneously and
decentralized algorithms support the improvement of capacity and scalability of these
networks. Furthermore, 10T networks are characterized by unstable and unpredictable
connections due to sleep / idle mode of the devices as well as unreliable wireless links and the
network may have disconnected partitions at times. However, a look at the security of loT
networks reveals some vulnerabilities. These include attacks to end devices, communication
channels or network protocols. Sensor data and software can also be the target of attacks, as
well as denial of service (DoS) attacks. BCT can contribute to the security of these networks
due to inherent properties such as decentralization, integrity and anonymity.?® A comparison
of the two architectures BCT and DAG shows clear advantages for DAG in the context of loT,
as they are more scalable and can enable faster transactions. This is of immense importance
given the large number of transactions in loT networks. In addition, there are no transaction

costs and the algorithms are resistant to brute force attacks. 2°'

249 Cf. Lao et al. (2020) pp. 4-5.
250 Cf. Wang et al. (2019b) pp. 11-13.
251 Cf. Pervez et al. (2018) p. 29; cf. Zhao/Yu (2019) p. 507.
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Table 41 summarizes the requirements of the IoT and outlines how BCT and specifically DAG

can support.

Requirements of the Internet of things Functionalities of BCT and DAG

Scalable and fast transactions e DAG are highly scalable
(throughput grows with network)
and enable faster transactions

Security of sensor data and software ¢ Cryptographic hashing and
encryption functions
¢ Provenance and auditability of

data
High requirements on infrastructure with e Multiple participants to write, read
regard to the collection and analysis of and control data
data e Database accessible from

multiple locations

Table 41: Benefits of using BCT for loT?%2

Technologically, a five-layer architecture for an loT BCT is conceivable. Which combines
features of existing loT as well as BCT systems. The physical layer consists of various loT
devices such as mobile phones, sensors or RFID tags. The network layer is similar to
traditional BCT systems and is responsible for routing protocols, internetworking and
multicasting between the various loT devices. The BCT layer in turn provides functionalities of
the BCT. These include decentralized consensus, data storage and data sharing. The
middleware layer is different from conventional loT systems. In this context, it is responsible
for security services, BCT management and BCT service integration. The last layer is the
application layer. It enables user interactions via application interfaces and is thus similar to

traditional loT or BCT architectures.??

5.3.2 Blockchain technologies in interplay with artificial intelligence

Artificial intelligence (Al) refers to programs or machines that perform tasks that require
intelligence. This often relates to human-like intelligent behavior such as planning, learning,

and problem solving, as well as creative and social tasks. Especially machine learning and

252 Own representation
253 Cf. Lao et al. (2020) pp. 11-12.
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deep learning have gained popularity in recent years due to new dimensions of data availability

enabling effective learning of algorithms.?%*

BCT and artificial intelligence are two key drivers of innovation in logistics and a combination
of these two disruptive technologies promises great potential. The combination of this
technology can go in two directions: Al for BCT or BCT for Al. The respective conceivable
application scenarios are shown in Table 42 and are explained in more detail below.?%®

BCT for Al opportunities Al for BCT opportunities

e Secure data sharing and e Secure and scalable BCT
marketplace for Al

e Decentralized computing e Privacy-preserving
for Al personalization
e Explainable Al e Automated referee and
governance

e Coordinating untrusting devices

Table 42: Integration of Al and BCT?%

The integration of these technologies attempts to address the inherent problems of each
technology alone and to complement each other. While BCT main problems are security,
scalability, and efficiency, Al has weaknesses in trustworthiness, explainability, and privacy.
Thus, BCT can support Al systems through trustlessness, privacy, and explainability, and BCT
systems can become more secure, scalable, and effective in terms of services and governance
through Al and machine learning algorithms.?” BCT for Al is described by four possible

integration scenarios, which are explained below.

Big amounts of data play a major role in the context of successful Al systems. However, access
to this data and privacy can present challenges for some companies and networks. BCT can
enable secure data sharing by ensuring transparency and accountability regarding the use of
data. It is therefore traceable who has used whose data for what. This puts control of one's

own data back into the hands of the user and thus creates trust with regard to data sharing. In

254 Cf. Dinh/Thai (2018) p. 32.

255 Cf. Corea (2019) pp. 21-25; Dinh/Thai (2018) p. 32.
25 Own representation based on Dinh/Thai (2018) p. 33.
257 Cf. Dinh/Thai (2018) p. 34.
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addition, smart contracts implemented on the BCT could be used to organize not only the
controlling and sharing of one's own data, but also the sale of this data in a decentralized
manner. This would enable data marketplaces without intermediaries and lower entry barriers
for smaller companies. In addition, the data could be used without disclosing details of the data
or the owners of the data. Another possibility of combining BCT and Al is the sale of computing
power via decentralized marketplaces, thus BCT-based cloud computing. Developers of Al
systems can draw on the computing power of multiple users who provide it via Al smart
contracts. While previous solutions without BCT, such as grid computing, had limitations and
were not suitable for the mass market, this seems to be a promising scenario for Al-supported
cloud computing. Moreover, BCT could support explainable Al algorithms. Machine learning
algorithms enable autonomous systems with the ability to self-learn, and it is becoming
increasingly difficult to understand the resulting black boxes. These unexplainable decisions
can thus not be verified and trusted, which often leads to Al systems not being used. There
are major concerns, especially in the context of medical technology and finance. BCT enables
an immutable trail regarding the data flow and could thus explain the behavior of machine
learning systems by tracking every step in the data processing and decision-making chain.
This creates trust in the decision-making of these systems and makes individual decisions
verifiable and justifiable. BCT could further help in the coordination of untrusting services. In
scenarios where swarm robotics, Internet of Thing devices, or cell phones make shared,
decentralized decisions, BCT can serve as a secure coordination platform. Traditional
platforms offer a single point of failure and are therefore highly vulnerable to network attacks
(e.g. commands for botnets and malware programs). BCT, on the other hand, enables

consensus building via majorities and thus provides a secure alternative.?%

In turn, existing BCT systems can also benefit from the use of Al. Three conceivable scenarios
are explained in more detail below. BCT are very secure systems and not very susceptible to
hacks. Nevertheless, applications and functionalities implemented on the BCT are not quite as
secure. In the past, there have been cases of major damage caused by attacks on BCT
systems. Al and machine learning algorithms can therefore support security and scalability by
detecting attacks and automatically activating appropriate defense mechanisms. Furthermore,
detected vulnerable components of the BCT network could be isolated. Another use case
regarding scalability is the detection of high transaction numbers and the adjustment of the
block creation rate. This leads to a higher throughput of transactions with a longer confirmation
time. Another scenario for BCT for Al is privacy and personalization. BCT enable control over
personal data in decentralized networks. However, this gain in privacy comes at the cost of

258 Cf. Dinh/Thai (2018) pp. 34-35.
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reduced personalization, as the data is not stored centrally with providers and companies and
is not visible. By using Al, both privacy and personalization could be achieved. Machine
learning programs that run decentrally on the user's side and thus personalize without having
to store data centrally are conceivable. The entire computing performance is thus provided
locally and user data does not have to be collected centrally. Al decisions are therefore subject
to a pull principle and no longer to a push principle. These pulling-based models guarantee
both privacy and personalization. Finally, the use of Al in BCT systems opens up the possibility
of automated governance. Previous smart contracts are based on simple decision rules and
represent contracts that are characterized by little complexity. The ongoing development of Al
and machine learning in particular is able to provide governance for more complex problems.
Thus, problems could be solved faster and autonomously both on-chain and off-chain.
Exemplarily, machine learning algorithms could perform unbiased and tamper-resistant
reviews after providing documents and make decisions automatically. These data-driven
decisions would be consistent and comprehensible to all users. Al can thus support BCT, which
are characterized by a variety of parameters and tradeoffs between security, performance,
decentralization, and others, by assisting in decision-making, automation, and optimization,
enabling better performance and governance, as well as ensuring user confidentiality and

privacy.?%®

5.3.3 Blockchain technologies in interplay with digital twins

The term digital twins is applied to digital replicas of processes, products, assets or entire
systems, which thus represent a digital simulation and an image of physical reality. Digital
twins can be used to manage devices and assets in logistics networks or to carry out
simulations and assess effects in advance. It is essential to ensure transparency, trust and
security of these digital twins.? In the following, the extent to which BCT can support this is
explained. Table 43 summarizes the data requirements of digital twins and the corresponding

technical functionalities provided by BCT.

By storing data on distributed ledgers and cryptographic hashing, the platform and the data of
the digital twin itself can be protected. The immutability of data on BCT and BCT enables a
traceable transaction history and trust as well as integrity of the data. BCT can also serve as
an anti-theft mechanism and provide digital certificates for assets. Thus, among other things,
it could be possible to trace where products were manufactured and what the ownership
structure is. Thus, proof of legitimacy and identity of digital twins is created. The

259 Cf. Dinh/Thai (2018) pp. 35-36.
260 Cf. Yaqoob et al. (2020) p. 290.
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implementation of BCT for digital twins and the accompanying distributed database can enable
the identification of assets and global tracking from origin to current time. While traditional
access controls are also vulnerable to attack, BCT eliminate these risks that can lead to
unauthorized access or tampering. Communication with loT devices, which is often important
for digital twins, can also be handled securely via BCT (see chapter 5.3.1 on BCT in interplay
with the Internet of things). Finally, BCT can ensure transparency and accountability of the
digital twins through encryption and control mechanisms such as smart contracts and

chaincode.?’

Requirements of digital twins

Technical functionalities of BCT

Decentralized and immutable data
transactions of digital twins

Digital twin’s identity and legitimacy

Trusted digital twin data coordination

Access privilege of digital twins

Transparency and accountability for
digital twin’s data

Global tracking of digital twins with high
accuracy

Cryptographic hashing
Distributed ledger

Digital certificate of each asset
Anti-theft mechanisms

Multiple participants to control
data
Consensus mechanisms

Distributed access control lists

Encryption
Control mechanisms

Accessible database from
multiple locations
Provenance and auditability

Table 43: Benefits of using BCT for digital twins?6?

261 Cf. Yaqoob et al. (2020) pp. 291-292.

262 Own representation based on Yaqoob et al. (2020) p. 291.
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6 Conclusion and outlook

This chapter is the final chapter of this thesis and provides a concluding summary of the topic
under consideration as well as an outlook. For this purpose, the central results of the thesis
are summarized first. Afterwards, the scientific as well as the managerial contributions of these
results are discussed. Subsequently, the thesis and the methodological approach as well as
the results are critically evaluated and finally an outlook regarding future research and practical

developments is given.

6.1 Summary

The summary of this thesis is based on the four primary and three secondary research
questions stated at the beginning in chapter 1.2 on research objectives, approach and thesis

outline.

1. What are current trends and challenges in international logistics networks? How
important is environmental and social sustainability in the context of logistics? How
can digitalization impact environmental and social sustainability?

International logistics networks are currently influenced by seven global mega trends. These
are sustainability, digitalization, connectivity and transparency, decentralization, resilience,
globalization and customer orientation. This in turn leads to a number of challenges in
international logistics networks. Complex networks with many players are characterized by
high dynamics and a large number of internal and external influencing factors. Increasingly,
digitalization is advancing and with-it requirements for transparency, interoperability and
automation. An important cross-cutting issue here is sustainability as a central subject of this
time. It can be defined in three dimensions: economic, environmental and social, whereby the
focus in this thesis is on the environmental and social dimension. Sustainable goals in logistics
include the minimization of resource consumption and material turnover, the creation of
material cycles at the highest possible level, compliance with social standards and an
economic profit. Digital technologies are of particular importance in this context. They can
contribute to more sustainability by directly affecting improvements or indirectly enabling
measurement and reporting of sustainable aspects and thus contributing to transparency.
These research questions and the research conducted to answer them support the relevance
of the subject of this thesis, which aims to investigate the environmental and social impact of
BCT in international logistics networks. Accordingly, this thesis assumes that future networks
can only be successful if a sustainable approach to business is at the forefront and that BCT
play a major role in achieving a higher degree of sustainability in international logistics
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networks. The focus was placed on the environmental and social dimensions of sustainability,

with the economic dimension being included where necessary.

1. What are functionalities and architectures of BCT?

The technology underlying this thesis is BCT and the technology family distributed ledger
technologies (DLT). In order to further understand the interdependencies between BCT,
international logistics networks and environmental and social sustainability, it was initially
necessary to analyze functionalities and architectures. Based on the literature, the
technological functionalities and architectures were explained accordingly and a typology of
different BCT was identified. DLT refer to technologies that do not store transactions centrally
in one entity, but store copies of the ledger in a decentralized manner in a network of several
entities. New transactions are stored in all copies of the ledger. The best-known and most
widespread representatives of these technologies are BCT, but directed acyclic graphs (DAG)
can also play an important role in the context of logistics, which is why both technologies were
examined in this thesis. The main differences between these architectures lie in the transaction
speed, cost and scalability of the decentralized systems. The functionalities of BCT can be
described on the basis of five characteristics: decentralization, immutable data, transparency,
security, smart contracts. Data based on BCT is stored in decentral and distributed networks.
There is no central authority and no intermediaries for data management. Stored data or
transactions are immutable and tamper-proof and can therefore hardly be manipulated. The
entire transaction history is visible and thus traceable, which results in more trust in the
network. Public key cryptography and hash functions ensure the authenticity and integrity of
the data and lead to a high level of security. Furthermore, decentralized services can be
implemented on BCT as smart contracts can trigger data-driven transactions. BCT thus offer
great potential to solve some of the previously described problems in international logistics
networks with regard to sustainability, transparency and trust. Furthermore, it is possible to
differentiate BCT between private and public as well as between permissionless and
permission-based systems, which offers the possibility to control the degree of transparency
and access depending on the application. The spectrum and evaluation of application areas
of BCT in logistics as well as related implementation challenges were the subject of the

following research question.
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1. How does a management model for social and environmental impact in logistics
through BCT look like?

a. What is the status quo of BCT in logistics in research and practice? What are
challenges and relevant application areas of BCT and how can a mindful
adoption of BCT be ensured?

Due to its functionalities, BCT offer a wide range of applications in logistics. In this thesis, five
application areas were identified by conducting a systematic literature review with 53 relevant
publications followed by Q-methodology: tracking and tracing, financial operations, verification
and certification, planning and network as well as automation and IoT. Tracking and tracing
use cases especially rely onto the immutability of the data and the resulting increased
transparency, which BCT enable. Related applications provide the functionalities to prove the
product origin or enable an end-to-end visibility for all stakeholders across the entire logistics
network. BCT furthermore enable a variety of financial operations that can be carried out more
efficiently and cost-effectively. The application in this field is the execution of financial
transactions between companies without intermediaries such as banks and payment
administrators, but also includes the support of activities such as customs clearing and audits.
The increased transparency and data reliability that comes with the implementation of BCT
enable more trustworthy processes of verification and certification. Exemplary applications
include the verification of products and assets, digital identity of costumers and other network
participants as well as supportive functions in the supplier management. In the context of
planning and network, through a close interlocking of the actors, new forms of collaborative
planning and network control are possible with BCT. This not only includes integrative capacity
planning approaches, but also peer-to-peer (P2P) platforms, which provide a more efficient
and cost-effective exchange of goods, services or information without intermediaries.
Ultimately, automation and loT represent one of the most promising application areas of BCT
by combining the technologies with 10T devices or other automation software and hardware.
In addition, smart contracts, which are data-based decision models that autonomously trigger
transactions as soon as defined events are fulfilled, can be implemented on BCT. Especially
for 10T, DAG are conceivable, which enable transfers of small data points with little or no value
by means no transactions costs. In addition to identifying these application areas, the status
quo in logistics was surveyed. Along with the application status and the implementation
horizon, the BCT applicability for this application area, the maturity of the application as well
as the expected benefit and complexity related to the implementation were evaluated. The
results show that especially the application areas of tracking and tracing and verification and
certification stand out in terms of implementations and pilot applications that have already been
adopted. According to the survey that was conducted among 20 industry and technology

experts, these application areas also have the highest degree of applicability for BCT and are
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characterized by a high degree of application maturity. Following the identification and
evaluation of application areas, the core challenges for the implementation of BCT systems
were identified in a nominal group technique workshop with managers from manufacturing
industries, logistics service providers as well as technology providers. Those challenges can
be defined on the basis of five key topics: strategy, internal organization, technology,
collaboration and governance. The results show that initial challenges include the identification
of use cases and the embedding of the project in the organization to create acceptance as well
as to make the project success measurable. Furthermore, the selection of technologies and
ensuring cross-platform interoperability and standardization as well as the integration of these
into existing IT systems are major challenges for BCT systems in logistics. From an
organizational perspective, BCT require the involvement of a large number of players for
meaningful use cases, which in many cases requires decentralized governance to organize
the collaboration in the network. Other challenges include regulatory obstacles such as data
privacy and the compliance with existing legislation. Furthermore, technological and
organizational applicability limitations of BCT were considered. These include, among others,
the lack of scalability, the limited application to cross-company problems, the possible lack of
responsibility due to the absence of central instances, and cost dimensions in the
implementation and operation of BCT. Ultimately, the developed mindful adoption model for
BCT in logistics was introduced which enables the evaluation of specific use cases based on
the five mindful adoption principles engagement with technology, technological novelty
seeking, awareness of local context, cognizance of alternative technologies as well as
anticipation of technology alteration. It highlights the importance of the fit between task and
technology for the success of BCT in logistics as the promised potentials of these technologies

only materialize if their features are applied appropriately to suitable problems.

1. How does a management model for social and environmental impact in logistics

through BCT look like?
b. What is the social and environmental impact of BCT for stakeholders of logistics

networks?

Based on application areas and functionalities of BCT, it was investigated to what extent
different stakeholders in international logistics networks are affected by the use of BCT in
environmental and social parameters and what impact can be expected. Methodologically, this
research is based on another workshop that was conducted online with representatives of
different industries. The core of the workshop was the discussion of three different international
logistics networks and the expected changes per stakeholder through BCT. Exemplary
stakeholders were identified on the basis of three logistics networks, which can be condensed
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into five relevant stakeholder levels: manufacturer, supplier, logistics service provider,
customer as well as government and society. The impact can initially be described in abstract
terms in three dimensions. In addition to the initiator (public or private), a distinction is made
between a direct or indirect sustainability impact and the alteration, i.e. whether it is an
improvement of existing processes or the enablement of new processes or even business
models. The results lead to the sustainability impact model for BCT in logistics, which describes
the social and environmental impact per stakeholder and defines success factors and enablers
per stakeholder. Manufacturers can ensure that the code of conduct is passed down the
logistics network and be compliant with OECD and emission guidelines as well as legal
requirements (e.g. EU regulation with regard to conflict materials). Therefore, through the use
of BCT, they can be assured that no human rights violations happen within their own logistics
network and furthermore get insights on the behavior of suppliers and service providers. The
main impact for suppliers lies in the compliance with human rights (e.g. no child labor) and a
better work environment. New and higher educated jobs can be created especially at the stage
of raw material suppliers and a stable and fair payment as well as higher margin by removing
intermediaries can be guaranteed. Social and environmentally friendly products can be
leveraged as competitive advantage. In logistics networks that involve end customers those
can benefit from the utilization of BCT by getting the ability to reliably consume sustainable
products and services as well as gaining trust in packaging and logistics labels (e.g. product
origin or CO2 foot print) and an overall transparency regarding the consumed products.
Logistics service provider on the other hand profit by the transparency of goods that leads to
increasing forecasting quality and efficiency gains that can also directly impact environmental
variables. Furthermore, they are enabled to increase recycling rates and grow circular loops
and economies. Finally, government and society can leverage BCT to ensure that goals of own
guidelines and regulation are met and to push all stakeholders in the direction of more socially
and environmentally friendly logistics networks by gaining transparency. Furthermore, they can
utilize the technology for taxation and other governmental tools for efficiency and transparency
gains. Therefore, the sustainability impact model and the insights gained from it are an
important element for understanding the impact of BCT with regard to social and environmental
sustainability in international logistics networks. For each stage of the logistics network, based
on the representative studies of use cases, the impact model can be used to assess the
implications for each stakeholder in advance of an implementation and to track the
sustainability impact during and after the implementation in a structured way. The results are
thus also an essential component of the management model for social and environmental
impact through BCT in logistics and can be found in phase three therein.
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1. How does a management model for social and environmental impact in logistics
through BCT look like?
c. How can BCT be implemented in logistics networks? What are management
areas and design recommendations?

The developed management model for social and environmental impact in logistics through
BCT is the key result of this thesis. It consists of four phases with descriptive, explanatory and
design elements and builds on previous findings of the thesis. Furthermore, case studies from
different industries were conducted to further enhance the results with a focus on various
management areas. As the phases consist of explanatory and design elements, the model
allows the user to develop a BCT system, from the definition of a strategy to the final
implementation. The first phase consists of a requirements analysis to gather the requirements
of the logistics network and to clarify the initial applicability of the technology. In this phase, a
structured and transparent evaluation of the applicability of BCT is carried out based on
organizational and technological criteria. These include, among others, the requirements
regarding traceability and trust, and the role of intermediaries in the network. But also, the
number of participants as well as issues of transaction performance, verification, data security
and interface requirements play an important role. In addition, the foundation is provided for a
mindful adoption of BCT. Therefore, in phase two of the management model the mindful
adoption model for BCT containing five mindful adoption principles (engagement with
technology, technological novelty seeking, awareness of local context, cognizance of
alternative technologies as well as anticipation of technology alteration) is applied for this
purpose. Following phase one, which can be defined as descriptive and phase two, which can
be defined as explanatory, phase three introduces another explanatory element to the
management model. Before starting phase three an assessment based on the previous results
is done whether BCT can be mindfully adopted regarding the requirements and prerequisites
of the logistics network. In the event that this assessment is negative, the BCT implementation
should be discarded and alternatives for the implementation should be sought. In the event of
a positive assessment, the process will proceed to phase three. This third phase then includes
an analysis of all stakeholders regarding expected changes in sustainable parameters due to
the implementation of BCT. Those results are based on the previously developed sustainability
impact model. Among the considered stakeholders are suppliers, manufacturers, customers,
logistics service providers as well as government and society. To enhance sustainability,
outstanding use cases focus on increasing sustainability from raw material suppliers to end
customers, and therefore enable end-to-end transparency throughout the entire network, while
taking data privacy and data security into account. While the sustainability impact per
stakeholder can be mapped in different dimensions, the main aspect is on the distinction

between direct and indirect impact on sustainability. In this context, BCT especially contribute
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to the measurement and reporting of sustainable parameters by increasing transparency and
by leveraging the enhanced transparency factor for the benefit of all network participants, thus
verifying social and environmental aspects of the network. Following phase three, another
assessment is conducted to detect whether the sustainability goals be achieved by applying
BCT. In the event that this assessment is negative, the BCT implementation should be
discarded and alternatives for the implementation should be sought. In the event of a positive
assessment, the process will proceed to phase four. The fourth phase represents the core of
the management model and contains the implementation approach for the development of
BCT systems in which design recommendations are made to the logistics management on the
basis of five management areas. In addition, area-specific success factors and relevant
management instruments and tools are identified. The management areas developed for the
implementation in phase four are strategy and goals, internal organization, external
collaboration, technology and implementation. The first management area covers the definition
of strategies and goals and the associated use case refinement, the definition of measurable
parameters for evaluating the success of the BCT project, and the preparation for the expected
decentralization. Subsequently, preparations for both, the internal organization as well as the
external collaboration, can be made. The internal aspects focus on embedding the project in
the organization. The company furthermore has to be prepared for the transformation by
means of change management and the needed competencies and skills have to be trained or
hired. Externally, a decentralized governance structure needs to establish and, in an iterative
reference to phase three of the management model, the expected impact on sustainability
parameters for all involved stakeholders needs to be re-evaluated. Additionally, both internally
and externally, knowledge management structures need to be established to ensure a
successful implementation. Then, before starting with the system implementation, technology
aspects have to be considered by the consortium. Among others, it is important to select the
technology as well as design the system by including the mindful adoption principles and
ensuring interoperability with legacy systems and other possible BCT systems. Ultimately, the
final implementation management area proposes a procedure based on an agile
implementation and the development of prototypes while the entire process is continuously
monitored and documented. This management area results in the final BCT system achieving
the envisaged outcomes regarding social and environmental sustainability within the

international logistics network.
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V. How do BCT integrate into the vision of future logistics networks?

To conclude the discussions on BCT in international logistics networks within this thesis, a
future vision of decentralized logistics and the role of BCT in it was outlined on the basis of
three levels. The first observational level showed that distributed ledgers can act as a
decentralized database in logistics networks and thus enable better networking of all network
participants at the data level. Expected changes in communication were evaluated using four
criteria: visibility, intermediation, documents, and connectivity. Regarding visibility, BCT enable
end-to-end visibility through more transparency and traceability of logistics decisions.
Furthermore, due to the decentralized nature of BCT, a more efficient and effective
communication is enabled by peer-to-peer connections between all users, eliminating
inefficient intermediation. As the third criteria to be evaluated with regard to communication,
documents, being an essential part of communication in logistics, can be digitized in a
decentralized manner through BCT. This will lead to more efficient and transparent processes
during handling. Ultimately, BCT enable the utmost openness while preserving data control
and privacy through connectivity by the integration of data stored across different storages and
the assurance of data integrity. On the next level, this results in structural changes. On the
strategic level, a paradigm shift can be observed, which is primarily characterized by
decentralized governance and network structures as well as a higher degree of
standardization, data security and sustainability without the need for trust between the
partners. Changes on a tactical level, on the other hand, are characterized by a change in
logistics costs, the possibility of decentralized peer-to-peer platforms, and a higher degree of
transparency, which in turn enables more efficient collaboration in the context of supplier
management or capacity planning. Operationally, logistics costs are also changing. In addition,
automation, access management and data-driven services become possible across company
boundaries. Finally, the interaction of BCT with other technologies of the future was
considered. Thus, potentials do not only result from BCT alone, but especially in combination
with loT sensor technology, artificial intelligence or digital twins by generating synergies and

mutually bridging technology inherent weak spots.

6.2 Scientific contribution

The scientific contribution of this thesis consists of four pillars, which are described in more
detail below. First, BCT are considered in the context of logistics and a definitional framework
regarding the functionalities is set in order to develop a framework for BCT application areas
in logistics, which shows the entirety of the possible applications of BCT in logistics networks.

This framework contains five application areas (tracking and tracing, financial operation,
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verification and certification, planning and network, automation and IoT). It thus covers the
spectrum of possibilities and provides a basis for further application-specific research. The
evaluations in terms of implementation status, BCT applicability, maturity and complexity serve
as an initial indication of the viability of pursuing individual application areas. Furthermore,
besides possible applications, technological and organizational limits of the technology are
discussed. Moreover, the importance of a mindful technology adoption was stressed.
Therefore, the task-technology fit is of great importance for the success of the adoption of BCT
in logistics as the full potential of these technologies can only be materialized if they are applied

to suitable problems appropriately leveraging the inherent features of the technology.

The thesis furthermore proposes a sustainability impact model for BCT, which describes
possible impacts on environmental and social sustainability through BCT in international
logistics networks. The model is a holistic, systematic breakdown of environmental and social
implications at stakeholder level that arise in logistics through the use of technologies for
manufacturers, suppliers, customers, logistics service providers as well as governments and
society. The model illustrates the positive impact that can be achieved using BCT in terms of
sustainable parameters. Especially increased transparency as well as traceability and trust in
existing data enable an improvement of measurement and reporting of sustainable criteria in
international logistics networks, which indirectly create incentives for extrinsically and

intrinsically sustainable networks.

The third result is an implementation approach to support and guide the development of BCT
systems in logistics networks. Together with previous results, the implementation approach is
summarized in the management model for social and environmental impact in logistics through
BCT. The model contains four phases (requirements analysis, mindful adoption model,
sustainability impact model, and implementation) and five management areas (strategy and
goals, internal organization, external collaboration, technology, and implementation). For
researchers, the model provides a holistic approach to plan and develop BCT systems in
international logistics networks with the overarching goal to improve social or environmental

sustainability, which can be the foundation for further research.

The final scientific contribution of this thesis is an outlook on the future design of international
logistics networks and the possible role of BCT in it. It is outlined to what extent distributed
data structures using BCT can change the principles of communication between companies.
The resulting structural changes are discussed on a strategic, tactical and operational level. In
addition, the interaction with other future technologies is examined in more detail. For
researchers, this study on the future developments logistics networks are facing with the
advancement of BCT gives a conceptual basis for continuative research.
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6.3 Managerial contribution

Managers and decision makers in the field of logistics can benefit from the results of this thesis
in numerous ways. On the one hand, the thesis provides a practice-oriented explanation of the
basic functionalities and architectures of BCT. This establishes an awareness of BCT for
interested managers and thus prepares them for more in-depth topics. Following this, the
developed framework of possible application areas of BCT logistics gives an exhaustive
overview of associated potential use cases. The evaluation of specific application areas and
potentials conducted as part of this thesis can support managers in assessing their own
company and offers them the opportunity to reflect on their own initiatives and to prioritize them
accordingly. Likewise, the mindful adoption model for BCT can be applied to avoid the adoption
of unsuitable use cases, which are often implemented due to uncertainties regarding technical
functionalities and organizational requirements. A focus on mindfulness and the associated
task-technology fit, on the other hand, ensures a promising implementation of suitable use
cases by leveraging unique technology properties for specific problems in logistics networks.
The discussed technological and organizational limitations of BCT support managers in
positioning their problems in the solution spectrum of these technologies and in the subsequent

evaluation of the technology's suitability for the specific application.

In addition, an analysis of the expected impact on sustainable parameters of all stakeholders
involved is made possible. Moreover, the potential of environmental and social changes by
means of BCT is illustrated by means of tangible case studies. Managers thus have the
opportunity to draw conclusions for their own companies regarding the sustainable potential of
BCT. The sustainability impact model thereby serves as a basis for decision-making for or
against the implementation of distributed data structures using BCT with the goal of enhancing

sustainability within the logistics network.

On this basis, the further results and the implementation approach in phase four of the
management model aim to provide managers with targeted support for the development and
implementation. The five management areas developed enable a purposeful and mindful
adoption of BCT. Specific design recommendations for logistics management are given and
supporting success factors as well as management tools and instruments are identified to
support the managers. The management model is thus a precise guideline that leads
managers through the process, starting with the definition and analysis of requirements,
through the mindful selection of the use case and the evaluation of its sustainability impact

potential, up to the implementation of the solution itself.

Ultimately, the research regarding the vision of future logistics and the role of BCT give

managers the opportunity to take insights into future design opportunities. Based on those
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findings, managers can anticipate changes early, make informed technology adoption

decisions, and prepare organizations for a paradigm shift.

BCT promise to make logistics networks more transparent and efficient. However, it is not the
solution to all problems and a deep understanding of technology is important to use the
technology in the right application areas. This thesis highlights opportunities to promote social
and environmental sustainability in logistics networks, while respecting the existing limitations
of applicability as discussed. BCT create transparency across stakeholders, if desired, and
thus contribute to sustainable logistics networks. While networks with deep supplier structures
and previously untraceable problems of a social and environmental nature are suitable for the
use of BCT, operational scenarios in an internal context argue against the adoption of the
technology. But even in networks, instead of decentralized technology, a central actor can
often be found to take on the trust and transparency role to avoid the complex implementation
of BCT. In addition, scenarios in logistics that require a very high transaction speed are
dependent on further technological development (e.g. DAG).

6.4 Limitations of the thesis and future research

In the following, the inherent limitations of this scientific study in terms of methodology and
data basis are discussed, which occur despite the scientific and managerial contributions
elaborated above. In addition, further possible aspects of future research are proposed and
discussed.

The systematic literature review conducted and the associated framework for application areas
of BCT in logistics is limited by the selection of the database (Business Source Complete via
EBSCO) and the language included (English). Thus, despite the fact that all types of
publications were included, application areas might not have been covered, which could,
however, be relevant for the application of BCT in logistics. The evaluation of application areas
is based on the opinion of 20 managers. This is a relatively small number and further
quantitative testing of those propositions could be beneficial.

The workshops conducted as part of this thesis took place with different panels and a balanced
ratio between manufacturers, suppliers and service providers. Nevertheless, the validation of
the management model is based on one expert and the exemplary application to case study
B and the results should therefore also be tested in other environments. The results of the
workshops with regard to challenges of BCT implementations in the first workshop and the
social and environmental impact through BCT on international logistics networks in phase
three of the management model in the second workshop can be interpreted as cross-industry
due to the variety of participants. To further enhance the results, industry-specific empirical
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research would be necessary. The results for the implementation approach in phase four of
the management model are based on three case studies. The representative selection of these
case studies was explained in this thesis. Nevertheless, the results could be further
differentiated by examining additional case studies and, under certain circumstances, a
differentiation by industry could be elaborated in this context as well. It should also be noted
that the case studies refer to the application areas tracking and tracing, verification and
certification as well as planning and network, and the validity of the management model is
therefore limited to these application areas from a methodological point of view. Further

research is necessary to explain a universal valid model.

On the technology side, the focus was on BCT and other architectures in superordinate
technology group DLT were considered only peripherally. In view of further developments, e.g.
in the context of DAG, a separate consideration may be necessary and thus a differentiation

between the design of BCT and DAG systems may be suggested.

This thesis focused on the social and environmental dimensions of sustainability, which is why
economic aspects are only considered marginally, for example in the context of measuring the
success of the project or the project resources. A more detailed investigation of the cost
structure for the development of BCT systems in logistics as well as the proportion of possible

transaction costs may be relevant in the future.

Ultimately, the thesis provides a foundation for application-oriented research on BCT in the
context of international logistics networks. It can be understood as a call for further qualitative
and quantitative research on the effects of decentral technologies on sustainability. While
some results need further testing as elaborated above, the thesis provides managers with
insightful frameworks on the effects of BCT on sustainability in international logistics networks.
The results can serve as a management model to guide those who seek to advance the
implementation of these technologies in their networks with the vision to enhance
sustainability.
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Appendix
Section Questions
What is your industry focus, number of employees, position,
Introduction years of experience with BCT, years of experience with
logistics?
What is the use case description youre implementing with
BCT?
Which goals do you pursue by implementing BCT that
Logistics cannot be solved without this technology?
network What is the network structure and what are involved

Strategy level

Internal level

Network level

Technology
level

Outlook

stakeholders?
How are sustainability parameters of the individual
stakeholders affected?

How do you identify and evaluate use cases?
How do you measure the success of a BCT project?

How do you create acceptance within the companies
involved?

How do you develop employee know how?

How do you embed the project company-intern?

How do you identify and differentiate project partners?
How do you organize collaboration in the network?

How do you select the specific technology applied?

How do you manage standardization / interoperability and
integration in existing IT system?

How do you ensure the quality of data input (oracle
problem)?

How will BCT shape/transform future logistics networks?
What will be its role?

Table 44: Questions for case study expert interviews?%3

263 Own representation
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