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Abstract

Consumption of mobile data traffic has been growing exponentially due to the pop-
ularity of smartphones and tablets. As a result, mobile network operators have been
facing challenges to provide needed capacity expansion in their congested network.
Therefore to reduce the load on the network, mobile network operators are adapting
and deploying key data offloading technologies such as femtocells not only to boost
their network capacity but also to increase indoor cellular coverage. These low cost
devices interconnect a new femtocell network architecture to evolving telecommu-
nication core network via standardized interface protocols. However, consequences
of such integration of two architectures over the Internet together with an array of
security threats that originating through a rogue femtocell have not fully analysed.
In this thesis, we investigate security architecture of femtocell-enabled cellular net-
work that facilitate integration of these two architectures by evaluating impact of
compromised femtocells on the fundamental security aspects of cellular systems -
integrity, confidentiality, authenticity, and availability.

The goal of this research work is twofold; first to increase understanding of
more feasible and disruptive attacks against both the end-users and the femtocell-
enabled cellular communication architecture from a rogue femtocell, such that more
efficient detection and mitigation techniques can be developed to improve the overall
security architecture; and secondly to identify security weaknesses of the femtocell
architecture from a system-design perspective.
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Zusammenfassung

Mobiler Datenverkehr hat aufgrund der Popularität von Smartphones und Tablet-
Computern exponentiell zugenommen. Mobilfunknetzbetreiber müssen sich deshalb
neuen Herausforderungen stellen, um die Kapazitäten der momentan ausgelasteten
Netzwerke zu erweitern. Um die Last auf dem Netzwerk zu reduzieren werden von
Netzbetreibern Technologien zum Auslagern von bestimmten Eckpunkten adaptiert
und in Betrieb genommen. Dies geschieht in Form von so genannten Femtozellen,
wobei diese nicht nur die Netzwerkkapazität, sondern auch die Indoor- Netzabdeck-
ung erhöhen soll. Die kostengünstigen Geräte verbinden eine neue Femtozellen-
netzwerkarchitektur mit den sich weiterentwickelnden Telekommunikationskernnet-
zwerken mit Hilfe standardisierter Schnittstellenprotokolle. Die Konsequenzen der
Integration dieser beiden Architekturen sowie einer Reihe von Sicherheitsbedrohun-
gen durch bösartige Femtozellen wurden jedoch nicht ausreichend analysiert. In
dieser Arbeit untersuchen wir die Sicherheitsarchitektur von Femtozell-fähigen Mo-
bilfunknetzen durch die Evaluierung der Auswirkungen von kompromittierten Fem-
tozellen auf die grundlegenden Sicherheitsaspekte Integrität, Vertraulichkeit, Au-
thentizität und Verfügbarkeit.

Das Ziel dieser Arbeit ist zweifältig. Zum einen soll die Arbeit das Verständ-
nis von möglichen und zerstörenden Attacken von bösartigen Femtozellen gegen
sowohl den Endbenutzer als auch gegen die Femtozellen-fähige Mobilfunkkommu-
nikationsarchitektur erhöhen, so dass dadurch effizientere Detektierungs- und an-
griffsmildernde Techniken entwickelt werden können - dies soll die gesamte Sicher-
heitsarchitektur verbessern. Zum anderen sollen in dieser Arbeit die Sicherheitss-
chwachstellen der Femtozellenarchitektur aus der Systemdesignperspektive identi-
fiziert werden.
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1
Introduction

1.1 Cellular Networks and Femtocell

Mobile Internet usage has been increasing rapidly every year, thanks to the evolution
and growth in cellular network technologies. At the same time, end users consuming
inexpensive mobile data and services in new forms (such as Mobile Appstore, over-
the-top and offnet), and from various devices (such as smartphones, netbooks, tablet
computers, M2M devices).

According to a Cisco report, overall mobile data traffic is expected to grow
to 10.8 exabytes per month by 2012, an 18-fold increase over 2011 and it predicts
that the number of mobile-connected devices will exceed the number of people on
earth by the end of 2012 [1]. Increasing mobile data traffic poses twofold risk to
mobile network operators (MNOs) - network congestion and deterioration of net-
work quality. In addition, majority of the mobile subscribers have limited in-house
coverage and capacity. Therefore one of the main challenge for mobile operators is
to increase in-house network capacity while reducing operational costs. This con-
tentious demand for higher data rates and limited indoor coverage have triggered
the design and development of new offloading technologies such as femtocells. As a
result MNOs are moving towards femtocells to remove network congestion and to
improve deteriorating network quality at low expenditure.

Femtocell is a plug and play, self-provisioning, low-cost small base station that
serves existing mobile devices to provide improved indoor coverage with maximum
user data rates. It operates in a licensed frequency spectrum to connect existing
mobile devices to a mobile operator’s network over the wired broadband Internet.
Third Generation Partnership Project (3GPP) has defined industry standards for
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all the required aspects of 3G femtocell and released the femtocell-enabled cellular
architecture. In the next section, we discuss this architecture in detail. Please note
that in this thesis, we evaluate 3G femtocells and their security architecture, not the
LTE femtocells.

1.2 Femtocell-enabled Cellular Network Architecture

This section describes how femtocells are integrated into traditional cellular network
architecture and roles of new network components. Since femtocells are deployed at
the customer’s premises over the public Internet, secure separation of new network
elements from the traditional network architecture is required. Hence new network
elements are added to integrate femtocells securely without disturbing traditional
core network architecture. They are depicted in Figure 1.1 and their role is described
as follows. Please note that technically femtocell is referred as Home NodeB (HNB),
however we continue to use the term femtocell throughout in the following sections.

CN : Core Network

UE : User

Equipment

HNS : Home Node B Subsystem

AN : Access Network

Femtocell

Femtocell-GW

Figure 1.1: Overview of the Femtocell security architecture

Femtocell Device :- The main function of the femtocell is to act as a small
base station. Typically these devices provide cellular services in licensed spectrum
within range of 10 to 12 meters. The femtocell connects the mobile devices via its
radio interface to the mobile service operators core network. It relays the mobile
user data data by establishing a secure IPsec ESP [3] tunnel with the Security Gate-
way (SeGW) over an insecure backhaul link (broadband Internet connection). These
devices can be deployed either as a residential model or an enterprise model by the
mobile network operators. In residential deployment model, the femtocell device
is intended to use for a closed group and supports typically 4 simultaneous voice
calls per device. Whereas in enterprise model, it supports 4 to 32 simultaneous

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”
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voice calls per device and can allow many users in an open mode. The femto-
cell device contains following functionalities to provide mobile telephony service -
3GPP signalling, Radio Resource Management, IP transport functions, Quality of
Service (QoS) management functions, TR-069 Management functions [70], Firewall
functions, Network Address Translation (NAT) and security functions, and auto
configuration function.

Security Gateway (SeGW) :- The SeGW acts as a border gateway of the
operators core network. First, it mutually authenticates and registers the femtocell
devices to establish a secure tunnel, and then forwards all the signalling and the user
data to the operators core network. Mutual authentication can be performed using
certificates, Extensible Authentication Protocol Method for GSM Subscriber Iden-
tity Module (EAP-SIM) or Extensible Authentication Protocol Method for UMTS
Authentication and Key Agreement (EAP-AKA) method. For mutual authenti-
cation, either security certificates or a Subscriber Identity Module (SIM) card is
stored on femtocell device. The interface between the SeGW and the operators core
network is considered to be secured.

Femtocell Gateway (Femtocell-GW) :- Every femtocell connects to the
femtocell gateway (Femtocell-GW) in order to provision itself and to interact with
core network entities. To do so, the device uses IPsec Virtual Private Network (VPN)
and Transport Layer Security/The Secure Real-time Transport Protocol (TLS/S-
RTP) protocols to establish a secure tunnel to the Femtocell-GW. This gateway
performs the access control for the non-CSG (Closed Subscriber Group) capable
mobile devices attempting to access a femtocell. The SeGW can be integrated
with a femtocell-GW, and if not integrated then, the interface between SeGW and
Femtocell-GW may be protected using NDS/IP (Network Domain Security/IP net-
work layer security) [2]. It provides following functionalities to facilitate seamless
mobile communication - 3GPP Radio Access Network Application Part (RANAP),
network timing delivery and synchronization, IP security functions, femtocell traffic
aggregation, and routing and auto configuration functions. Technically, it is referred
as HNB Gateway (HNB-GW).

Femtocell Management System :- The HNB Management System is a
management server, and responsible for the configuration and the provisioning of
the user data according to the operators policy. It can be functioned to provide
the required software updates on the femtocell and can be located inside the opera-
tors core network. TR-069 [70], the industry preference is used for management of
femtocells. This network element is technically referred as the HNB Management
System (HMS) and denoted as HMS in Figure 1.1.

User Equipment (UE) :- The UE is a standard user equipment that sup-
ports the 3G (UMTS) communication to use voice and mobile data. It connects to
the femtocell device over-the-air using a 3G AKA (Authentication and Key Agree-
ment) procedure. Unlike in UMA (Unlicensed Mobile Access) technology, UEs are
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not required to be modified in order to use femtocell based mobile services.

AAA Server and HSS :- The subscription data and authentication infor-
mation is stored in the Home Subscriber Server (HSS). The Authentication, Autho-
rization and Accounting (AAA) server authenticates the hosting party (SIM stored
in the femtocell) by accessing the authentication information from the HSS. Both
the AAA server and the HSS are deployed in the operators core network.

1.3 Femtocell Security Architecture

Since femtocell devices are deployed at the customer’s premises over the public
Internet, security of femtocell-enabled networks is divided into two parts. First part
contains secure authentication of femtocell device and latter includes security of
insecure backhaul link security. Note that backhaul link denotes untrusted Internet
connection between the femtocell and Femtocell-GW.

General overview of femtocell-enabled network security architecture is depicted
in Figure 1.2. As shown in the figure, architecture is divided into five security
groups and each of these groups provides security objectives to satisfy certain threat
requirements. These groups are as follows:

Figure 1.2: Overview of the Femtocell security architecture

� Femtocell access security (I) - This group defines set of security features
that includes mutual authentication between femtocell and network, secure
tunnel establishment between femtocell and SeGW, various authorization and
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location locking techniques of femtocell. In addition, SeGW performs mutual
authentication and authorization before allowing femtocells to access the core
network. To achieve this, SeGW interacts with AAA/HSS or femtocell device
identity server located in the core network.

� Network domain security (II) - In network domain security group, different
methods are defined to perform secure communication between SeGW and the
core network. Since SeGW and core network elements are not connected over
the public Internet, their interconnection is assumed to be secure and out of
scope of this thesis.

� Femtocell service domain security (III) - It defines set of security features
to establish secure communication between femtocell and different elements
located in the core network. In particular, these security methods ensure that
femtocell should interact with the Operation, Administration and Management
(OAM) server securely in order to provide self-configuration feature. The OAM
server is a part of Femtocell management system which is described in Section
1.2.

� UE access control domain security (IV) - This group defines various
access control mechanisms needed for UE. The access control is based on the
CSG list provided by the network operator. The CSG list may be stored locally
on the femtocell or on the Femtocell-GW.

� UE access security domain (V) - This domain defines security features
which are used over-the-air to access mobile communication service. Since
the main goal was not to modify UEs while introducing femtocell into the
architecture, the security methods used in this domain are the same used in
corresponding traditional mobile communication system.

1.3.1 State of the art in femtocell-enabled network security

Since 2007, femtocell technology was attracting telecommunication industry atten-
tion and due to market pressure, the 3GPP began to define a new standard to
integrate femtocell into traditional cellular architecture. In 2008, the 3GPP and
the Femto Forum defined the standard architecture for UMTS femtocell. Since
then many operators from all over the world are deploying femtocell commercially.
For mobile network operators, access security is important during integration phase
when femtocell deploys at the customer premises and connects to the network core
over the Internet. The 3GPP group and GSM Association have evaluated different
security issues and addressed potential risks associated during the life-cycle of fem-
tocell deployments [40, 56, 77]. In addition, few academic studies analysed emerging
threats in femtocell technology and proposed new protection mechanism [86, 87].

In this subsection, we describe state of art in security mechanisms required in
femtocell-enabled network architecture, such as location locking methods, hosting
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party module, trusted environment, device mutual authentication, and hosting party
mutual authentication.

Location Locking Methods :- Femtocell devices should support similar re-
quirements for location and timing information as traditional base stations provide
in 3G networks. Hence it is necessary to use secure location locking methods while
deploying femtocell based mobile services. The femtocell location information as-
sists network service providers in supporting emergency call services, in verification
of their licensed frequency spectrum, and to monitor end-user usage. IP address of
the broadband access device, information of neighbouring macro-cells, Global Po-
sition Satellite (GPS) information, and UE information are the different methods
used to lock a femtocell device to a particular location.

Hosting Party Module :- The Hosting party module (HPM) is a physical
removable entity distinct from the femtocell device. It aims to provide the identifica-
tion and authentication of the hosting party towards the mobile network operator.
It should be tamper resistance and contain authentication credentials. Generally
SIM card or Universal Integrated Circuit Card (UICC) are used as the HPM inside
the femtocell devices.

Trusted Environment :- The TrE is a logical separate entity to provide a
trustworthy environment for the execution of software and storage of sensitive data.
The 3GPP femtocell standard suggests the usage of TrE to perform various sensi-
tive functions such as storing private keys and providing cryptographic calculations
based on these private keys.

Device Mutual Authentication :- The device mutual authentication is
mandatory and should be performed using certificates stored inside the femtocell
devices. Further standard suggests that critical security functions and credentials
needed for mutual authentication should be stored in TrE.

Hosting Party Mutual Authentication :- After the device mutual authen-
tication, the femtocell network performs hosting party mutual authentication. The
mutual authentication can be performed using an an EAP-AKA based method [43].
Before establishing a secure tunnel to the operator network, mutual authentication
of the device and the hosting party should be successfully completed. This proce-
dure is based on credentials stored in the HPM of femtocells and in the core network
elements HLR/HSS.

Backhaul Link Security :- The femtocell communicates to the mobile op-
erators core network over the public Internet, thus it is required that both parties

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”
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should mutually authenticates to each other first and then setup a secure backhaul
connection. The 3GPP femtocell standard suggests use of a IPsec ESP tunnel mode
and secure tunnel establishment should be based on IKEv2 [44]. It defines profile of
IKEv2 for the device authentication procedure along with requirements for SeGW
and femtocell certificates. Device authentication follows with an EAP-AKA based
hosting party authentication exchange. Note that credentials and security functions
generated during a EAP-AKA method are used to derive new shared secrets keys
to establish a secure tunnel over the backhaul link. If the OAM server is not in the
operators core network, then it is required to provide secure communication channel
between the femtocell and the OAM server.

1.4 Research Issues and Thesis Statement

As we discussed in the earlier section, femtocell supports the necessary security fea-
tures that a base station provides; in particular mutual authentication, encryption,
and integrity over the wireless link, there are still two major issues. First, security
of the femtocell device is vital and different from the standard base station. Fig-
ure 1.3 depicts the difference (in terms of having the user control) between a base
station and a femtocell(depicted as NodeB and HNB in Figure 1.3 respectively).
Adversaries can get physical access of a femtocell due to its low cost and easy avail-
ability in the market, compared to base stations which are expensive and installed
in secured locations. These two issues suggest that the femtocells may become an
attractive target for attackers. Second, compromised femtocell devices could be used
by an adversary to intercept cellular traffic. This issue affects on the privacy and
confidentiality of subscribers using femtocell service. These compromised and mali-
ciously modified embedded devices could be used by adversaries as an entry point
for attacking the mobile network operator’s network. Therefore it is necessary to
evaluate and investigate negative consequences of these low cost embedded devices
practically on the end users and on the operators infrastructure.

In this research, we thoroughly explore femtocell-enabled cellular security ar-
chitecture. In particular, we experientially evaluate various attacking vectors against
commercially deployed femtocell service. The research focus on important security
aspects such as integrity, authenticity, confidentiality, and availability of overall fem-
tocell architecture. In the exploration phase of various attacks, we investigate and
perform root cause analysis of these attacks in femtocell network that contradicts
with 3G security principles and requirements. Through careful analysis of various
attacks, we make following thesis statement.

A low cost femtocell device in femtocell-enabled cellular network architecture is treated
as a trusted element like a base station in traditional cellular networks. This em-
bedded device needs to follow certain security requirements such as integrity and
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Figure 1.3: Difference between the control of a base station and a femtocell (HNB)

confidentiality for user plane and signalling data between the UE and the core net-
work. These requirements together and the fact that femtocells are being trusted
in the architecture predispose femtocell-enabled networks to new emerging attacks
against the network and end users.

1.5 Experimental Research Environment

Figure 1.4: Different equipments used in the research and setup overview

Our experimental research environment in this thesis consists of a commercial
femtocell device (HNB), a faraday cage, a multimeter, an oscilloscope, a computer
running Ubuntu 9.10 to simulate recovery procedure used in femtocell technology,
a 2G/3G/GPS jammers, a nanoBTS [29] controlled by OpenBSC [30], and a smart
card application protocol data unit (APDU) sniffer [62]. The femtocell device is
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manufactured by Ubiquisys1 and services are offered by a French operator SFR
in France. We selected this particular device because it is widely deployed in the
market. The multimeter and oscilloscope are used to find the serial interface on the
femtocell device. The smart card APDU sniffer enables the passive monitoring of
data exchanged between the SIM card and the device [62]. The computer allows us
to emulate the connection between the femtocell and the Operation, Administration
and Management server. In addition, this setup allows us not only to capture
the communication between the Subscriber Identity Module (SIM) card and the
femtocell but also to compromise the device with our malicious firmware to interact
with other network elements of the femtocell-enabled network.

All our experiments were performed in a Faraday cage. The Faraday cage is
used to block all type of radio signals. Figure 1.4 shows the experimental setup. We
connected a laptop to the serial port of femtocell device as well as to the smart card
APDU sniffer. The laptop is configured with several network services in order to
simulate different attacking scenarios.

1.6 Thesis Structure

The rest of the thesis is organised in following ways. Scientific contributions of this
thesis and impacts of the research are presented in Chapter 2. Chapter 3 summarizes
security issues with femtocell location verification techniques. Security analysis of
a commercially available femtocell device is presented in Chapter 4. Chapter 5
discusses effects of compromised devices on cellular networks. Chapter 6 presents
new privacy issues in UMTS networks. Related work is presented in Chapter 7. We
conclude our thesis in Chapter 8 and discuss future work.

1Ubiquisys is a femtocell industry pioneer and specialized in femtocell access points.
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Scientific Contribution and Impact

2.1 Scientific Contribution

Scientific contributions in this thesis are described as follows. First, we perform
a practical study of femtocell-enabled cellular network architecture from security
design perspective and experimentally evaluate various security aspects that are im-
portant to protect both the mobile network operator infrastructure and the end user.
In particular, we accomplish our research objectives on the commercially deployed
femtocell service network of a French cellular network operator. Second, we present
different methods to analyse security features that are introduced in the femtocell
security architecture. We show that current mechanisms used in commercial fem-
tocells are insufficient to provide reliable location information and thus can cause
security issues. Third, we investigate and present different methods to compromise
femtocell devices. Further we show what kind of new emerging attacks are possi-
ble from such compromised devices and their subsequent impacts on end users and
on cellular networks. Research results indicate that currently deployed femtocells
do not follow 3GPP security standards. However we believe that main issue lies
with the fundamental security architecture of femtocells and is responsible for these
attacks.

Our study indicates that there is need for further research to bridge the gap
between theoretical and practical security of femtocell devices.
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2.1.1 Experimental Analysis of the Femtocell Location Verification
Techniques

Ravishankar Borgaonkar, Kevin Redon, and Jean-Pierre Seifert, “ Experimental
Analysis of the Femtocell Location Verification Techniques ”, in the Proceedings of
the 15th Nordic Conference in Secure IT Systems (NordSec’10) Helsinki, Finland
27-30 October, 2010.

Summary: Femtocells need to support necessary functions that a macro base
station provides such as real-time location. Accurate location of a femtocell as-
sists MNOs to meet regulatory requirements and helps in emergency caller location
identification, verification of licensed frequency spectrum, and to monitor subscriber
usage. In addition, operators have to lock the devices to ensure that the femtocell is
operating in the defined country and to provide real-time lawful interception related
data to the government bodies. Hence operators store femtocell location informa-
tion in the HMS server using following methods: a) IP address of the Internet access
device b) information of the surrounding macro-cells c) GPS device information at-
tached to the femtocell or the UE. However we practically analyse and show that
these location verification techniques used in the femtocells that are built and de-
ployed today can be bypassed and not sufficient to provide reliable femtocell location
information.

Contribution: In this paper, we perform experimental and practical analysis
of location verification techniques on a commercially available femtocell and demon-
strate various methods to spoof location of the device. In particular, we present
different attack vectors to bypass location verification techniques and evaluate them
on a deployed femtocell device. We show that these techniques proposed by the
3GPP are insufficient to avoid the misuse of femtocells in addition to affecting the
lawful interception process and MNO’s business.

2.1.2 Security Analysis of a Femtocell device

Ravishankar Borgaonkar, Kevin Redon, and Jean-Pierre Seifert, “ Security Analysis
of a Femtocell device”, in the Proceedings of the 4th ACM International conference
on Security of Information and Networks (SIN’11), Sydney 14-19 November, 2011.

Summary: Femtocells have emerged as a low cost technology which assures
best connectivity, however, it has also introduced a range of new potential risks for
mobile network operators. To eliminate these risks, there are different security as-
pects of the femtocell security architecture such as location verification of the device,
access control mechanisms, software update protection procedures, and protection
of the user plane and signalling plane traffic between the core network and the fem-
tocell device. This paper experimentally evaluate various security aspects defined
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by the femtocell security architecture and threats associated with the femtocell de-
vices itself. Our experimental research results on a commercially deployed femtocell
shows that the security mechanisms implemented in the femtocell devices are flawed
and deviated from the standard. Our research exhibits the requirement of stronger
security mechanisms and policies in order to build secure femtocells.

Contribution: In this paper, we analyse security mechanism implemented in
a commercially deployed femtocell device and show that it is vulnerable to various
attacks, such as physical, protocol, configuration, and privacy attacks. In particular,
we demonstrated that it is possible to have complete control over the femtocell in-
cluding changing access control mechanisms, re-configure the femtocell, having root
access to the device, and injecting malicious code in it. We show that what attacks
an adversary could perform against the mobile network operator infrastructure and
the femtocell, if he is able to maliciously access the device and its architectural
elements. Our research contribution shows that security features implemented in
deployed femtocell networks are not sufficient to avoid misuse of the femtocell tech-
nology.

2.1.3 Weaponizing Femtocells: The Effect of Rogue Devices on Mobile
Telecommunications

Nico Golde, Kevin Redon, and Ravishankar Borgaonkar, “ Weaponizing Femtocells:
The Effect of Rogue Devices on Mobile Telecommunications ”, In the Proceedings of
the 19th Annual Network and Distributed System Security Symposium, (NDSS’12),
San Diego, February 2012.

Summary: Mobile phones and carriers trust the traditional base stations
which serve as the interface between the mobile devices and the fixed-line communi-
cation network. Femtocells, miniature cellular base stations installed in homes and
businesses, are equally trusted yet are placed in possibly untrustworthy hands. By
making several modications to a commercially available femtocell, this study evalu-
ates the impact of attacks originating from a compromised device. Results from the
paper show that such a rogue device can violate all the important aspects of security
for mobile subscribers, including tracking phones, intercepting communication and
even modifying and impersonating trafc. The specification also enables femtocells
to directly communicate with other femtocells over a VPN and the carrier we exam-
ined had no filtering on such communication, enabling a single rogue femtocell to
directly communicate with (and thus potentially attack) all other femtocells within
the carriers network. The paper also discuss what we believe are weaknesses of the
femtocell architecture from a system-design perspective.

Contribution: In this paper, we perform end-user risk assessment in demon-
strating that attack based on a rogue femtocell can easily compromise important
security aspects of cellular users, such as integrity, authenticity, confidentiality, and
availability. To evaluate these attacks based on a commercially deployed femtocell in
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a real network operator, a attack-software was developed to implement attacks and
to enable interaction with critical components of the operator infrastructure. The
research results prove that such attacks are inherent in the fundamental architecture
of current femtocells and are carrier independent. In addition, our study highlights
design concerns of the femtocell security architecture based on our experiments. We
exhibit how such design issues conflict with some of the basic 3G security principles
and requirements.

2.1.4 New privacy issues in mobile telephony: fix and verification

M. Arapinis, L. Mancini, E. Ritter, M. Ryan, N. Golde, K. Redon and R. Bor-
gaonkar, “ New privacy issues in mobile telephony: fix and verification ”, in the
proceedings of the 19th ACM Conference on Computer and Communications Secu-
rity, CCS 2012, Raleigh, NC, USA, USA, October 16-18, 2012.

Summary: Mobile telephony equipment is daily carried by billions of sub-
scribers everywhere they go. Avoiding linkability of subscribers by third parties,
and protecting the privacy of those subscribers is one of the goals of mobile telecom-
munication protocols. The paper used formal methods to model and analyse the
security properties of 3G protocols. We expose two novel threats to the user pri-
vacy in 3G telephony systems, which make it possible to trace and identify mobile
telephony subscribers, and we demonstrate the feasibility of a low cost implemen-
tation of these attacks. In particular, we tested IMSI paging and AKA protocol
attack using commercially available (rogue)femtocell. We propose fixes to these pri-
vacy issues, which also take into account and solve other privacy attacks known
from the literature. We successfully prove that our privacy-friendly fixes satisfy the
desired unlinkability and anonymity properties using the automatic verication tool
ProVerif.

Contribution: The formal research in this paper was carried out with co-
authors. The attack-software framework which was developed earlier in Section 2.1.3
is used to test new attacks in 3G network. In particular, IMSI -paging procedure
attack and new attack on AKA protocol was tested using rogue femtocell based
framework. The research results from this paper helps to support our hypothesis;
due to issues in the femtocell security architecture, new emerging attacks are possible
using compromised devices against the end users and network.

2.2 Impact

The research results from this thesis has been acknowledged not only by the cellular
operators but also by the telecommunications standard bodies. In particular, the
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questions raised by our study were noted [20] by 3GPP SA WG3 group.1 Cellular
technology companies (Qualcomm, Huawei [6]), cellular network operators (SFR,
Vodafone), femtocell manufactures (Ubiquisys, UK), and government agencies [5]
invited us to present the results and acknowledged the research questions raised
by our work. In addition, most of the findings from this thesis are presented and
discussed in various well-known hacking conferences [10, 13, 14, 17, 21, 24], ETSI
security workshop [15], and ASMONIA security workshop [12].

The papers from this thesis are cited in other scientific research works, technical
reports [16, 19, 22], in news articles [7, 9] and also used in advanced courses in
computer and network security area at various universities [4, 18, 23]. The attacking
framework developed during the thesis work is used to test further secure properties
of 3G networks in general [11].

1SA WG3 is responsible for security and privacy in 3GPP systems, for determining the security
and privacy requirement, and for specifying the security architectures and protocols. More
information can be found at: http://www.3gpp.org/SA3-Security

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”





3
Analysis of the Femtocell Location

Verification Methods

3.1 Introduction

Femtocell is emerging as a new technology to enhance third generation (3G) coverage
and to provide assurance of always best connectivity in the 3G telecommunication
networks. It acts as an access point that securely connect standard mobile stations
to the mobile network operator’s core network using an existing wired broadband
connection. Increased network capacity, lower capital costs, and expanded revenue
opportunities are some key benefits to the mobile service operator, whereas for the
user increased indoor coverage, higher speed performance data, higher quality voice,
and better multimedia experience. The main advantage of femtocells over UMA
(Unlicensed Mobile Access) or Wi-Fi is the support of speech services over standard
handsets in addition to the mobile broadband service. A femtocell can be deployed in
a licensed spectrum owned by a mobile network operator and in the users premises,
for example, home, office, and enterprise. Note that the Home NodeB (HNB) is the
3GPP standard name of the femtocell.

The femtocell security is divided into two parts: the device authentication and
the encryption of the calls and control information across the untrusted backhaul
connection between the femtocell and the femtocell gateway. The femtocell supports
the necessary security features; in particular mutual authentication, encryption and
integrity over the wireless link. However there are two issues. One is, using an
existing wired broadband connection as backhaul is a challenge, as the provider of
the backhaul is not necessarily the same as the provider of femtocell. Secondly,
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Figure 3.1: Difference between the control of a base station and a HNB

security of the femtocell device is vital and different from the standard base station.
Figure 3.1 depicts the difference (in terms of having the user control) between a base
station and a femtocell. Adversaries can get the physical access to a device due to
its low cost and easy availability in the market. These two issues suggest that the
femtocells may become an attractive target for the attackers.

Main aim of this chapter is to analyze the risk associated with location verifi-
cation techniques used in the femtocells. Our study finds that the femtocells, which
are available in the market, are insecure and do not follow the security requirements
mentioned by the 3GPP standard.

In this chapter, we experimentally evaluate various security aspects, in partic-
ular, the location verification techniques used in the device, hardware security and
the access control mechanisms. First we examine and show that the location verifi-
cation techniques are inadequate to block the use of femtocell, if it is operating at an
unregistered location and at unlicensed frequency spectrum. Finally we show that
it is possible to gain an unauthorized access to the device and modify the femtocell
configuration. Note that in the following section, we use technical term HNB (Home
NodeB) instead of using femtocell.

3.2 HNB Security and Location Verification Requirements

We describe the security requirements of the HNB as defined by the 3GPP specifi-
cations. These requirement are considered to be followed by the femtocell manufac-
turers while implementing security features on the device.

In order to protect the data which is stored and processed on the HNB, it is
important that HNB should satisfy the following security requirements.

1. The integrity of the HNB should be validated before connecting to the opera-
tor’s core network.
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2. The HNB should be authenticated using an unique and permanent identifier.

3. The HNB should authenticate the SeGW and vice versa.

4. The HNB should not reveal sensitive data including cryptographic keys, au-
thentication credentials, user information, user plane data, and control plane
data to unauthorized access.

5. Time base of the HNB should be synchronized to the operator’s core network.

6. The location information of the HNB should be reliably transferred to the
operator’s network.

7. The software and configuration data of the HNB should be updated; and
integrity of these updates should be verified.

3.3 Location Locking Methods

In this section, we describe location locking techniques used in the HNBs. Then we
present various attack vectors to beat these location locking methods. Note that
without opening the HNB hardware components and with no physical tampering,
we were able to bypass the location locking methods. We performed experimental
analysis of the location locking techniques in a Faraday Cage. Different attacks on
the location based techniques were performed in the cage only.

It is important for the operator to ensure that the HNB operates at the given
location and satisfies various requirements such as security, regulatory, and opera-
tional requirements. The HMS registers and verifies the HNB location information.
Initially, the operator registers and fix the HNB location information in the server
called Access point Home Register (AHR). After the initial registration process,
the operator obtains the location information of the HNB and compares it with
the corresponding information stored in the AHR. The main parameters used for
identifying the HNB location information are a) IP address of the broadband access
device, b) information of the surrounding macro-cells ,and c) information received
from the GPS device attached to the HNB or the UE. In this section, we explain
these location locking mechanisms deployed in the HNB system architecture [40].
They are as follows:

3.3.1 IP address of the broadband access device

The HNB gets an IP address when connected to the devices (which provides the
broadband access), such as a DSL model, cable model , or home router. The op-
erator can locate the HNB by this assigned IP address, by the user identification
information, and by the location information related to IP address which is stored in

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”



20/98 Chapter 3 Analysis of the Femtocell Location Verification Methods

the server (AHR). When the HNB is placed behind NAT (Network Address Trans-
lator), STUN protocol is used to determine its IP address. The HNB operator can
request the geographic location information based on the IP address to the interface
defined by the NASS (Network Attachment Subsystem) standard [25]. However,
the location locking mechanism can not be a only reliable method to detect the geo-
graphic information. An attacker can run proxy server to fake the location of HNB.
Proxy servers can be used to impersonate the IP address of legitimate HNB.

3.3.2 Information of Neighboring Macro-cells

The HNB can receive neighboring macro-cells information such as PLMN ID (Public
Land Mobile Network Identity), LAI (Location Area Identity) or Cell ID. It contains
a hardware chip to scan PLMN ID and cell ID. In this method, first ,the HNB scans
the neighboring macro-cells information in a receiver mode when it powered on and
sends this scanned information to the AHR (Home Register of HNB). The AHR
role is to store this information along with the registration message requests to the
appropriate HNB profiles. Most of the electronic devices including the HNB use a
2G receiver hardware to scan the neighboring macro-cell information because 3G
signals are often weak inside the house where the it is installed.

3.3.3 UE Information

The UE position can be useful to verify the HNB location, provided that it is
equipped with the GPS (Global Positioning System) feature. In addition, the UE
can send its location information using available macro-cells or GPS data to the
AHR via the HNB. However, it is assumed that communication between the UE
and the HNB is secured using the necessary protocols.

3.3.4 GPS information

The location information can be obtained using an A-GPS receiver unit built inside
the HNB. A-GPS (Assisted GPS) is a system used to improve the start-up perfor-
mance of a GPS satellite-based positioning system [28]. The HNB can receive the
location information from the A-GPS unit and deliver it to the home registration
server for the verification. However, it is important to install the HNB in a loca-
tion where it can receive the GNSS (Global Navigation Satellite Systems) satellites
signals.
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Figure 3.2: Based on IP address

3.4 Location Based attacks

In this section, we present our methods to bypass the location locking mechanism
discussed earlier. The operator verifies the HNB location information in order to
confirm that it is operating in the licensed frequency spectrum. For verifying, the
operator can check the IP address of the HNB, information received from the neigh-
boring macro-cell, the GPS information, and the GPS information received from
the UE. However there are some limitations on these approaches. We explain these
limitation by considering the following scenarios.

3.4.1 Scenario A : IP address and UE information

There may be a situation in which the 3G or 2G signals are not available in the
customer’s premises (where the HNB is installed). In addition, not all the HNB
devices are equipped with the GPS receivers. Moreover GPS signals may be weak
inside the customer’s premises, hence it is not reliable to use the GPS data. In these
circumstances, the operator has two vectors to verify the HNB location: IP address
and the information received from UE. However, an adversary can use proxy servers
or virtual private networks (VPN) to fake the HNB IP address. A VPN emulates a
private IP network over the public Internet infrastructure [27]. The adversary can
take the HNB to unregistered location and can establish a VPN tunnel to the proxy
server running at the registered location. The VPN helps the adversary to connect
the HNB to the SeGW with the registered IP address. If there are no 2G or 3G
signals in the area, the HNB can not receive any information from the UE. Figure
3.2 depicts this scenario.

3.4.2 Scenario B: IP address, Macro-cell information, and UE
information

In this scenario, the operator can fetch and verify neighboring macro-cell information
from the HNB device. As shown in Scenario A, the adversary can use a VPN
connection to emulate the IP address. However, in order to operate the HNB with
the given regulations, he still needs to block or simulate neighboring macro-cell
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Figure 3.3: Using a fake BTS

Figure 3.4: Using GPS jammer or GPS spoofer

information. This can be done in two ways. The adversary can use a 2G signal
jammer device. The 2G jammer devices blocks any nearby 2G network signals
without interrupting other electronic devices. We analysed a few HNB devices and
found that most of the devices use 2G receiver hardware to record neighboring
macro-cell information. Hence it is possible to block nearby 2G network signals
using such jammers without interrupting the 3G network signals of the HNB. Figure
5 depicts this scenario.

In other way, the attacker can use a nanoBTS [29] and openBSC package to
replay the neighboring macro-cell information. The nanoBTS picocells are small
2G (GSM) base-stations that use the A-bis interface. They can be connected to
the openBSC with A-bis over IP interface [30]. The adversary can configure the
nanoBTS to transmit the recorded (registered) macro-cell information. In this way,
the attacker can show that the HNB is operating at the given and registered loca-
tion by providing the legitimate macro-cell information. We examined this attack
using a nanoBTS and were able to provide required information to the HNB for
location authentication. Figure 3.3 depicts this scenario. Use of GPS as a geoloca-
tion technology is ineffective since the HNBs are installed in the home and GNSS
signals are weak inside the house. However some mobile network operators suggest
to use an additional antenna to improve the signal strength. The attacking vectors
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Figure 3.5: Screenshot of web configuration menu

against this mechanism includes jammers, an attenuation methods, and GPS gen-
erators devices. An attacker can use of GPS jammers. These low cost jammers are
commercially available in the market and could be positioned in the vicinity of HNB
antenna. This attack could be arguable due to legal issues in using the jammer. In
an attenuation method, the attacker can wrap the HNB in layers of aluminum foil
to create a Faraday cage like environment and blocks the GPS signals. The GPS
generators are the devices used by GPS manufactures for the research and develop-
ment. It can transmit the recorded timing signals and orbital data. The attacker
can use such devices to spoof the location of HNB. These scenario is depicted in
Figure 3.4.

3.5 Disable Location Locking Methods

The previous section focused on the attacks in which there was no need of physical
tampering to the device. In this section, a step further, we examined hardware used
in the HNB. We tested numerous available test points on the PCB (printed circuit
board) of the device. Using an voltmeter, we were able to find out the serial interface
connections. A voltmeter is a electronic tool used for measuring potential difference
between two points in an electric circuit. The serial interface is used view program
(operating system) output over a serial connection. We verified these serial interface
pins and output using an Oscilloscope. It is a electronic testing equipment used to
observe the wave shape of an electrical signal. After confirming the serial output,
we used a tool, Bus Pirate to view output on the PC(Personal Computer). A Bus
Pirate is a universal bus interface that communicates to most chips from a PC serial
terminal [26]. It supports number of serial protocols. We were able to see HNB’s
booting process on the PC. The booting process revealed critical information about
the device such as operating system and version it running, bootloader software
information, serial number of the device, kernel and files it loading, Ethernet MAC
address, IPsec Application it using etc. After analysing these process, we were able
to root the device.

The device we analysed supports web-configuration menu to configure different
settings of the base station. This includes sniffing of surrounding signals of 2G base
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stations. Using configuration menu, we were able to disable such sniffing profile that
eventually disables one of the method of location verification. Figure 3.5 shows a
screenshot of sniffing profile.

3.6 Attack Analysis and Countermeasures

Though the attacks we discussed in the above section are well known to the research
community. However we used these attacks in such a way that the MNO was not
able to detect it in order to disable the HNB. We discuss our attack analysis and
related countermeasures as follows:

IP Address:

Network tools such as ping or traceroute tools can be used to measure the network
path and detect the virtual network. Further advanced circumvention of such IP
geolocation techniques is discussed by Phillipa Gil et. al [52]. However we believe
that the only IP address can not be a solution to authenticate HNB location.

GNSS and UE Information:

There is no practical way to defend against GPS jammers. GPS spoofing could
partiality be prevented by using the encrypted GPS signal. However this features
adds extra cost-overhead to the MNO and may increase the HNB cost in general.

Neighboring Macro-Cell Information:

The jamming of 2G/3G signals can be detected based on the recorded HNB logs by
the operator. Then such devices can be classified as suspicious and put in a gray
list by the operator. In this case a jammer attack would not be useful, however, the
attacker can use the fake BTS to replay 2G signal to remove the device from the
gray list. In some cases, the HNB may scan nearby 3G cell signals to authenticate
the location. However 3G jammers can be effective in such cases only if they are
positioned in the proper way without affecting HNB’s performance.

Apart from the above attack vectors, when we gained root access on the device
and had access to the web management interface, we were able to disable some of
the location locking methods. The effective way to prevent such attacks could be to
monitor the gray list frequently based on strict policies. The strict policies can be
based on the recorded logs and must be used to block suspicious HNBs. We observed
that such policies are not used by the MNO since the HNB was frequently tested
in unregistered place. However the HNBs are usually used in the area where there
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is no MNOs coverage. In such case, it could be difficult to block suspicious devices
based on recorded logs and requires additional mechanisms. As a countermeasure, a
hybrid system based on television transmission and assisted GPS could be effective,
however, practical security evaluation of such systems is needed [53].
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Security Analysis of a Femtocell device

4.1 Overview

The security of femtocells is divided into two parts: the device authentication and the
encryption of the calls, and the control information transferred across the untrusted
backhaul connection between the femtocell and the femtocell gateway. Even though
the femtocell supports the necessary security features that a base station provides;
in particular mutual authentication, encryption, and integrity over the wireless link,
there are still two major issues. First, the use of an existing wired broadband
connection as backhaul is a challenge, since the provider of the backhaul is not
necessarily the same as the provider of femtocell. Second, security of the femtocell
device is vital and different from the standard base station. Adversaries can get
physical access of a femtocell due to its low cost and easy availability in the market,
compared to base stations which are installed in secured locations. These two issues
suggest that the femtocells may become an attractive target for attackers.

There are different security aspects of the femtocell security architecture such
as location verification of the device, access control mechanisms, protection of the
software update process, and protection of the traffic between the HMS (Home
NodeB Management System) and the femtocell. The main aim of our study is to
analyze the threats associated with the femtocell device and related security aspects.
Our study shows that femtocells currently deployed in the market are insecure and
do not follow the security requirements specified by the 3GPP standard. In this
chapter, we experimentally evaluate various security aspects.

We experimentally show what an attacker could do to the mobile network
operator infrastructure and to a femtocell device if he is able to maliciously access the
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femtocell device and its architectural elements. Then we analyze security mechanism
implemented in a femtocell device and show that it is vulnerable to various attacks,
such as physical, protocol, configuration, and privacy attacks. Further we describe
our attack to inject malicious code and software updates in the femtocell device.

This chapter is organized as follows. It assess femtocell security features and de-
scribes how they deviate from the specifications. Experimental attacks are presented
in Subsection 4.3. In Section 4.4, we discuss potential risks posed by compromised
femtocells. Note that the Home NodeB (HNB) is the 3GPP standard name of the
femtocell and it will be used in the following subsections.

4.2 Background

The HNB market expects a significant growth over the few next years by reach-
ing about 49 million HNBs and 114 million mobile users accessing mobile services
through HNBs by the year 2014 [55]. Though LTE (Long Term Evolution) and
WiMAX (Worldwide Interoperability for Microwave Access) services have been in
development since Q3 2010. The 3GPP and 3GPP2 HNB services have been de-
ployed commercially by eleven operators. However, not all complete standardization
work related to 3G, WiMAX, and LTE HNBs have been published by both the 3GPP
andWiMAX forum. The HNB technology has been emerging as a mature technology
during the year 2010, however, security aspects are unfamiliar to the telecommu-
nication security groups. In this section, we describe the HNB architecture, their
elements, functionality they provide, and our experimental setup.

4.2.1 Related Work

The GSM Association and 3GPP group have presented security issues and poten-
tial threats experienced during the HNB deployment process[40, 56]. In the aca-
demic context, few security groups have described security issues in HNBs [56, 58,
66, 86, 87]. They address not only HNB security issues but also suggest possible
future direction to secure the HNB architecture. However, most of this research con-
siders and frames security threats and issues abstractly. This chapter contributes
in this direction, providing extensive experimental results by evaluating a today’s
commercial-available HNB.

4.2.2 Deviations from the standards

Our findings revealed that in practice the HNB vendors do not completely follow
3GPP specifications. In particular, a few HNB security features do not follow them.
They are as follows:

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”



4.3 Experimental Attacks against HNB Security Features 29/98

Hosting Party Mutual Authentication

As discussed earlier, the method based on EAP-AKA should be used for the hosting
party mutual authentication procedure. However, it is not the case, an EAP-SIM
method is used for the same. The EAP-SIM does not provide 128 bit security and
session independence between different sessions [67]. We discuss more about attacks
on EAP-SIM in section 4.3.5

Location Locking Methods

The location locking methods can be defeated using attacks described in section 3.
Even though we operated a HNB by breaking the locking methods, the mobile
network operator were not able to detect and disable the the femtocell service.
We tested these attacks several times to check whether the mobile network operator
maintains any black list of such femtocells and disconnects them after some threshold
value. As per the standard, this could impact the lawful interception procedure.

Communication Between OAM server and HNB

The standard recommends a secure channel between the OAM server and the HNB
in order to update or recover the HNB software. However, our findings reveal that
the communication channel was insecure and we were able to download the HNB
software, as explained in section 4.3.4.

4.3 Experimental Attacks against HNB Security Features

In this Section, we experimentally analyze various security features described earlier
on a HNB device. We selected a particular HNB device designed by Ubiquisys since
they are the leading HNB access point vendor and has mass-market deployments
[42].

4.3.1 Experimental Environment

Our experimental environment consists of a HNB device, a multimeter, an oscillo-
scope, a computer running Ubuntu 9.10 to simulate HNB’s recovery procedure, a
2G/3G jammers, and a smart card APDU sniffer [62]. The HNB device is manufac-
tured by Ubiquisys1. We selected this particular device because it is widely deployed
in the market. The multimeter and oscilloscope helped us to find the serial interface
on the HNB device. The smart card APDU sniffer enables the passive monitoring

1Ubiquisys is a HNB industry pioneer and specialized in HNB access points.
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Figure 4.1: Experiential setup to root the device

of data exchanged between the SIM card and the HNB. The computer allows us to
emulate the connection between the HNB and the Operation, Administration and
Management (OAM) server. Figure 4.1 depicts the experimental setup.

In addition, the setup allows us not only to capture the communication between
the SIM card and the HNB but also to re-flash the HNB with our malicious firmware
to interact with the MNO’s infrastructure. All our experiments were performed in
a Faraday cage. The Faraday cage is used to block all type of radio signals.

4.3.2 Attack Techniques

In order to gain an unauthorized access to the device and to analyze its behaviour,
we used following techniques.

Test-Pin Probing

Every hardware has architecture-specific debug points and manufacturer testing
points, such as UART (Universal Asynchronous Receiver/Transmitter), or JTAG
(Joint Test Action Group). The JTAG is a industry-standard interface for debugging
and testing. It can control the CPU and enable access to the memory chip. The
CPU is based on a ARM926EJ-S processor which provides both UART and JTAG
connections. However, we focused on UART to identify TxD (Serial Data Output),
and RxD (Serial Data Input). We used a multimeter to find pins near the CPU with
TTL (Transistor-Transistor Logic) voltages of 3.3V. We then used an oscilloscope to
find outgoing serial communication, enabling us to find TxD. The RxD is generally
near of TxD. If the data sent to the test point is echoed to TxD, then this point is
RxD. In this manner, we found the serial port.
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Packet Sniffing and Reverse Engineering

We used Wireshark [33] not only to observe traffic between the HNB and the SeGW
but also to understand how the HNB communicates to the SeGW and the OAM.
This process reveals security credentials and the network addresses required to con-
nect the OAM server used during the recovery procedure. Using this tool, we were
able to find a method that allowed us to download the executable responsible for the
recovery procedure. Reverse engineering is the process of extracting the knowledge
or design blue-prints from anything man-made [46]. During the recovery process,
a program is used to decrypt the firmware images. We used IDA Pro to reverse
engineer this program in order to decrypt the firmware.

4.3.3 Analyzing OS and Network Traffic

After identifying and soldering a serial cable to the UART port, we were able to see
the boot process output on a laptop. We checked the process as well as different
parameters and various modules it loads. The HNB uses u-boot [34], GNU/linux,
busybox [35], and several other free software. Even if these programs are under the
GPL (Generic Public License) [36], the source code could not be obtained from the
vendor. The login prompt was disabled on the serial port, forbidding us to log in as
root and use a console. We used nmap [39] to determine what ports are open and
which services they provide. Only TCP port 80, offering a web interface, and UDP
ports 5101 to 5140, used for IPsec, were opened. At the same time, all the traffic
between the HNB and the SeGW was going through a secure IPsec tunnel.

4.3.4 Recovery/Software update Process

The HNB starts in recovery mode by holding the RESET button on the back,
while powering up the device. The recovery mode enables the HNB to establish a
connection with the OAM server to retrieve the latest firmware images and install
them on the flash memory. We began to analyze the recovery process by using the
network monitor Wireshark. Figure 4.2 depicts communication between the HNB
and the OAM server, and describes the recovery procedure. It begins by loading a
Linux kernel and starting the initial RAM file system (initramfs) included in this
kernel. The initramfs is designed to start the recovery procedure.

The entire recovery procedure is based on the chain process as described above.
There is no hidden key stored in the HNB, hence it is possible to control the com-
plete recovery and flashing process by controlling the recovery server.
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Recovering Root Password

By changing the parameters in the URL used to get the recovery root file system, it
was possible to get a non encrypted version of this file. It contains a root file system
with a file containing the root password. It was stored using MD5 hash algorithm.
Since MD5 algorithm has been broken and easy to brute-force [69], it was possible
to recover the root password. A password cracking tool, John the Ripper [63] was
used to recover the password.

Enabling Root Login

The configuration parameters and firmware image list is obtained over HTTPS, but
without mutual authentication, and the lists are not signed. Thus we can provide
a self-made configuration parameter list, telling the HNB to use a mode were the
login prompt is activated. The root password used for the normal image is the same
as the one found in the recovery image. It is now possible to log in as root using the
serial port found on the PCB.

Reflashing with our firmware images

The same major flaw allowed us to provide a self-made firmware image list pointing
to custom firmware images. The keys used to decrypt the images, as well as the
hashes and signatures used to verify them, are provided in the parameter list. The
initial public key used for the signature verification chain is also provided in this list.
It is now possible to flash any image on the HNB. Since we have the recovery root file
system, we could use the included client certificate to get the firmware image list, so
to download and decrypt the images provided by the operator. Because the source
code of the firmware images was not available, we used these previously downloaded
images and customized them with additional applications and configurations.

Recovery environment

As we learned form the recovery procedure, it is possible to provide our own keys,
configuration parameters, and firmware images. We setup an environment to simu-
late the entire recovery procedure. The simulation setup consists of a DHCP server,
a DNS server, a NTP server, and a HTTP[S] server. Figure 4.1 illustrates the setup.
With this environment, we can configures the HNB and install new applications like
the lightweight SSH daemon, dropbear [37]. It is now possible to log in the HNB
over the network, without requiring any hardware modification.
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Figure 4.2: Recovery Procedure and Flaws
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4.3.5 Backhaul Link Security

As discussed earlier, the HNB uses an IPsec tunnel over the backhaul link. After
having gained root access on the device, we analyzed the IPsec process and fig-
ured out that it uses the EAP-SIM mechanism to authenticate the hosting party
and create the keys used to establish the IPsec tunnel. In this section, we describe
IPsec tunnel establishment procedure using EAP-SIM. In the first phase, the de-
vice authentication to the SeGW is performed. The communication begins with a
IKE_SA_INIT pair to negotiate cryptographic algorithms and exchange nonces used
for the Diffie-Hellman algorithm. Then IKE_AUTH messages are exchanged and are
described as follows:

1. The HNB sends a request message to get the SeGW’s identity.

2. The SeGW sends a response message along with EAP-Request/Identity mes-
sage and his certificate.

3. The HNB verifies the certificate and sends a EAP-Response/Identity message
containing an identity. The EAP-id has the following fully qualified domain
name (FQDN) format:

< IMSI > @mnc < MNC >.mcc < MCC >.3gppnetwork.org

with IMSI being the one included in the SIM, MNC the Mobile Network Code
on the operator, and MCC the Mobile Country Code of the operator.

4. Then the SeGW sends a EAP-Request/SIM/Start message. It contains the
list of EAP-SIM versions supported by the SeGW in the AT_VERSION_LIST

attribute.

5. The HNB sends EAP-Response/SIM/Start in the response including the AT_NONCE_MT,
AT_SELECTED_VERS

ION values. The AT_NONCE_MT attribute contains a random number NONCE_MT,
chosen by the HNB, and the AT_SELECTED_VERSION attribute contains the
version number selected from the previous message.

6. After receiving EAP-Response/SIM/Start message, the SeGW obtains GSM
authentication triplets (RAND, Kc, SRES) from the HLR or AAA server.
Then the SeGW sends a EAP-Request/SIM/Challenge message. It contains a
RAND challenge and a message authentication code attribute AT_MAC to cover
the challenge.

7. After receiving, the HNB sends the RAND value to the GSM authentication
algorithms in the SIM and calculates a message authentication code value
AT_MAC. It compares the calculated value with the received value. If the values
matches, it sends EAP-Response-SIM-Challenge message containing a new
AT_MAC attribute.
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8. The SeGW verifies the MAC of the received attribute and sends EAP Success
message. At this point, the SeGW and the HNB both derives the Master Key
(MK). The MK is derived as follows:

MK = SHA1(Identity|n*Kc|NONCE_MT|

Version List|Selected Version)

9. The SeGW finally sends the EAP Success message to the HNB.

The Master Key is used for a Pseudo-Random number Function (PRF) which
generates separate Transient EAP Keys (TEKs) for protecting EAP-SIM packets, a
Master Session Key (MSK) for link layer security, and an Extended Master Session
Key (EMSK) for other purposes. EAP-SIM requires two TEKs for its own purposes:
the authentication key Kaut is to be used with the AT_MAC attribute, and the en-
cryption key Kencr is to be used with the AT_ENCR_DATA attribute. These two keys
Kaut and Kencr are used by IPsec in order to encrypt and decrypt the packets in
each direction.

The GSM triplets plays an important role in the key derivation function which
calculates MK. Generally and in our case, n=3 to form a 128 bits key. By knowing
the three values of Kc, MK can be calculated, leading to get Kaut and Kencr so
to be able to decrypts the ESP packets used in the IPsec communication. This
means we can monitor communication between the HNB and the SeGW. The RFC
4186 says that The EAP-SIM protocol should be implemented in such a way that the
peers should be protected against triplet querying attacks by malicious software[57].
However, we show a practical attack against implementation of EAP-SIM protocol
in this HNB that gives us complete GSM triplets values including RAND, Kc, and
SRES.

Obtaining GSM Triplets

In order to obtain the GSM triplets (RAND, SRES, Kc), we use a smart card Appli-
cation Protocol Data Unit (APDU) sniffer. The sniffer records the communication
between a Smart Card (SC) and a reader. In this case, the SC is a SIM. The com-
munication protocol defined in [49, 60] is similar to the serial communication over
UART, making it possible to record it using a simple device as the APDU snif-
fer. On top of this electrical protocol, the SIM uses the T=0 transmission protocol.
The messages sent between the UE and the SIM are APDU commands defined in
[49, 59]. Because the communication is not encrypted when using the T=0 protocol,
the transfered commands can easily be parsed. During EAP-SIM procedure, the
IPsec application inside the HNB sends requests to the SIM card. It first requests
the identity (IMSI and MSISDN2) of the SIM, then it sends to the SIM a random
number received from the IPsec server. After receiving the random number, the SIM

2MSISDN: Mobile Subscriber Integrated Services Digital Network Number
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Figure 4.3: A3/A8 request and response messages

Figure 4.4: Setup to capture GSM triplets

computes the GSM cryptographic algorithm. This algorithm contain two security
functions A3 and A8. It takes a random number RAND (128 bits) as input, A3
outputs a SRES (32 bits), and A8 outputs a Kc (64 bits)[51], using the secret key
Ki. This secret key is only in two places: hidden within the SIM, and in the HSS
of the operator. The tuple resulting from the algorithm is used to authenticate the
SIM card, thus the HNB. To perform this algorithm on the SIM, the RUN GSM
ALGORITHM command is used. The input is the RAND, the response are SRES
and Kc resulting from the A3/A8 algorithms.

Figure 4.3 shows the packet format of this request and response and Figure
4.4 depicts experimental setup to obtain GSM triplets. The SC APDU sniffer was
placed in between the SIM slot located on the HNB PCB and the SIM card provided
by the operator. It enabled us to sniff the communication between the SIM card
and the SC reader. The serial interfaces of both the HNB’s PCB and the SC APDU
sniffer were connected to the computer. The HNB was started in normal mode by
connecting it to the Internet. We built a SIM parser tool to analyze the data. In
this manner, we were able to obtain RAND, Kc, and SRES.
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4.3.6 Changing Access Control Mechanism

When the HNB is connected to the SeGW for the first time or after the recovery
procedure, it gets provisioned by the operator. The provisioning data includes a
CSG (Closed Subscriber Group) list. This list is used by the HNB to perform an
access control mechanism and decide which subscriber can connect to it. Only the
customer owning the HNB is authorized to send a request to the operator to modify
this list, which will then be provisioned to the HNB. If an attacker is able to modify
the CSG list locally, it might not affect the operator, since the operator can reject
the connection-requests from a non-CSG list subscriber. However, after gaining
root access to the device, we were able to modify the database where the CSG list
is stored. This can constitute a signaling overhead for the HLR or the AAA server,
since the HNB accepts connection-requests from a non-CSG subscriber and redirects
to the HLR/AAA server via the SeGW. It is also possible to add a subscriber to the
CSG list via the web-based interface.

4.3.7 Dumping Security Credentials and Configuration Data

Having root access to the device, we dumped the database stored on the device to
understand its structure. The dumped data contains critical information about the
device itself and about the MNO such as :

� serial number of the device

� device management server URL and related authentication credentials

� IMSI and MAC address of the device

� MAC address of the SeGW

� event and alert log

� subscriber’s phone number and related IMSI

� GAN controller (GANC) server address and port information

� cell ID of the HNB

� network addresses of the Performance Measurement (PM) server and authen-
tication details

� IPsec security settings

� URL of the OAM servers

� other device and cell configuration settings

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”



38/98 Chapter 4 Security Analysis of a Femtocell device

In addition, it revealed user name and security credentials required to access the
web-based interface. The web-based interface is used for administration of the HNB.
An attacker can mount various attacks against the MNO’s infrastructure using the
above critical information. The firewall at the SeGW accepts the traffic coming
from the HNB considering it as legitimate traffic. Further, the device should not
reveal the IMSI and the phone numbers of the subscriber in plain text. This can
potentially risk the subscriber’s privacy.

4.3.8 Accessing HMS Server

The HNB supports Performance Measurement (PM) required by the MNO to mon-
itor its network based business level requirements [54]. For performance measure-
ment, the HNB records and sends data to the PM server over various protocols such
as FTP, SFTP, HTTP and HTTPS [50]. The recorded data defines the load carried
by the HNB network and the grade service offered. The performance measurement
server is part of the HMS. The PM reports are encoded in ASN.1 or XML files.
Our HNB encapsulates the PM data in a XML file format and sends it to the PM
server using FTP [98]. We analyzed these XML files and learned that it sends IMSI,
IMEI, software version of the device, Cell ID, and the UE related activities to the
PM server.

As discussed in the previous Section, we retrieved the network address of the
PM server and the required authentication credentials from the database. We in-
stalled a SSH server to be able to login in the HNB, but also to use the HNB as
a proxy to access the PM server from our computer. The installation of the SSH
server application was performed through flashing our own firmware on the device.
By providing user name and password, we were able to gain access to the PM server
(over FTP) via the proxy.3 As the PM server collects PM reports from all the HNBs
inside its network, it has a complete list of HNBs and associated information such
as IMSI, IMEI, cell ID, and software version. It was possible to get reports of all
other connected HNBs. Leakage of such information is a privacy issue for the HNB
subscriber since HNBs can be identified using its Cell IDs. An attacker can use a
specific 3G cellular phone to scan surrounding cell IDs using the network monitor
menu. After recording the HNB cell IDs, he can co-relate these ID numbers with
the particular IMEI. This IMEI number is important since the last four digits of
the IMEI numbers are used as a password to access the web interface. This suggest
that password policies are seldom followed by the operator. It means the attacker
can have the authentication credentials for all HNBs owned by the operator. If the
attacker has access to the local network where the HNB is connected to, he could
login into the web interface and see the subscriber’s phone numbers or change the

3The mobile network operator was aware of our research results including discovered critical vul-
nerabilities.
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IMEI IMSI Cell ID

xxxxx90103952xx xxxxxx5903917xx xx336

xxxxx90104098xx xxxxxx4903911xx xx995

xxxxx90104017xx xxxxxx4903908xx x132

xxxxx90104106xx xxxxxx4903901xx x315

xxxxx90104137xx xxxxxx4903913xx xx437

Table 4.1: Extracted data from the HMS server (Bold digits are the passwords to access
web-based interface)

Figure 4.5: Screen snapshot of the web-based interface

configuration of the HNB. Table 4.1 shows the extracted information from the PM
server.

4.3.9 Accessing Web-based Management Interface

The HNB provides a web-based interface for the HNB administration. However, on
the device manual there is no information about this service. It was found while
performing a network scan. The web-site requires some credentials to get more
information. Having root access on the device, we learned how to find these. Once
logged on the web interface, only a brief summary of the HNB status and the CSG
is displayed. Initially, it was not possible to administer the HNB. While the main
web interface provided by the operator had limited functions, we discovered hidden
web pages provided by the vendor as we analyzed the firmware images. These web
pages do not even require the user to be logged in to access them. The web-based
interface provides numerous functionalities to configure the HNB, such as adding
new subscribers to the device, changing frequency bands, disable/enable sniffing
profile etc. Almost every configuration parameter can be set. Figure 4.5 shows a
snapshot of the sniffer profile management menu.

4.3.10 Spying on Connected End-users

As explained in the above section, the HNB can be turn into open access mode.
The connected end-users can use the HNB services including voice, text and data
services. We installed tcpdump [38] on the HNB to capture the communication traffic
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Figure 4.6: clear text SMS message

Figure 4.7: Unencrypted Communication between HNB and ME

and forward it to the computer. For test purposes, we connected a non-allowed
subscriber to the HNB and a few text messages and voice calls were exchanged.
The communication logs were recorded and viewed in the wireshark application.
Our most surprising finding is that the signalling traffic was unencrypted. The text
message was in clear text and voice calls were encrypted. Figure 4.6 shows a clear
text SMS message. Moreover we were able to see RAND, AUTN, and TMSI used
for the user authentication.

On the other hand, we can disable the HNB ciphering option stored in the
database by using the root access. There is no public tool to record 3G calls over the
air and check whether calls are encrypted. Indication of access network encryption is
mandatory in 3G [32]. However this Ciphering Indicator in the ME can be disabled
by the operator. A Nokia phone (model number 6212C) was used to check a level
of security provided by the access network. It reveals that the HNB does not use
ciphering if disabled previously. Figure 4.7 shows a ’open lock’ symbol on the Nokia
phone. This attack show femtocell’s can impact privacy of end-users and can be
misused by the attacker.

4.4 Risks Posed by Compromised HNB

We have examined how HNB device may present new risks not only to the mo-
bile operator but also to the users. In this Section, we summarize the discovered
vulnerabilities found in a largely deployed HNB. The Table depicted in Figure 4.8
summarizes various attacks that we were able to perform on the device and their
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Figure 4.8: Attacks that we were able to perform

impacts. These attacks are discussed in the 3GPP HNB standard abstractly [40].
Then we discuss their significance on the operator network. In particular, we discuss
how our results may impact them.

4.4.1 Lawful Interception Procedure

We showed various attack vectors to defeat location locking methods. They may
impact the lawful interception procedure. Though lawful interception is not applied
in HNBs, ongoing work in the 3GPP Rel-10 suggest that HNBs with local IP access
and selected IP traffic offload may be considered in it [47]. Further national agen-
cies requires a Legal Intercept Management Function to be provided by the mobile
operator network [56]. According to the lawful interception procedure, the operator
should provide the location data of the both parties (the caller and the receiver) in
real-time and in off-line stored call data logs. In these cases, our attacks have an
impact on the trustworthiness of the location information provided by the HNB. If
the call is made or received using a HNB under our attacks, it is difficult to iden-
tify location of the caller or the receiver in real-time and off-line lawful interception
procedure.

4.4.2 Business- No roaming call charges

In addition, if an attacker moves and operates the HNB to any other country, then
he can to avoid the roaming call charges. In order to do this, as described in
Section 3, he only needs to establish a VPN tunnel to the registered location and
use a GSM/GPS jammer. The GPS/GSM jammers can be brought easily at low
price around 40$ [48]. This can affect the mobile network operator’s revenue (in
particular, earnings based on the roaming charges).
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4.4.3 Legal Conflicts

If the attacker moves the HNB to an other country, it leads to emergency calls being
routed incorrectly and inaccurate location data delivered to the emergency service
providers. This can be a problem not only for the mobile network operator but also
for the emergency service providers. More important, there is a legal conflict over
the radio frequency spectrum, since the network operator can only deploy HNBs
under their owned licensed frequency spectrum and areas. As we described in the
Section 4.3.9, in addition to the use of HNB in an unresisted location, it is possible
to modify HNB’s configuration and to change the frequency settings. Hence this
can cause legal issues for the HNB or the mobile network operator.

4.4.4 3G IMSI catcher and eavesdropping

As we discussed earlier, it was possible to configure the HNB to accept any user from
any operator. Once the mobile phone is connected, logo or name of the network
operator is displayed on the screen. In addition, it was possible to change the MNC
and MNN of the HNB so that the victim user believes to be connected to his own
network operator. By doing so, we can force any user the connect to the HNB and
capture his IMSI. Moreover, the communication is encrypted between the ME and
the HNB, and then through IPsec. Thus, all the user communication data inside
the HNB can be viewed in clear text. It is even possible to disable the over the
air ciphering and not all phones indicate this insecure mode. This endangers the
privacy of the end user.

4.4.5 Attacks to the core network

We anticipated that it would be difficult to break the security techniques imple-
mented in the HNB. However, we were surprised at the easiness in defeating them;
in particular in obtaining the firmware images from the OAM server, in getting root
password and access to the device, and in obtaining the GSM triplets required to
calculate IPsec keys. In addition, we were able access to the Performance Mea-
surement server which resides in the operator’s network. Accordingly, we believe
following types of attacks may possible and affect to the operator’s critical infras-
tructure.

4.4.5.1 SS7 and SIGTRAN attacks

The Signaling System Number 7 (SS7) is a protocol suite used for classical telephony
signaling [45]. The SIGTRAN protocols are an extension of SS7 protocol suit and
uses an IP transport called Stream Control Transmission Protocol (SCTP). The
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SCTP protocol is used to carry Public Switched Telephone Network (PSTN) signal-
ing over IP[68]. Past research work discuss potential risks of SS7 signaling attacks
through the HNBs [64]. From our results and experiences, we believe that it could
be possible to do SS7 related attacks via a HNB. There are numerous SS7 signaling
related open source projects and tools, for example OpenSS7 [31] and SCTPscan
[65]. As we demonstrated earlier, we can install any application on the HNB or use
it as a proxy, enabling us to run these test suits (SCTPscan). The SCTP tool is used
to perform pentesting on the MNO’s infrastructure. It could give us opportunities
to find the entry points to the operator’s core network. We think, it is less likely
that the HNB network operator has a SS7 and SIGTRAN filtering applications on
the HNB gateway. Therefore it would be difficult for the HNB operator to detect
the SS7 and the SIGTRAN signaling attacks.

4.4.5.2 GAN/UMA attacks

The Generic Access Network (also refereed as Unlicensed Mobile Access) aims at the
convergence of mobile, fixed, and Internet telephony (Fixed Mobile Convergence).
It extends mobile voice, data and Internet Multimedia Subsystem/Session Initiation
Protocol (IMS/SIP) applications over IP networks [41]. The UMA standard is used
for a secure, managed, and standardized interface from the HNB to the MNO core
network [61]. The HNB we analyzed also connects to the operator’s UMA inter-
face. However, by having root access on the HNB, it is possible to perform various
attacks such as internal network discovery, topology mapping, host identification,
and vulnerability scanning. Though we were not able to test these attacks due to
legal issues, we believe that an attacker could have more opportunities to attack the
UMA through the HNB as compared with other UMA enabled devices.

4.5 Discussion

The femtocell is an emerging technology benefiting not only to the user by providing
greater data rates but also to the operator by enhancing the overall network quality
and increasing the revenue. However, giving access to the mobile network opera-
tor’s core network through femtocell, it raises several important security issues. In
this chapter, we practically analyzed a commercially-deployed today’s femtocell and
discovered several vulnerabilities. In particular, we demonstrated that it is possible
to have complete control over the femtocell including changing access control mech-
anisms, re-configure the femtocell, having root access to the device, and injecting
malicious code in it. In addition, controlling the device enabled us to access the
femtocell management servers and to calculate keys needed to decrypt the traffic
between the femtocell and the operator. We explained how these attacks can im-
pact the mobile operator’s business and its core network. Our experimental results
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reveal that the security mechanisms implemented in the femtocell are flawed and
deviated from the specifications.
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5
The Effect of Compromised Devices on

Cellular Networks

5.1 Overview

As of the first quarter of 2011, 19 operators have adopted femtocell technology in
13 countries around the world and many others are running field trials [89]. This
number has increased to 31 operators in 20 countries during the second quarter of
2011 [90], including high profile operators such as Vodafone, Movistar, AT&T, SFR,
China Unicom, and NTT DoCoMo. Informa estimated that carriers have deployed
2.3 million femtocell access points at the end of 2010 and forecasts it to reach 49
million in 2014 [90]. Thus there are now large fractions of operator infrastructure
which communicate over the Internet and which are deployed at locations where
users and adversaries have physical access to the equipment. Due to this situation,
these devices may become an appealing target to perform attacks on mobile com-
munication, or use them as a stepping-stone for attacks targeting the operator’s
network. Therefore, security is one of the top priorities for operators during the
deployment process of these devices.

We believe that it is a fundamental flaw of the 3G specifications to treat base
stations as trusted devices. This becomes even more important in the context of
femtocells. Femtocells involve different aspects of security including integrity of the
device, access control mechanisms, and protection of the software update process.
Among the top threats [40] identified by the industry are: booting the device with
modified firmware; software and configuration changes; eavesdropping on user data;
masquerading as other users; traffic tunneling between femtocells; Denial of Service
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attacks against femtocells and core network parts. While these threats are defined
abstractly, their practical impact on mobile communication is rather unclear. We
aim to measure the scale of such impact in a real operator network, conducting a
practical security analysis of a femtocell device available to the public.

Despite the importance of femtocell security, it is well known [79–81, 83] that
it is possible to get root level access to these devices. However, the negative con-
sequences of rogue devices on mobile communication have not been thoroughly an-
alyzed yet. In this section, we show that rogue devices pose a serious threat to
mobile communication by evaluating the security impact of femtocell-originated at-
tacks. We begin with an experimental analysis of security threats affecting end-users;
both end-users deliberately using such a device as well as those who are not inten-
tionally booked into the cell (e.g. by means of a 3G IMSI-Catcher). Furthermore,
we evaluate the risk of femtocell-based attacks against the mobile communication
infrastructure. This includes operator components and femtocells owned by other
subscribers. We investigate how these components can be accessed and what type of
network-based attacks are possible against them. Moreover, we argue how femtocell
features in combination with common software vulnerabilities can provide a suitable
environment to perform signaling attacks or allow to turn the femtocell network into
a global interception and attacking network.

While these devices run flavors of the Linux operating system, large parts of
the functionality are provided by undocumented, proprietary binaries. Therefore, we
conducted a vulnerability analysis of the femtocell and network architecture using a
mixture of reverse engineering and experimental testing. In our work, we concentrate
on a device deployed by the operator Société Française du Radiotéléphone (SFR):
the SFR Home 3G [105] femtocell. SFR is the second largest mobile phone operator
in France and has been among the early adopters of this technology [101]. However,
due to the design of the femtocell architecture, most of the attacks presented in this
work are not limited to this specific operator or device. During our analysis, we have
found several security critical attack vectors that can be leveraged to the previously
mentioned threats defined by the industry. We will outline the risks of the femtocell
technology that are caused due to a combination of operator specific configuration
mistakes and problems inherent in the design of the femtocell architecture.

The key contributions of this chapter are:

� End-User Risk Assessment: We demonstrate that attacks based on a rogue
femtocell can easily compromise all important security aspects for mobile
phone users, namely integrity, authenticity, confidentiality, and availability.
Such attacks include intercepting, modifying or impersonating user-generated
mobile communication traffic. These attacks are inherent in the basic archi-
tecture of current femtocells and are carrier independent.

� Femtocell/Infrastructure Weakness Analysis: We characterize network
based attacks originating from a rogue femtocell device. Moreover, we highlight
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the design concerns of the femtocell security architecture in the procedure of
attack exploration and experimentation. We exhibit how these issues conflict
with some of the basic 3G security principles and requirements.

� Implementation and Evaluation: We developed a set of attack-software
to both implement attacks and enable interactions with critical components
of the operator infrastructure. Furthermore, we evaluated the presented at-
tacks based on a commercially deployed femtocell in a real operator network,
highlighting the problems inherent with this new technology.

Both the operator as well as the vendor have been notified of our research results.
The implementation specific flaws have been addressed by the femtocell vendor in
firmware version V2.0.24.1.

The remainder of the chapter is organized as follows. In Section 5.2 we provide
a brief overview of the femtocell infrastructure and involved network components
as well as describing how they are cooperating with each other. In Section 5.3 we
demonstrate attacks based on a rogue femtocell against end-users and their impact
on mobile communication. Section 5.4 describes experimental attacks targeting the
femtocell infrastructure. In Section 5.5, we present vulnerabilities in the femtocell
security architecture and discuss the overall effect on the 3G security principles.

5.2 Background and Overview of the 3G System
Architecture

This section briefly describes the 3G infrastructure and exhibits how the architecture
integrates femtocells. Additionally we discuss how femtocells can be compromised
by an attacker and turned into rogue devices. The technical term for a femtocell in
a Third Generation (3G) network is Home Node B (HNB) [76]. We will attempt
to use common terms rather than industry specific terms throughout this work, but
sometimes using industry acronyms is unavoidable.

5.2.1 3G Architecture

In the following paragraph, we give an overview of the 3G architecture as defined by
3rd Generation Partnership Project (3GPP) [103] and as illustrated in a simplified
version in Figure 5.1.

A classical 3G network is divided into three main parts. Firstly, the subscriber
part consists of Mobile Stations (MSs), most notably mobile phones, smartphones,
and 3G modems. Secondly, the Access Network (AN) is responsible for connecting
the wireless devices to the operator back-end network, which is known as the Core
Network (CN).

Thesis: “Security Analysis of Femtocell-Enabled Cellular Network Architecture”
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The AN usually consists of multiple Radio Network Subsystems (RNSs). An
RNS accommodates base stations called Node Bs (NBs) and a Radio Network Con-
troller (RNC) managing them. The RNC acts as the gateway towards the CN and
forwards all traffic originating from MSs that passes through the NBs. Both the orig-
inal GSM and current 3G architectures trust the base stations: although the phones
use link-encryption to communicate with the base station and the base stations could
use link-encryption to communicate with the operator’s back-end network, there is
no end-to-end confidentiality or integrity between the user’s phone and the carrier’s
network.

The third part is the CN that further contains two subsystems. The Mobile
Switching Center (MSC) residing in the Circuit Switched (CS) subsystem is mainly
responsible for call routing related tasks and maintains the circuit-switched model
of conventional telephony (the Public Switched Telephone Network (PSTN)). Con-
versely, the Packet Switched (PS) network subsystem primarily comprises a Serving
GPRS Support Node (SGSN) to route data traffic and resembles packet-switched
networks.

The CS and PS subsystems both share a number of common infrastructural
components such as the Visitor Location Register (VLR) and the Home Subscriber
Server (HSS) which are critical components of access control and billing. A VLR
acts as a database for temporary subscriber information belonging to subscribers
within a dedicated geographical area served by this register. The HSS incorporates
the Home Location Register (HLR) and the Authentication Center (AuC) required
to manage and authenticate subscriber information. An HLR acts as a central
database storing all data associated with each registered subscriber of the operator.
The AuC assists other components within the network by providing authentication
and cipher key material needed to establish communications.

Core Network (CN)

Mobile

Station

(MS)

Access Network (AN)

Figure 5.1: Femtocells and their place in the 3G network architecture.
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Figure 5.2: The GAN protocol stack.

5.2.2 Femtocell Infrastructure

In order to integrate femtocells (in technical parlance, Home Node Bs (HNBs)) into
existing operator networks, a new subsystem has been added, namely the Home
Node B Subsystem (HNS). This subsystem shares most major functionality present
in the RNS of a conventional 3G network and connects to the same carrier back-
end network. The femtocells act as a small cellular base station. Each femtocell
communicates to the carrier network via the HNB GateWay (HNB-GW), which
has similar functionality to the RNC component of a conventional 3G network. In
particular, the HNB handles radio management functions whereas the HNB-GW acts
as an interface to provide core network connectivity. As we explain in Section 5.3.1,
the deployed HNB actually is a combination between the NB and the RNC.

Unlike the traditional telecommunication equipment, carriers deploy femtocells
in environments that are not under their control. Thus the standard introduced new
network services in order to enforce security requirements and to allow operators to
remotely control these devices. The Security GateWay (SeGW) component enables
the femtocell to communicate with the carrier network in a secure way over an un-
trusted, shared broadband connection using a separate link-encryption layer (IPsec)
to prevent eavesdropping or modification of traffic.

In order to allow the operator to remotely control the femtocell, the stan-
dard introduced the Operation, Administration, Maintenance, and Provisioning
(OAMP) [104] server as a part of the HNB Management System (HMS) [102]. It acts
as the central management entity within the network. While the main components
and interfaces of the HMS are defined by the 3GPP, the implementation details are
left to vendors and may differ among the various operator networks.

Just like a normal base station, the femtocell is effectively trusted: although
there is link-layer encryption between the mobile devices and the femtocell, and
between the femtocell and the carrier’s network, there is no end-to-end integrity or
confidentiality between the phone and the carrier.
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5.2.3 Core Network Communication: Generic Access Network Protocol

Integration of femtocells into the existing telecommunication network over the public
Internet is a challenge for operators and vendors. The 3GPP defines the following
three approaches to connect these devices to the core network over the so-called
Iuh interface: Iub over IP, SIP/IMS, and Radio Access Network (RAN) gateway
based [120]. While these protocols differ in details, the architecture and supported
features are all similar. We concentrate on the third approach based on a RAN
gateway as our device uses this protocol. This technique utilizes the 3GPP Generic
Access Network (GAN) protocol as the interface between the femtocell and the
gateway [41].

The GAN protocol, formerly known as Unlicensed Mobile Access (UMA), was
originally designed to allow mobile communication over Wi-Fi access points, enabling
the phone to connect to the operator network over an IP network. This protocol
was first standardized by Mobile Network Operators (MNOs) in 2004 [121] and lead
to the GAN specification [41, 91] in 2005. The protocol transparently encapsulates
all traffic generated by the phone and forwards it to the HNB-GW. This gateway
is referred to as GAN Controller (GANC). Similar to the RNC in traditional 3G
networks, it is linked to the operator’s CN using the IuCS/IuPS interface. For com-
patibility with the HNB architecture, the GAN protocol has been slightly extended
(see Section 5.3.1).

The HNB acts as a gateway between the MS and the GANC as depicted in
Figure 5.2. As in a classical 3G network, mobile phones connect to cells (in this
case the HNB) via the Uu interface. Therefore, the presence of GAN is transparent
to the subscriber’s phone. Our femtocell device supports this protocol to enable
mobile telecommunication via the customer’s broadband connection. The GAN
protocol implementation running on the HNB maps all 3GPP Layer 3 (L3) radio
signaling to TCP/IP based GAN messages and passes them to the GANC. This
enables the HNB to perform signaling tasks by sending encapsulated L3 messages
to the GANC.

Details of these GAN messages are as follows. To map radio signaling from a
specific subscriber to GAN messages, the femtocell maintains a TCP connection with
the GANC for each individual subscriber. The connection management is based on
Generic Access Resource Control (GA-RC) messages. The CS traffic is encapsulated
in Generic Access Circuit Switched Resource (GA-CSR) messages, while PS traffic is
covered by Generic Access Paket Switched Resource (GA-PSR) messages. We discuss
the specific roles of these messages in Section 5.3.2. Additionally, GAN supports
MAP based signaling to control the telecommunication circuit and to manage the
network [72]. This provides the necessary protocol functions for all Mobile Termi-
nated (MT) as well as Mobile Originated (MO) services and thus supports full 3G
functionality.
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5.2.4 Compromising Femtocells

In order to operate the femtocell as a rogue base station and perform the attacks
presented in Section 5.3 and 5.4, an attacker must acquire full control over the
femtocell. Since femtocells are connected to the carrier’s network, they must be
secured to protect this critical infrastructure.

This securing should include such functionality as mutual authentication be-
tween the device and the serving network, secure storage, secure network access,
and secure communication [77]. However, due to the mass deployment of femtocells,
carriers rely on a low cost per unit. Hence, femtocell manufacturers face a trade-off
between secure hardware, software security, and low production costs. Consequently,
the implementation often includes flaws that can be used to gain control over the
device.

Common methods for initial debugging of embedded devices are test-pin prob-
ing, packet sniffing, network scanning, and reverse engineering. Attackers use test-
pin probing to detect UART or JTAG ports, or other techniques which researchers
have used to gain root access on various commercially deployed devices [79–81, 83,
97].

Alternatively, as these techniques did not reveal obvious flaws in the device
we studied, we examined the recovery procedure in order to compromise our device.
If, for any reason, the femtocell is unable to connect to the carrier’s network, the
recovery mechanism enables the device to repair itself. The recovery procedure
fetches and installs the latest working firmware images and configuration settings
from the Operation, Administration, and Maintenance (OAM) server. We discovered
two critical flaws in the implementation of the recovery mechanism on our device.
Firstly, there is no mutual authentication between the OAM server and the femtocell.
While the OAM server authenticates the femtocell, there is no authentication of the
OAM server. Thus, we were able to setup our own OAM service and modify its
address by spoofing DNS (Domain Name System) replies.

Secondly, the firmware images provided by the OAM server were signed and
encrypted. However, the implementation of this security mechanism included a
trivial vulnerability: the OAM server provides the keys used to decrypt and verify
the files in the configuration that is fetched by the femtocell. As a result, we were
able to use existing images provided by the operator, add additional software and
adjust configurations according to our needs, and deploy these modified images via
the firmware recovery procedure. Using this method, we gained full control over the
HNB [80] and were able to utilize it to perform the attacks presented in the next
sections. Our experimental setup, as depicted in Figure 5.3, essentially consists of
a victim phone, a rogue femtocell, and a computer utilized to monitor the network
traffic, flash the device, and perform the presented attacks. 1

1Although we and others have exploited specific flaws in individual femtocells, due to the absence
of substantial and expensive tamper resistance, we must assume that an attacker can always
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Figure 5.3: Our setup: A computer to monitor traffic and perform attacks, a victim phone
and an SFR femtocell.

5.3 End-User Threats

A great advantage for end-users of a femtocell is the increased local 3G coverage,
and thus higher mobile data bandwidth in their home environment. However, as we
demonstrate in the following sections, end-users using such a device are subject to
several attacks when connected to a rogue femtocell. End-users include subscribers
who are knowingly using this cell (e.g by using a femtocell installed in their home
environment), as well as those who may not be aware of this because the attacker
has installed his rogue femtocell in an unexpected location.

In both cases, the femtocell architecture has to ensure the confidentiality, in-
tegrity, and authenticity of mobile communication as well as the availability of mobile
services to the registered subscribers. We show how all these protections can be by-
passed by a rogue femtocell. It is important to note that although the experimented
attacks targeted a specific vendor and a specific protocol (GAN), these attacks rely
on the trusted nature of femtocells in the cellular network architecture and thus are
adaptable to different vendors, carriers, and devices.

5.3.1 IMSI-Catching and Call Interception (Confidentiality)

The confidentiality of the subscriber data is a very important security aspect in
mobile communication networks. It is well known [96, 126] that it is easy to build
an IMSI-Catcher device for GSM networks by using radio equipment and Open
Source software. An IMSI-Catcher is a combination of hardware and software that

gain root access on any femtocell in their extended physical possession.
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pretends to be a legitimate operator’s base station and is usually used to intercept a
victim’s communication and determine their IMSI (International Mobile Subscriber
Identity), which enables the identification and tracking of individual phones. At the
same time, it acts as a proxy between the victim’s phone and the carrier, which
prevents this monitoring from being detected. This attack leverages the fact that
the network is not authenticated by the phone in GSM.

The 3G network was not supposed to be vulnerable to IMSI-Catchers, as the
phone authenticates the carrier network. Yet a rogue femtocell can be used to create
a 3G IMSI-Catcher as follows.

Mutual Authentication/Over-the-Air Encryption In contrast to GSM, the 3GPP
defines [73] mutual authentication between the mobile phone and the carrier’s net-
work for 3G using a challenge response procedure assisted by the subscriber’s Univer-
sal Subscriber Identity Module (USIM). If the carrier is not properly authenticating
itself, the phone would not attempt to register with the network. Yet since a fem-
tocell is an authorized and authenticated base station with an operator back-end
connection, we can use a rogue femtocell as a cheap 3G IMSI-Catcher, circumvent-
ing the problem of mutual authentication without relying on protocol downgrading
attacks. Thus, posing a serious threat to the data confidentiality of subscribers being
booked into an HNB.

In order to provide mutual authentication, encryption and integrity protec-
tion, the femtocell acts as a combination of RNC and NB known from classic 3G
networks. To understand call interception, we briefly describe the encryption and
authentication procedure. The full details of this procedure are defined in [73, 74].

To guarantee the aforementioned security protections to subscribers, the fem-
tocell receives an Authentication Token (AUTN), a random challenge RAND, an
Integrity Key (IK), and a Cipher Key (CK) from the carrier’s AuC server [129].
The RAND and AUTN values are forwarded to the phone. This AUTN is required
by the phone to verify the authenticity of the network. By using a shared secret
key K in combination with the random challenge RAND, the subscriber’s USIM
computes an Authentication Response (RES), IK, and CK. The resulting RES is
required to authenticate the phone to the carrier’s network and must be compared
with Expected Response (XRES) by the femtocell.

The IK and CK keys generated in the AuC and transferred to the femtocell are
not forwarded to the phone, but kept locally. This IK key is required by both parties
to provide integrity protection for authentication and cipher algorithm selection
between the femtocell and the phone. In contrast, CK is used as a key to encrypt
Over-the-Air (OTA) communication between the phone and the femtocell. The
femtocell decrypts, encapsulates, and relays the decrypted data of mobile subscribers
to the operator network. In the case of our device, the signaling traffic is transferred
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to the HNB-GW via the GAN protocol and the voice call data is encapsulated in
an unencrypted RTP stream.

Thus the femtocell has established encrypted connections in two directions
based on entirely unrelated cryptographic material. While the connection between
the femtocell and the SeGW is encrypted using IPsec, the communication with the
phone is encrypted using standard algorithms such as A5/3, with all communication
transferred from one encryption scheme into the other on the femtocell.

As OTA encryption support is mandatory and 3G protocols do not provide
the necessary functionality for end-to-end encryption, the femtocell has to receive
IK and CK from the core network. This in turn means that an attacker in control
of the femtocell can sniff and manipulate traffic on the device. In the case of our
device, the GAN protocol has been slightly extended for the use with femtocells
to provide a Security Mode Command message that allows the operator network to
transfer key material to the device for OTA encryption support [129].

Access Modes/HNB Configuration A femtocell usually provides three types of
access modes [99]: open access, hybrid (semi-open), and closed access mode. Most
femtocells, including our device, default to closed access mode for residential de-
ployments. The device receives a Closed Subscriber Group (CSG) list during the
initial provisioning phase of the femtocell. The femtocell applies this list to enforce
an access control policy that only allows registered subscribers to connect to it.
However, we were able to change this access mode to open access via a hidden op-
erator web interface that contains basic security flaws. While there is a login page,
the configuration pages can be accessed directly and thus bypass the authentication
mechanism. The exact location of the specific pages can be determined by analyzing
the firmware images. Since the access policy is a software feature, not a hardware
restriction, and is enforced on the femtocell, a compromised femtocell can always
bypass this control and change modes.

Changing this access mode to hybrid enables the device to allow any subscribers
of a specific operator to connect to it, while open access allows any subscriber of
any operator to access the network through the femtocell. The femtocell firmware
usually supports the functionality to enable open-access mode for its use in business
environments or public areas. Thus carriers supporting open access mode also very
likely support roaming between different operators via the femtocells (in particular
via the GANC). Moreover, it is possible to change the Mobile Country Code (MCC)
and the Mobile Network Code (MNC) of the femtocell to trick a victim subscriber
into believing it is connected to the home operator. As roaming is allowed and the
subscriber’s home operator will provide valid AUTN tokens, mutual authentication
is still performed successfully. Additional techniques on how to lure phones into
using the IMSI-Catcher have been presented by Dennis Wehrle [96].
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Circumventing IPsec The femtocells connect to the back-end network via the
SeGW, protected using IPsec or similar VPN technology. This means that even
though it is possible to use the device as an IMSI-Catcher, it is not possible to
directly eavesdrop on the subscriber traffic. However, there are multiple ways of
sniffing this data as an attacker with root access to the femtocell. In our case, a
user-space program is in charge of establishing the IPsec connection while a pro-
prietary kernel module encapsulates the network traffic by means of Encapsulating
Security Payload (ESP).

To allow the kernel to handle encryption of this tunnel, the user-space program
has to pass the cipher material (HMAC, Cipher keys, Security Parameter Index) to
the kernel (PF KEYv2 interface). On our test device, this is performed using the
sendto(2) syscall. By hijacking the libc provided wrapper function of this syscall
and parsing the message, we were able to grab the key material for exfiltration.

Monitoring Voice Calls With a successfully exfiltrated session key, we now can
construct a sniffer to capture data in the IPsec stream. We built a small helper
program which uses the key material to decrypt the captured traffic. In combination
with rtpbreak [95], it reconstructs the unencrypted RTP stream from the packets.
The same helper program is also capable of extracting short messages and other
user-generated critical data. The voice data is encoded in the RTP stream using
the 3GPP AMR [71] speech codec in stream format. We also constructed a small
utility based on OpenCORE [93] which can transcode the captured data streams
into playable audio waveforms.

This allows an attacker to impersonate any operator by utilizing a rogue fem-
tocell as an inexpensive 3G IMSI-Catcher and wiretap device. Consequently, ad-
versaries can intercept mobile communication by installing the device in the radio
range of a victim.

This threat is a design problem in the current femtocell architecture since the
communication is in-the-clear within the femtocell and a compromised femtocell
can always exfiltrate key material. It is not possible with the current femtocell
architecture to support end-to-end encryption of critical mobile subscriber data.
Moreover, mutual authentication is always properly performed, as the device is
forwarding authentication tokens received from the corresponding CN of the victim’s
operator.

5.3.2 Modifying Traffic (Integrity)

Data integrity, not just confidentiality, is also critical. Yet we show that a rogue
femtocell can also be used to compromise data integrity. We demonstrate such a type
of attack by modifying outgoing Short Message Service (SMS) traffic for a phone
which is communicating through our rogue femtocell. However, the same approach
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can be applied to any traffic generated by the phone as well as traffic directed to
the phone.

As depicted in Figure 5.2, all traffic generated by the phone is passed to the
GANC using the GAN protocol. Nevertheless, the phone is not aware of this protocol
being used for the communication. The GAN protocol maps the Connection Man-
agement (CM) and Mobility Management (MM) layer messages of the 3G standard
to a TCP/IP based network protocol. As soon as the IPsec tunnel is established
and the device receives provision data, the femtocell attempts to build a perma-
nent connection to the GANC. This procedure is based on GAN Generic Access
Resource Control (GA-RC) messages. Additionally, the GAN protocol provides a
Generic Access Circuit Switched Resource (GA-CSR) layer which is the equivalent
to the GSM Radio Resource (GA-RR) layer. This layer is in charge of setting up a
bearer between the mobile phone and the GANC. To successfully modify the mobile
generated traffic, an attacker has to perform a Man-in-the-Middle (MitM) attack on
the GAN traffic. Therefore, our attacks on such network-based signaling consist of
the following two parts.

GAN Proxy The first part comprises a GAN protocol proxy that forwards all
signaling traffic between the femtocell and the GANC. In addition to this transparent
proxying, it enables us to differentiate between GAN messages exchanged via this
connection. Consequently, the proxy is able to detect incoming and outgoing GAN
messages and in our example, track those that carry SMS data. Since the femtocell
is under our control, we can reconfigure the device to communicate with our GAN
proxy instead of the real GANC. This provides a simple method to force the HNB
to communicate through our MitM proxy.

Attack Client The second part consists of an attack client program that commu-
nicates with the GAN proxy over a slightly extended version of the GAN protocol.
This client is able to inject or modify messages exchanged between the femtocell and
GANC (thus not requiring OTA key material). To modify outgoing or incoming text
messages, our client registers itself with the proxy to indicate that it is waiting for
a text message. In the event of an outgoing message by a victim’s phone, the proxy
forwards its SMS to the registered attack client. Since all authentication is already
complete, there is no additional authentication or encryption required. Our attack
program is able to decode the forwarded SMS SUBMIT message and allows to change
either the message content or the destination number. Finally, it re-injects the mod-
ified message to the proxy which subsequently forwards it to the GANC as if it was
originating from the victim phone.

There is no way for the victim phone or the HNB-GW to detect that the mes-
sage arriving at the operator network is not the same as the one that was originally
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sent. This demonstrates that, in the current femtocell architecture, it is impossi-
ble to ensure the integrity of subscriber data given an HNB is under control of an
attacker.

5.3.3 Injecting Traffic/Impersonating Subscribers (Authenticity)

An even higher risk subscribers have to face is the complete impersonation of their
subscriber identity. This means that an attacker is able to establish phone calls,
send text messages or other data to the network while using a victim’s subscriber
information, without modifying any phone-generated traffic, allowing the attacker
to bill the victim for attacker generated traffic. Reasonable threats include the abuse
for social engineering, premium-rate service fraud, or simply the ability to make free
phone calls. In this section, we describe how to perform such an attack, abusing
subscriber information of a victim booked into a rogue femtocell. For the sake of
simplicity, we demonstrate this by injecting an SMS on behalf of a victim using an
attacker controlled femtocell.

In general, a phone attempting to use a service needs to issue a service request
over a radio channel. To issue such a request on behalf of a victim, the victim’s
subscriber identity (namely the International Mobile Subscriber Identity (IMSI) or
Temporary International Mobile Subscriber Identity (TMSI)) needs to be known to
the attacker. For this reason, the developed GAN proxy additionally caches every
subscriber information exchanged between phones and operator network. In order
to impersonate a subscriber, the attack client registers itself to the GAN proxy
and requests a fresh subscriber identity. The proxy returns the identity (depending
on the availability either IMSI or TMSI) to the client. Afterwards, the proxy is
able to map GAN messages received from the attacking client to the existing TCP
connection of the specific subscriber. As service requests are always authenticated in
3G, the attack client and proxy have to additionally circumvent this authentication.
The actual attack, as illustrated in Figure 5.4, is performed as follows:

1. To send a text message, the attacker needs to setup a virtual radio channel over
the existing TCP connection between the femtocell and GANC that belongs
to the victim’s phone. This is performed by sending a GA-CSR REQUEST mes-
sage including an establishment cause indicating the reason for the resource
allocation. After receiving, the GANC either accepts or denies this request.
In case of an accept, the previously gathered subscriber identity is used by
the attacking client to transfer a GA-CSR UPLINK DIRECT TRANSFER message
to the GANC. This message carries the victim’s subscriber identity and an L3
message indicating that the client is performing a service request and intends
to send an SMS.

2. Since it is not possible to send text messages without being authenticated, the
network replies with a GA-CSR DOWNLINK DIRECT TRANSFER message encap-
sulating an authentication request. The attack client can not properly answer
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Figure 5.4: GAN MitM: SMS Injection.

this request as the secret key K that is required to compute the expected
response (RES) is unknown (stored on the USIM).

3. The proxy solves this problem by paging the victim subscriber. This paging
process is a normal procedure to make a phone aware of an incoming service.
The victim phone user does not notice the paging request as it is sent before
an actual incoming service is displayed on the device.

4. When the phone replies to the paging request, the proxy forwards the authen-
tication request to the victim phone.

5. Next, the victim phone answers the authentication request. There is no way
for the victim to detect that this event has been caused by an outgoing service
request from the attacker.

6. The proxy forwards the authentication response to the GANC and stops fur-
ther communication with the victim device.

7. After this step succeeded, the attacking client continues the process of injecting
a fake SMS SUBMIT message of our choice to the operator network.

8. The carrier acknowledges the successful SMS transmission and allocated chan-
nels are released (10).

As mentioned before, the victim phone as well as the GANC are unable to
detect this as long as the victim’s phone is currently associated with the rogue
femtocell. There is no way for the operator network to identify this message as
being spoofed. The impact of this attack is serious as the resulting billing for
the service is based on the victim’s subscriber identity. We verified this in a real
operator network using prepaid SIM cards. Therefore, this attack clearly violates
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the principle of message authenticity. Furthermore, this injection attack illustrates
that the HNB specification violates one of the basic 3G security objectives (Clause 5,
item a) described in [75]. We have to stress that this attack vector is not limited to
text messages, but can be applied to phone calls or data connections in a similar way.
While it is already possible to spoof caller-IDs and short messages (e.g., via external
SMS gateway providers offering this as a service), the effect from an attacker’s point
of view is slightly different. Unlike when using spoofing services, the victim is billed
for the usage of the service. Additionally, it is hard if not impossible to track the
source of the spoofed message as no external gateway is used and the traffic is
originating from within the operator network.

5.3.4 Denial of Service (Availability)

Another threat are Denial of Service (DoS) attacks against subscribers using a rogue
femtocell. It was previously discovered [78] that the IMSI DETACH MM message is not
authenticated in GSM and 3G networks. This type of message is usually sent to
the network when a mobile phone powers off. In particular, it represents the signal
for the network indicating that the subscriber is no longer using the network and
should not be paged for services. Because this message is not authenticated and
no confirmation is delivered to the phone, an attacker can fake such IMSI DETACH

messages to the network. As a result of this, the network assumes that the subscriber
is disconnected from the network and thereby mobile-terminated services (incoming
calls, text messages, etc.) are not delivered to the phone anymore. Therefore, the
phone continues to assume that it is still connected and listens for paging requests.

Consequently, IMSI DETACH messages can be abused for DoS attacks against
femtocell subscribers. However, since this message is delivered to the VLR which is
usually responsible for a certain geographical area, the attack can not be performed
from arbitrary locations. Because DETACH messages carry the subscriber identity of
the phone to be detached, an attacker additionally has to know the identity (IMSI
or TMSI) that currently maps to the victim within the operator network.

While in a typical network this attack is limited due to geographical constraints,
it is possible to abuse this behavior in a more serious way in the case of a network of
compromised femtocells. Operators usually deploy a dedicated VLR that is used for
all femtocell subscribers in the network even though the customer devices are from
widely scattered geographical locations. In practice this means that it allows us to
detach the complete subscriber base of a femtocell network given the knowledge of
the mobile identities. The process of gathering these required mobile identities from
femtocell subscribers is described in Section 5.4.1. The injection of IMSI DETACH

messages is based on the capability to send arbitrary L3 messages by utilizing the
GAN protocol. In order to attack other subscribers, we have written a program
that initiates a new connection to the GANC by sending a GA-CSR REQUEST. As
soon as this “channel” is established, the program continues by sending a GA-CSR
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UPLINK DIRECT TRANSFER message carrying the required L3 message for the detach
process. This L3 message consists of a detach indication and the victim’s IMSI,
because unlike the TMSI, the IMSI is not random.

There may be situations in which the detach would not work, since the sub-
scriber is currently identified within the network using the TMSI rather than the
IMSI. However, in practice it is easy to bypass this nuisance by submitting an un-
known TMSI to the network. If the network is unable to resolve the TMSI to a
subscriber, it requests the client to identify itself using the IMSI. We developed a
program to automate this process by looping over a set of mobile identities and
sending the required network packets to the GANC. Due to the nature of using
a separate channel for each subscriber, this approach can further be optimized by
parallelizing this process.

Hence, this Denial of Service (DoS) attack has a global impact on the avail-
ability of subscribers within the femtocell infrastructure. Our results show that it
is possible to perform a large scale DoS attack from a rogue femtocell against all
subscribers currently using the femtocell infrastructure.

5.4 Infrastructure Threats

Rogue femtocells do not only represent a serious threat to subscribers but also to
network operators. Considering that these devices expose a certain part of the op-
erator network to the device owner, it is important that infrastructural components
are secured against attacks originating from within the network. Since femtocells
are a part of the infrastructure as well, we also focus on their remote attack surface.
Femtocells reside in the AN and not in the CN. Thus, not all components of the
operator infrastructure are exposed to an attacker. However, several critical infras-
tructure elements exist within the AN. Additionally, it is possible to access some of
the components in the CN by exploiting existing functionality of the femtocell. We
conducted an analysis of the network entities exposed to a rogue femtocell in a real
operator network and their potential for abuse.

This section is divided into three parts. The first part focuses on the possibility
to collect information about other subscribers within the femtocell network. The
second part analyses the attack surface of femtocells that may lead to a compromise
of a remote device or the disruption of its services. The last part discusses how a
combination of our findings can have a critical impact on the operator network as
well as on the femtocell infrastructure.

5.4.1 Data Mining Subscriber Information

Given that an attacker can easily gain access to a single femtocell, it is interesting
to know what parts of the network are exposed and what kind of information can be
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gathered. In the following paragraphs, we focus on which kind of information can
be collected about mobile phone users via other femtocells within the femtocell’s
ecosystem.

Scraping The aforementioned hidden web interface on our device is not only ac-
cessible to the device owner or operator, but also from other femtocells within the
carrier’s network! Thus, anyone connected to the SeGW is able to collect the in-
formation provided by the web interface. This interface includes several interesting
bits of subscriber information that an attacker can possibly collect. This information
includes:

� The International Mobile Equipment Identity (IMEI) and IMSI of the femto-
cell: This can be used to spoof the identity of HNBs as presented in Section 5.5.

� The IMSI and telephone number (MSISDN) of every user registered in the
CSGs: Along with this information, it additionally indicates if a subscriber is
connected or performing a call. Collecting this data from all femtocell sub-
scribers is clearly a privacy issue. Furthermore, the IMSI can also be utilized
to perform IMSI-detach attacks as discussed in Section 5.3.4.

� The neighbor macrocell list: The femtocell needs to perform a scan for neighbor
macrocells to determine which radio frequency can be used by the device.
Additionally, the list is used by the OAMP to perform location verification as
required by the 3GPP specification [76]. By using this list, attackers are able
to geolocate the device with high precision. This reveals the exact location of
the device, and due to the limited coverage, also the location of the subscribers
using it.

Even if a femtocell does not offer a web interface, the configuration parameters
need to be stored on the device. An attacker successfully getting root access to other
devices, as shown in 5.4.2, will be able to collect the above mentioned information
as well.

Performance Measurement Server As required by the standard [98, 104], the
femtocell monitors the overall cell activity and submits this data in the form of
reports to the PM server. In our case, the device uploads a report every hour using
FTP.

The operator we examined used a common FTP account for all femtocells,
with no additional file system based security constraints. This enables our rogue
femtocell to read all such reports, including those submitted by other femtocells.
Due to this flaw, it is possible to collect all measurement reports from all femtocells
in the carrier’s network. In particular, the reports contain the following information:
the IMEI and IMSI of the HNB; the measurement date; the cell ID, broadcasted
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Over-the-Air by the HNB; and the type, duration, and quantity of data transmitted
(voice, video, or data traffic).

This enables detailed profiling of femtocells and connected subscribers in the
network. While this issue may be an operator specific configuration error, the fem-
tocell specifications require [104] carriers to support this feature. We believe that
such information should be well protected and, if saved at all, in an encrypted form.
Leakage of the IMEI and IMSI of each HNB exposes serious security threats since
this data is used for enforcing access control policies (for example in provisioning
process) within the network. In addition, it certainly endangers the privacy of the
HNB subscribers by disclosing their activity.

5.4.2 Gaining Remote Root Access on Femtocells

If an attacker manages to gain root access on other devices within the carrier’s
network, all of the end-user attacks described in Section 5.3 become even more
serious threats.

Therefore, we conducted a security analysis of the attack surface that our test
device exposes to a remote attacker. This includes running services on the device
and protocols used to communicate within the network. We identified the NTP
(Network Time Protocol) and DNS networking protocols as well as a web server and
a TR-069 provisioning service as attack vectors.

Besides NTP and DNS, the femtocell is not making use of any particularly
exploitable network protocols. DNS is used to resolve NTP, SeGW, and OAM
server names. NTP is often used by femtocells to provide frequency stability on the
air interface [40]. Both of these protocols are implemented using standard Open
Source software such as ntpdate and glibc functions. It is important to note that
these protocols may be subject to spoofing attacks due to their UDP-based nature.
Spoofing DNS to provide a firmware recovery server specified by an attacker seemed
interesting. Nevertheless, it is not possible for a remote attacker, as this address is
not resolved through the IPsec tunnel, but through the LAN interface, thus such
an attack would require compromising ISP resolvers. Additionally, our test device
is not making use of NTP authentication headers [100] which allows an attacker to
spoof NTP server replies. This may impact the availability of the HNB by disrupting
frequency adaption. However, none of the network protocols seemed to provide a
practical way to gain root access to the device.

Instead, we focused more on the software services provided by the device. The
configuration deployment is based on TR-069 [70] which has been adopted by the
industry as the de-facto standard for remote provisioning. Both the OAMP services
as well as the femtocell run a software stack implementing TR-069 which is based
on the Simple Object Access Protocol (SOAP) over HTTP/S. SOAP itself is based
on XML. The service providing this functionality is a proprietary daemon running
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on the femtocell. The provisioning port is also accessible from within the network,
enabling the operator to proactively push configuration updates to the femtocell at
any time. Additionally, our test device provides access to a web server which is also
accessible within the femtocell network. The interface provided by the web server
is used by the operator in order to debug customer problems and perform advanced
configuration tasks.

Both of these services involve several protocols that are non-trivial to imple-
ment (given the history of bugs in web servers and XML parsers). We believe
that these services are the most interesting attack vector. They will likely contain
software vulnerabilities and poorly reviewed code (compared to the Open Source
solutions used by the device). As often on embedded Linux systems, there is no user
management on the system and all services run with root privileges. This makes the
system services and protocols used by the device an attractive target to attackers.

In order to backup this claim, we conducted an analysis of the web server
software by means of reverse engineering the proprietary binaries. As a result, we
discovered a buffer overflow in the processing of one of the web server’s supported
HTTP methods. We were able to successfully exploit this vulnerability and acquire
root access to the device. This attack vector enables us to gain control over the
femtocells of other customers as the carrier we examined enables any given fem-
tocell to communicate with all other femtocells over the VPN. Thus, it leverages
the previously described end-user threats in Section 5.3 to other femtocells in the
network that are not under our physical control. The vulnerability is registered as
CVE-2011-2900.

5.4.3 Leveraging Attacks Against Infrastructure Components

In this section, we describe how it is possible to further leverage the existing flaws
to attack the operator infrastructure. We focus on attacks that do not target mobile
phone users directly, but the availability and confidentiality of the network.

Signaling Attacks It is well known that attacks based on signaling pose notewor-
thy threats to the availability of cellular network systems [82, 85, 106]. Femtocells
support radio signaling and communication with back-end networks by design. The
femtocell exchanges signaling messages with architectural components such as VLR,
HLR, AuC (not directly), and SGSN via the HNB-GW to offer mobile services to
subscribers. Therefore they also provide potential for abusing this functionality to
perform signaling attacks. As described in 5.3.3, it is possible to send malicious
traffic to the HNB-GW from the femtocell, using our attack client and the GAN
proxy. This indicates that if such a device is compromised and configured mali-
ciously by an attacker, it can be used to carry out signaling attacks against classical
CN components. While the gateway might apply rate filtering rules, the femto-
cell is intended to be used by multiple subscribers and thus provides an advantage
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compared to using a malicious mobile phone for such attacks. Furthermore, the
femtocell is communicating via a broadband connection with the back-end and is
not subject to additional constraints caused by radio communication (e.g. frequency
stability and synchronization). Therefore, it can be used to inject signaling traffic
into a network protocol basis at a comparably high rate. A reasonable threat is to
use the presented GAN protocol to flood the network with Location Update Requests
that include different IMSI numbers for each request [106]. As a result, it might be
possible to considerably increase the load of the network because it has to generate
and store authentication tokens as well as keeping state of these requests. Sending
these requests can be performed without any mobile phone and can be automated
using the aforementioned attack client to generate the corresponding L3 messages.

Femtocell Botnets Naturally the impact of DoS attacks originating from a single
femtocell is limited. Therefore, performing signaling attacks in a distributed manner
seems far more practical. A remote root access vulnerability, such as discussed in
Section 5.4.2, contributes to this by providing a possibility to build a femtocell
botnet. A number of characteristics that add to this are:

� Communication between femtocells is not filtered. It is important to note
that the 3GPP standard explicitly allows communication between two femto-
cells [76].

� These devices are identical, making it a homogeneous network. Therefore a
vulnerability discovered on one of these devices can be applied to all other
femtocells within the network.

� Operators are actively deploying femtocells all over the country to extend 3G
coverage, thus their number is growing rapidly. We identified around 5000
devices connected to the network in our target operator. The exact number of
the deployed femtocells devices is not disclosed publicly by the operator yet.

� Due to the fact that it is a small device not intended for direct user interaction,
it is hard for users to notice behavioral changes of them.

� Finally, femtocells are supposed to be always reachable and connected to the
carrier’s network.

Therefore, elevating a remote software vulnerability into a channel to control
other femtocells to carry out distributed signaling attacks seems feasible. Moreover,
abusing a large number of femtocells allows to send signaling traffic at a low-rate in
low-volume and thus evade known detection mechanisms [84].

Global Interception Since direct communication between femtocells is permitted,
it is possible to retrieve information from other devices, as demonstrated in Sec-
tion 5.4.1. Besides gathering information, it also allows to change the configuration
of other femtocells. The easiest way to achieve this is by using the web interface
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provided by the vendor. Another possibility to taint the femtocell configuration is
to utilize a software vulnerability such as the root exploit mentioned in Section 5.4.2
and alter the settings in the device’s database.

A crucial point of the femtocell communication is the selected HNB-GW ad-
dress. By changing this address to an attacker-controlled IP address, it is possible
to further extend the local user threats presented in Section 5.3 to a global threat
affecting all femtocell-connected subscribers. Consequently, it allows an attacker to
redirect signaling traffic of a victim’s femtocell to an attacker supplied address. This
could be running the previously mentioned GAN proxy. Therefore, attacks such as
interception, modification or injection of arbitrary traffic can be leveraged to remote
femtocells within the network.

Another important setting is the address of the SeGW. In particular, altering
this address allows an adversary to force a remote femtocell to connect to an attacker-
controlled SeGW. This can even be a machine outside the femtocell network running
an IPsec server implementation. Even though the SeGW is authenticating itself
based on a certificate stored on the femtocell, it can be simply replaced utilizing the
root access. As explained in the next section, an attacker can connect to the SeGW
without a femtocell in order to forward and intercept the traffic. Additionally, it
is possible to reconfigure a victim’s femtocell to act as an IMSI-Catcher and to
operate in open access mode as explained in Section 5.3.1. As a result, not only
registered subscribers but also mobile phones that are in the radio range of a remote
device can be intercepted. Being able to route traffic among femtocells, combined
with the ability to reconfigure the devices, enables an attacker to turn the femtocell
infrastructure into a global interception network.

We believe that this indicates the inherent need for secure storage in femtocell
devices to deploy certificate or other information required for authentication with
the SeGW.

5.4.4 Opening Up the Access Network

Traditionally, carrier networks used to be completely separated from other public
networks and inaccessible for adversaries. This changes with the integration of fem-
tocells into the mobile telecommunication infrastructure. As explained before, the
SeGW has been introduced to provide secure communication between the femtocells
and operator’s network and restrict access to the AN. It defends against network
based attacks such as eavesdropping, injection, or altering of traffic. Additionally,
it ensures authenticity of femtocells connecting to the network. Consequently, fem-
tocell devices can securely communicate with the operator network via a public
broadband connection and at the same time a separation between the Internet and
the private operator network is maintained.
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Due to this inherent requirement of network separation, the integrity of the
femtocell is of high relevance. An attacker in full control of the femtocell can over-
come this protection mechanism by tunneling traffic through the device. This can
be easily achieved by installing, e.g., a SOCKS [92] proxy on the device or by using
standard Linux network utilities such as iptables to transform the femtocell into a
NAT router. Nevertheless, the necessity of utilizing such a device as a gateway to
the operator network poses a serious limitation to attackers. Therefore, direct access
to the SeGW would bypass this limitation. We show that it is possible to open up
the access to the MNO network without a femtocell and thus increase the possibility
to perform network based attacks against operator infrastructure.

The femtocell is communicating to the SeGW by an IPSec tunnel. The au-
thentication procedure is based on EAP-SIM [57], utilizing the Subscriber Identity
Module (SIM) placed inside the femtocell. Since the IPsec software on the device is
based on a proprietary kernel module and user-space utility, it is difficult to figure
out exact configuration details. However, by doing trial and error testing, it was
possible to determine them.

Afterwards we applied these details to the configuration of a strongSwan [94]
IPsec client running on a computer. Because it is possible to remove the SIM from
the femtocell device, we were able to insert it into a smart card reader connected
to this computer. As strongSwan directly supports EAP-SIM based authentication,
this provides full connectivity to the carrier’s network from a normal computer or
any device capable of connecting a smart card reader.

Moreover, during our experiments it became clear that the setup does not even
require a SIM that is provided within a femtocell (and obviously can be removed)!
Any valid SIM card from the operator was able to connect to the SeGW. Therefore,
our experimental setup overcomes the natural limitations and requirement of uti-
lizing a femtocell device to attack the network, enabling connectivity to the carrier
network from any computer using a prepaid SIM card.

5.5 Femtocell Security Architecture Vulnerabilities and
Analysis

In this section, we discuss the current femtocell security architecture and deter-
mine its effect on the existing 3G security principles. We present weaknesses in
the authentication process of femtocells that we discovered during our experimental
analysis. Additionally, we argue how 3G security concepts contrast with the design
of the femtocell security architecture.

Impersonating Femtocells According to 3GPP requirements [77], the femtocell
has to register with the HNB-GW. This is achieved by sending GA-RC REGISTER
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REQUESTs that are based on the subscriber identity (IMSI). However, no additional
security measures are applied to this message and the existence of the IPsec tunnel
is independent from this procedure. Therefore, it is possible to exploit this func-
tionality to register femtocells using spoofed identities. In our case, this registration
process is based on the IMSI stored in the femtocell’s SIM, but can be altered either
by modifying the system software or by using the presented GAN proxy. In practice
this means that by spoofing this message, an attacker can impersonate any HNB
that is known to the network. Subsequently, the femtocell security architecture
fails to provide adequate authenticity protection during the registration phase of
the device. Possible implications of this attack may be the bypass of existing access
control policies implemented at the HNB-GW. Furthermore, it may be possible to
eavesdrop on communication by subscribers registered at the spoofed HNB.

Key Material/AUTN Handling The lack of end-to-end confidentiality and in-
tegrity protection of the communication between the operator network and the
phone is an another inherent design problem of the femtocell-enabled security archi-
tecture.

To provide OTA encryption, the carrier’s network transfers the relevant data to
the femtocell including the AUTN, RAND, CK, and IK values [73, 74, 129]. These
enable confidentiality and integrity of signaling and user-generated data between the
MS and the HNB. The communication is decrypted on the device and forwarded
unencrypted to the HNB-GW. However, as discussed earlier in Section 5.2.4, lo-
cal as well as remote attackers can compromise femtocells in various ways. As
a result, total control over the HNB always implies the possibility to violate the
confidentiality of subscriber-generated data once the IPsec connection is bypassed.
Moreover, authentication tokens are sent to the device during subscriber registra-
tion attempts. Because the device supports roaming subscribers, the GAN protocol
provides a trivial way to request AUTN tokens from the network for any subscriber
by any operator. As demonstrated before, those can be reused (for a certain time)
in other attack scenarios [123].

Even though it is required to transfer such authentication information to the
femtocell, we believe that this contradicts with the current 3G security architecture,
as it affects the principles of integrity and confidentiality. While similar procedures
apply to traditional 3G networks, it is important to note that those are not generally
accessible by adversaries, physically or by means of network attacks. Given the
history of vulnerabilities in various embedded network devices [88], it may be difficult
to ensure the physical security of femtocells while at the same time maintaining
low production costs. Solely relying on the device to ensure security of subscriber
communication seems unpractical.
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5.6 Summary

Deployed femtocells already outnumber traditional 3G base stations globally, and
their deployment is increasing rapidly [8]. However, the security of these low-cost
devices and the overall architecture seems poorly implemented in practice. They are
inherently trusted, able to monitor and modify all communication passing through
them, and with an ability to contact other femtocells through the VPN network. Yet
when placed in untrustworthy hands, this assumption of trust proves dangerous.

In this chapter, we evaluated and demonstrated attacks originating from a
rogue femtocell and their impact on end-users and mobile operators. It is not only
possible to intercept and modify mobile communication but also completely imper-
sonate subscribers. Additionally, using the provided access to the operator network,
we could leverage these attacks to a global scale, affect the network availability, and
take control of a part of the femtocell infrastructure.

Telecommunication network security is traditionally based on secrets, trust
relationships and the fact that it is hard for adversaries to tamper operation equip-
ment. It has become evident in the past (e.g. due to external gateway providers,
massive fraud problems, 3G to GSM downgrade attacks) that it is problematic to
rely on this trust. Still the femtocell technology relies on a single point of failure,
the device itself.

As our experimental results demonstrate, this has a considerable impact on
mobile telecommunication. We believe that attacks specifically targeting end-users
are a major problem and almost impossible to mitigate by operators due to the
nature of the current femtocell architecture. The only solution towards attacks
against end-users would be to not treat the femtocell as a trusted device and rely on
end-to-end encryption between the phone and the operator network. However, due
to the nature of the 3G architecture and protocols and the large amount of required
changes,it is probably not a practical solution.
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New privacy issues in UMTS Network

6.1 Introduction

While most mobile phone users accept that the network operator can track their
geographical movements, few would be happy if an arbitrary third party could do
so. Such a possibility would enable all kinds of undesirable behaviour, ranging from
criminal stalking and harassment to more mundane monitoring of spouse or em-
ployee movements, as well as proling for commercial and advertisement purposes.
For this reason, 3G (Third Generation) mobile phone protocols have been designed
to prevent third parties, eavesdropping on the radio link, from identifying wire-
less messages as coming from a particular mobile phone. Therefore, mobile phones
identify themselves, whenever possible, by means of temporary identiers (TMSIs)
instead of using their long term unique identities (IMSIs). Temporary identities
are periodically updated by the network. To avoid linkability, the assignment of a
new temporary identity is encrypted using a session key established through the 3G
Authentication and Key Agreement (AKA) protocol.

When 3G protocols were first introduced in 1999, active attack scenarios were
a remote possibility because of the high cost of the equipment required, the closed-
ness of the hardware design and the lack of open source implementations of the
protocol stack. This scenario has recently changed. Cheap base stations [114] can
be produced by programming USRP (Universal Software Radio Peripheral) moth-
erboards [116]. These lower the cost of producing radio devices thanks to software
emulation of specialized functions once executed by expensive hardware. The in-
creasing popularity of USRPs led for example to a cheap implementation of fake base
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station attacks on GSM (Global System for Mobile Communication) [126], which
were considered sufficiently costly to prevent wide-scale attacks. Shorter range base
stations, available at a fairly affordable price, have been targeted as well by open
source developers (e.g. openBSC project [30]) and researchers [118]. Certain old
mobile phones based on the Ti Calypso GSM baseband chips, can be reprogrammed
by ashing an open source version of the protocol stack (developed by the osmocom-
BB project [128]). These new developments open at the same time the way for
the exploration of new uses of mobile telephony technology [107, 125] and for the
exploitation of its weaknesses [115, 118, 124, 126], making active attack scenarios an
increasingly likely reality.

Hence, we believe active attackers should now be considered when analysing
mobile systems in order to obtain convincing and reliable results on their security.
From this perspective we present a formal analysis of the 3G subscribers privacy.
We expose two novel threats and we demonstrate that these threats can lead to
real implementations which make use of cheap equipment. Furthermore, we propose
privacy friendly fixes to thwart the detected privacy issues and we formally verify
that our fixes achieve the desired privacy goals.

Our Contributions. Linkability of transactions has been identified and often
reported by the media as an important threat for user privacy [112, 113, 119] though
it has been overlooked so far by most of the existing studies of mobile telecommuni-
cation protocols which instead focus on confidentiality and authentication require-
ments (Section 6.2.2). In our paper mentioned in Section 2.1.4, we presented the
first formal analysis of 3G protocols w.r.t. privacy of mobile phone users from third
party attackers and in particular w.r.t. unlinkability and anonymity of 3G sub-
scribers. For our analysis we use automated formal methods. The use of formal
methods allows us to: (i) precisely and unambiguously define the desired privacy
properties in terms of third-party strong anonymity and strong unlinkability; (ii)
identify new vulnerabilities with respect to subscriber privacy thanks to a rigorous
specification of the protocols and of the analysed properties.

However, the currently available automated tools are still quite limited and can-
not straightforwardly be used to verify unlinkability and anonymity properties [111].
Here we develop ways to model the protocols and the desired properties as bipro-
cesses in order to use the ProVerif tool on our 3G case study. The automatic
verification with the ProVerif tool allows us to: (i) verify strong unlinkability and
strong anonymity (as defined in [111]). To the best of our knowledge, it is the first
time these definitions of privacy properties have been successfully used for verifica-
tion using an automated tool; (ii) verify that the fixes we propose do preserve the
privacy of the mobile phone users from third parties in terms of unlinkability and
anonymity; (iii) automatically verify privacy properties expressed as equivalence re-
lations between systems consisting of an unbounded number of agents executing an
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unbounded number of sessions;(iv) obtain a higher level of confidence in the result-
ing proofs than the ones provided by more error-prone manual techniques. With
our method ProVerif successfully detects the privacy vulnerabilities (described in
Section 6.3) and also successfully proves that the fixed protocols (presented in the
paper in 2.1.4) satisfy both unlinkability and anonymity.
Moreover, we demonstrate how these vulnerabilities can lead to practical attacks,
by implementing them in real 3G networks in Germany (Vodafone, O2, T-mobile)
and in France (SFR) (Section 6.4).

6.2 Background and related work

Third Generation telecommunications systems (3G) is a mobile telephony standard
specied and maintained by the Third Generation Partnership Project (3GPP). It
was introduced in 1999, with the birth of UMTS, to offer better support for mobile
data applications, increased data rates and to lower costs of mobile data communi-
cations. Furthermore, 3G offers an improved security architecture with respect to
previous mobile telecommunication systems such as GSM (Global System for Mobile
Communication).

6.2.1 3G Security Requirements

3G aims to provide authentication, confidentiality of data and voice communication,
as well as user privacy [73]. In particular, 3G privacy goals include the following
two properties [73]:
User identity confidentiality: the property that the permanent user identity
(IMSI) of a user to whom a service is delivered cannot be eavesdropped on the radio
access link;
User untraceability: the property that an intruder cannot deduce whether dif-
ferent services are delivered to the same user by eavesdropping on the radio access
link.

In order to achieve these two privacy-related properties, 3G (and GSM) relies
on the use of temporary identities TMSIs (Temporary Mobile Subscriber Identi-
ties) for identifying and paging mobile phones (more precisely mobile stations, MSs)
instead of using their long-term identities IMSIs (International Mobile Subscriber
Identities). Indeed, the eavesdropping of the IMSI in plaintext communications
would allow the identification of mobile telephony users by third parties. Moreover,
the 3G standard requires periodic updates of the temporary identity, to avoid the
traceability of a mobile station by third parties. New temporary identities are pe-
riodically assigned by the network through the TMSI reallocation procedure. The
newly assigned TMSI is encrypted using a session key which is established by exe-
cuting the 3G Authentication and Key Agreement protocol (AKA). The 3G AKA
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protocol allows MS and network to achieve mutual authentication and establish a
pair of shared session keys, namely a ciphering key and an integrity key. These keys
are used to ensure the secrecy and integrity of the subsequent communications.

6.2.2 Related Work

Known 3G Vulnerabilities. Three categories of attacks on mobile telephony sys-
tems have been described in the past.
IMSI Catcher. The identification procedure, consisting in the request of the user
identity by the network followed by a cleartext reply containing the user identity,
is acknowledged in the 3G standard as a breach of the user identity confidential-
ity [73, p. 19, s. 6.2]. This procedure is exploited by the well-known “IMSI catcher”
attack, which is the best known attack to mobile telephony users’ privacy. It con-
sists in forcing a mobile phone to reveal its identity (IMSI) [117, 127] by triggering
the identification procedure from a fake operator base station (configured with the
corresponding mobile network and country code settings). Until fairly recently, im-
plementing an IMSI catcher required specialised software and equipment such as
base stations. However, such devices have become more and more affordable thanks
to software emulation [126]. To the best of our knowledge the only implementation
of a 3G IMSI catcher is the one presented in [118] and is realised using a modified
femtocell.
3G/GSM-interoperability. Previously proposed attacks on 3G security exploit the
vulnerabilities which are propagated from GSM to 3G when providing interoper-
ability between the two systems. Most of the reported attacks of this kind take
advantage of well-known weaknesses of the GSM authentication and key agreement
protocol, such as the lack of mutual authentication and the use of weak encryption.
These attacks allow an active attacker to violate the user identity confidentiality,
to eavesdrop on outbound communications [123] and to masquerade as a legitimate
subscriber obtaining services which will be billed on the victim’s account [110]. How-
ever, these attacks cannot be carried out on pure 3G networks, which are the scope
of our analysis, because they rely on the lack of mutual authentication in GSM and
on the possibility of downgrading the communication from 3G to GSM.
3G specific. To the best of our knowledge, the only attack that does not rely on
GSM/3G interoperability has been presented by Zhang and Fang in [130]. This at-
tack is a variant of the false base station attack and takes advantage of the fact that
the mobile station does not authenticate the serving network. It allows the redirec-
tion of the victim’s outgoing traffic to a different network, for example a network
which uses a weaker encryption algorithm or one which charges higher rates than
the victim’s one. Zhang and Fang attack concerns impersonation, service theft and
data confidentiality, while our work exploits privacy issues arising in 3G.
Our work is based on the formal analysis of pure 3G protocols. It relies on the
study and modelling of the 3G standard and does not make assumptions about in-
teroperability between GSM and 3G. We focus on subscriber privacy and discover
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further breaches other than the ones caused by the identification procedure and the
propagation of GSM weaknesses to 3G.

Previous Formal Analysis The 3G AKA protocol in its pure form (i.e.
with no GSM support) has been formally proved to meet some of the specified
security requirements [108], such as authentication and confidentiality of data and
voice communication. However, privacy related properties such as unlinkability and
anonymity, which are the focus of our work, are not analysed in [108]. The framework
applied in [108] cannot be used to specify unlinkability and anonymity properties, let
alone reason about them. The formal framework used in our paper (Section 2.1.3)
allows us to precisely define and verify privacy related properties. Hence, we can
discover privacy attacks on the modelled protocols and propose solutions which are
formally proved to satisfy the desired privacy properties.

Other Work on 3G Privacy Enhancement A new framework for au-
thentication has been proposed to provide subscriber privacy with respect to the
network [122]. In particular, the authors aim to achieve MSs (Mobile Stations)
anonymity with respect to the serving network, and location privacy with respect to
the home network. To achieve this purpose, they propose a new mechanism for the
location update and a three way handshake protocol, to be used for authentication
instead of the currently used 3G AKA protocol. However, unlike our work, this
work is not supported by a formal model of the AKA protocol, nor does it provide
a formal verification of the properties of the proposed protocols. Moreover, their at-
tacker model considers the network as not fully trusted, while we are only concerned
about third party attackers controlling the radio link communications.

6.3 Novel Privacy Threats

In this section we describe two breaches of privacy, which expose a subscriber’s iden-
tity and allow an attacker capable of sending and receiving messages on the air to
identify the presence of a target mobile phone (MS) in a monitored area, or even
track its movements across a set of monitored areas. As we will see, the attacker does
not need to know any keys, nor perform any cryptographic operation. This kind
of vulnerabilities usually look trivial once uncovered but often remain unnoticed for
long time, since they do not involve fancy cryptography but lie in the protocol logic.

As argued in Section 6.1 and as witnessed by the attacks implementation pre-
sented in Section 6.4, a convincing analysis of 3G privacy and security should con-
sider active attackers instead of passive ones. For this reason, we assume that the at-
tacker has unlimited access to the radio link between the mobile station and the base
station. He can sniff, inject, replay, and modify messages. This attacker model is the
same considered in most of the previous work on GSM/3G security [110, 123, 130].
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Figure 6.1: 3G IMSI Paging Procedure

In the rest of this section, we consider a simplified network architecture. This archi-
tecture involves simply the mobile stations and the network. The network models
both the Base Station (BS) which directly communicates with the MS on the ra-
dio link, and the complex structure of databases and servers connected with it and
forming the 3G control network. Hence, we abstract away from any communication
within the network and model only communication between mobile stations and the
network. This abstraction allows us to hide details which are uninteresting for the
purposes of our analysis and keep the models used for verification small, but at the
same time precisely specify the interactions on the air between MS and network,
which are the subject of our analysis.

6.3.1 IMSI Paging Attack

The paging procedure is used to locate a mobile station in order to deliver a service to
it, for example an incoming call. Paging request messages are sent by the network in
all the location areas most recently visited by the mobile station in order to locate
it and deliver a service to it. The paging request message is sent on a Common
Control Channel (CCCH) and contains the identity of one or more mobile stations.
The paging procedure is typically run using the TMSI to identify a MS. However,
the IMSI can be used when the TMSI is not known by the network. A mobile station
receiving a paging request establishes a dedicated channel to allow the delivery of
the service and sends a paging response containing the most recently assigned TMSI
(see Figure 6.1).
The possibility of triggering a paging request for a specific IMSI allows an attacker to
check a specific area for the presence of mobile stations whose he knows the identity
of, and to correlate their IMSI and TMSI. As we will detail in Section 6.4.2, in a
real setting, the link between the paged IMSI and the related TMSI, would need to
be confirmed by replaying the attack several times.
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Figure 6.2: 3G Authentication and Key Agreement

6.3.2 AKA Protocol Linkability Attack

The Authentication and Key Agreement (AKA) protocol achieves mutual authen-
tication between a MS and the network, and establishes shared session keys to be
used to secure the subsequent communications.

The MS with identity IMSI and the network share a secret long-term key,
KIMSI , assigned to the subscriber by the mobile operator and stored in the USIM.
The secret key allows the MS and the network to compute shared ciphering and
integrity session keys to be used for encryption and integrity check of communica-
tions.
The 3G AKA protocol [73], shown in Figure 6.2, consists in the exchange of two mes-
sages: the authentication request and the authentication response. Before sending
an authentication request to the mobile station, the network computes the authen-
tication data: a fresh random challenge RAND , the authentication token AUTN ,
the expected authentication response f2K(RAND), the integrity key IK, and the
encryption key CK (see Figure 6.2). The functions f1, f2, f3, f4 and f5, used to com-
pute the authentication parameters, are keyed cryptographic functions computed
using the shared key KIMSI [109]. The authentication function f1 is used to calcu-
late the message authentication code MAC ; f2 is used to produce the authentication
response parameter RES ; the key generating functions, f3, f4 and f5 are used to
generate the ciphering key CK, the integrity key IK and the anonymity key AK,
respectively.
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Figure 6.3: AKA Protocol Linkability Attack

The network always initiates the protocol by sending the authentication challenge
RAND and the authentication token AUTN to the mobile station. The authenti-
cation token contains a MAC of the concatenation of the random number with a
sequence number SQNN generated by the network using an individual counter for
each subscriber. A new sequence number is generated either by increment of the
counter or through time based algorithms as defined in [73]. The sequence number
SQNN allows the mobile station to verify the freshness of the authentication request
(see Figure 6.2).
The MS receives the authentication request, retrieves the sequence number SQNN

and then verifies the MAC (condition MAC = XMAC in Figure 6.2). This step
ensures that the MAC was generated by the network using the shared key KIMSI ,
and thus that the authentication request was intended for the mobile station with
identity IMSI . The mobile station stores the greatest sequence number used for
authentication, so far SQNMS . This value is used to check the freshness of the
authentication request (condition XSQN < SQNMS in Figure 6.2).
The mobile station computes the ciphering key CK , the integrity key IK and the
authentication response RES and sends this response to the network.The network
authenticates the mobile station by verifying whether the received response is equal
to the expected one (RES = f2K(RAND)). The authentication procedure can fail
on the MS side either because the MAC verification failed, or because the received
sequence number XSQN , is not in the correct range with respect to the sequence
number SQNMS stored in the mobile station. In the former case, the mobile station
sends an authentication failure message indicating MAC failure (Mac Fail) as the
failure cause. In the latter case, the authentication failure message indicates syn-
chronisation failure (Sync Fail) as the failure cause. When a MAC failure occurs
the network may initiate the identification procedure. When a synchronisation fail-
ure occurs the network performs re-synchronisation.

To detect the presence of a victim mobile station MSv, in one of his monitored
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areas, an active attacker just needs to have previously intercepted one legitimate
authentication request message containing the pair (RAND ,AUTN ) sent by the
network to MSv. The captured authentication request can now be replayed by the
adversary each time he wants to check the presence of MSv in a particular area. In
fact, thanks to the error messages, the adversary can distinguish any mobile station
from the one the authentication request was originally sent to. On reception of the
replayed authentication challenge and authentication token (RAND ,AUTN ), the
victim mobile stationMSv successfully verifies the MAC and sends a synchronisation
failure message. However, the MAC verification fails when executed by any other
mobile station, and as a result a MAC failure message is sent. The implementation
of few false BS would then allow an attacker to trace the movements of a victim
mobile station, resulting in a breach of the subscriber’s untraceability. The proposed
attack is shown in Figure 6.3.

6.3.3 Formal Verification

While the paging procedure is obviously a breach of users’ privacy, the traceability
attack on the AKA protocol is much more subtle. Indeed, the messages exchanged
through this procedure contain neither the IMSI nor the TMSI of the MS. So one
could think that the AKA protocol provides untraceability by construction. But
we just saw that this is not the case. Only careful analysis w.r.t. precisely defined
privacy requirements could reveal this flaw.
We run the ProVerif tool on the IMSI paging procedure and on the AKA pro-
tocol.Details of how unlinkability and anonymity were defined using the ProVerif

calculus are given in our paper in Section 2.1.4. ProVerif fails to prove the un-
linkability and anonymity of the IMSI paging procedure and exhibits actual attack
traces. In the case of the AKA protocol, the anonymity property is proved to hold,
while the unlinkability property verification fails. However, a naive implementation
in ProVerif returns a false attack. Careful coding is needed to mitigate the effect
of the abstractions of the tool. In this case ProVerif exhibits the actual attack
trace. The adoption of formal verification tools during protocol design could have
thus revealed design flaws.

6.4 The Attacks in Practice

In order to test the attacks presented in Section 6.3 in a deployed telecommunication
network, we use a commercially available femtocell. Although, the particular fem-
tocell hardware is tied to the network operator SFR, the proposed attacks are not.
Indeed, we tested the attacks using mobile phones registered to different operators,
hence just using SFR as serving network. The authentication token AUTN is still
provided by the victim’s Home network. So by testing our attacks on T-mobile,
O2, SFR, and Vodafone victim MSs, we establish that all these tested networks are
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vulnerable to the attacks described above. However, we want to stress here that
our implementation has the only purpose of showing the feasibility of our attacks
and confirm that real cellular networks follow the 3GPP standard specifications and
thus are vulnerable to the proposed attacks. The same attacks could be mounted by
appropriately programming a USRP [116], which is a hardware device able to emit
and receive radio signals. In this case, one could obtain wider range attack devices
in order to monitor larger areas.

6.4.1 Femtocell architecture

A femtocell is a device that acts as a small base station to enhance 3G coverage and
connectivity, especially inside buildings with otherwise bad coverage. Its coverage
radius ranges from 10 to 50 meters. It connects standard mobile phones to the net-
work of the corresponding MNO (Mobile Network Operator) using an existing wired
Internet connection provided by the femtocell user, not the operator. 3G femtocells,
also called Home Node B (HNB) support most of the functionalities provided by
a typical Node B, e.g. physical layer (radio signalling) functions. In addition, the
HNB establishes an authenticated secure tunnel over the Internet with the network
of the operator. Using this encrypted connection, the femtocell forwards all radio
signalling and user-generated traffic to the GANC (GAN Controller), which is con-
nected to the core network of the operator (refer to [77] for more details of the
femtocell architecture).
The communication between the femtocell and the GANC is based on the Generic
Access Network (GAN) protocol. The GAN protocol, was originally designed to al-
low mobile communication over Wi-Fi access points. The protocol was standardised
by MNOs in 2004 [121] and led to the GAN specification [41, 91] in 2005. This spec-
ification has been adopted and extended to be used in femtocell environments [129]
. The femtocell uses this protocol to forward communication from a mobile station
via the GANC to the network operator or vice versa. The MS does not need any
special GAN support, it just connects to the femtocell in the same way as it con-
nects to a standard base station. The femtocell maps all Layer-3 radio signalling to
TCP/IP based GAN messages and passes them to the GANC. Thus, it transparently
encapsulates all traffic generated by the phone and the network.

6.4.2 Attack Procedure

For the purpose of implementing the attacks described in Section 6.3, we use a com-
promised femtocell like the one described in [118]. More specifically, we reproduce
the hacking performed in [118] to gain root access of our femtocell and redirect the
traffic to a Man in the Middle (MitM) GAN proxy, positioned between the fem-
tocell and the GANC. We use this MitM GAN proxy as entry point for message
injection. In particular, using the MitM GAN proxy we can inject messages into
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Figure 6.4: Experimental Attack Setup

the connection between the MNO and the femtocell. The femtocell forwards these
messages to the mobile phone, making them appear as if legitimately delivered by
the MNO. To perform the attacks, we intercept, modify and inject 3G Layer-3 mes-
sages into the communication from the base station to the mobile phone in both
directions, GANC-to-femtocell and femtocell-to-GANC. We redirect all the traffic
between the femtocell and the GANC to our GAN proxy. The GAN traffic is clear-
text travelling over an IP Sec tunnel for which we own the key material, thanks
to the initial rooting/hacking of the femtocell. Additionally, we developed a set
of applications which allow us to intercept, manipulate or insert selected messages,
and distinguish different types of GAN messages. This allows us, for example, to
cache subscribers information used to perform the attacks. In particular, we store
the random challenge RAND , the authentication token AUTN , the TMSI and the
IMSI. This information is directly extracted from the traffic that is passed through
the MitM GAN proxy.

IMSI-Paging Procedure Attack To perform the IMSI paging attack, our
software crafts a paging message encoding the necessary paging headers and param-
eters and a mobile station identity, i.e. one of the previously stored victim IMSIs.
The crafted paging request is then sent by the GAN proxy to the femtocell. When
the victim mobile phone receives the IMSI paging request, it readily answers with a
paging response containing the victim’s TMSI. Thus, by injecting a paging request,
we can check whether a phone belonging to a designated victim is in the area covered
by our device. In case of success, the phone generates the paging response, while
a failed attempt generates no message. In general, it is possible that more than
one phone replies to a paging request during the same time slot. However, one can
repeat this procedure multiple times and correlate the timing and TMSI usage from
the multiple replies as shown in [115].

AKA Protocol attack To perform the AKA attack we replay a given authen-
tication message for a specific target for which the GAN proxy cached the legitimate
authentication data, i.e. RAND , AUTN . This data is sent unencrypted on the radio
link and could be captured with any equipment capable of sniffing the radio link. As
soon as a dedicated channel is allocated to the MS, e.g. after being paged or when
initiating a phone call, our software crafts an authentication request Auth Req us-
ing the previously cached RAND and AUTN , i.e. replays a previous request. This
request is encapsulated into a GAN message and sent to the femtocell. The femtocell
takes care of delivering the authentication request message on the dedicated channel
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Figure 6.5: Successful Linkability-Attack

assigned to the MS, as illustrated in Figure 6.4. The phone performs a validation
of the authentication request and answers with the authentication response. If the
response to the replayed authentication is a Synchronisation Failure (Figure 6.5),
then the MS on this dedicated channel is the victim’s phone, and the victim is indeed
in the femtocell area. Otherwise, the attacker needs to inject the same message to
the other mobile stations in his area in order to find out if the victim MS is present
or not.
The 3G AKA protocol is performed at each new session in the femtocell setting,
this makes the caching of the authentication parameters very easy. Though, we do
not have the tools to test if this applies when connecting to a typical Node B, we
tested the 3G/GSM interoperability scenario by using the Osmocom-BB software
and we observed that in this setting the execution of the AKA protocol can be trig-
gered by calling for example the victim mobile phone a given number of times (by
hanging up within a short time window this activity can be made non detectable by
the victim [115]). For instance, our experiments showed that the execution of the
AKA protocol on the UK Vodafone network can be triggered by calling six times
the victim mobile phone, and hanging up before it even rings.
To illustrate the use of our attacks, consider an employer interested in tracking one of
his employee’s accesses to a building. He would first use the femtocell to sniff a valid
authentication request. This could happen in a different area than the monitored
one. Then the employer would position the device near the entrance of the building.
Movements inside the building could be tracked as well by placing additional devices
to cover different areas of the building. If devices with wider area coverage than a
femtocell are used, the adversary should use triangulation to obtain finer position
data.
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6.5 Discussion

The widely-deployed 3GPP 3G protocols aim to prevent unauthorised parties (such
as private organisations and individuals) from tracking the physical location of users
by monitoring the signals from their mobile phone. Specically, the protocols use
temporary identiers and cryptography to achieve this aim. We have shown that
the protocols are vulnerable to new privacy threats and that these threats lead to
attacks that can be mounted in practice at low cost. Currently, our demonstration
relies on particular hardware/software using closed source implementation of the
3G protocol stack and radio signalling functions. We tested several networks of
major operators (T-Mobile, O2, SFR, and Vodafone) and demonstrated that these
are vulnerable to our attacks. We used formal methods to show that the exposed
privacy vulnerabilities could have been detected at design time, We developed and
verified lightweight solutions to avoid the privacy vulnerabilities. The solutions we
propose show that privacy friendly measures could be adopted by the next generation
of mobile telephony standards while keeping low the computational and economical
cost of implementing them.
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Related Work

In this section, we categorize related work into three types: previous studies in fem-
tocell security, International Mobile Subscriber Identity (IMSI) catcher, and research
work targeting attacks against the MNO infrastructure. In the first type of studies
related to femtocell security, the GSM Association and 3GPP group have discussed
security issues and potential threats experienced during the femtocell deployment
process [56, 77]. In the academic context, few security groups have described secu-
rity issues in femtocells [86, 87]. However, these studies consider and frame security
threats and issues abstractly. This thesis contributes in this direction, providing
extensive experimental results by evaluating a todays commercial- available femto-
cell ecosystem. Then few researchers have demonstrated various ways of gaining
root access on such devices [79, 81, 83]. However most of this research have solely
targeted the femtocell device insecurities and does not address practical attacks and
their impact against the MNO infrastructure. Our work differs from these group in
measuring the impact of integrating compromised femtocell devices into the cellular
core network and performing root cause analysis.

Recently Wehrle presented his work on building an IMSI catcher [96] and then
Padget demonstrates that such devices can be built using low cost hardware and
open source software [126]. However their work exploits widely known vulnerabilities
of GSM authentication protocol to build such a device. Instead of exploiting GSM
features, we bypassed the mutual authentication provided by the UMTS to turn a
femtocell into an low cost IMSI catcher device.

In the academic context, Traynor et al measured the impact of malicious mobile
devices on the core network [106]. In their previous studies, they [82] demonstrated
that a limited set of text message can be used deny legitimate voice and SMS services
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at a geographical area. In a different study [85], Serror et al produced the same
DOS results by exploiting paging services. These studies have investigated denial
of service attacks on MNO infrastructure by exploiting vulnerabilities in the related
protocols and by malicious UE. Considering the fact of deploying the femtocell
exposes cellular infrastructure for the first time over the public Internet, our study
demonstrate such attacks by exploiting the device and weaknesses in the critical
interface of device-to-core network.
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Conclusion and Future Work

Femtocell technology has been receiving attention in the telecommunication industry
to deal with increasing mobile data usage and backhaul crises. However this new
technology raises security risks not only to the mobile network operator but also
to the end users. Analysing and evaluating such security issues experimentally
from system design perspective on a commercially deployed femtocell is the main
contribution of this thesis. We outlined the security risks of femtocell technology
that are caused due to a combination of operator specific implementation errors and
issues inherent in the system design of the femtocell architecture.

In this thesis, we focused on evaluating the security aspects of femtocell-enabled
cellular network architecture. In particular, first we analysed various security aspects
of a commercially deployed femtocell. These includes location locking mechanisms
used in the femtocell networks. We discovered several ways to bypass such location
locking methods. Further we investigated impact of unreliable femtocell location
information from security perspective. We determined that location locking tech-
niques defined by the 3GPP standard are insufficient to provide reliable information.
Then we investigated femtocell security aspects such as device integrity check, mu-
tual authentication, IPsec tunnel establishment, and security between femtocell and
the HMS server. Despite of having these security aspects, we investigated how low
cost embedded devices can be compromised in various ways. We discovered several
security flaws in a commercially deployed femtocell that allows attackers to gain
root access and turn a femtocell into a rogue device. Further we analysed negative
consequences of such rogue femtocells on the various parties involved in the use and
provision of the telecommunication system. We showed that attacks based on a
rogue femtocell can compromise all important security aspects for end users, such
as integrity, authenticity, confidentiality, and availability. During the procedure of
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such attack exploration and experimentation, we highlight the design concerns of
the femtocell security architecture.

In this thesis, we argued that system design of femtocell-enabled cellular net-
work architecture is itself responsible for opening up new attacks against the network
infrastructure and end users. Reason for such argument is: the femtocell system de-
sign lacks end-to-end confidentiality and integrity protection of the communication
between the operator network and the mobile device. Further we believe that re-
quirement of transferring vital authentication material to femtocells from the core
network allows an attacker to violate the principles of integrity and confidentiality.
We also showed that it is difficult to rely solely on physical security of femtocell to
provide secure communication between end users.

We conclude that one of the primary issues of deploying femtocells to tackle
coverage and capacity issue is the vulnerability of the system security architecture,
as the end devices still trusted and system design does not address active attacks
effectively. Moreover due to trade-off between security and low cost, femtocell de-
vices lack the enhanced security mechanisms. This trade-off game opens up multiple
attacking vectors based on compromised femtocells that need to covered by either
re-thinking the security architecture or by adding complex security mechanisms.

Future Work

We continue to extend our study and apply our findings in Heterogeneous and Small
Cell Networks (HetSNets) area. The HetSNets are generally referred as heteroge-
neous networks, which deploy a multiple wireless technologies, frequencies, cell sizes
and network architectures to satisfy increasing bandwidth demand. Since security is
vital in real world communications, we plan to investigate security and privacy issues
in future HetSNets networks with the help of our results. In addition, investigation
of security and privacy issues in LTE femtocells seems interesting from end-users
and cellular network operators perspective.

On the other hand, although it would not be realistic to retrofit our results
into current femtocell security architecture, we believe that these results can provide
inputs to design future cellular network architecture. The future cellular network
that provides end-to-end security model; achieves privacy, confidentiality, and strong
authentication needs while being efficient and cost-effective.
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