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Abstract

Self-protection is, as defined by IBM [79], one of the four pillars of self-
management in the context of autonomic computing (AC). One aspect of self-
protection is the detection of attacks often originating from multiple sources and
targeting multiple networked systems. Anomaly-based intrusion detection sys-
tems (IDS) such as the artificial immune system (AIS) are considered feasible in
an AC environment [38]. However, AIS suffers from various problems such as
high false alarm rates or missing scalable training and detection algorithms.

In the last decade, collaborative intrusion detection systems (CIDS) have emerged
as a promising solution to confront IDS-related challenges using the information
from multiple sources to gain a better understanding of objective and impact of
complex attacks. CIDS benefit from collaborative aspects, namely architectural
advantages such as scalability and the benefit of teamwork. However, collabo-
ration needs to be administrated efficiently, and a CIDS raises new exploitation
opportunities for adversaries.

In this work, we investigate a group-based collaboration framework for IDS us-
ing the example of the AIS resulting in a novel architecture: the collaborative
AIS (CAIS). We provide a scheme to support the AIS for a (i) realization of scal-
able training and detection as well as the (ii) improvement of false positive de-
tection rates with the help of collaboration. A distributed AIS approach poses
requirements for the collaboration framework. Accordingly, we incorporate an
anonymity scheme to confront adversarial opportunities and provide a group for-
mation algorithm to select the best fitting groups of collaborators according to
a collaboration policy. We also introduce tools for the evaluation of the overall
approach based on analytical models and simulation.

The resulting collaboration framework covers the complete life cycle of a dis-
tributed anomaly-based intrusion detection system: initialization, organization,
detection and response. The CAIS is realized with the help of the developed
framework and composed of software agents. These software agents contribute to
self-protection in the scope of autonomic computing.





Zusammenfassung

Autonomic Computing (AC, [79]) verfolgt die Idee von sich selbst verwaltenden
computerbasierten Systemen, die gemäß vorab festgelegter Richtlinien agieren.
Ein wichtiger Aspekt ist Self-Protection, der Selbstschutzgedanke, der auch die
Erkennung von (verteilten) Angriffen beinhaltet. Anomaliebasierte Angriffserken-
nungssysteme (IDS), wie das Artificial Immune System (AIS) werden als geeignet
für AC erachtet ( [38]) um bösartige Aktivitäten selbstständig zu erkennen. Sie
unterliegen aber Einschränkungen wie hohen Fehlalarmraten sowie einer fehlen-
den Skalierbarkeit von Trainings- und Erkennungsalgorithmen.

In der letzten Dekade sind Collaborative IDS (CIDS) als eine vielversprechende
Lösung für Angriffserkennung in Erscheinung getreten. CIDS profitieren von der
verteilten Lösung von Problemen, der Teamarbeit sowie Korrelation von Infor-
mation aus verschiedenen Quellen. Der Einsatz von CIDS bedeutet aber auch
neue Herausforderungen wie die Verwaltung von Kollaboration sowie durch sie
induzierte Angriffsmöglichkeiten.

Diese Arbeit beschreibt ein gruppenbasiertes Kollaborationsframework zur Re-
alisierung von CIDS am Beispiel von Softwareagenten, die AIS-basierte Erken-
nungsalgorithmen ausführen. Dieses Framework unterstützt bei einer skalierbaren
Erkennung sowie der Verbesserung der Fehlalarmraten. Das kollaborative AIS
(CAIS) stellt weitere Anforderungen an das Framework. Dementsprechend inte-
grieren wir ein Kommunikationsprotokoll zum anonymen Informationsaustausch
sowie einen Algorithmus zur Auswahl passender Gruppen von Softwareagenten
anhand einer Kollaborationsrichtlinie. Des Weiteren präsentieren wir Werkzeuge
für die Bewertung des Gesamtsystems basierend auf analytischen Modellen und
Simulation

Das resultierende Kollaborationsframework deckt den kompletten Lebenszyklus
eines verteilten, anomaliebasierten IDS ab: Initialisierung, Organisation, Erken-
nung und Reaktion. Die das CAIS realisierenden Software-Agenten tragen somit
zur Selbstverwaltung gemäß des Autonomic Computing im Rahmen der Selbst-
schutzkomponente bei.
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Chapter 1
Introduction

Information and communication technology permeates daily life in our modern
society and consequently, the variety and the amount of networked devices is
growing steadily. Furthermore, there is a diversity of associated operating sys-
tems and applications with the consequence that there exist numerous individual
software configurations prone to errors that may be exploited. At the same time,
more human resources need to be spent for administrating the resulting comput-
erized, networked systems.

The autonomic computing research initiative is confronting this problem with the
idea of “computing systems that can manage themselves given high-level objec-
tives from administrators” [79]. This concept, also denoted as self-management,
can be decomposed into four aspects, namely self-configuration, self-optimization,
self-healing, and self-protection. Self-configuration and self-optimization refer to
automatic configuration of components and systems as well as their continuous
improvement. Self-healing refers to the treatment of localized software and hard-
ware problems and self-protection means the defense against malicious attacks,
unintentional changes of users or cascading failures.

The entities in an autonomic computing environment are known as autonomic
elements, administrated by the autonomic manager (c.f. Figure 1.1). In their
work on autonomic computing, Kephart et al. emphasize the importance of agent-
orientation for autonomic computing where the agents are the autonomic elements
and multi-agent systems represent autonomic systems [79]. The authors stress in
particular the social ability of an agent, one of its main characteristics according
to Woolridge et al. [128]. The resulting collaboration enables the agent to fulfill
its goals.

However, this vision of self-management can only become reality if related secu-
rity challenges are solved. Chess et al. [38] state that security challenges from to-
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Figure 1.1: This figure presents the concepts in an autonomic computing environment.
A device can be represented as a managed element (a managed element can also be
an executed application or a number of devices), whereas it is administrated by the auto-
nomic manager. This component, e.g. a software agent, follows the MAPE-K control loop,
whereas an execution cycle consists of the following steps: (i) continuous monitoring by
the means of the sensors, (ii) analysis of the monitored data and extraction of the actual
state, (iii) planning how a target state can be reached and (iv) acting according to the
plans. The knowledge component itself is not clearly defined, but contained knowledge
can be a high-level policy from an administrator, the outcome of the analysis process or
further properties of a managed element, for example the version of an application or
the amount of RAM a device has. An inherent capability of autonomic managers is their
opportunity to pursue their goals with the help of collaboration.

day will also be important for autonomic computing environments, and in the ab-

sence of human intervention become even more complicated. Nowadays, we are

increasingly dependent on IT infrastructures and services, a circumstance which

promotes complex Internet attacks. The rationale to investigate security holes and

create exploiting attacks is no longer limited to the fame a hacker/cracker gains.

Instead, the attacks nowadays increasingly have commercial [85] or political rea-

sons [45]. The result is a never-ending fight between the attacker and the defender

who applies countermeasures such as intrusion detection and preventions systems

(IDS/IPS) to detect attacks and react appropriately.

The two main intrusion detection paradigms signature-based detection and

anomaly detection suffer from shortcomings and leave computational devices and
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telecommunication networks exposed to a variety of threats. Zero-day attacks
leave devices susceptible to attacks during the vulnerability interval, i.e. the win-
dow of opportunity between an exploit for a vulnerability is released and the ap-
propriate signature respectively patch is available. On the other hand, entirely
anomaly-based detection schemes are often of limited use due to a high false pos-
itive rate and a higher computational complexity.

Chess et al. promote in this context of self-protection [38] the AIS, the artificial
immune system, for intrusion detection and response, as a progenitor for auto-
nomic computing. The authors state that “the architecture and the design [of the
AIS] have autonomic aspects that are worth considering”. The AIS is an anomaly
detection system inspired by the BIS, the biological immune system as a classifica-
tion system distinguishing between self and nonself. “Self” refers to the organism
and “nonself” to the intruders. The “nonself” is learnt in a training phase, e.g. by
the Negative Selection algorithm presented in Section 2.1.4 and represented by a
set of detectors.

In this work, we investigate an IDS collaboration framework based on groups
using the example of the AIS. The group is the central entity that persists over
the lifecycle of the resulting Collaborative IDS (CIDS) and represents the basis
for collaboration. The rationale to follow a group-based approach is inspired by
the idea of teamwork, where complex tasks are dealt with in groups composed
of the members reflecting the relevant skill set to achieve the overall objective.
Another motivation is the research conducted by Katti et al. [78] showing that
small groups of 4-6 IDS members can have the same effect as collaborating with
all agents (several thousands).

Thus, we analyze the work-coupling between AIS agents to target the problems
of the non-collaborative variant, i.e. lower the false positive rate and provide
trade-off strategies between computational complexity and detector coverage. We
also target the challenges induced by collaborative approaches such as adversarial
opportunities in an inter-domain collaboration scenario as well as the selection of
the appropriate collaborators, and introduce new tools for evaluation of the overall
approach.

The resulting collaboration framework covers the life cycle of a distributed
anomaly-based intrusion detection system: initialization, organization, detection
and response. The resulting CIDS we name CAIS, collaborative AIS. The entities
within the framework are collaborating software agents organized in groups, con-
tributing to the autonomic manager of the managed elements – IP-enabled devices
in networked environments.
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1.1 Group-based Collaboration Frame-
work for AIS

The CAIS area of application is presented in Figure 1.2. Within one administra-
tive or security domain, we provide mechanisms for detector generation and ex-
change (training), detection and response. The domain is characterized by users
and systems following a joint security policy dictating the information security
goals.

A domain can be decomposed, e.g. based on the category networking or type of
application into sub domains. In a large enterprise network these may be employ-
ees workstation networks restricted to a predefined set of possible applications, or
server farms for a particular application such as WWW.

To fulfill the high-level information security policy, different technical polices
(sometimes also named baselines) based on the system respectively network af-
fected are in place. The CAIS focuses for joint detection and response on ho-
mogeneous systems respectively devices in the subnetworks following a similar
baseline.

With respect to inter-domain (spanning over more than one domain) collaboration,
we discuss mechanisms for the exchange of detection results in a group of collab-
orating agents while avoiding the risk of an individual agent to be fingerprinted,
i.e. profiling an IDS agent to determine its capabilities. We do not focus on joint
training, detection and response in this scenario, but on how the inter-domain col-
laboration enabling the participating agents to interact, can be realized.

Figure 1.3 depicts the resulting lifecycle of the collaboration framework based on
groups. This lifecycle is comprised of the stages initialization, organization and
detection/response. The last component is the evaluation of the resulting CIDS,
the collaborative AIS.

Out of scope of this work is the development of new AIS detection algorithms, but
we provide mechanisms to improve training and detection in a collaborative way.
The state of the art in AIS research is described by Wu et al. [129]. Further, this
work does not solve the problem related to collaborative trust management, e.g.
benign agents becoming malicious during runtime. We refer to Artz and Gil [10]
and the works in [114] for further details. In the following, we substantiate the
covered set of problems.
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Figure 1.2: The collaboration framework provides mechanisms for AIS agents to conduct
inter-domain as well as intra-domain collaboration. We assume in this work that agents
in the intra-domain collaboration scenario are benign and follow policies set by the sys-
tem operation, e.g. system administrator. In contrast, in the inter-domain collaboration
scenario agents may be malicious.

1.2 Challenges of CAIS Realization

We discuss the problems addressed in this work. They are comprised of direct

AIS challenges as well as problems induced by a CAIS.

It is difficult to find the appropriate trade-off between the size of the individual
detector sets and the induced complexity of detector generation and detec-
tion. So, selecting all possible detectors for the AIS agent provides the best attack

detection capability. However, it may not be feasible to store large amount of

detectors and process them while trying to detect attacks in timely manner, es-

pecially when dealing with resource-limited devices. On the other hand, limiting

the number of detectors comes with the danger of missing attacks. Hence, this

is a trade-off between the detector coverage and the complexity of detection and

detector generation.

A second direct AIS challenge are problems related to anomaly detection systems
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Figure 1.3: Lifecycle of an IDS collaboration framework: In a first initialization step, AIS
agents need to find corresponding collaboration partners. Then, the organization of the
resulting group of collaborating agents must be established including a common commu-
nication scheme and conduction of the training phase. In the last step, detection and a
possible response are carried out. The evaluation component is necessary to assess the
benefit of the collaborative vs. the non-collaborative approach.

such as low specificity respectively sensitivity, i.e. high false positive respec-

tively false negative rates (as discussed in Section 2.1.3. Hence, the output of

the AIS needs to be differentiated into wrong alarms and right alarms resulting in

additional workload for a human expert.

Dependent on the type of collaboration in training and detection phase, a com-
mon understanding of the AIS agents about normal/anomalous behavior is

necessary, i.e. to find the “right” group of collaborators. In the context of AIS,

the “right” collaborators need to have a common understanding of normal be-

haviour, i.e. form a homogeneous group. A counter example would be a strongly-

frequented web server collaborating with a workstation trying to exchange a com-

mon view of normality.

Another important aspect is the communication protocol within a group of col-
laborating agents. A simple solution is to establish directed links to all group

members. However, the communication and administration cost for individual

agents becomes high if the groups are large. There exist several communication

protocols following the prominent publish/subscribe-paradigm, such as multicast.

However, IP-based multicast suffers from difficulties as is it mostly restricted to a

subnet because the forwarding in routers is disabled.

A problem not only but in particular related to inter-domain collaboration is fin-
gerprinting of IDS. There may be one or more adversaries in the group capable

of listening to messages exchanged between the AIS agents. These adversaries

can store and analyze every message and collaborate to create profiles of the IDS,

i.e. determining its capabilities or the protected IP address space.
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Figure 1.4: This figure denotes the lifecycle of the collaborative AIS and the associated
framework components.

A challenging problem of CIDS is how to evaluate them; real experiments are
difficult to realize, because experimental systems are not deployed in an oper-
ational environment. The evaluation in a small testbed does not allow analysis
of large-scale deployments, but collaborative solutions by definition benefit from
their distributed nature. Another approach is to represent the system with the help
of mathematical models and find analytical answers, i.e. logical and quantitative
relationships between the entities. Such models become very complex, in partic-
ular for a concurrent system such as CIDS. However, analytical models provide
stressable answers that are not subject to sample-size-issues as in experimental
approaches such as simulation or emulation.

1.3 Contribution and Organization

Corresponding to the problem definition, we define several contributions in the
scope of this work. These can be mapped to components of the collaboration
framework as denoted in Figure 1.4 following the lifecycle of a collaborative
anomaly detection system:

We introduce explicit group formation for CIDS with the help of an ontology-
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based data model reflecting relevant properties of the participants enabling the
creation of homogeneous groups of collaborating AIS agents. We discuss each
category in the taxonomy with regard to the impact on detection groups and their
value for collaborative intrusion detection. Next, we provide a group formation
algorithm to establish these groups. The algorithm receives as input objectives
and associated interests defined as instances of the property taxonomy. Moreover,
it takes maximum group sizes into account. We present a prototype based on the
JIAC agent framework1.

We propose a group-based communication scheme for the exchange of event-
based and periodical messages among AIS agents. The scheme uses techniques
from combinatorial design and graph theory to provide a multi-path P2P com-
munication scheme. The outcome is a mapping of AIS agents into overlapping
sets (a.k.a. blocks). Each IDS agent receives one of these sets and generates its
communication partners based on contained agent identifiers. This communica-
tion scheme can be used to to propagate alarms, status or detectors between the
collaborating AIS agents.

We extend this group-based scheme to focus on the problem of anonymity preser-
vation preventing probe-response attacks, a possible fingerprinting attack. In this
regard, the ID of a message-originating IDS is hidden from the adversary capable
of eavesdropping communication links used by collaborating AIS agents. In this
scheme, the adversary cannot perform better than randomly guessing the origina-
tor.

We perform overhead analysis for the regular and extended communication
scheme, using the metrics maximum hop count and total message count to com-
municate an alert messages to all IDS agents in a collaborating group. We quan-
tify the trade-off between multi-path design scheme, hop-count and number of the
messages.

We introduce a simulation model for the simulation environment NeSSi2 pro-
viding support to evaluate CIDS. Simulation is a useful measure to evaluate dis-
tributed, large-scale systems. Dependent on the metric, simulations allows ab-
straction of non-relevant characteristics and enables efficient evaluation. In this
regard, NeSSi2 provides an API for the integration and evaluation of detection
algorithms. In particular, special common attack scenarios are supported and can
be simulated, e.g. worm-spread scenarios.

We evaluate the applicability of collaborative AIS-based method for intrusion de-
tection. In this context, two different attack scenarios are evaluated with NeSSi2

while focusing in particular on increasing the specificity, i.e. lowering the false

1http://www.jiac.de
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positive rate with the help of a collaboration scheme. We also compare the out-
come of the simulation-based evaluation with experiments in an emulation envi-
ronment, validating the results and discussing differences.

Finally, we investigate the trade-off between the subset of detectors stored by
an AIS agent and the detection complexity. We use the techniques from com-
binatorial design and graph theory to decide how many and which detectors are
exchanged pairwise between IDS agents. In this regard, we re-use the generated
blocks for the communication scheme to independently decide which agents to
retrieve their detector sets from. We evaluate the effect of detector spread as a re-
sponse measure analyzed with an extended SIR (Susceptible Infected Removed)
model showing the advantages of deterministic redundancy strategies. The dis-
tributed detector generation and detection enables scalable AIS, a major research
challenge according to Wu et al. [129] (c.f. Section 2.1.4 for challenges with re-
spect to AIS).

1.3.1 Organization

The remainder of this work is structured as follows: In Chapter 2 we detail relevant
concepts in the domain of this work, e.g. AIS, and survey CIDS literature with
a focus on the system characteristics relevant for the collaboration framework.
Consequently, we present in Chapter 3 an overview of the resulting collaborative
system and introduce explicit group formation. In Chapter 4 we discuss group
communication schemes for collaborating AIS agents as well as the distributed
training. Then, we introduce in Chapter 5 the collaborative detection and response
and conclude in Chapter 6.

1.4 Summary

The vision of self-protection, one of the four aspects of autonomic computing re-
quires the detection of intrusions and attacks to be performed with a higher degree
of autonomy than in current practice. As a consequence, anomaly-based IDS are
an alternative or at least an addition to classical signature-based IDS. These sys-
tems classify the state of a networked system or a device into normal or abnormal
not dependent on prior knowledge about specific attacks. The AIS, an adaption
of the BIS, is such a system, but has deficiencies such as high false classification
rates and a considerable computational expense for training and detection.
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Chess et al. state [38] that autonomic computing paradigm not only poses chal-
lenges but also opportunities such as collaboration between the autonomic man-
agers, software agents, to confront challenges of self-protection. We support this
notion by presenting a group-based collaboration framework for IDS using the
example of the AIS. Accordingly, we present mechanisms covering a collabo-
rative AIS lifecycle, comprised of initialization, organization, detection and re-
sponse and present tools to assess the collaborative AIS. The resulting collabo-
ration framework and its individual components are shown in Figure 1.4. In the
following, we detail the domain of this work, survey the system aspects of CIDS
and investigate open problems to be solved for the collaboration framework.



Chapter 2
Domain

This chapter provides (i) necessary concepts and their explanations to follow the
rest of this work in Section 2.1, and then (ii) presents related work on CIDS as
well as open research problems in Section 2.2.

2.1 Background

In the following, standardized1 definitions are used if available.

2.1.1 Intrusion Detection (Systems)

Modern networks or systems have to deal with numerous different intrusion at-
tempts where intrusion is defined as “Unauthorized access to a network or a
network-connected system [..]”2. This access may either be intentional or by ac-
cident. However, the result is a compromised information system or the unautho-
rized use of resources.

The activity to discover an intrusion as well as the intruder relates to intrusion
detection, i.e. the problem of identifying unauthorized use, misuse, and abuse
of services and computer systems by insiders or external penetrators. Intrusion
detection is a passive technology, whereas intrusion prevention denotes an active
response in case of an intrusion.

1ISO/IEC 18028
2ISO/IEC 18028
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The purpose of an IDS is to detect intrusions attempts and document detection
results and notify in case of an alert. The intrusion prevention system (IPS) in-
corporates accordingly an active mechanism for response. The IDS are often con-
sidered the second line of defense if security systems such as firewalls or virus
scanners have been breached. The input to an IDS consists of network traffic or
host-activity.

The IDS can also be deployed in a distributed fashion, i.e. a distributed intrusion
detection system (DIDS) consists of network and/or host sensors. Network sensors
can either process network traffic in an inline fashion, i.e. intercepting traffic
actively, or process replicated traffic data. The second sensor type, the host sensor,
is executed on a host machine. Compared to the network sensors, host sensors
always do have influence on host activity. Available data measured by host sensors
ranges from application logs to system call traces.

The sensor data is either processed directly or transferred to another entity. We
use the term analyzer as a broader concept for software realizing aggregation,
correlation or detection. The terms detection component or detection unit are used
synonymously. An entity capable of normalization, aggregation and correlation
of the data is sometimes also called the manager or console. In the last decade
the terms security event manager (SEM), security information manager SIM or
security information and event management system (SIEM) have evolved. These
terms denote an extension to the manager functionality with complex reporting
capabilities, compliance to national regulatory requirements, and long-term data
storage and interaction mechanism with third-party systems such as incident ticket
systems.

We discuss in Section 2.2.2 the common intrusion detection framework3, an ini-
tiative funded by DARPA, as an option to enable interoperability to exchange
security related information between different research projects. In the scope of
CIDF roles for components in a DIDS are defined such as event generator, event
analyzer, event database and response unit. For further reading on intrusion de-
tection principles we refer to the overview article by Mc Hugh [96], the book of
Bace [13] or the first article by the intrusion detection pioneers Anderson [7] and
Denning [43].

3http://gost.isi.edu/cidf/
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Internet

Figure 2.1: Example for intra-domain collaboration: in this large enterprise or university
network, a group of CIDS agents (every agent represents a workstation) collaborates.

2.1.2 CIDS and Application Domain

Collaboration and cooperation have been investigated in different research ar-

eas such as Community Research [70], Business Logistics [80] or Organizational

Studies [127]. However, to the best of our knowledge, a distinction between col-
laborative respectively cooperative IDS does not exist. We will use the terms

synonymously and define: CIDS are particular DIDS, where participating agents

form groups, adapt to different roles and fulfill IDS related common task not solv-

able by the agents on their own.

We distinguish between intra-domain and inter-domain collaboration as appli-

cation domain in this work. Intra-domain collaboration refers to CIDS applied

within one administrative domain, for example a corporate network as shown in

Figure 2.1. A domain is composed of users and systems following a domain-wide

security policy. A corporate policy framework is outlined in Figure 2.2. At level

one, the strategic security objectives and their integration into the corporate philos-

ophy are set. At the next level, the requirements for individual areas are specified,

e.g. a policy for employees, third-parties etc. At level 3, specific requirements

are defined, e.g. “non-required ports on servers must be closed”. Finally, level 4

comprises the documentation how the requirements are fulfilled, e.g. “to monitor

failed log-ins, the audit flags on Windows 7 machines are enabled”. The low-level
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Level 1

abstract, high-level objectives 
of information security

Level 2

less abstract, focus is to define requirements 
for a specific area of information security, e.g. 

physical  security,  human resources, access control 

Level 3

security concepts detailing requirements how to realize  security, e.g. 
usage of mobile devices, network segregation, emergency manuals

Level 4

documentation how security is realized, e.g. „on Windows OS 7 machines, auditing is 
activated  to monitor failed log-in attempts“

Figure 2.2: Example for Policy Framework: this figure denotes how enterprises do struc-
ture policy frameworks in the different level 1,2,3, and 4.

documentation is sometimes called security baseline.

In contrast, inter-domain collaboration refers to CIDS that span multiple domains
(c.f. Figure 2.3). An example for this kind of collaboration is the DSHIELD4

initiative. DSHIELD gathers firewall logs to identify attack trends and to provide
updated firewall rule sets. Inter-domain CIDS, sometimes also described as large-
scale collaboration have two main types of information publishing architectures.
The data contributor/ data repository model or the completely decentralized ap-
proach. DSHIELD follows the data contributor/ data repository model, as it is
administrated as a centralized data base where the members of the initiative share
firewall logs with.

We do not focus on joint training, detection and response for inter-domain col-
laboration, but discuss how information can be exchanged in a privacy-preserving
manner, how agents under the control of different administrative domains can be
trusted and how interoperability between the different domains can be realized.

4http://www.caida.org/research/security/telescope/
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Figure 2.3: In this example of inter-domain collaboration, agents from different domains
(as denoted in Figure 2.1), work together.
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The alignment of security policies from different domains is also not in scope of
this work. An approach to tackle this problem is to follow the idea of Virtual Orga-
nizations (VO) as discussed in Grid Computing [51]. These entities are composed
of computational resources and users. In a recent European research project5 the
Linux-based OS XtreemOS has been developed with the aim to establish a grid-
based OS. In the scope of this research, Aziz et al. discuss an approach [12]
to manage the policies from different virtual organisations. This approach does
not confront policies on stategic level, but on a technical level of access control,
resource usage etc. Another approach, as introduced by Cuppens et al. [41], fo-
cusses on interoperability between different organizations for the sake of access
control. The main idea is to introduce two Virtual Private Organizations (VPO)s
between two organizations to manage access control, where access can be defined
for an organization A by an organization B and vice versa.

2.1.3 Detection Paradigms

There exist two main detection paradigms in the context of IDS: the anomaly and
signature-based intrusion detection. The latter enables the detection with the help
of a distinguishing mark, e.g. a character string, extracted from a known attack
(c.f. Figure 2.4, part (a)). The signature-based detection algorithms match the in-
put continuously (sliding window) with signatures characterizing known attacks.
In the given example the signature “A B C” is matched against the attack related
input. The characterization of an attack and generation of a respective signature
are not easy tasks. One problem is to find a distinguishing mark that is unique for
an attack. Otherwise, the algorithm creates false positives, i.e. benign data is in-
terpreted as malicious, respectively false negatives, i.e. the attack is not detected.

A limitation of signature-based intrusion detection systems is their limited ability
to detect unknown threats. Hence, in case of a new attack, the IDS needs to update
the signature databases before it can detect it, or the IDS applies heuristics or more
“generic” signatures that can result into false positives. The time span between ap-
pearance of an exploit and a signature/patch preventing the corresponding attack
is known as the vulnerability interval, a.k.a. window of opportunity. Obviously,
from the defender’s point of view, the shorter this interval is the better.

In contrast, anomaly detection aims to classify the state of a system into normal
and abnormal. In part (b) of Figure 2.4, we illustrate the principle of anomaly
detection. Anomaly detection is conducted with various methods such as statisti-
cal analysis, artificial intelligence [36], and biologically inspired algorithms such

5www.xtreemos.eu
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Figure 2.4: Comparison of anomaly and signature-based detection: In the left figure, the
signature-based detection paradigm is illustrated. The input to a signature-based algo-
rithm is matched against a set of pre-defined signatures characterizing known attacks.
In contrast, the anomaly detection classifies an input to either be normal or anomalous.
The green stars in the figure denote correct classifications, whereas the red stars mean
incorrect classifications.

as AIS [129]. The input of anomaly detection algorithms are n-dimensional fea-
ture vectors, matrices representing system-relevant features, e.g. average packet

length or system utilization. The feature vectors span the feature space, the n-

dimensional space determined by the value ranges of its entries. The output of an

anomaly detection algorithm is often a single, real number and the specification of

a threshold value determines the difference between normal and anomalous state.

It is common to normalize the output of an anomaly detection algorithm to [0,1],

where 1 signifies absolute confidence for an anomaly.

However, the classification output may be error-prone. The example in Figure 2.4

illustrates correct classifications, denoted by green stars. A correctly classified

attack is a true positive and a correctly classified normal state represents a true

negative. Accordingly, the red stars indicate false classifications: a false posi-

tive denotes benign data classified anomalous and a false negative means attack

data classified as normal. Anomaly detection suffers from problems such as a

low specificity respectively sensitivity, i.e. high false positive rate respectively

false negative rates. In particular, the false positive rate undermines the utility

of a detection scheme. The portion of attack-related traffic or system behavior
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is typically small compared to the benign data. In this regard, even a very low
false positive rate often results in more alarms than the attack-related alarms. This
undermines the confidence in the overall detection scheme and the usability in a
practical setting. In the following we present the anomaly detection used in this
work– the AIS.

2.1.4 Artificial Immune System

The biological immune system (BIS) can be considered as a successful classifi-
cation system which distinguishes between self and nonself. In this context, self
refers to the organism and nonself to the intruders. Its advantages include robust-
ness, the ability to detect new attacks and to learn these attacks in order to respond
in a faster second immune reaction. The immune system is a very complex system
with different defense layers such as the skin as a physical border for pathogens.
Here, we limit the description to the adaptive immune system which provides the
model for the used AIS algorithms. The adaptive immune system consists of two
kinds of cells, the t- and b-cells (there are more differentiations which can be ig-
nored for the purposes of the applied model). The immune cells have receptors
on their surface with specific shapes and charges. They can bind to patterns of
contrary shape and charge resulting in a pattern matching mechanism.

The t-cells mature in the thymus, and this is the place, where they learn to differ
between self and nonself. The maturation process is called negative selection.
Self proteins and cells are presented to the immature t-cells. The cell dies if the
receptor of a cell binds to a self-pattern with high affinity. Only cells with recep-
tors not matching to presented patterns survive and become mature t-cells. The
mature cells migrate into the peripheral lymphatic organs and detect nonself if a
receptor of a cell has a high affinity to a pattern at the surface of another cell or
molecule. The t-cells not only need to recognize foreign patterns, but also require
co-stimulation from b-cells triggering a full immune response. This mechanism
minimizes the probability of false positives and an auto-immune-response. The
immune system has no central control and no single point of failure because of the
high numbers of single cells building up the immune system providing scalability
and robustness. For more details we refer to [75].

The adaption of BIS algorithms for anomaly detection in computer science has
been investigated in different application areas. In the context of network se-
curity, there exist systems with immune analogies based on different algorithms
such as negative selection, immune-network or danger theory. Two of the first
approaches are the negative selection algorithm (see Figure 2.5) and the Lysis
system of Stephanie Forrest et al. [49, 50, 69]. Most of these early systems are
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Figure 2.5: Negative selection and anomaly detection (Forrest et al. [69])

based on packet-level network traffic. Other systems have tried to find anomalies
in Unix process calls [49]. All these systems have utilized the negative selection
algorithm described in [50]. More recently, Luther has developed an agent-based
AIS for a single host similar to the Lysis system of Forrest and Hofmeyr [69] (c.f.
Figure 2.5), and a concept for AIS-based anomaly detection [93].

Detector Generation

In anomaly detection, the generation of detectors or the learning phase often is
the most expensive phase because the system has to learn the difference between
normal and abnormal. If we choose the amount of training data too small, the
training phase is short but the detection result is poor, therefore we have to find a
threshold for the size of the training data suitable for the monitored system.

The main idea of the negative selection algorithm is to produce detectors ran-
domly and compare them to the normal patterns obtained during training. Every
detector that matches to these normal patterns is eliminated, and hence, the re-
maining detectors recognize only abnormal patterns. A pseudo-code fragment for
the negative selection algorithm is shown in Algorithm 1.

In Figure 2.5, the Negative Selection algorithm is presented in the context of Ly-
sis, a system of Hofmeyr et al. [69]. If a mature detector becomes activated and
receives a co-stimulation, e.g. by an administrator or another detector, it is stored
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Figure 2.6: The AIS creates detectors indicated by the cyan circles. These detectors
match anomalies analogous to the T-cells of BIS. The example denotes the four classi-
fications: true positive and true negative (green star) as well as false positive and false
negative (red star). The AIS, similar to the Biological Immune System, is based on the dis-
tinction between the concept of self (normal) and nonself (anomalous). During a training
phase, detectors are created, compared to the normal behavior (self) and the matching
detectors eliminated. In this regard, remaining detectors represent anomalous behavior.

in the memory. In the literature, the AIS is initially used as a packet-based IDS and

the detectors are comparable to binary strings composed from the data path triple

(IP addresses, used protocol and port number). For these systems, the matching

decision is based on a binary r-contiguous comparison6 or a modified version the

r-chunk comparison7 [15]. In later studies, more complex feature vectors and the

Euclidean distance have been used for the comparison [62].

6A match between feature and detector exists if they have same length and at least r contiguous

bits are identical
7Variant of r-contiguous relaxing the requirement of same string length and introducing an

offset to compare any sequence of bits
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Input : NormalSet {Training Data}
NumberOfDetectors {Number of Detectors in the Detector Set}

Output: DetectorSet {Generated Detector Set}
1 begin
2 while (|DetectorSet | < NumberOfDetectors) do
3 Create Detector d
4 for (FeatureVector f ∈ NormalSet) do
5 if isSimilar ( f , d ) then

// Omit Detector
6 else
7 DetectorSet .add(d)
8 end
9 end

10 end
11 end

Algorithm 1: Pseudo code of the negative selection algorithm.

Detection

Detectors are continuously compared to observed patterns, i.e. the monitored
system relevant features, e.g. number of received/sent packets etc. The similarity
between a detector and a feature vector is called affinity and the detectors with
the highest affinity are selected. Alternatively, detectors can mutate for a better
coverage of the nonself space. Mutation means in this sense that copies with slight
changes are produced. The mutation rate in the CLONALG algorithm is inversely
proportional to the affinity of the detector [42]. The detection result is based
on the affinity between the detectors and the observed current system state or an
observed series of system states. There are different clustering algorithms used for
anomaly detection in network security such as self organizing maps (SOM) (for
example [3]). However, they all characterize normal behavior by computing the
difference between the feature vectors and the normal space: if it is significantly
different, it is classified as an anomaly. In contrast, the AIS approach measures
the distance between detectors representing the abnormal. This approach is better
suited for a normal space that is not arranged in a small amount of big clusters but
in a lot of small clusters. Gonzalez et al. [61] have compared a SOM-based and
an immune-based approach and found that the AIS approach is less sensitive to
changes around the threshold.
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Challenges of AIS

In a recent survey article of Wu et al. [129], existing research challenges of the
AIS are discussed. The authors classify research problems in four categories. The
first category is “Fitting to real-world environments” meaning existing AIS algo-
rithms and approaches are mostly tested against benchmark data sets such as the
prominent DARPA8 or the KDD999 data set. Hence, thorough discussion of “real
world” problems considering efficiency of AIS algorithms such as scalable de-
tector generation, holes in the coverage of detectors and the management of high
dimensional data would be missing. Second, the authors state that research on
AIS is lacking algorithms adapting to the changes in normal behavior, the “self
data”. Existing opportunities such as a co-stimulation by a system administrator
are not feasible. This would also contradict to the vision of self-management. A
third challenge according to the authors is that the BIS principles are “oversimpli-
fied” when applied to AIS meaning the BIS needs to be understood better and the
potential of BIS should be realized. Last, the authors discuss the missing immune
response known from the BIS. The AIS is mostly realized as an IDS but not as an
IPS. In the following, the smallest building block in the collaboration framework,
the agent is introduced.

2.1.5 Agents

There are numerous different definitions of agents, for example the definition by
Stuart Russel and Peter Norvig: “an agent is anything that can be viewed as per-
ceiving its environment through sensors and acting upon that environment through
effectors.” [100].

According to Woolridge and Jennings, the weak agent definition characterizes
agents as autonomous, social, reactive and pro-active. Autonomy allows the agent
to operate without direct interaction from the outside, the social ability provides
measures to communicate to other agents, the reactivity enables the agent to per-
ceive its environment and react, whereas the pro-activeness is based on the goal-
directed behavior of the agent [128]. The “strong” agent definition includes as
well mental states up to emotions [59]. Multi-agent systems realize the combi-
nation of various agents to solve a common problem. In this regard, targeted
planning and execution for agents has been discussed based on different logical
formalisms, such as the BDI-model (Belief, Desire and Intention) [20] or modal

8http://www.ll.mit.edu/mission/communications/ist/corpora/
ideval/data

9http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html
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logic [18].

The interaction between agents plays an essential role. For this purpose, speech
acts and ontologies [65] are defined. More complex dialogues and negotiations
can be defined through interaction protocols. Ontologies provide domain knowl-
edge descriptions in a reusable manner [102], and usually draw conclusions about
the knowledge represented by them [37]. The above formalisms have been imple-
mented in different languages and frameworks. A summary of existing languages,
platforms and applications is presented Bordini et al. [19]. JIAC is an example
agent framework that has been used in this work, c.f. Section 3.3.1. We use the
term agent for the autonomous and collaborating entities realizing intrusion de-
tection as part of the autonomic manager of a networked device.

2.2 Related Work on CIDS

CIDS research can be categorized in two main areas, the detection components
or algorithms and the realizing system. In the following, we investigate the sys-
tem aspect to derive insights for the development of the AIS collaboration frame-
work. For further reading on detection we refer to the dedicated work of Xu and
Ling on alert correlation [131], surveys dedicated to detection mechanisms such
as anomaly detection [36] or the application of computational intelligence to in-
trusion detection [129].

CIDS research is still a young discipline. The evolutionary process of CIDS is
outlined in Section 2.2.1 where we present the different influences and schools of
thought contributing to the field.

We aim at a collaboration framework to provide support for CAIS in the phases
initialization, organization, detection and response. Accordingly, we review rel-
evant works in Section 2.2.2. We discuss the result of the review and remaining
problems, exemplarily finding collaborating agents, in Section 2.2.3. The related
work for CIDS evaluation is discussed in the individual sections presenting the
tools.
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2.2.1 Evolution of CIDS

The short history of IDS already reflects various schools of thought and offers

valuable insights for researchers aiming to understand the evolution of CIDS. In

this section, we introduce the development of different IDS paradigms since the

1990s, focusing on distributed approaches. The first research on IDS started in

the 1980s focusing on statistical anomaly detection and expert systems [7, 43] in

a local fashion. However, distributed IDS approaches came into the game in the

1990s.

1990-2000

The main intention of the first distributed approaches was the distribution of sen-

sors to (multiple) domains and the collection of raw data to a central analyzer

(recall Section 2.1.1 for sensor and analyzer).

Sensor

Analyzer

Sensor

Sensor

Sensor

Sensor

Domain A Domain B

Figure 2.7: The first DIDS relied on a single, centralized analyzer.

The first example was the DIDS, the distributed intrusion detection system, based

on a centralized architecture (c.f. Figure 2.7) that is still prevalent in many oper-

ationally used IDS [118]. Distributed sensors, so called LAN-managers, provide

aggregated event data to a central analysis component, the DIDS-director. The

director can then create a centralized view of the decentralized system. This

architecture exposes a single point of failure (SPOF) to attackers. The next-
generation IDES (NIDES, [5]), an extension to the intrusion detection expert sys-
tem (IDES, [92]), used a similar architecture while not considering data reduction

via aggregation. On the one hand, this guarantees that no important events are
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dropped, but the central component becomes a bottleneck for the overall sensor

data processing capacity of the system. Figure 2.7 shows an architectural view of

the first generation of approaches with a centralized analyzer.

The next generation of DIDS combined multiple analyzers into a structured, hier-

archical architecture (c.f. Figure 2.8) in an attempt to overcome the weakness of

centralized systems such as scalability limitations and the SPOF problem. EMER-

ALD (event monitoring enabling responses to anomalous live disturbances), a

successor to NIDES, used a three level hierarchy: service, domain and enterprise

level [104].

Sensor

Analyzer

Sensor

Sensor

Sensor

Sensor

Analyzer
Analyzer

Domain A Domain B

Figure 2.8: The second generation of DIDS incorporated multiple layers of analyzers to
overcome scalability and SPOF problem.

Graph-based IDS (GrIDS, [39,119]) went a step further by creating graphs based

on network activity. These dynamic graphs represent the network components and

the network traffic between them as directed edges. To prevent unlimited growth

of graphs, IDS with persistent inactivity are quickly removed. This may prevent

slow attacks comprised of sporadic activity.

The first agent-based systems evolved in the late 1990s, such as autonomous
agents for intrusion detection (AAFID, [14]), in 1998. An agent in this work is

defined as a “software agent that performs a certain security monitoring function

at a host” [14]. For every host in the network, there exist several sensor agents that

report findings to a transceiver. Transceivers are agents (one per host) that con-

trol the activities of all sensor agents on their host including starting, stopping or

reconfiguration. Finally, the transceiver may perform a data reduction and report
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to one or more monitors. By reporting to multiple monitors, redundancy is pro-

vided to achieve robustness. Monitors can collect data from several transceivers.

Furthermore, monitors are organized in a hierarchical manner. The single root

monitor also provides an interface for the user. AAFID extends the hierarchical

approach by introducing redundancy, but remains a static scheme where the agents

are not mobile, i.e. restricted to one host.

Since 2000

The most attention in the last decade has been P2P-driven and agent-based ap-

proaches. The amount of heterarchical approaches increased compared to the last

decade. In a heterarchical system, all agents do have the same competence. Ad-

ditionally, it is possible that agents are given more authority for a time frame to

execute finite tasks (c.f. Figure 2.9).

Sensor/Analyzer

Sensor

Sensor/Analyzer

Sensor/Analyzer

Analyzer

Domain A Domain B

Figure 2.9: The next generation of DIDS incorporated a more flexible, organizational
structure in a heterarchical manner.

The framework for “Distributed Intrusion Detection using Interest Driven Cooper-

ating Agents” conducts the analysis at agent level [63]. In this regard, events and

alerts are shared using an interest-based information sharing mechanism. How-

ever, communication is carried out in a hierarchical manner with the help of prop-

agators. The local propagator forwards information to the agents (according to

their interests registered at the propagator), determines if there are any agents on

this host that can serve the interest and forwards the interests of the agents to the

domain propagator. It mediates between the hosts to the enterprise propagator,

who controls all domains and forwards interests between the domains.

Agents are limited to their predefined monitoring function; hence, analysis relies

on interests. These interests are emitted by subscribing to notifications or alerts

from other agents. There is no need for a local database or analysis component.

Hence, the information distribution leads to a high communication overhead and
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may slow down the network. The interest mechanism makes the IDS vulnerable
to attacks exploiting it to gain gain information about the protected network.

An important representative of P2P-based approaches is indra [73]. The basic
principle of indra is to exchange information within a scalable P2P infrastructure
between interested and trusted peers based on publish/subscribe. The system is
realized with the help of indra daemons on every host. The daemons belong to
several classes: the watcher monitors for suspicious activity (ranging from failed
log-in attempts to unusual system calls), whereas the access controller manages
resource access. A listener aggregates the warnings sent by watchers and the
reporters are responsible for communication to other agents, i.e. sending warnings
from the Listener or receiving warnings by other agents. Additionally, indra offers
a plug-in mechanism for extensions at runtime. Another relevant feature of indra
is a P2P-based simple group communication scheme built on subscribed topics,
e.g. ”IP blacklist”. However, for the grouping, the authors do neither provide a
scheme, how security related topics can be organized, nor show simulation results
about the benefits of such a system (c.f. Section 2.2.3 on the problem of explicit
group formation).

Another important work on P2P-based IDS is distributed overlay for monitoring
internet outbreaks (DOMINO) [134]. Yegneswaran et al. present a hierarchical
information propagation structure. Its distinctive feature is an unstructured peer
group of axis agents for information exchange to generate a global view. Each
axis agent generates its local view according to the events from the network it
resides in with the help of a hierarchical sensor architecture based on satellites.
Domino also discusses the application of active-sink nodes, similar to the concept
of honey pots that are administrating connections to unused IP addresses. Thus,
DOMINO combines hierarchical aspects with heterarchical aspects.

The evaluation of the approach has been based on attack characteristics of the
SQL-Slammer worm10, i.e. non-existing IP addresses contacted in the worm prop-
agation phase. In this regard, an earlier detection of the attack would have been
achieved. However, the work remains very abstract and no information is given
about the underlying P2P infrastructure. There is no cooperation scheme except
the grouping of axis agents exchanging information, which may lead to commu-
nication overhead (c.f. Section 2.2.3 on the problem of explicit group formation
and discussions about communication infrastructure).

Table 2.1 depicts the overall advantages and disadvantages of different DIDS
paradigms. The approaches reviewed in this section already indicate an evolution-
ary trend from singular IDS in small networks with fixed roles to domain span-

10http://www.f-secure.com/v-descs/mssqlm.shtml
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DIDS Paradigms Discussion
Paradigm Advantages Disadvantages
Centralized Minimal communication

overhead
Single point of failure, Bottle-
neck, static organization

Hierarchical Low communication over-
head

Some points of failure, static
organization

Heterarchical Interest-based grouping, flex-
ibility

Higher communication over-
head, new attack opportuni-
ties

Table 2.1: This table denotes advantages and disadvantages of DIDS organization in a
centralized (special form of hierarchical system), hierarchical or heterarchical manner.

ning systems incorporating collaborative aspects in a heterarchical manner. The
centralized schemes provide minimal communication overhead as events are sent
only once to the central analyzer. However, the approaches are static and prone
to failures such as SPOF or scalability problems. The hierarchical approaches
introduce multiple layers of aggregation to improve scalability. However, they
remain static and in case a root fails, the overall system or parts of it fail. The
heterarchical paradigm introduces new opportunities to DIDS due to its flexibil-
ity. This includes the interest-based message exchange, robustness to failures or
context-based adaptive behavior, e.g. in case of a high load, tasks can be dele-
gated or workload shared. The downside is higher communication overhead and
new attack opportunities for the adversary.

In the following section, we introduce an overview of key system characteristics
of CIDS.

2.2.2 CIDS System Aspects Relevant to CAIS

Zhou et al. categorize CIDS according to the system topology, either decentral-
ized, hierarchical or centralized [138]. In contrast, we consider more aspects de-
rived from the requirements imposed by the collaborative AIS.

These include homogeneity of the collaborating agents to have a common under-
standing of normality required for a joint creation and exchange of detectors. Ac-
cordingly, a mechanism is necessary to realize group formation of matching col-
laborating agents. Next, the resulting groups must have a communication infras-
tructure to exchange intrusion detection related data. In a scenario of inter-domain
collaboration, the interoperability between AIS agents needs to be ensured. Last,
the information sharing enables collaborating AIS agents to exchange simple data
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or more abstract information such as detectors.

We develop a collaboration framework fulfilling these requirements. Accordingly,
we review relevant works with respect to group formation, communication infras-
tructure, information sharing strategies and interoperability in the following. We
discuss the reviewed works with respect to our requirements in Section 2.2.3 and
discuss the problem of explicit group formation and CAIS security challenges.

Communication Infrastructure

Since components of a CIDS are distributed across a network, a communication
infrastructure is necessary. This is realized in various ways: the DOMINO system
uses an unspecified P2P overlay architecture of IDS “axis” agents to exchange
blacklists of IP addresses [135]. Each axis agent is the root agent of a hierarchi-
cal IDS. The indra system uses the structured P2P protocol Pastry to exchange
intrusion information [74]. This protocol realizes the application-level multi-cast
mechanism SCRIBE [34]. LarSID (Large Scale Intrusion Detection) also uses
a publish/subscribe-mechanism for evidence exchange, in particular suspicious
source IP addresses [137]. Luther et al. employ a custom P2P protocol to realize
a collaborative AIS approach [94]. Bye et al. discuss in [25] the realization of
a communication infrastructure for CIDS with structured as well as unstructured
P2P scheme. The last two papers are progenitors for this work.

Gorodetsky et al. present in [64] the combination of the P2P and the agent
paradigm. This is realized via a three-layer architecture comprised of a P2P
provider, a P2P agent platform and agent services on top, e.g. negotiation or
service matcher. Gopalakrishna and Spafford present an agent-based approach,
where agents propagate and escalate intrusion related information to other inter-
ested agents [63] in a publish/subscribe model. A subset of agent-based IDS are
using mobile agents capable of migration, e.g. Xiao et al. [130], where mobile
agents realize a collaborative voting mechanism for coordinated reaction. Agent-
based IDS for MANETs are found frequently in literature such as surveyed by
Anantvalee et al. [122].

There also exist specialized middlewares, e.g. xmlBlaster11 or specialized algo-
rithms for communication purposes. Garcia-Alfaro et al. propose application of
RSS-feeds and xmlBlaster for the distributed exchange of alerts [58]. Gamer et
al. [56] discuss the application of expanding ring search or path-coupled mecha-
nisms for neighborhood discovery. The publish/subscribe mechanism is the most
prevalent one, either be realized via P2P, agents or (other) specialized middleware.

11http://www.xmlblaster.org
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Its application is further discussed in the following section on group formation. In
Table 2.2 we summarize our findings.

Communication Scheme
P2P-Oriented [25, 74, 94, 135, 137]
Agent-Oriented [63, 64, 122, 130]
Other Middleware [56, 58]

Table 2.2: CIDS approaches contributing to communication scheme.

Group Formation

The creation of groups of collaborating IDS plays an essential role: to pursue a
joint objective, potential collaborators need to define and agree on a “common
mission”. The grouping enables the exchange of relevant objective data exclu-
sively between the interested parties. This reduces communication overhead, but
also allows focusing on particular objectives by creating specialized subsets of
collaborating IDS agents. To this end, the specification of a grouping strategy gar-
ners the benefit from both special abilities and particular knowledge of the group
members.

In literature, group formation is either addressed explicitly or implicitly in a used
scheme. Grouping concepts may be inherent to a used communication protocol,
e.g. multicast, publish/subscribe, P2P etc. Basicevic et al. discuss the application
of publish/subscribe for signature base updates and alert notification [16]. The
characteristics of the participating IDS agents are taken into account, as signature
bases administrated by agents are only updated if an installed application is subject
to a corresponding vulnerability. Another example for implicit grouping is carried
out by Zhou et al. [137]; in this work, the number of subscriptions for a suspicious
activity is used for detection, i.e. groups are created for a particular activity.

Regarding explicit formation, Janakiraman et al. discuss agents following a com-
mon interest, e.g. “failed log-in attempts” [74]. Vlachos et al. use JXTA12 for peer
groups exchanging incident information [125]. Luther et al. discuss the creation
of homogeneous groups for collaborative AIS [94], but do not present a mecha-
nism to group collaborating agents accordingly. Semantic group formation that
takes properties of (intrusion detection) devices, objectives and associated inter-
ests into account, has been studied by Bye et al. in [25] and is prior work to the
group formation introduced in Section 3.2. In Table 2.2 we present the reviewed
works with respect to group formation.

12https://jxta.dev.java.net/
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Group Formation
Implicit [16, 137]
Explicit [25, 74, 94, 125]

Table 2.3: CIDS approaches contributing to explicit respectively implicit group formation.

O2O-ManagingSecurityPolicyInteroperabilitywithVirtualPrivateOrganizations

Interoperability

The interaction in a CIDS, in particular when considering inter-domain collab-
oration, requires interoperability between the collaborating IDS. This includes a
common language, protocol or even a complete framework. The variety of ex-
change formats targets either very detailed security-related tasks such as signature
exchange and vulnerability identification, or general intrusion detection related
information. Typically, protocols and frameworks are jointly proposed with an
exchange format. We discuss the reviewed works with respect to important char-
acteristics in Table 2.4. These include the applicability for an inter-domain col-
laboration scenario, whether the reviewed work is a standard, whether it is still in
use and provides extension mechanisms.

The first effort was the common intrusion detection framework13 (CIDF) funded
by DARPA with the objective to enable different research projects (initially only
DARPA projects) to exchange security related information. The initial result was
the specification of the framework itself, wherein roles of the participating entities
were defined. Eligible roles are event generator, event analyzer, event database
and response unit. Additionally, the common intrusion specification language
(CISL) was introduced relying on a prefix-based, recursive notation. This lan-
guage enabled the exchange of generalized intrusion detection objects (GIDOs)
that are either generated or consumed dependent on the aforementioned roles. The
validation of CIDF in terms of (semantic) interoperability took place by a series
of tests in the years 1998 and 1999. Although CIDF did not become a standard,
it resulted in the creation of the intrusion detection working group (IDWG). This
group developed the intrusion detection message exchange format (IDMEF) and
published it as an experimental RFC14.

The main intention of IDMEF is to provide a communication standard enabling
intrusion detection analyzers of different origin (commercial, open source and

13http://gost.isi.edu/cidf/
14http://rfc.net/rfc4765.html, published in March 2007
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CIDF IDMEF IODEF CIDSS
Inter-domain Dis- Not focus, Good Not focus,
applicability cussed possible possible
Standard No RFC RFC Expired

experimental draft IETF draft
Still in use No Yes Yes No
Extensibility Limited Limited Good Unclear
with respect
to compatibility

Table 2.4: Evaluation of exchange formats with respect to key features.

research systems) to report to a managing entity (“console”) in one administra-
tive domain. The language is XML-based and there exist two types of messages.
The first is the heartbeat message sent periodically to state a component in the
distributed system is still alive. The alert message is sent in case a suspicious
event occurs. Such events can be associated with additional information in form
of XML compound classes including the scanner type, timestamps, classifications
in the case of an alert, or even self-defined attributes. Complementing the lan-
guage is an experimental RFC for intrusion detection exchange protocol (IDXP)
15 providing asynchronous communication between sensors and analyzers based
on BEEP, an application protocol framework16. Choosing an appropriate BEEP
profile offers mutual authentication as well as integrity and confidentiality of the
communication channels.

There are IDMEF implementations for sensors, e.g. Snort17, as well as for an-
alyzers, e.g. Prelude IDS18, with an IDMEF communication interface. The ex-
tensibility of IDMEF is given by two different approaches: one the one hand, the
data model can be changed by inheriting existing classes, on the other hand an
AdditionalData class enables incorporation of primitive data types as well
as entire XML-documents. However, the AdditionalData class is only asso-
ciated directly with the message class meaning other classes in the IDMEF data
model are not extensible.

As an alternative, the incident object description exchange format (IODEF), also
an XML-based format, provides a more comprehensive extension mechanism. It

15http://rfc.net/rfc4767.html, published in March 2007
16http://rfc.net/rfc3080.html, published in March 2001
17http://www.snort.org/
18http://www.prelude-ids.com
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is an RFC draft standard 19.The main scenario for using IODEF is the exchange
of incident reports between computer security emergency/incident response teams
(CSERTs/CSIRTs) in different administrative domains via the incident messages.
This message contains a global unique identifier for the sender, an assessment of
the incident as well as contact information of the involved parties. Supplementary
optional data, e.g. time of detection, start or end time can also be added. For the
sake of interoperability, IODEF offers additional extension strategies, because the
XML schema must not be changed.

First, each sub class in the IODEF is associated with the AdditionalData
class. Second, there is a generic mechanism to add to the enumerated values of
attributes; e.g. in the contact class the attribute type contains the values “person”
or “organization” but can be extended by using an ext-value to integrate a type
“department”. The IODEF is compatible to IDMEF in the sense IDMEF messages
can be encapsulated and there exist common classes IODEF uses from IDMEF,
e.g. Impact or Confidence.

There are also other formats focusing on the inter-domain exchange of security-
related data such as EISPP20 or OVAL21. The latter is a generic format incorporat-
ing different kinds of definitions: vulnerability, compliance, inventory, and patch.
A definition is characterized by metadata tags and a test. According to Fenz et
al., OVAL has a good “semantic potential” for automated processing of security
advisories, e.g. software vulnerabilities etc. [47]. This is due to the support from
multiple organizations such as governmental institutes, e.g. National Institute of
Standards and Technology, and commercial organizations, e.g. Microsoft, IBM
etc.

The common intrusion detection signatures standard)22 (CIDSS) defines a com-
mon, XML-based data format to share signatures. It primarily aims at IDS admin-
istrators to exchange, evaluate and criticize signatures. Second, a future scenario
is considered in which independent contributors enable the provision of signatures
independent of a special product or software. Each signature message is divided
into two parts. The first part contains possible data elements of a signature such
as source/destination addresses, protocol types or byte patterns. The second part
is the Session class to define a stateful signature by using data and logical ex-
pressions. Stateless signatures can also be realized by skipping attributes of the
Session class. This IETF-draft has not been completed and expired in Novem-
ber 2006.

19http://rfc.net/rfc5070.html, published in December 2007
20http://www.cert-ist.com/eispp/commonformat_2_0.pdf
21http://oval.mitre.org/index.html
22http://xml.coverpages.org/appSecurity.html
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There exist a variety of other formats that are either proprietary or have very spe-
cialized objective: the common vulnerability and exposure)23 (CVE) represents
a dictionary to name security vulnerabilities uniquely. This goal is achieved by
central database coordinated by a consortium of representatives from industry,
academia and government agencies. This widely used industry standard offers
an opportunity in the case of e.g. IODEF to refer to the same vulnerability from
different CSERTs. Recently, several formats have emerged maintained by Mitre,
a non-profit research organization. Mitre distincts between enumerations, lan-
guages and repositories24. This includes e.g. enumerations for configuration is-
sues25, enumerating attack patterns26 as well as enumerations of platforms27. The
common platform enumeration (CPE) provides a way to identify different parts,
either hardware, operating system or application with additional information.

We summarize our findings in Table 2.4.

Information Sharing

Information sharing occurs on different levels: on the most basic level, raw sensor
data can be shared. On a second level, components for detection and analysis
provide processed data to be exchanged such as a statistical analysis or detection
status. Finally, knowledge, e.g. signatures, IP addresses of suspicious sources
or even ontological domain models, is exchanged. The main types of publishing
architectures discussed in the literature are the data contributor/ data repository
model or completely decentralized CIDS.

Costa et al. discuss the exchange of self-certifying alerts (SCAs) for the purpose
of a containment of Internet worms [40]. The SCAs represents how a vulnerability
transits a system into a disallowed state. In this regard, protection against the
attack can be realized by the means of an automatically created filter. Undercoffer
et al. discuss how intrusion detection related information can be exchanged, when
sharing a common ontology. Furthermore, they examine how distributed attacks
can be detected with the help of rule sets [123].

Goel et al. propose to distribute the detector generation [60] that each IDS is
responsible for a non-overlapping region in the feature space and generates a mu-
tually exclusive subset of the detector space. When an attack is detected, the
corresponding detector set is broadcasted to other agents in the network. In this

23http://cve.mitre.org
24http://measurablesecurity.mitre.org/
25http://cce.mitre.org/
26http://capec.mitre.org/
27http://cpe.mitre.org/
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fashion, processing and memory consumption of the detector generation is re-
duced at the expense of increased communication overhead. Moreover, an attack
may spread quickly since only one IDS has the proper detector to detect the at-
tack, and vulnerable nodes are updated only when this specific IDS is attacked.
Thus, Goel et al. [60] create an overlap of detector sets stored on IDS agents by
using a random graph G(n, p) approach based on Erdős-Rényi [44] where each
IDS exchanges its detector set with (log n) other IDS agents. Bye et al. [30]
extended this idea using techniques from combinatorial design and graph theory
presented in this work in the scope of distributed training (c.f. Section 4.4) as well
as response (c.f. Section 5.2).

2.2.3 Discussion

We have reviewed CIDS with respect to the requirements of the CAIS for a collab-
oration framework. Regarding communication infrastructure, mostly multi-agent
system and P2P-based systems have been used as a “middleware”. Gorodetsky et
al. even discuss the combination of both techniques to benefit from negotiation
and planning from agent technology as well as availability and self-organization
from P2P-systems. This combination of P2P and agent technology is an inspira-
tion we follow and introduce a corresponding approach in Section 3.3.

Considering inter-domain collaboration with respect to interoperability, many
standards and exchange formats exist. IODEF has the advantage over the ID-
MEF to provide more extension opportunities, without changing the entire XML-
schema. Otherwise, a change of the schema would lead to losing the desired
interoperability. As a consequence, we consider IODEF as appropriate exchange
format. We do not further elaborate on the implementation of a custom IOEDF
format, but refer to an existing Java-based API28 and deem it appropriate for a
straightforward integration into the CAIS framework.

The information sharing in the scope of a CAIS is dealt with in this work in dif-
ferent ways: on the one hand, we provide a basic communication scheme for
detection result exchange in Section 4.2. Further, we re-apply the scheme to con-
duct a distributed training (c.f. Section 4.4) and exchange detectors in the case of
a match of non-self data.

We deem planning as relevant aspect with respect to CIDS in an environment with
self-management properties. These aspects play a prominent role in multi-agent
system research. In the CAIS there are different collaborating agents with a lim-
ited view of the world. These problems can be formalized and solved with the help

28http://www.ipa.go.jp/security/fy16/development/IODEF/api/
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? 

(a) (b)

Figure 2.10: We discuss in this section open problems related to group formation (a) and
security challenges of a CAIS, e.g. an adversary capable of eavesdropping communica-
tion in the CAIS (b), indicated in the figure by the shaded circle.

partial observable markov decision processes. Another aspect is the selfishness
of an agent when deciding on which group to participate in. (Non-)cooperative
game-theoretical analysis lends itself to this problem. Corresponding theoretical
solutions do not scale well, but may provide guiding principles for heuristics. We
do not cover (theoretical) solutions for these problems in this work, but refer to
standard literature such as [111], e.g. chapter about planning [112]. However,
we introduce mechanisms in Section 3.2.3 to represent a selfishness rate when
forming collaboration groups.

The same applies for negotiation protocols such as the contract net interaction
protocol 29. This protocol realizes task sharing between software agents. There
are two roles, the manager, i.e. offering tasks to other agents, or the contractor,
i.e. fulfilling tasks for a reward. The overall protocol is structured into recognition,
announcement, bidding, awarding and expediting. This protocol enables the task
sharing but this is a different scenario to explicit group formation finding matching
collaborators.

Figure 2.10 denotes the open problems we discuss in the following. This includes
explicit group formation (a) in Section 2.2.3 and CAIS security challenges (b) in
Section 2.2.3.

29http://www.fipa.org/specs/fipa00029/
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Explicit Group Formation

CIDS at most allow to specify common objective [73] or rely on an interest-based,
but implicit grouping (c.f. Section 2.2.2). There exists no IDS taking the agent
characteristics and related interests into account. Katti et al. investigated the value
of groups in CIDS by evaluating real data from multiple sources (DSHIELD, logs
from universities and network providers [78] etc.) One of their findings was that
it is essential to pick the right collaborators. They compared small collaboration
groups of 4-6 members, with random collaboration groups, no collaboration at all
and collaborating with all IDS. The outcome was that 95 % of the attacks detected
when collaborating among all IDS could also be detected within the small groups
while spending less than 0.5 % of the communication cost. In this regard, an
explicit group formation process improves the efficiency of CIDS.

Other application areas motivate the need for homogeneous groups where hetero-
geneity can be destructive due to arising conflicts, e.g. the CAIS (c.f. Section
5), where a common understanding of normality is a requirement for collabo-
rative detector generation and detection. In contrast, heterogeneous groups can
compensate the shortcomings of the individuals, i.e. missing capabilities can be
compensated by other agents. Hence, an important aspect of collaboration, the ex-
plicit formation of a group is missing and the resulting groups for a CIDS may not
be optimal. The reviewed CIDS mostly aim for specialized scenarios and do not
explicitly include the semantic grouping aspect. In this regard, we present a solu-
tion in Section 3.2 for explicit group formation taking agent objectives, interests
and characteristics into account.

Semantic Group formation in overlay networks can be considered as related work
to explicit group formation for CIDS. Khambatti introduced the notion of interest-
based communities in P2P networks [81] to reduce the communication overhead
of search operations. These communities are based on common attributes. The au-
thor distinguishes between group attributes such as a domain names and personal
claimed attributes. Bloom filter data structures are used to represent those prop-
erties due to their efficiency in determining inclusion relations. Loeser et al. have
introduced the concept of semantic overlay clusters (SOC) [91]. They use a hier-
archical P2P system based on JXTA, where super peers, dedicated agents within
such a P2P system, realize the clustering using a pre-defined policy. Participat-
ing peers in this network match their own properties by an information provision
model against the policy of the super peer. In the case of a match, the peer is
added to the group administrated by the super peer. Peers can join several groups.
The enhancement of search operations also motivates this work. We introduce a
solution for explicit group formation in Section 3.2.
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Security Challenges and Measures

The collaborative nature of CAIS makes it vulnerable to attacks. In this regard,
we highlight three adversarial objectives and corresponding attacks found in the
literature.

Gathering critical information: First, the adversary may gather critical informa-
tion about the IDS agents in a CAIS using active or passive attack techniques,
e.g. by means of the probe-response attack. Probe-response attacks are based
on crafted packets containing a unique mark, e.g. seldom used port number, and
are supposed to be detected [87]. The defenders reaction reveals different op-
portunities for exploitation: first, it indicates that an IP address is monitored. In
addition, further analysis can reveal the detection capabilities and consequently
type of detection system deployed or running services. In the same context, Shin-
oda et al. discuss vulnerabilities of threat monitors [115] and exploitation of the
IDS feedback visible in public data repositories. They also present an exploitation
algorithm to determine sensor locations and discuss further analysis such as fin-
gerprinting device types or inferring network topologies. Similarly, Bethencourt
et al. propose an algorithm for probe-response attack to determine monitored
IP address regions [17]. Further, in a decentralized inter-domain collaboration
scenario where there is no central trustworthy entity, collaborating agents (repre-
senting companies) should not share valuable insights about the threat status of a
company to the other agents who possibly represent competitors.

The exploited knowledge is of high value to the adversary when devising further
attack strategies. The result can be to avoid well protected networks and focus
on vulnerable unprotected systems etc. Porras and Shmatikov discuss research
challenges of large-scale collection and sanitization from data provider and data
repository point of view. In this work, the authors emphasize the importance of
anonymous data delivery, because it makes fingerprinting and probe-response at-
tacks more difficult [103]. Anonymity and privacy-preserving data exchange help
to hide such information. These mechanisms are useful in “closed” CIDS when
the adversary manages to bypass the access control mechanisms or in CIDS where
the data is publicly available, e.g. a public threat repository such as DSHIELD30

or CAIDA network telescope research31.

Compromisation of detection scheme: The adversary may choose to compromise
the detection scheme if she can collect aforementioned critical information about
the CAIS. The benefits for the adversary are that she can hide her own activities
or even use a detection scheme itself as an attack tool. We refer to an illustrative

30http://www.dshield.org
31http://www.caida.org/research/security/telescope/
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example: if an adversary is capable of injecting a forged signature (in a signature-
based detection and response scenario) such as “HTTP/1.1 200 OK”, this would
block every web server response as an WWW server response typically includes
this string. Hence, an adversary may be capable of compromising a detection
scheme with the help of fake messages.

Denial of Service: Finally, the adversary may want to disable the overall CAIS,
preventing it from realizing the entire collaborative intrusion detection approach.
This can be achieved by the means of a distributed denial-of-service attack
(DDoS) on the underlying communication scheme, e.g. P2P-based network.

As discussed in Section 2.2.2, overlay networks are used as a middleware to re-
alize CIDS. Attacks on overlay networks, supporting the adversary’s objectives
include the eclipse and the sybil attack. In the eclipse attack, a small subset of
compromised agents is capable of modifying the routes in the overlay network, so
that the benign nodes are eclipsed. Thus, the overlay links may be manipulated
and the adversary may become a direct recipient for all intrusion detection related
message exchange. With the help of the sybil attack, the adversary introduces
multiple pseudonym identities of herself into the system. In the scope of a CAIS,
such an attack may be used to compromise the detection approaches by sending
false detection messages from not just one but multiple virtual agents. We do not
consider these attacks in this work, but we refer to (i) Peng et al. surveying detec-
tion of and countermeasures against DDoS attacks and Urdaneta et al. surveying
countermeasures to attacks on DHT-based P2P systems such as eclipse or sybil
attack [101, 124].

In the course of the work, we discuss security challenges with respect to the CAIS
framework, e.g. in Section 3.2 and Section 4.3.3. A particular focus is set on the
an anonymous communications scheme in Section 4.3. Porras et al. [103] discuss
that anonymity helps against fingerprinting and probe-response. We present in
the following possible security measures to confront (some of) the outlined secu-
rity problems. We consider trust management, access control as well as privacy
and anonymity of exchanged data as relevant measures to provide security within
CIDS.

The dynamics of a system, e.g. benign agents becoming malicious during run-
time, can be dealt with employing collaborative trust management in contrast to
a-priori fixed trust assignments with a PKI. The collaborative trust management
has emerged as an important research topic on its own and is studied for various
application domains. We refer to Artz and Gil [10] and the trust management
works in [114] for further details. Exemplarily, a dynamic component based on
feedback, as presented by Kamvar et al. [76], can be used to reflect the dynamics
of a system.
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In the CIDS literature, most schemes try to counter the adversary by rigorous ac-
cess control mechanisms. The prototypical indra version uses central key servers,
but in the opinion of the author, the web of trust-approach is better suited for a
decentralized P2P system [74]. The DOMINO system uses public-key cryptog-
raphy for authenticating exchanged messages. Zhou et al. propose to use PKI
as well [137], so that participants of the large scale intrusion detection (LarSID)
framework report about intrusion intelligence authenticated. A mutual authenti-
cation scheme is used and data is transmitted via SSL to assure integrity. Ganame
et al. use certificates to protect communications in the DSOC approach between
DSOC components, but do not discuss the issuing entity [57]. There are schemes
discussing access control to be realized by means of an underlying agent frame-
work or the integration of group key management protocols such as presented
in [32]. Basicevic et al. propose to integrate their publish/subscribe mechanism
directly into the IDXP protocol that itself uses BEEP (c.f. Section 2.2.2) profiles
to benefit from the inherent security functionality [16].

The classic properties of information security, confidentiality, integrity and avail-
ability manifest in different aspects such as encryption protocols in the underlying
communication scheme or access control mechanisms. An advantage of overlay-
based systems such as P2P is an inherent degree of availability minimizing suscep-
tibility to DDoS attacks or the exploitation of protocol flaws. In overlay networks,
the selective disabling of agents or compromisation of routing schemes are impor-
tant problems. Fiat and Saia present a censor-resistant P2P network compensates
the breakdown of up to 50% of the participating agents [48]. Kapadia et al. dis-
cuss reliable resource look-up in structured P2P networks by means of redundant
searches. The authors provide a scheme reducing substantially the failure rate in
the look-up process [77]. We further elaborate on system security of the CAIS in
Section 2.2.3.

System Security
Availability [48, 77]
Trust Management [10, 76, 114]
Access Control PKI, Web of Trust, Group Key Management Protocols
Privacy & Anonymity [84, 87, 88, 108, 116, 132]

Table 2.5: Evaluation of relevant works on system security for CAIS .

The important topics privacy & anonymity play a major role regarding inter-
domain collaboration. Georgios et al. discuss privacy-preservation by means of
a rule-based access control scheme, using an ontological model to decide on the
fly whether access to data is granted or not [88]. Xu et al. present a technique for
consistent, prefix-preserving IP address anonymization and also discuss attacks
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on such schemes in general [132]. Koukis et al. present a tool for the flexible
anonymization of packet traces [84]. Lincoln et al. discuss privacy-preserving
techniques for exchange and correlation of security alerts [87].

For the sake of anonymity, Lincoln et al. also discuss a randomized alert routing
following the work of Reiter et al. for anonymity in web transactions [87, 108].
Here, source anonymity is preserved to some degree, but this approach differs
from a CIDS scenario, where all agents in a detection group are supposed to re-
ceive the intrusion detection related messages. Shmatikov et al. [116] presented
an approach for alert propagation by using a DHT-based P2P mechanism together
with a probabilistic propagation scheme. This work assumes that adversaries can-
not compromise group members but can eavesdrop on overlay links. The pre-
sented scheme provides two distinct paths between alert initiator and other IDS
agents. Each sent message is encoded with a key so that the adversary cannot
obtain the message unless he is monitoring both paths.

2.3 Summary

In this chapter, we introduced in the first part the background knowledge to follow
the rest of this work. Then we discussed the evolution of CIDS and reviewed
these with respect to a collaboration framework for the AIS. The observation is
that sample solutions or ideas for solutions regarding CAIS challenges exist. This
includes the existence of formats and protocols such as IODEF that fulfill the
requirements of interoperability for inter-domain collaboration. Gorodetsky et al.
outline the idea to combine agent and P2P principles [64] as a CIDS middleware.
There are various approaches discussing information sharing on different levels
of abstraction.

The explicit group formation to find matching groups of collaborating AIS agents
has not been solved yet in the CIDS domain. Also there exist adversarial objec-
tives and possible attacks against a CIDS. There are some solutions, but a com-
prehensive mechanism to efficiently share intrusion detection related data within
a decentralized CIDS in an anonymous manner has to the best of our knowledge
not been proposed yet.

In the next chapter, we introduce the initialization phase of the CAIS and discuss
in particular the overall approach, the system administration, the group formation
mechanism and the realized agent-based prototype.





Chapter 3
Initialization

Before we can tackle the problem of training, detection and response, there must
be an initialization of the CAIS and its associated components. This includes the
administration, high-level collaboration objective definition, and the discovery of
collaboration partners. Figure 3.1 depicts the resulting components presented in
this chapter.

Figure 3.1: Initialization: chapter overview with respect to collaboration framework

In this chapter, we present an overview of the CAIS in Section 3.1, discuss the
group formation mechanism in Section 3.2 and present the developed prototype
in Section 3.3.
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3.1 CAIS Overview

The components of a prototypical AIS agent are depicted in Figure 3.2. The

further presentation of concepts is based on the introduction to the AIS in Sec-

tion 2.1.4. The sensors deliver data, exemplarily network statistics as introduced

in Section 5.1. The component for monitoring generates feature vectors and de-

livers them to the training component in the training phase and to the detection
component in the detection phase. The response component realizes the prop-

agation of matching detectors to other AIS agents as discussed in Section 5.2.

The components training, detection and response interact with the collaboration
component, which we will examine in Chapter 4 and Chapter 5.

Se
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Comm.

Effectors

Monitoring

Training

Detection

Response
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EffectorsSe
ns
ors
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Figure 3.2: Overview of AIS agent modules and their interplay. The arrows denote in-
teraction between the components. The communication interface provides message ex-
change with other AIS agents realizing collaboration.

Agents willing to collaborate need to find the matching collaboration partners ac-

cording to a collaboration policy. Accordingly, we also introduce the concept of

groups of collaborating AIS agents with agents trying to find pro-actively match-

ing groups. An agent, which cannot find and join a suitable group creates a

new one, announces it and becomes the group leader. The matcher is a desig-

nated agent, carrying out matching of candidate agents against available detection

groups. It receives regular updates from the group leaders administrating their

group, e.g. updates of the group description, which can be considered as the col-

laboration policy of the group (this concept will be introduced in Section 3.2.1).

We assume agents for intra-domain collaboration to be benign, whereas in the

inter-domain collaboration scenario adversaries may exist. We discuss security

implications for the intra-domain collaboration with respect to the introduced
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roles of the “regular” AIS agent, group leader and matcher in Section 4.3.3. We
combine the agent-principle with a P2P network to facilitate the look-up of match-
ers for a collaboration objective. The objective is identified with the help of a
topic, a string identifier (we detail these concepts in the introduction to the data
structures relevant for group formation in Section 3.2.1). In the following, we
discuss characteristics and representatives of P2P overlay networks to investigate
related work for the look-up of the topic.

3.1.1 P2P Overlay Networks

Nowadays, P2P technology is still mostly associated with file sharing. However,
the end-to-end communication between equal peers has been a principle since the
beginning of IP-based networks. In recent years, P2P has been applied to new
application domains such as VoIP, instant messaging with Skype1 or broadcasting
television channels with Zattoo2. The file sharing aspect itself also evolved, as
publicly available software can be downloaded via torrent-based systems3, and
application updates are also shared among users to reduce load from servers (e.g.
World of Warcraft4).

P2P overlay networks introduce a new layer of abstraction on the application level
to facilitate search and communication among the members. Typically, the net-
works are classified in structured and unstructured networks. Structured P2P net-
works provide a globally consistent way of resource look-up, whereas in unstruc-
tured networks, the P2P connections evolve arbitrarily.

The predominant data structure for organization of structured P2P networks is the
distributed hash table (DHT). The DHT provides a global hashing function that
computes consistent IDs for resources and enables a mapping to a peer in the net-
work. Each participating peer is responsible for a fraction of the co-domain of the
hashing function and stores the tuples (ID, resource) in the range it is responsible
for. As a result, it is guaranteed that information is found if it is available in the
network. However, each peer needs an exact identifier to access specific infor-
mation. Information can be stored redundantly by putting a piece of information
multiple times into the DHT. Then, a key can be altered by applying different hash
algorithms or multiple hashing. The effect is that different keys exist for the same
information, which is most likely hosted by different peers. Even larger files can

1http://www.skype.com
2http://www.zattoo.com
3http://www.bittorrent.com/
4http://www.worldofwarcraft.com
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be distributed by placing a meta file in the DHT that contains links to members
that host the file.

Another useful concept to keep a group of peers updated is a publish/subscribe
mechanism. It allows the definition of groups where members can publish new
information and get an update if new data arrives. The mechanism ensures that
every member automatically receives updated information as soon as it is avail-
able. Castro et al. realized an application-level multicast infrastructure on top of
the DHT-based pastry framework [34]. Here, participating agents can register to
a subject administrated within an overlay and receive all notifications pertaining
to this subject.

One of the first structured P2P networks is the content addressable network (CAN)
[107] using a d-dimensional torus. Each member is represented by a hyperrect-
angle. Each peer is responsible for information whose coordinates belong to its
block. New peers joining the network choose a position and divide an existing
block on that position in two parts. The routing in CAN is carried out by each
peer with the help of neighbor blocks. With an increasing number of dimensions,
the number of neighbors increases to 2 ∗ d, but the average number of hops is
reduced to n1/d. CAN also provide concepts for redundant storage and fault tol-
erance. CAN uses multiple hash functions and adds every piece of information
multiple times. To retrieve a piece of information, the peer uses the dimension
with the least distance to the position of the information. Another concept is to
assign multiple peers to each block. This increases administrative overhead for
each individual peer, but reduces the average hop count and provides redundancy.
In summary, CAN has been an important step to structured P2P, in particular be-
cause of its introduction of hash functions to realize a DHT. However, it is not as
efficient as, e.g. Chord.

Chord [121] is a simple structured algorithm, using a one-dimensional space. It is
based on a 2n address space and forms a ring using modulo operation resulting in
the finite field with the number of elements 2n. Every peer has a unique identifier
for its position on the ring. For communication, each peer is aware of his peers
with a 2m−1 distance, where m ∈ {1..n}. Every member is responsible for the
interval between its own ID and the ID of the predecessor. The information is then
stored with the help of a hash function mapping the resource to an ID. To find
the responsible peer, the message is sent repeatedly to the peer with the closest
ID (minimal distance) below the messages ID. The routing is performed in at
most log(n) hops. An advantage of Chord is that a peer joining the network only
affects information stored on its succeeding peer for synchronization of the ring.
The routing itself is fault resistant and still works if multiple peers fail or have
outdated routing information.
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Further structured protocols include Kademlia [95] or Pastry [110]. Another alter-
native are unstructured protocols, e.g. the Gnutella protocol. Gnutella is designed
for highly dynamic networks where users join or leave frequently over the day.
Its members are only loosely connected and chose their number of connections
based on their network bandwidth and preferences. Every peer only hosts its own
files but reacts to search queries. In order to search for a piece of information
message flooding is utilized. A peer sends a search query with a hop counter to
all its contacts. The target peer decrements the counter and relays the message to
all its contacts. Once the hop counter equals zero the message is discarded. Es-
pecially the message flooding leads to high communication cost. To balance the
load between peers, strong members with many connections automatically move
to the center of the network over time. The weaker members form the outer region
of the network and have less connection and thus get less search queries.

Due to the high complexity of the Gnutella protocol, an adaption has been made
resulting in a classification of regular peers with few connections and highly-
connected ultrapeers (formerly mentioned as strong members). The rationale be-
hind this scheme is to make use of peers with beneficial properties, e.g. long
uptime, public IP, high bandwidth etc. This concept is also known as the supern-
ode-concept, and is also applied in other schemes such as Skype.

For the CAIS, we consider a structured protocol beneficial. An important aspect
in the scope of CAIS is the look-up of the topic related to an objective. The
structured networks provide the deterministic look-up and if the information is
stored than it can be retrieved.

3.1.2 System Architecture

We use a structured P2P-network similar to Chord [121]. The rationale is that this
is a structured protocol facilitating fast look-up (log(n) hops) without being too
complex. An AIS agent that looks up a topic receives the responsible matcher with
the help of the DHT. All agents join the structured P2P network and administrate
a different block of the address space. The P2P network offers advantages such as
robustness and high scalability. We focus in this work on one collaboration objec-
tive, the collaboration between AIS agents. Hence, one matcher can be sufficient
for the group formation process. Nevertheless, we deem the P2P-network neces-
sary, as we can not neglect other IDS-related functionality provided in a domain
requiring additional matchers responsible for other objectives.

Every group is represented and administrated by a group leader. This is the con-
tact for all agents outside of the group and for group members that want to leave
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the group. The group leader role is assigned to agents who can not find a matching
group and hence create a new one. In Figure 3.3, an illustrative example how an
agent finds a matcher for an objective is given. The matchers are configured (by
a system administrator) to compute the matching algorithm in the group forma-
tion process between a candidate agent and existing groups following the same
objective.

Search for
AIS Group

Send(hash(„AIS“), 
Matcher Address)

Look-Up(hash(„AIS“))

Initiate
 Group

Formation

I II

III IV

Figure 3.3: This example shows how an agent finds the corresponding matchers for an
objective respectively the topic of an objective. The agent looks up the corresponding
topic of an objective with the help of the DHT. The agent responsible for the relevant id,
i.e. the hash of the topic string, also administrates the stored information. This information
is sent back to the first agent and contains the responsible matcher(s) for the objective.
The agent continues the group formation process as described in Section 3.2.

The introduced CAIS is applicable for inter-domain as well as intra-domain col-
laboration. To this end, a multi-agent system combined with a DHT is deployed
in every administrative domain. For further details about the applied multi-agent
system, we refer to Section 3.3.1. In addition, every administrative domain can
be represented by one or more agents to participate in the inter-domain collabo-
ration. Thus, these agents again realize a multi-agent system in combination with
the DHT. We assume the matchers in the inter-domain collaboration scenario are
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offered by a trusted third-party, e.g. a non-profit organization. The resulting CAIS

architecture is depicted in Figure 3.4.

Figure 3.4: This figure displays the CAIS administrative architecture. The circles de-
note the DHT-based P2P-infrastructure. In every administrative domain, a multi-agent
system as well as the P2P-infrastructure are deployed. In the inter-domain collabora-
tion scenario, administrative domains are providing one or more agents. We assume in
the inter-domain collaboration scenario also a trusted third-party providing the matchers
(these are denoted with a lock icon).

3.2 Group Formation

We introduce a scheme for the formation of detection groups of AIS agents based

on an overlay network. We discuss relevant concepts and related data structures

in Section 3.2.1, introduce the collaboration model in Section 3.2.2 and the group

matching algorithm in Section 3.2.3. We employ a special markup for data
structures.
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CandidateAgent MatcherGroupLeader

LookUp(Topic)

ApplyForGroup(Agent)

LookingForGroup(Agent)

Matching(Agent, Groups)

Send(GroupLeaders, Scores)

Accept(Group, Orga)

UpdateGroupDescription(NewGroup)

Verify(Group, Agent, NewGroup)

UpdateGroup(NewGroup)

Confirm

Figure 3.5: The protocol depicts the steps for the group formation in an intra-domain
collaboration scenario.

In the following, we discuss group formation protocols “regular” (Figure 3.5) and
trusted-matcher (Figure 3.6). The latter is designed in particular for the inter-
domain collaboration scenario hiding sensitive information from the collaborating
agents.

For intra-domain collaboration, a candidate agent requests to find a suitable group
given its objective. The matcher compares the objective against the existing
groups following the same topic and provides a list with the best fitting groups
ordered by the highest score. The score or to be precise the scores are the out-
put of the group matching algorithm computed by the matcher (Section 3.2.3).
We differentiate between a primary score and a secondary score where an agent
select groups with the highest primary score and if it is equal for more than one
group selects the one with the highest secondary score.

The agent then contacts the best fitting group according to the primary score and
applies for the membership with its own description. We do not explicitly enforce
the agent to contact only one group respectively the best fitting one, but rely on
our assumption that agents in the intra-domain collaboration scenario are benign
and follow the policies introduced by the system administrator. We also assume
that one group is more helpful than participation in multiple groups for one topic
in the case of CAIS due to the homogeneity requirement. In case of heterogeneous
groups, participation in multiple groups can be better to benefit from the individual
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abilities of the agents, e.g. propagating firewall rules and signature updates for
disparate application-level gateways.

The group leader confirms and provides further information about the organization
of the group as introduced in Chapter 4. The group leader then synchronizes with
the matcher to update the data base of the matcher. Hereby, it can also be assured
that the application information provided by the candidate agent is correct and the
group description of the matcher is consistent with the one of the group leader.
We do not further elaborate on error handling, e.g. agent failure.

CandidateAgent MatcherGroupLeader

LookUp(Topic)

LookingForGroup(Agent)

Matching(Agent, Groups)

UpdateGroupDescription(Agent, Groups)

NotifyAboutNewAgent(AgentAddress)

Accept()

Confirm()

Confirm()

Invite(GroupLeaderAddress, Orga)

Figure 3.6: The protocol depicts the steps for the group formation in an inter-domain
collaboration scenario where the matcher is assumed to be provided by a trusted third-
party.

The course of action (depicted in Figure 3.6) for the inter-domain collaboration
assumes the existence of trusted matchers. The difference to intra-domain col-
laboration is that the matcher is the only party that has access to the semantic
descriptions of the agents and the resulting group descriptions, and possibly sen-
sitive internal information is hidden from the collaborating agents. The only in-
formation provided to the group leader is the contact address, i.e. IP address of the
agent so that the group leader has an address list of all collaborating agents and
the other agents only know the address of the group leader as well as information
about the organization publicized by the group leader.

The security challenges regarding integrity, confidentiality and authenticity of ex-
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changed data can be solved by applying a secure group communication scheme

such as reviewed by Rafaeli et al. [106] or Challal et al. [35]. A prominent ex-

ample is the group key management protocol (GKMP), one of the first protocols

to solve the outlined security challenges. It is a RFC experimental standard (RFC

2093, RFC 2094). This protocol’s requirement of a trusted third-party is fulfilled

by the organization providing the trusted matchers.

3.2.1 Agents and Groups
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Figure 3.7: Example of resources and resource nodes: a resource describes
agent functionality inherent to an agent or group, in this example an instance of the Snort
agent and two AIS instances with different configurations. Resource nodes are the
components constituting the resource, i.e. in this example the identifier for the two AIS
resources is “IDS/Anomaly-based/AIS and accordingly, there exist the resource nodes
“IDS, “IDS/Anomaly-based, “IDS/Anomaly-based/AIS. Each connector enables travers-
ing from root node to the resources.

The agents and groups of collaborating agents need concepts for their semantical

representation, to state the collaboration policy. This includes their properties,
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interests and objectives. A resource is defined as (identifier, object,
objectHashCode, count) and identifies the individual properties of an
agent. An example of resources is provided in Figure 3.7. The resource
nodes span the structure of the collaboration model (will be introduced in Sec-
tion 3.2.2). The resource nodes store the number of linked resources for the
purpose of group administration.

A resource set represents combined resources of individual agents or
groups. An objective is denoted by a topic and associated interests
that can be defined as agentRequirements, groupRequirements or
preferences. These requirements/preferences relate to the collaboration
ontology presented in Section 3.2.2 and incorporate properties such as hard-
ware configuration, executed software, in particular IDS, and network charac-
teristics. Accordingly, the agent is defined by {properties, objectives}, where
properties are of type resource set and each of the objectives can be de-
composed to {topic, agentRequirements, groupRequirements,
preferences}.

The agentRequirements represent an interest every potential collaborating
agent needs to fulfill. The groupRequirements represent an interest to be
fulfilled by at least one agent. The preferences represent a desired but op-
tional interest influencing the matching to find optimal agent-group combina-
tions. All the interests are represented as collections of condition objects. The
condition is a boolean function processing a given resource set from another
agent or group. The condition inherits resource, i.e. it is represented as
resource with added weight attribute. We provide an example for a condition
in Figure 3.8.

A group is defined by the tuple {groupID, groupLeader, resources,
agentRequirements, groupRequirements, memberList,
members}. The groupID is a unique identifier for each group. The resources,
agentRequirements and groupRequirements represent the aggregated
attributes of the group. The entries except memberList and members form the
group description which is the basis for matching against collaboration candidate
agents.
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Figure 3.8: Example for conditions and their modeling as a specialization of re-
sources. The condition objects are organized with the help of the resource node struc-
ture. In this example, the two AIS instances introduced in Figure 3.7 are specified. The
weight attribute represents the importance of the condition processed in the matching
process. The resource nodes also contain also the number of linked resources.

3.2.2 Collaboration Model

Every AIS agent in the overlay network should be able to express its interest re-

garding collaboration partners. These interests are expressed using an ontological

approach: we model (sub) domain-specific knowledge of an agent. This relates

to the application scenario, e.g. workstations with very similar configuration, fol-

lowing same level 3 policy. The collaboration model is used to represent the
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properties of an agent reflecting its capabilities and characteristics. In addition,
the agent interests associated with an objective are expressed with the help of the
model. We have already introduced the supporting data structures in Section 3.2.1.

Basically, the grouping process creates two different types: homogeneous and
heterogeneous detection groups. In the case of homogeneous detection groups, it
is important that collaborating agents have a similar understanding of an anomaly.
Consider a simple example: a web server agent collaborates with an end user
PC agent. A network sensor at a web server will encounter a high amount of
HTTP-requests and responses in a normal state. The end user PC would assess
from its point of view the subjective normal state of the web server as anomalous
respectively malicious. Thus, similarity is a requirement for joint training and
response of the collaborative AIS.

As discussed in Section 1.1, we consider corporate sub domains with many stan-
dardized devices for the CAIS. We target workstations with predefined sets of
possible applications and similar hardware configuration or individual servers
for the same application as potential collaboration partners. Accordingly, we
expect system administrators to define collaboration policy for AIS agents to
state agentRequirements for collaboration that reflect the characteristics of
the managed device. With respect to the definition of sub domain and the con-
cept of a security policy framework as shown in Figure 2.2, the agent states the
agentRequirements according to level 3 respectively 4, e.g. ”OS equals
Windows 7“.

We deem the CAIS a valuable approach, but it is not a silver bullet to solve all
security challenges in an administrative domain. Accordingly, we expect future
IT networks to be comprised of different anomaly-based/signature-based IDS,
firewalls, DDoS mitigation systems etc. This motivates heterogeneous detection
groups where different IDS can benefit from individual detection capabilities of
the collaboration partners. We have presented an example in [25]. In that work,
we introduce a signature mediation scheme wherein disparate signature-based
IDS collaborate to reduce the vulnerability interval. The heterogeneous detec-
tion group example facilitates the exchange of signatures between collaborating
devices.

Accordingly, we introduce a collaboration model supporting both homogeneous
and heterogeneous groups of AIS agents. The collaboration model is depicted in
Figure 3.9. The model is based on five main categories: operating system, appli-
cations, network configuration, IDS and hardware. The number of categories is
not restricted to five, but the model is extensible for other collaboration scenarios
to define corresponding collaboration policies reflecting the collaborating (sub)
domains.
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Figure 3.9: The example data model for collaboration.

The first two categories are important as a lot of attacks target particular OS and
application combinations. The category operating system is modeled separately
as it does not fit to the user/server subdivision of the application branch. Each of
these two categories has several sub hierarchies wherein a number of applications
respectively the operating system can be explicitly specified. In the example, the
OS Linux is specified with the kernel version 2.4 or 2.6. Considering applications,
for example the Microsoft Word program could be extended to specific versions
such as 2003, 2007 or 2010. The first two categories closely follow the attack tax-
onomy introduced by Hansman et al. [66] where this structure is used to classify
potential attack targets.

The third category expresses the network configuration of a device including the
protocol stack configuration. For the look-up of an interest group, IP address
ranges or subnet masks can be specified. In this manner, policy constraints by a
system administration entity can be reflected. On the other hand, Yegneswaran et
al. show in [135] that the “closer” (in terms of IP Address proximity) subnets are
to each other, the more similar attacker blacklists become. Thus, a collaborative
intrusion detection approach can be improved by local clustering.

The fourth category comprises of the IDS approach, which can either be signature-
or an anomaly based. The model depicted in Figure 3.9 shows AIS [94] as an
example for anomaly detection or Snort as an example for signature-based ap-
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proach. For simplicity’s sake, this branch contains a very flat hierarchy. However,
IDS taxonomies, e.g. [11], can be applied here. The fifth category captures the
hardware properties of a device. Here, processing power, bandwidth capabilities
and memory are relevant attributes.

The collaboration model is a semantic description of a managed device. This in-
formation can to some extent be extracted automatically based on the information
an operating system provides.

3.2.3 Group Matching Algorithm

The algorithms to be presented in this section enable the matching of agents
against groups. In the following, we call the attributes both the agents
and groups provide for the matching algorithm matchableObjects. Basi-
cally, these structures are comprised of the topic, agentRequirements,
groupRequirements, preferences and the resourceSet of an agent.

The types of interests have different consequences in the matching process.
The agentRequirements are used to form homogeneous groups. They al-
low an agent to define conditions that all members of a group need to ful-
fill and hence are relevant for the collaborative AIS scenario. In this man-
ner, the agentRequirements of a group are the union of the individual
agentRequirements of the agents. The groupRequirements are the
key to form heterogeneous groups and are used by agents to request services
that the agent requires for his work but cannot provide himself. Compared
to agentRequirements, groupRequirements are checked against the
groups resources and thus are fulfilled if any member or (if specified) a number of
members fulfills the requirement.

Accordingly, there exist two separate resourceSets in a group, the individ-
ual resources of the members matched against agentRequirements and the
combined resources of a group (union of member resources) used for matching
with groupRequirements.

Agents can choose between multiple groups that already fulfill their requirements.
To find the best match, we further use the preferences to allow agents to ex-
press their desired ideal group composition. The preferences work similar to re-
quirements and take the weight of resources into account, so a group is more
beneficial to an agent the more members provide desired services or have desir-
able characteristics. Again, we define groupPreferences as the combined
preferences of their members. For groupRequirements and preferences we
define the sum of the weights to be 1 to ensure that each agent in a group has the
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same influence.

Input: matchableObject Agent, List of matchableObject Groups
Output: List of Results // Groups and Associated Scores

1 foreach Group in Groups do
2 if isValid(Agent, Group) then
3 Result, Scores // Temporary Variables
4 Scores.set(computeGroupReqs(Agent, Group))

Scores.set(computePrefs(Agent, Group))
Scores.set(computeSecScore(Agent, Group, Scores))

5 Result.setGroup(Group)
6 Result.setScores(Scores)
7 end
8 Results.add(Result)
9 end
Algorithm 2: This algorithm realizes the matching of an agent against a list of
groups. The output is a list of valid groups with the associated scores computed in
the matching process.

Overall Matching Algorithm

The overall matching algorithm denoted in Algorithm 2 is invoked by the matcher;
this agent is constantly updated by the group leaders with the descriptions of the
groups. Accordingly, a candidate agent is compared to the list of known group
descriptions. The algorithm is structured in four parts, where the first (c.f. Al-
gorithm 3) ensures that both agent and group share the same topics and that both
fulfill agent requirements of each other. If any of these requirements is not ful-
filled, the agent cannot join the group and thus the algorithm terminates.

The second part of the algorithm (c.f. Algorithm 4) matches the group-
requirements of agent and group against each other. If the group cannot fulfill
one of the agent’s group-requirements, we further check whether the group has
a similar group-requirement and compute its weight multiplied with the agent’s
entry weight. We call the sum of these values groupReqBonus. This bonus
provides a higher score for agents that fulfill the condition and thus increase the
chance for a matching agent to join the group.

The last part of the algorithm, Algorithm 5, calculates the preferences for both the
agent and the group.
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Input: matchableObject Agent , Group
Output: boolean validCandidate

1 if Agent.getTopic() != Group.getTopic() then
2 return false
3 end
4 foreach condition in Agent.getAgentRequirements() do
5 if Group.notAllAgentsFulfill(condition) then
6 return false
7 end
8 end
9 foreach condition in Group.getAgentRequirements() do

10 if Agent .notFulfills(condition) then
11 return false
12 end
13 end
14 return true
Algorithm 3: Group matching algorithm step 1: isValid. This algorithm validates
the topic of the objective is matching as well as the mutual agent requirements
are fulfilled, i.e. all agents of the group must comply with the requirements of the
candidate agent.
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Input: matchableObject Agent, Group
Output: agentScore, groupReqBonus, groupScore

1 agentScore, groupReqBonus , groupScore = 0
2 foreach condition in Agent.getGroupRequirements() do
3 if Group.anyAgentFulfills(condition) then
4 agentScore += condition.getWeight ()
5 end
6 else
7 if condition in Group.getGroupRequirements() then
8 groupReqBonus += condition.getWeight () ×

groupCondition.getWeight ()
9 end

10 end
11 end
12 foreach condition in Group.getGroupRequirements() do
13 if Agent.fulfills(condition) then
14 groupScore += condition.getWeight ()
15 end
16 end
Algorithm 4: Group matching algorithm step 2: computeGroupReqs. Computa-
tion of agent scores and group scores based on the group requirements.

Input: matchableObject Agent , Group
Output: agentPrefs , groupPrefs

1 agentPrefs = 0
2 foreach condition in Agent.getPreferences() do
3 if Group.anyAgentFulfills(condition) then
4 agentPrefs += condition.getWeight()
5 end
6 end
7 groupPrefs = 0
8 foreach condition in Group.getPreferences() do
9 if Agent.fulfills(condition) then

10 groupPrefs += condition.getWeight()
11 end
12 end
Algorithm 5: Group matching algorithm step 3: computePrefs. Overall group
matching algorithm step 3.Computation of agent and group preference scores
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Agent against Group Matching The primary goal of an agent is to fulfill
own requirements as these are vital for the agent to operate correctly and effi-
ciently. We choose the agentScore as primary indicator for the benefit and
call it also the primary score. We normalize groupReqBonus, groupScore,
agentPrefs, and groupPrefs from the overall matching algorithm to a
range of [0,1]. This is realized by division of the product number of agent re-
sources times number of group resources. Then, the secondary score can be com-
puted as denoted in Algorithm 6.

Input: agentPrefs , groupReqBonus , groupPrefs , groupScore
Input: agent2Group, pref2Req // Configuration Parameters
Output: secScore // Secondary Score

1 secScore = agentPrefs × agent2Group × pref2Req
2 secScore+ = groupReqBonus × agent2Group × (1− pref2Req)
3 secScore+ = groupPrefs × (1− agent2Group)× pref2Req
4 secScore+ = groupScore × (1− agent2Group)× (1− pref2Req)

Algorithm 6: Group matching algorithm step 4: computeSecScore. Computation
of secondary score

This score is used to choose the best group if multiple candidates fulfill the
agent’s requirements. The secondary score is controlled with the preferences-
to-requirements ratio pref2Req and an agent-to-group ratio agent2Group
denoting the level of selfishness. These parameters have values in [0,1], whereas
agent2Group of one means absolutely selfish and a value of zero means totally
altruistic. This allows balancing between selfish and altruistic behavior of the
agents. Pref2Req controls the influence of the preferences compared to the re-
quirements: one means only preferences count in the calculation of the secondary
score whereas zero results in ignoring the preferences (Note that these parameters
only affect the secondary score and not the primary score, i.e. the requirements
of an agent always need to be fulfilled first). These parameters are set by system
administrators of an administrative domain and need to be fine-tuned based on
their experience. We evaluate the effect of agent2Group in Section 3.3.2.

The benefit for the agent is only based on his preferences if all requirements
are fulfilled. For non-fulfilled group-requirements the agent further receives the
groupReqBonus. Each agent in a group with the same requirement provides
a larger benefit for altruistic agents that fulfill the requirement and thus increases
the chance for such an agent to join the group. For the non-selfish agent, this
benefit is represented by the group score. Combined with the group preferences
they form the group part of the secondary score. In the following, we evaluate the
group formation algorithm.
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3.3 Prototype

We have implemented an agent-based CAIS prototype following the principles
introduced in this chapter. This includes the realization of the P2P-component
based on a DHT as well as the group formation algorithm. The prototype is based
on the multi-agent system JIAC that we introduce in Section 3.3.1 and has been
developed with Java. We validate the algorithm with experiments regarding ho-
mogeneous as well as heterogeneous groups and provide quantitative analysis in
Section 3.3.2.

We need to consider the dynamics of the system for the evaluation and must give
incentives not only to join groups but also to leave them to find potentially bet-
ter groups. We realize this with the help of the group size. The rationale for
limiting the group size is to reduce complexity in terms of communication, e.g.
induced by group administration. To this end, we apply a penalty once the group
size exceeds a predefined threshold. The definition of the penalty in the match-
ing algorithm affects all agents matched against the group and thus reduces the
likelihood for agents to join a group as well as encourages existing members to
leave the group. The penalty is applied only to the secondary score and especially
affects the least matching group members. They try to find a better group but will
leave the group once their score turns negative. Vital group members that provide
important services retain their group benefit and are less likely to leave. Further-
more, well-matching agents can still join the group and replace the agents with
smaller matching scores to enhance the group’s specialization and integrity. In the
following, we introduce the applied agent framework JIAC.

3.3.1 JIAC Agent Framework

The JIAC (Java Intelligent Agents Componentware) agent framework was origi-
nally developed in 1998 [1] and has undergone different revisions for extension or
adaption to particular application domains. JIAC has been applied in various re-
search projects, ranging from personal information agents [4] and service delivery
platforms [68] to simulation environments [113].

The recent versions JIAC V and the predecessor JIAC IV are based on service-
oriented communication. Key features of JIAC include ontology-based service
descriptions, a built-in authentication authorization accounting (AAA) mecha-
nism as well as dynamic reconfiguration by means of the exchange of components
at runtime.
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JIAC V agents can be programmed using Jadl++. This language allows knowl-
edge representation based on the ontology language OWL and also includes an
imperative part for realization of plans and protocols. Moreover, preconditions
and effects are semantically described and used by the architecture to implement
features such as semantic service matching or planning. The JIAC agents can be
created by combining components that perform basic functionalities such as mem-
ory, life cycle management, or communication. This is shown in Figure 3.10. In
addition, further components realize special abilities and environmental access of
an agent. The execution cycle of an agent supports the BDI [20] metaphor and
thus realizes a goal-oriented behavior for the agents.

3.3.2 Evaluation

We used two machines, a desktop PC (Intel Quad Core, 2.6 GHz, 4 GB RAM) and
a notebook (Intel Dual Core, 2.56 GHz, 4 GB RAM). The software configuration
was comprised of Windows 7 and the JDK 1.6. The maximum size of RAM
reserved for the Java VM (virtual machine) was 3 GB. The quantitative analysis
presented in Section 3.3.2 is based on an experiment with a total number of 500
participating agents, whereas 300 agents were executed on the desktop PC and the
remaining 200 agents were residing on the laptop. In the first step of the larger
evaluation scenario the matcher was started on the desktop PC to initiate the DHT.
In parallel, the evaluation was started on the laptop. Both machines started a new
agent every second until the maximum defined size was reached. The evaluation
runs were terminated after 15 minutes. In Figure 3.11, a sample evaluation run is
visualized with the help of the agent visualization tool Asgard5.

The result logging was carried out by the matcher. All active groups reported their
changes and the matcher logged them as a CSV file. Each log file entry consists of
group identifier, members, size, group score, active agent-requirements and open
group-requirements. The version of a group (current revision) and a timestamp
were also logged. As a result, the log file contains all changes made to the active
groups.

We defined a set of parameters to control the behavior of the agents. We set
Pref2Req = 0.66 and Agent2Group = 0.5 (c.f. Section 3.2.3) (based on
findings from test runs) with different parametrization in the qualitative evalua-
tion scenarios. The third scenario evaluated the effect of the agent-to-group ra-
tio. We had applied a penalty to control the group size assigned to all group
members once the groups size exceeded a threshold. The penalty score is com-

5http://jiac.de/
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Figure 3.10: This figure provides an overview of the main components in the JIAC agent
framework. One or more agents are executed on a node, a container incorporating mid-
dleware functionality such as provision of message boxes or directory services. The
communication bean of an agent can be associated with this message box. Main func-
tionalities of agents include a memory that can be used to store knowledge, e.g. de-
fined in OWL and an execution cycle that runs the individual agent logic provided in pro-
grammable agent beans. Further optional modules include service matcher and planning
components.



3.3 Prototype 65

Figure 3.11: Screenshot of the ASGARD tool to visualize 500 participating agents.

puted as (groupSize − thresholdSize)penaltyBaseValue for the evaluation with
thresholdSize = 5 and the penaltyBaseValue = 0.3.

Another aspect is timing: we consider pro-active agents running without global
time synchronization (c.f. discrete-event model of simulation with NeSSi2 in
Section 5.1.3). The timing of the agent control loop defines how frequently agents
query updates and try to optimize their status. We set this time frame to 5 sec-
onds for the large scale scenario to ensure the matcher handled all requests. The
primary and secondary score were initially set to zero. A peer was able to join a
group if the agent’s score for the group was above zero. Further, he was forced
to leave a group again if the score fell below zero. To prevent the agents from
oscillating between the groups with similar benefit, the agent needed at least an
additional benefit of 0.1 for the secondaryScore over the score of his current
group.

Validation- Homogeneous Group

In the first evaluation scenario we tested the ability of the matching algorithms
to form homogeneous groups. Thus, we created six agents and all agents had a
common objective as denoted in Figure 3.12.

The red agents provided the resource 1 and 2 and further had a
agentRequirement and groupRequirement for resource 1 to be avail-
able. The green and blue agents did not provide resources but had a
groupRequirement for resource 1 or resource 2.

Red agents could only form a group with fellow red agents. The green agents
desired to form a group with any agent that provided resource 1, but did not fulfill
the agent-requirements of the red agents. The same held for the blue agent. Fur-
thermore, agents that shared similar group-requirements could form a group to
increase their chance to attract an agent with the requested resource and indirectly
reduce the number of available groups in the matching process. This rule applied
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Figure 3.12: Properties of 6 agents participating in Scenario 1. Red agents isolate
themselves with a common agent-requirement. Blue and green agents have no reason
to cooperate.

for the 2 green agents but not for the three red agents because the red agents al-

ready fulfilled the group-requirements of each other. Collaboration between green

and blue agents was not possible as they shared no common group-requirements

or preferences. The evaluation results are depicted in Figure 3.1.

Line Number ID Members Prim. Sec. PReq. GReq. Size Rev.

1 A: {1} 0.0 0.0 EA:1 1 1

2 A: {1,2} 1.0 0.0 EA:1 2 2

3 A: {1,2,3} 1.0 0.0 EA:1 3 3

4 B: {4} 0.0 0.0 EA:1 1 1

5 B: {4,5} 0.0 0.99 EA:1 2 2

6 C: {6} 0.0 0.0 EA:2 1 1

Table 3.1: Scenario 1 log file results. Note that each line represents a change to a group.

Each line denotes a change to a group. Entries with a revision of 1 or the first

appearance of an ID represent the creation of a new group. The revision tracks

the number of changes per groups. Furthermore the log file also lists the agent

requirements (PReq) and open group requirements (GReq) of a group. The term

EA denotes the condition type and is a short form for EntryAvailable and
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represents a condition that checked whether a resource with the specified name

was available at the resources of an agent or group.

As expected, there emerged exactly 3 groups as result. The red agents isolated

themselves from the other participants with their agent-requirements and formed

the group denoted as A. The green agents formed the homogeneous group B that is

based on a common group-requirement and the blue agent formed group C. Thus,

the agent-requirements were successfully used to reject non-matching agents.

Validation- Heterogeneous Group

The second scenario tested the matching algorithms ability to form heterogeneous

groups. To this end, we defined 8 different agents that did not share common

resources or requirements but depended on each other. The arrows in Figure 3.13

denote the dependencies between the agents. We expect the agents 1-4 and 5-8 to

form separate groups.
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Figure 3.13: Participating agents in Scenario 2. They are designed to form 2 groups as
shown by the group-requirements and agents that provide them.

When conducting this scenario, the two expected groups emerged as shown in

Figure 3.2. Lines 8 and 12 show the final groups where the primary score of 1

indicates that the requirements were fulfilled.
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Line Number ID Members Prim. Sec. Size Rev.

1 A: {1} 0.0 0.0 1 1

2 A: {1,2} 0.5 0.165 2 2

3 B: {3} 0.0 0.0 1 1

4 B: {2,3} 0.5 0.165 2 2

5 A: {1} 0.0 0.0 1 3

6 B: {1,2,3} 0.67 0.11 3 3

7 A: {} NA NA 0 4

8 B: {1,2,3,4} 1.0 0.0 4 4

9 C: {5} 0.0 0.0 1 1

10 C: {5,6} 0.5 0.17 2 2

11 C: {5,6,7} 0.67 0.11 3 3

12 C: {5,6,7,8} 1.0 0.0 4 4

Table 3.2: Scenario 2 result log file. Timing can cause the agents to found multiple
groups that are later disbanded such as group A in line 7.

Quantitative Analysis

In this evaluation scenario, we deployed 500 agents with randomly generated

agent properties to test the influence of the agent-to-group ratio, a.k.a. selfishness

rate, of the matching algorithm. Assuming we have multiple groups that fulfill the

same peer requirements, an increasing selfishness rate improves the score

for groups whose properties are favorable for the preferences of the agent. If the

agent acts in an altruistic manner, he is expected to improve the score of groups

with group requirements and group preferences fulfilled by the agent.
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Category 1 – Blue Peers Category 2 – Red Peers Category 3 – Green Peers
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Group-
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Figure 3.14: Agent categories and their interdependencies. Green agents have a high
demand for red agents where red agents want to form groups with blue agents. The
selfishness rate influences the decision if red agents follow their own preferences or act
altruistic and help green groups to fulfill their requirements.



3.3 Prototype 69

We divided the agents into 3 disjoint categories and further mark agents of the

same category with the same color as shown in Figure 3.14. Blue agents shared

agent-requirements that were only fulfilled by fellow blue and red agents. Fur-

thermore, blue agents had weak preferences for other blue agents to form homo-

geneous groups. Green agents depended on the resources of red agents and had

medium preferences for them as well. The catch in this scenario is that the red

agents had strong preferences for blue agents. Depending on the selfishness rate,

the red agents could have preferred to join groups with blue or green agents. There

exist different theoretical group compositions that can be expected dependent on

the level of selfishness. The intent of this theoretical scenario was to evaluate the

configuration parameter selfishness rate. However, a similar, real-world scenario

could consist of different IDS-enabled agents that can detect different attack types.

In the following, we discuss expectations how different selfishness rates affect the

matching. Then, we define the setup of the experiment and present our results.
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Figure 3.15: Possible group compositions for selfish agents. Red agents completely
ignore green agents and form groups with blue agents due to the preferences of the red
agents

.

Expectations: We expect a high selfishness rate in Figure 3.15 to cause the red

agents to ignore the requirements and preferences of green groups. Green agents

join groups of red agents. Whenever there is an opportunity, red agents change

to groups with blue agents and leave the green agents behind. Remaining green

agents form group based on shared group-requirements.

For the balanced ratio in Figure 3.16 we expect the best benefit for all participating

agents. Again, we expect red agents to join groups with blue agents. Green agents

build their own groups again, but this time red agents get more benefits if they

join a homogeneous green group due to the green agent’s group-requirements.
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Figure 3.16: Possible group compositions for balanced agents. We expect agents to
keep a balance between selfish and altruistic behavior. Red agents tend to join blue
groups due to their strong preferences. Green groups are able to attract separate red
agents to fulfill at least their group-requirements.

However, if multiple red agents join a green group, neither of the red agents gets

the bonus, so we expect that exactly one red agent joins each green group. The

remaining red agents follow their preferences and join groups with blue agents.
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Figure 3.17: Possible group compositions for altruistic agents. Agents try to join groups
to maximize the group’s secondary score with their resources and to fulfill open group-
requirements of the groups.

An altruistic ratio as shown in Figure 3.17 causes the agents to focus on the ful-

fillment of other agents requirements and group preferences and causes them to

ignore their own preferences. Groups founded by green agents can attract multiple

red agents per groups because of the preferences for red agents of the green agents.

The blue agents try to join groups with red agents that contain no green agents.

This is an effect of the strong preferences of red agents towards blue agents and
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causes them to form stable groups as well.

Setup: We tested the theoretical expectations with a large-scale experiment apply-
ing the developed prototype. Each of the 500 agents was randomly assigned to one
of the categories described above. Each agent had a color resource that matched
the color of the categories. Blue and red agents had an additional ”brown” re-
source that was used to model the blue agents agent-requirements. Green agents
further had a 0.5 weighted group requirement for red agents. Blue agents had
preference of 0.2 weight toward red peers and 0.1 toward fellow blue agents. The
red agents used preferences with 0.8 weight toward blue agents. Last, the green
agents preferred red agents with 0.4 weight. The total weight for the preferences
and group-requirements was 1 so the difference between the fixed category set-
tings was filled with the randomly generated preferences and requirements.

For these random preferences and requirements we used integer values from 0-9
to represent the corresponding resources and entryAvailableConditions
with the same values as parameters. Thus, the agent’s interests were expressed.
Each agent received 0-2 additional group requirements and 1-3 preferences. Last,
the agents had additional 0-2 different resources. These values were determined
based on a uniform distribution. Agents that got an additional resource further
had a probability of 0.1 for a random agent-requirement that was fulfilled by one
of the agent’s resources.

The test run results are summarized in Figure 3.18. We display the number of reg-
istered groups as well the groups average size, where the number of participating
agents is defined as the number of groups multiplied with the average group size.

We expect the selfishness rate to have a noticeable effect on the groups average
primary score and eventually on the group’s secondary score as well. Due to the
group size penalty, the average secondary score for each group is expected to be
close to zero. Accordingly, we normalized the results by removing the penalty.

selfishness rate Size Std. Deviation Primary Secondary
0.0 4.058 1.372 0.452 0.082
0.25 4.053 1.397 0.479 0.109
0.5 4.189 1.276 0.499 0.132
0.75 4.434 1.344 0.464 0.236
1.0 4.196 2.016 0.328 0.512

Figure 3.18: Average values for different agent-to-group ratios. We see a constant av-
erage group size and a rather constant average group size deviation for all except the
completely selfish behavior run. .
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Results: We noticed major differences of evaluation runs even between entries
with the same selfishness rate. The average group size was similar between all
test runs and apparently did not depend on the selfishness rate. The primary score
was homogeneous as well but lower in the completely selfish test case. This was
expected, as the group requirements had no influence on the individual agent score
in this scenario, so agents completely ignored the group-requirements of groups.
When we take a look at the average secondary score, we see a constant increase
along the selfishness rate. The reason for this is shown in the next Figure 3.18
where we display the average values for each selfishness rate and further show the
groups average standard deviation.
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Figure 3.19: This 3D scatter plot denotes the relationship between group size (X-axis),
secondary score (Y-Axis) and the primary score (Z-Axis) in the large scale evaluation
scenario with an agent-to-group ratio of 0.5. Each presented triple denotes a group.
Groups with a high primary score tend to have a low secondary score. Groups with
unsatisfied group-requirements get the bonus for mutual unsatisfied group requirements
of its members to receive a higher secondary score.

We notice that agents with altruistic behavior rarely formed larger groups. Most
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of their groups had a size around 4 to 5 as indicated by their average group size.
However, the agents omitted to form groups with 6 or more members that are af-
fected by the group size penalty. Selfish agents did not have an interest in fulfilling
the group requirements that were indirectly requirements of one or more group
members. Therefore, the average primary score was significant lower than in the
other test runs. Members that shared the same unsatisfied group-requirements
gained a similar group requirements bonus that was intended to attract agents to
the group that fulfill a condition shared by multiple members. However, with a
completely selfish behavior of the agents this mechanism lead to a high secondary
score for group members. For example, in the third test run, there was a group
with 24 members and a secondary score of 18. This is also indicated by the higher
standard deviation in the scenario with a high selfishness rate. This group was
formed only of green agents that required a red agent in their group composition.
As we already argued in the theoretical scenario design, red agents ignored the
requirements of green agents and joined with blue agents.
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Figure 3.20: Summary Large Scale Evaluation: The average primary and secondary
scores are depicted in relationship to the agent-to-group ratio, a.k.a. selfishness rate.

The Figure 3.19 shows the final group constellations of the scenario with an agent-
to-group ratio of 0.5. Most groups with a high primary score had a low secondary
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score. Only groups with unsatisfied group-requirements got the bonus for mutual
unsatisfied group requirements of its members to get a higher secondary score.
In Figure 3.20 the average values of primary and secondary score dependent on
the agent-to-group ratio are depicted. It can be observed that with increasing
selfishness the average primary score decreases and the secondary score increases.

It can also be seen that the current realization of the group-requirements bonus is
stronger than the bonus that an agent receives, when he fulfills the requirement.
This is due to the fact that both bonuses have a similar weight but the first bonus is
awarded to multiple agents where the latter bonus only affects the single agent that
fulfills a requirement. We believe this to be the reason for the constant increase
of the secondary score from altruistic to selfish behavior which is along with the
preferences the main factor for the high secondary score. The agent preferences
on the other hand are designed to work symmetrical and independent from the
selfishness rate.

The evaluation showed that (i) the group formation process can create heteroge-
neous as well as homogeneous groups and (ii) that the formation is also work-
ing in a large-scale scenario and works according to the expectations also under
parametrization. In a practical setting, the parameters need to be adapted based
on the intended application scenario. A possible extension for the intra-domain
application scenario is that an administrator configures prioritization categories to
give more weight to the more important resources by assigning higher selfishness
rates to these agents.

3.4 Summary

We have presented the initialization phase of the CAIS. We introduced the over-
all system architecture and its administration. Further, we answered how an AIS
agent can participate in the CAIS, how it states high-level objectives for collab-
oration and finds matching partners. We have introduced a group matching pro-
cess incorporating an algorithm that computes the best matching group based on
agentRequirements, groupRequirements, and preferences. These
structures are conditions expressed with the help of a collaboration ontology re-
flecting relevant CIDS characteristics of a device.

We have demonstrated a prototypical implementation based on the JIAC multi-
agent system combined with a P2P-extension for reliable look-up of collaboration
topics. We have validated the group matching algorithm to be suitable for
homogeneous as well as heterogeneous groups. The agentRequirements
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form the basis for the creation of homogeneous groups. In contrast,
groupRequirements represent the utility to create heterogeneous groups.
However, the selection of parameters and statement of requirements vs. prefer-
ences needs to be fine-tuned for individual administrative domains. We can not
provide final configuration parameters that fit to each domain or to each applica-
tion scenario as these vary.

Another aspect is the definition of the conditions. Exemplarily, a condition
can check if agents have exactly the same size of RAM or if they comply with
“more than two gigabyte”. Thus, conditions provide a degree of freedom that can
be used by the system administrator generating high-level policies.

The results of the initialization are groups of potential collaborators. However, we
have not yet introduced the organization of a CAIS group. This includes commu-
nication within the group as well as collaborative opportunities to target the chal-
lenge of a computationally intensive training. In addition, we need to continue the
discussion of inter-domain collaboration security challenges. These aspects are
covered in the following chapter– organization.





Chapter 4
Organization

One of the discussed AIS challenges (c.f. Section 2.1.4) is the scalable detec-
tor generation. In the CAIS, we face this challenge with an adaptive, distributed
training phase. It follows the communication scheme for propagation of messages
within a group of collaborating AIS agents. The theoretical basis for the con-
tributions in this chapter is formed by techniques from combinatorial design we
describe in Section 4.1.

Accordingly, we present in Section 4.2 our group communication schemes based
on combinatorial design and graph theory. Then, we provide an anonymity ex-
tension for this scheme in Section 4.3, targeting in particular the message prop-
agation in an inter-domain collaboration scenario. As a third contribution, we
introduce the distributed training and investigate the trade-off between the size of
the individual detector sets of the AIS-based anomaly detection algorithm and the
complexity of detector generation in Section 4.4.

The Figure 4.1 depicts the components presented in this chapter with respect to
the overall lifecycle of CAIS.

4.1 Combinatorial Design

The combinatorial design enables the construction of finite sets where the inter-
sections of those sets have special properties. Camtepe applied these techniques
for key distribution schemes in wireless sensor networks [33]. In this context,
there is no prior knowledge of post-deployment network configuration since a
large number of agents may be randomly scattered over a physical area. For se-
cure communication after the deployment, two neighboring agents, agents who
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Figure 4.1: Organization: Chapter overview with respect to collaboration framework

are within each other’s radio range, should share a key. Combinatorial design is
used for deciding how many and which keys to assign to each key-chain, the list
of keys stored on a sensor agent, before the sensor network deployment so that
after the deployment any pair of neighboring agents finds a common key in their
key-chains to secure their links. In particular, balanced incomplete block designs
(BIBDs) are mapped to obtain efficient key distribution schemes.

4.1.1 Balanced Incomplete Block Designs (BIBD)

A BIBD is an arrangement of v distinct objects into b blocks such that: (i) each
object is in exactly r distinct blocks, (ii) each block contains exactly k distinct
objects, (iii) every pair of distinct objects is in exactly λ blocks. The design is
expressed as (v, b, r, k, λ) (a.k.a., (v, k, λ)) where: b ·k = v ·r and λ · (v−1) =
r ·(k−1) . It is called symmetric BIBD (a.k.a., symmetric design or SBIBD) when
b = v and r = k [6] meaning that not only every pair of objects occurs in λ blocks
but also every pair of blocks intersects on λ objects.

We are interested in the finite projective plane which is a subset of SBIBD. The
finite projective plane consists of points (a finite set P of points) and lines (a set
of subsets of P ) of the projective space PG(2, q) of dimension 2 and order q.

For each prime power q where q ≥ 2, there exists a finite projective plane of
order q [120, Theorem 2.10] with following four properties: (i) every line contains
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exactly k = q + 1 points, (ii) every point occurs on exactly r = q + 1 lines, (iii)
there are exactly v = q2 + q + 1 points, and (iv) there are exactly b = q2 + q + 1
lines. Thus, a finite projective plane of order q is a SBIBD with parameters (q2 +
q + 1, q + 1, 1) [6]. Symmetric designs can be constructed in O(v3/2) time as
described in [33] and references there in.

Consider (v, k, λ) = (7, 3, 1) symmetric design as an example. Let S =
{1, 2, 3, 4, 5, 6, 7} be a set of |S| = v = 7 objects. There are b = 7 blocks:
{1, 2, 3}, {1, 4, 5}, {1, 6, 7}, {2, 4, 6}, {2, 5, 7}, {3, 4, 7}, {3, 5, 6}. Each block
contains k = 3 objects, every object is in r = 3 blocks, every pair of distinct
objects is in λ = 1 block and every pair of blocks intersects in λ = 1 object. The
Figure 4.2 illustrates this example.

Figure 4.2: An example for an (v, k, λ) = (7, 3, 1) SBIBD. Each block (denoted by B)
contains k = 3 objects, every object exists in r = 3 blocks, every pair of distinct objects
exists in λ = 1 block and every pair of blocks intersects in λ = 1 object. The blue selection
in the upper area indicates that every pair of objects exists only in 1 block. The other red
selection on the right hand side denotes that every object exists in 3 blocks.

There are two methods to construct SBIBD of the form (q2 + q + 1, q + 1, 1).
First method is difference set method where the construction is done by simple
modular addition operations on a cyclic difference set. A cyclic (v, k, λ) difference
set (mod v) is a set B = {b1, b2, . . . , bk} of distinct elements in Zv such that each
one of the (v − 1) elements, say b, can be expressed in the form of difference
b = bi − bj (mod v) in λ different ways where bi, bj ∈ B [6, Definition 2.1.1].
SBIBD blocks can be constructed byB,B+1, B+2, . . . , B+(v−1) (mod v) [6,
Theorem 2.1.3] where B + i = {(b1 + i)mod v, . . . , (bk + i)mod v}.

For example, difference set {1, 2, 4} can be used to generate (7, 3, 1) SBIBD with
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blocks {1, 2, 4}, {2, 3, 5}, {3, 4, 6}, {4, 5, 7}, {5, 6, 1}, {6, 7, 2}, {7, 1, 3} (0 is
replaced with 7). Difference method provides a very efficient construction which
can be used on low-resource devices if a cyclic different set for the target design
is known. In fact, cyclic difference sets for small designs are listed in [6]. But,
generating a cyclic difference set for a large design is not trivial [6, Theorem
2.5.2]. Second method is used for large designs where complete set of (q − 1)
mutually orthogonal latin squares (MOLS) are used to first construct an affine
plane of order q which is a (q2, q, 1) design. The affine plane of order q is then
converted into a projective plane of order q which is a (q2+q+1, q+1, 1) SBIBD.

4.1.2 Finite Generalized Quadrangle (GQ)

A finite generalized quadrangle GQ(s, t) is a point-line incidence relation with
following properties: (i) each point is incident with t + 1 lines (t ≥ 1) and two
distinct points are incident with at most one line, (ii) each line is incident with
s+1 points (s ≥ 1) and two distinct lines are incident with (a.k.a., intersect on) at
most one point, and (iii) if x is a point and L is a line not incident (I) with x, then
there is a unique pair (y,M) ∈ points × lines for which x I M I y I L. In a
GQ(s, t), there are v = (s+1)(st+1) points and b = (t+1)(st+1) lines where
each line includes s + 1 points and each point is incident with t + 1 lines. In this
work, we are interested in GQ(q, q) from projective space PG(4, q). Probability
that two lines intersect in GQ(q, q) is given by the Equation 4.1.

PGQ =
t(s+ 1)

(t+ 1)(st+ 1)
=

q(q + 1)

(q + 1)(q2 + 1)
=

q2 + q

q3 + q2 + q + 1
≈ 1

q
. (4.1)

In GQ(s, t) = GQ(q, q), there are v = b = q3 + q2 + q+1 lines and points. Each
line contains s+1 = q+1 points, and each point is incident with t+1 = q+1 lines.
GQ(q, q) can be constructed in O(v2) time as described in [33] and references
there in. Consider GQ(s, t) = GQ(2, 2) for q = 2 as an example:

There are 15 points S = {1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15} and 15
lines {1, 8, 9} {1, 12, 13} {1, 4, 5} {3, 12, 15} {2, 8, 10} {2, 12, 14} {2, 4, 6}
{5, 11, 14} {3, 4, 7} {6, 11, 13} {5, 10, 15} {3, 8, 11} {7, 9, 14} {7, 10, 13} and
{6, 9, 15} where each line contains s + 1 = 3 points and each point is incident
with t + 1 = 3 lines. Note that lines {1, 8, 9} and {3, 12, 15} do not intersect but
GQ provides three other lines intersecting with both: {1, 12, 13}, {3, 8, 11} and
{6, 9, 15}. The Figure 4.3 illustrates this example.

GQ(q, q) can be constructed from projective space PG(4, q) with the canonical
equation Q( ~X) = x20 + x1x2 + x3x4 = 0. Each point is a vector of the form
~X =< x0, x1, x2, x3, x4 > in GF (q), and each line contains q + 1 bilinear points.



4.1 Combinatorial Design 81

Figure 4.3: An example for a GQ(s, t) = GQ(2, 2) for q = 2 GQ design. Each line
(denoted by L) contains s + 1 = 3 points and each point is incident with t + 1 = 3 lines.
Note that lines {1, 8, 9} and {3, 12, 15} do not intersect (denoted be blue selection on the
left side) but GQ provides three other lines intersecting with both: {1, 12, 13}, {3, 8, 11}
and {6, 9, 15} (three red selection to the right and bottom).
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Next, we apply the presented techniques for the group communication within the
CAIS.

4.2 Group Organization and Commu-
nication

The initialization phase of CAIS, presented in Chapter 3, results in collaborative
groups of AIS agents. In every group, there is a group leader. This agent provides
information about organization in the last step of the group initiation protocol (c.f.
Section 3.2). AIS agents exchange intrusion detection related messages, either (i)
event-based or (ii) periodically (c.f. Chapter 5).

Communication between the group members can be organized in different ways.
A simple possibility would be to establish directed links from each agent to all
group members. This may result in high communication and administrative over-
head for individual agents if the groups are large. An alternative is multicast,
a one-to-many communication. However, IP-based multicast can be restricted
to subnets, as multicast forwarding is often disabled in routers. This makes the
protocol infeasible for large enterprise networks or inter-domain collaboration.
Another option is application-level multicast, such as the SCRIBE protocol [34].
To its detriment, SCRIBE is implemented on top of another application-level P2P
protocol and induces additional overhead.

We propose an overlay link1 assignment scheme by using symmetric balanced
incomplete block design (SBIBD) and the finite generalized quadrangles (GQ)
techniques from combinatorial design (c.f. Section 4.1). We also apply random
graphs (RG)2. The output of the schemes corresponds to the lists of overlay links
(we also call blocks) B. An individual list/block we denote with bx and it is
assigned to the agent AISx in the group. These schemes provide beneficial prop-
erties we discuss in the following.

We employ these schemes for the purpose of: (i) deterministic creation of strongly
connected graphs with a constant degree (in case the number of agents in the
group equals the result of the design scheme), (ii) fast convergence of the alert
propagation scheme and (iii) multiple paths between two group members. Our
scheme is comprised of three steps:

1Unidirectional communication between two agents
2A random graph G(N, p) is a graph with N nodes where each pair of nodes are neighbors

with probability p.
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Step I. Group Organization: Algorithm 7 is realized by the group leader and
provides each individual AIS agent in a group, the AISi, the corresponding
blocks. Each agent receives a list/block bi (|bi| = k). This is determined in the
group formation phase by the group leader by using schemes from combinatorial
design and graph theory. The outcome of the algorithm for all agents is the ini-
tial block assignment in the group. Both SBIBD and GQ design assign v objects
into b blocks, (v = b = q2 + q + 1 in SBIBD and v = b = q3 + q2 + q + 1 in
GQ(q, q)) so that every pair of blocks has exactly one common object in SBIBD,
and at most one common object in the GQ design. We choose v to be less or equal
to the number of agents n.

Input : n Total number of AIS agents
AIS i ID of the agent
Algorithm SBIBD, GQ, REG,

Output: Initial block assignment bi for AIS i {i= 1..n}
1 begin
2 if Algorithm == SBIBD then
3 B = Generate (v, k, λ)-Design // n ≤ v = q2 + q + 1 and k = q + 1
4 else if Algorithm == GQ then
5 B = Generate GQ(q, q)-Design // n ≤ v = q2 + q+1 and k = q+1
6 else if Algorithm == Random Graph then
7 B = Generate n random lists of k AIS i {i= 1..n} // k = log n
8 end
9 foreach i = 1 to n do

10 Send block bi (|bi| = k) to AIS i
11 end
12 end
Algorithm 7: Group organization step: initial assignment of contact lists for each
AIS agent in the group. These can be generated by the group leader. Construction
techniques and parameters of different designs are discussed in Section 4.1.

Step II. Alert Generation: In case of an alert, Algorithm 8 is executed. At first,
a pseudo ID is generated for the alert message, e.g. by a hash function taking
message and timestamp as parameters. This ID is necessary for the termination
of the message propagation, stored in the variable IDList and checked by all
message receiving agents. Then, the alert and ID are sent to the set of agents
(objects in the block) decided in previous step.

Step III. Alert Propagation: Algorithm 9 presents forwarding of messages upon
receipt. Each message is first checked whether it has already been sent based on
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Input: b Assigned block
e Attack event
IDList List of propagated messages
me Message to be sent

1 ide = GeneratePseudoID(e)
2 IDList .add(ide)
3 foreach target ∈ b do
4 SendMessage(ide, me, target)
5 end

Algorithm 8: Alert generation step: initial propagation of alerts.

Input: b Assigned block
e Attack event
IDList List of alert IDs
me Received message
senderID Message origin

1 ide = me .getID()
2 if ide 6∈ IDList then
3 senderID = me .getSender()
4 IDList .add(ide)
5 foreach target ∈ b do
6 if target 6= senderID then
7 SendMessage(ide, me, target)
8 end
9 end

10 end
Algorithm 9: Alert propagation step: further propagation of alerts.
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the stored IDs. If not, the message is propagated similar to Algorithm 8 with the
difference that it is further checked whether the target has been the originator of
the message.

Example: We consider the symmetric BIBD (v, k, λ) = (7, 3, 1) with n = 7
agents and the set of Blocks B = {bi|i = 1..7}. In the setup phase, each AISi
selects, as shown in Algorithm 7, a corresponding bi with |bi| = 3. Overall scheme
is illustrated in Figure 4.4.
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Figure 4.4: Setup phase of propagation algorithm: In this example of an (v, k, λ) =
(7, 3, 1) SBIBD, each AISi selects a corresponding bi (|bi| = 3. Every single image
denotes a block assigned to an agent. The first image denotes AIS1 with the block b1
which contains the entries 1, 2 and 3.

In case of an alert, the originator AISi sends a corresponding message to the
destinations listed in its bi. In the next step the AISj ∈ bi receives the message. If
the message has already been sent, further propagation is halted. This is ensured
with the help of the message ID. Another opportunity is to check whether AISi ∈
bi then the message is skipped as it is not necessary to resend the message to the
originator. The Figure 4.5 illustrates the propagation scheme.

4.2.1 Evaluation

We consider (i) reliability of message exchange and (ii) communication overhead
as evaluation criteria. In SBIBD and GQ, the ID list has exactly q + 1 (for design
parameter q) entries, where the overall number of agents is n = q2 + q + 1 in
SBIBD and n = q3 + q2 + q + 1 in GQ. The ratio between number of agents
in the ID list and the total number of agents is q+1

q2+q+1
≈ 1√

n
for SBIBD and

q+1
q3+q2+q+1

≈ 1
3√n for GQ.
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Figure 4.5: Propagation of Alert Messages: Messages are propagated according to the
overlay links. The red x denotes messages propagated to agents that already received
the message. In case a target from the block has been the sender of a message or the
message has already been sent, propagation is stopped.

Group Communication Latency: We consider the worst case where each AIS
agent has its own ID in its ID list. Thus, the originating AIS can send the alert
message to q other AIS. Each of these AIS can propagate the alert messages to at
most q others. Thus, the maximum number of hops required for an alert message
to reach all AIS agents will be:

dlog ne for RandomGraph (4.2)

dlogq(q2 + q + 1)e = 3 for SBIBD. (4.3)

dlogq(q3 + q2 + q + 1)e = 4 for GQ. (4.4)

We evaluate expense of detector generation and exchange in Section 4.4.1

The evaluation results identify a trade-off between design technique, maximum
hop count and communication overhead. For the same group size of n = O(q3),
BIBD provides better connectivity and lower maximum hop count of 3 at the cost
of increased communication overhead of O(q9/2) messages. For the same group
size, GQ has maximum hop count of 4 at the cost of communication overhead of
O(q4) messages. The drawback of the design schemes is that design parameter
q has to be a prime power. Also after design phase, the overall number of nodes
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is fixed and if the number of nodes exceeds this value a new design has to be
generated. This restriction is valid for all mechanisms in the organization phase
using design schemes.

4.3 Anonymous Information Sharing

We consider co-stimulation as an opportunity not only for intra-domain but also
inter-domain collaboration. Thereby, a threat level can be incorporated reflecting
attacks affecting multiple domains, e.g. worms. This idea is comparable to the
internet storm center (ISC) providing a threat3 level indicator, either green, yel-
low, or red. This threat level indicates the threat situation in the Internet. With
respect to management of autonomic computing environments, this level could be
incorporated into administration, e.g. a measure could result into the automatic
adaption of firewall policies.

We can not evaluate the effect of inter-domain collaboration because we do not
have access to relevant input data. It has been shown that inter-domain collab-
oration is an important way to provide (earlier) protection against large-spread
attacks. The Li0n worm triggered a collaboration of security experts using infras-
tructure and knowledge from the SANS4 institute in 2001. As a result, early warn-
ing of system administrators and official organizations as well as the fast analysis
of the attack were possible. The name ISC was coined based on this success5.

The applied CAIS approach has the advantage compared to the above mentioned
programs that there is no manual interaction necessary to provide a report and
the CAIS follows a decentralized approach for propagation of information com-
pared to the centralized data contributor/ data repository model as introduced in
Section 2.1.2.

Nevertheless, in the CAIS, there may be one or more adversaries in the group,
capable of listening to all the exchanged messages. These adversarial agents can
store and analyze every message in a group with the corresponding sender and
collaborate among each other. An adversary can create profiles of an AIS, i.e.
determining the capabilities or the covered IP address space. The adversaries
may get access to this information either because an agent becomes compromised
through a trojan horse or similar attacks or because it can eavesdrop communica-
tion between two agents.

3http://isc.sans.edu/infocon.html
4http://www.sans.org
5http://isc.sans.edu/about.html
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Figure 4.6: This example shows how a trivial message propagation scheme can be
exploited to realize probe-response attacks and how anonymity helps to protect against
it. A customized attack is created by the adversary. An agent from the attacked domain
reports to the other agents an alarm has happened. We assume one of the agents in the
group is capable of listening to the reports and finds out (i) which agent is responsible for
a particular network region as well as the capabilities of the agent. In (ii), the adversary
can only guess the source of an attack alert.

The general problem can be defined as preserving the source anonymity by hiding
the source information for the initiator of a message in a group, while still making
sure that all other group members are informed about the message timely. In this
work, we focus on the special problem of probe-response attacks. In Figure 4.6 is
shown that anonymity prevents the probe-response attack.

Adversarial Models

We assume that the adversary can compromise AIS agents in a collaboration
group. In this regard, we consider adversarial agents capable of eavesdropping
a subset of compromised agents participating in the detection group. However,
the adversaries cannot inject messages into the group themselves.

The adversarial objective is to locate the initiator of the alarm messages related
to the probe-response attack. For this purpose, a simple heuristic is followed: the
adversary assumes that the first node she receives an alert from is the initiator of
the alert. This heuristic can work, (i) if one of the adversaries is located within
one-hop-neighborhood of the initiator and (ii) if the initiator selects the adversary
to be contacted first rather than picking another node from its neighborhood.
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4.3.1 Anonymity Extension to Sharing Strategy

We are interested in preserving the source anonymity by hiding the source infor-
mation for the initiator of a message in a group. We extend the communication
scheme introduced in Section 4.2 with the help of a randomized and delayed alert
initiation and propagation scheme for preserving the source anonymity.

Input: b Assigned block
e Attack event
t Time span to wait
me Message to be sent
IDList List of alert IDs

1 targetList = b
2 ide = GeneratePseudoID(e)
3 IDList .add(ide)
4 foreach i = 1 to |b| do
5 target = Random(targetList)
6 targetList .remove(target)
7 SendMessage(ide, me, target)
8 Sleep(t) // Max round trip time
9 end
Algorithm 10: Anonymity extension to propagation of alerts (c.f. Algorithm 8).

The initial block assignment is carried out as described in Algorithm 7. Algorithm
10 presents the propagation routine. The first steps are the same as in the regular
scheme, i.e. pseudo ID generation for an alert message. In addition, a temporary
variable targetList is initialized containing all the block entries. Then, an agent
from targetList is chosen randomly, and the alert as well as the ID sent to it. To
ensure the agent is not contacted again, it is removed from the temporary list and
after a specific time span the next agent from the list is contacted. The duration
of the sleep time can be decided using maximum round trip time in the network.
Similarly, messages are forwarded upon receipt. This is shown in Algorithm 11.
For the sake of terminating the message propagation, it is first checked whether
this message has already been sent based on the stored IDs. If not, the message is
propagated in the same manner as described in Algorithm 10.

We provide an illustrative example (analogous to the regular communication
scheme) in Figure 4.7.
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Input: b Assigned block
e Attack event
t Time span to wait
IDList List of alert IDs
me Received message

1 ide = me .getID()
2 if ide 6∈ IDList then
3 senderID = me .getSender()
4 IDList .add(ide)
5 targetList = b
6 foreach i = 1 to |b| do
7 target = Random(targetList)
8 targetList .remove(target)
9 if target 6= senderID then

10 SendMessage(ide,me, target)
11 end
12 Sleep(t)
13 end
14 end
Algorithm 11: Anonymity extension for further propagation of alerts (c.f. Algorithm
9).
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Figure 4.7: Propagation of alert messages: Messages are propagated according to the
overlay links. The red x denotes messages propagated to agents that already received
the message. In case a target from the block has been the sender of a message or the
message has already been sent, propagation is stopped. In this scheme, not all agents
in a block are contacted at the same time, but in a random fashion one after the other.
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4.3.2 Evaluation

Reiter et al. introduced the anonymity concepts of “beyond suspicion” and “prob-
able innocence” [108]. Beyond suspicion denotes that a sender “is no more likely
to be the originator of that message than any other potential sender in the system”.
In contrast, probable innocence is a weaker concept, where considered from the
attackers perspective “the sender appears no more likely to be the originator than
to not be the originator”.

Theorem 1. The communication scheme described in Section 4.3 provides
anonymity “beyond suspicion”.

Proof. We consider the probability that: (i) at least one of the compromised agents
is the neighbor of the source (alert initiating) agent, i.e. in the ID list of the source
agents and (ii) one of the compromised agents is picked as the first node to receive
the alert message. Only under these circumstances the adversary can correctly
estimate the source agent. In all other cases, due to random and delayed alert
propagation, the adversary fails to correctly estimate the source. Thus, we will
show that the above mentioned probability is equivalent to the probability that
any agent can be the source ( 1

n
). That means an adversary cannot perform better

than guessing an agent to be the source, or a sender “is no more likely to be the
originator of that message than any other potential sender in the system”.

To accomplish this proof, we rely on the characteristics of SBIBD, in particular
the finite projective plane of order q that is a SBIBD with parameters (q2 + q +
1, q + 1, 1) [6]. The characteristics are: (i) every line contains exactly k = q + 1
points, (ii) every point occurs on exactly r = q + 1 lines, (iii) there are exactly
v = q2 + q + 1 points, and (iv) there are exactly b = q2 + q + 1 lines (recall
Section 4.1).

Single Adversary: Each node is contained in q+1 ID lists and hence the probabil-
ity for a source agent to contain a particular node in its block is q+1

n
. In addition,

there exist q+1 opportunities a node can be selected as an initial message receiver.
Thus, the probability that a compromised agent is in the first hop neighborhood of
the source agent, and it is picked as the first node, is (q+1)

n
1

(q+1)
= 1

n
.

Two Adversaries: The compromised nodes can be in distinct ID lists or in the same
ID list. Due to the characteristics of SBIBD, each compromised node appears
in q + 1 ID lists: there exists exactly one ID list containing both adversaries,
and each compromised node appears in q ID lists alone. Thus, probability that a
compromised agent is in the first hop neighborhood of the source agent, and it is
picked as the first node is (2q)

n
1

(q+1)
+ 1

n
2

(q+1)
= 2

n
. This probability is equivalent

to the sum of independent guesses of two adversaries.
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Consider the following example of SBIBD: Let Ag = {1, 2, 3, 4, 5, 6, 7}, there
also exist 7 ID lists of size q+1 = 3: (1, 2, 3), (1, 4, 5), (1, 6, 7), (2, 4, 6), (2, 5, 7),
(3, 4, 7), (3, 5, 6). Let 1 and 4 be the adversaries, there exists one ID list contain-
ing both entries, (1, 4, 5) and for each adversary, there exist two more lists each
adversary appears alone:(1, 2, 3) (1, 6, 7) and (2, 4, 6) (3, 4, 7).

m Adversaries: In the general case of m adversaries, there exist m(q−m+2)
n

disjoint
contact lists. This leads to at most

(
m
2

)
different contact lists with two entries.

Hence, the generalized formula for the probability to contact an adversary in the
first hop is:

(q −m+ 2)

n(q + 1)
+
(m
2

) 2

n(q + 1)
=

m(q −m+ 2) + (m(m− 1)/2× 2)

n(q + 1)
=
m

n
. (4.5)

Hence, the probability that a compromised agent is in the neighborhood of the
source AIS agent, and it is picked as the first node is m

n
. This probability is equiv-

alent to independent guesses of m adversaries. Similar discussion follows for
GQ-design.

In the following, we will show that a completely randomized scheme cannot pro-
vide a better level of anonymity, i.e. improving the scheme beyond m

n
.

Theorem 2. A completely randomized anonymization scheme cannot provide a
better level of anonymity than the scheme introduced in Section 4.3, i.e. improving
the scheme beyond m

n
.

In this regard, we consider the following: There exist n agents, a subset of m
adversaries and each AIS agent has a contact list of q + 1 agents. In contrast to
the introduced scheme, when an agent disseminates an alert:

• the agent randomly picks q + 1 nodes out of the n nodes (with removal)

• the agent creates a random order of these q + 1 other nodes

Proof by complete induction.
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Statement. The identity

m∑
i=1

i

(
m

i

)(
n−m
q + 1− i

)
= m

(
n− 1

q

)
(IA)

holds ∀m, q, n ∈ N if n ≥ q + 2 and q ≥ m

Remark. Note that equation (IA) is equivalent to

m∑
i=1

i

q + 1

(
m
i

)(
n−m
q+1−i

)(
n
q+1

) =
m

n

This can be shown by shifting terms from (IA) not depending on i to the right side
and simplification afterwards. The Statement implies that equation (IA) holds also
if q is a prime power, n = q2 + q + 1, and q ≥ m.

The Recursive formula for the binomial coefficients(
q + 1

k

)
=

(
q

k

)
+

(
q

k − 1

)
(Rec)

and Vandermonde’s identity

q∑
i=0

(
m

i

)(
a

q − i

)
=

(
m+ a

q

)
. (Vande)

are applied in the course of the proof.

Proof. 1. Basis: Equation (IA) holds for m = 1 and all q ≥ m and all n ≥ q + 2
since

1∑
i=1

i

(
1

i

)(
n− 1

q + 1− i

)
=

(
n− 1

q

)
q ≥ m, n ≥ q + 2. (IB)

2. Inductive Step: Given the assumption (IA) it remains to prove that (IA) holds
then for m+ 1 and for all q ≥ m and all n ≥ q + 2, namely

m+1∑
i=1

i

(
m+ 1

i

)(
n−m− 1

q + 1− i

)
= (m+ 1)

(
n− 1

q

)
q ≥ m, n ≥ q + 2. (IS)



94 Chapter 4, Organization

We consider the left part of the equation.

m+1∑
i=1

i

(
m+ 1

i

)(
n−m− 1

q + 1− i

)
split
=

m∑
i=1

i

(
m+ 1

i

)(
n−m− 1

q + 1− i

)
+ (m+ 1)

(
n− (m+ 1)

q + 1− (m+ 1)

)
(Rec)
=

m∑
i=1

i

[(
m

i

)
+

(
m

i− 1

)](
n−m− 1

q + 1− i

)
+ (m+ 1)

(
n−m− 1

q −m

)
shift
=

m∑
i=1

i

(
m

i

)(
n−m− 1

q + 1− i

)
+

m−1∑
i=0

(i+ 1)

(
m

i

)(
n−m− 1

q + 1− (i+ 1)

)
+ (m+ 1)

(
n−m− 1

q −m

)
(Rec),shift

=
m∑
i=1

i

(
m

i

)[(
n−m
q + 1− i

)
−
(
n− 1−m
q − i

)]
+

m−1∑
i=0

i

(
m

i

)(
n−m− 1

q − i

)

+
m−1∑
i=0

(
m

i

)(
n−m− 1

q + 1− (i+ 1)

)
+ (m+ 1)

(
n−m− 1

q −m

)
=

m∑
i=1

i

(
m

i

)(
n−m
q + 1− i

)
︸ ︷︷ ︸

(IA)

−
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i=1

i

(
m

i

)(
n− 1−m
q − i

)
+
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i=1

i

(
m

i
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(V ande)
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(
n− 1

q

)
+

(
m+ n− 1−m

q

)
= (m+ 1)

(
n− 1

q

)
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4.3.3 Discussion

We assume the adversary is not capable to inject false co-stimulation messages.
This assumption may be relaxed by detecting abnormal behavior of compromised
agents with feedback-based reputation mechanisms as discussed in Section 2.2.3
and their consequent isolation from the group.

Another challenge results from the group leader: this agent can manipulate the as-
signment scheme by putting one or more adversary agents in the one-hop neigh-
borhood of an interesting attack target. There are two opportunities to counter
this: First, the group leader is provided by a trusted authority (like the group
matcher) or the trusted matcher takes the role of the group leader. Consequently,
an extended protocol for group formation is necessary guaranteeing that every
candidate agent for matching is assigned to this dedicated, trusted agents.

Second, a mechanism can be introduced to double-check block assignments. This
role can be carried out by introducing multiple group leaders or the matcher stor-
ing the list of group members. The computation of the resulting blocks can be
done by the agent itself and a confirmation from another leader or the matcher
states whether the IDs match to the received contacts. This is also possible for the
random graph scenario when the leader transmits the seed for the random number
generator (assuming a common random function).

The matcher itself may represent a SPOF and prevent further grouping in case of
a failure. An alternative are multiple matchers, either one matcher per topic or
even multiple matchers for one topic.

4.4 Detector Generation and Ex-
change

Selecting all possible detectors for AIS certainly provides the best attack detection
capability. However, it may not be feasible to store large amount of detectors and
process them while trying to detect attacks in timely manner. Limiting the number
of detectors on the other hand comes with the danger of missing attacks.

In the case of the AIS, the creation of a detector set which covers the entire fea-
ture space may not be feasible, and random selection can create “holes” meaning
some critical regions on the feature space is not covered. Kim et al. [82] use evo-
lutionary algorithms and Gonzalez et al. [62] use Monte Carlo-based approaches
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to face the coverage problem. Goel et al. propose to distribute the detector gen-
eration [60] where each agent is responsible for a non-overlapping region in the
feature space, and it generates a mutually exclusive subset of the detector space as
discussed in Section 2.2.2. The result is a reduced computational complexity and
memory consumption of detector generation.

We consider n collaborating AIS agents and each agent is assigned a mutual exclu-
sive region of the overall feature space. The AIS agents generate a set of detectors
using approaches [82] and [62]. Figure 4.8 illustrates the basic principle of de-
tector generation and exchange. In general, the agents have mutually exclusive
sets of detectors as proposed in [60]. The advantage of this approach is that for
a fixed number of agents (i.e. χ detectors per agents) the covered feature space
is maximized due to the aggregated global detector database Dtot of nχ distinct
detectors. According to the response we introduce in Section 5.2, matching detec-
tors are propagated within the group of collaborating AIS agents to update their
databases. However, in case of an attack only one agent will have the proper de-
tector and this agent will not be updating others until it is attacked. Therefore,
detector sets on agents should have a certain level of overlap to be able to stop an
attack spread at the earliest stage possible.

We apply the group communication strategies introduced in Section 4.2 to enable
the agents to reach a desired level of detector set overlap. Algorithm 12 summa-
rizes the decentralized detector generation scheme for a homogeneous network
of n AIS agents. Initially, each agent gets assigned to a mutually exclusive sub-
space Si in the feature space. Then, each AISi generates a set of detectors Di of
size d for the subspace Si. Next, each AISi queries the agents j ∈ bi (overlay
links) for the detectors Dj for the subspace Sj . The output of the algorithm for all
AISi is the aggregation of the received detectors ADi = {

⋃
Dj|∀j ∈ bi} where

|ADi| = k · d.

4.4.1 Evaluation

Table 4.1 compares the communication and computation costs for distributed
training for our schemes based on SBIBD and GQ, and for the schemes based
on random graphs (Goel et al. [60]), NC (non-collaborative) and partitioned. The
NC approach is the extreme case where Dtot is contained by every AIS agent
and there is no collaboration. In comparison, the partitioned scheme provides no
level of overlap. We consider that there are n agents who are capable of anomaly
detection based on AIS. The global detector base Dtot =

⋃
ADi (|Dtot| = nχ)

comprised of the disjoint detector sets generated by each agent. Table 4.1 com-
pares these schemes based on: (i) design complexity of the scheme, (ii) number of
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Figure 4.8: Each agent creates detectors for the portion of feature space it is responsible
for. The detector sets are exchanged based on given redundancy strategy. Detector sets
are depicted as colored slices whereas cubes indicate the detector databases of the
agents.

Input : n (Number of AIS agents)

AIS i (ID of AIS agent)

Si ⊂ Feature Space
(Subspace assigned to AISi)

d Number of detectors generated from Si

Output:
Aggregated detector set for AISi is ADi = {⋃Dj|∀j ∈ bi} where

|ADi| = k · d
1 begin
2 AISi generates Di (|Di| = d) from Si

3 for i = 1 to |bi| do
4 AISi contacts IDSj where j ∈ bi
5 AISi receives the detector set Dj from AISj

6 end
7 end

Algorithm 12: Collaborative detector generation and exchange algorithm.
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Phase Detector Generation and Exchange

Des. Gen. Stor. Comm.

NC O(1) O(Dtot) O(Dtot) —

BIBD O(
√
n3) O(Dtot

n
√
n
) O(Dtot

n
) 2

√
n

GQ O(n2) O( Dtot

n 3√n) O(Dtot

n
) 2 3

√
n

RG O(log(n2)) Dtot

n logn
Dtot

n
2 log(n)

Part. O(1) O(Dtot

n
) O(Dtot

n
) —

Table 4.1: Comparison of computational complexity and communication overhead in
the phase of detector generation and exchange for the following detector generation ap-
proaches: NC, BIBD, GQ, RG, and partitioned. Metrics used for comparison are: design
complexity, number of detectors generated by each agent, number of detectors stored by
each agent, and communication overhead for each agent.

detectors generated by each agent, (iii) number of detectors stored by each agent,
(iv) number of messages sent by each agent.

In the SBIBD approach, for fixed AIS agent capacity of χ detectors, each agent
generates χ

q+1
≈ χ√

n
detectors, and there are

√
nχ distinct detectors. During de-

tector exchange process, each AIS agent contacts q + 1 ≈
√
n agents and gets

contacted by
√
n agents. Communication overhead for each agent is 2

√
n mes-

sages where each message includes χ√
n

detectors. In the GQ-based approach, each
detector appears in exactly q+1 agents where n = q3+q2+q+1. Thus, probability
PGQ(t) is:

PGQ(t) =

(
1− q + 1

q3 + q2 + q + 1

)βI(t)
≈
(
1− 1

3
√
n2

)βI(t)
(4.6)

For fixed AIS agent capacity of χ detectors, each agent generates χ
q+1
≈ χ

3√n de-

tectors and there are 3
√
n2χ distinct detectors. During detector exchange process,

each agent contacts q+1 ≈ 3
√
n agents and gets contacted by 3

√
n agents. Commu-

nication overhead for each agent is 2 3
√
n messages, where each message includes

χ
3√n detectors.

We evaluate the impact of detector coverage and redundancy for detection and
response in Section 5.2.
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4.5 Summary

In this chapter, we have presented collaboration framework components for the
organization phase of the CAIS. We have presented an adaptable, distributed com-
munication scheme to send messages within a group of AIS agents. This scheme
guarantees that after three (SBIBD) or 4 hops (GQ) all agents in the group have
received the message. We have provided an an anonymity extension for inter-
domain collaboration providing anonymity beyond suspicion. Then, we have ap-
plied the overlay link assignment scheme as the principle for distributed training
in the CAIS. Each agent creates detector sets for a partition of the feature space
and exchanges it with the agents from the contact list.

A drawback of the design schemes is that design parameter q has to be a prime
power. Also after design phase, the overall number of nodes is fixed and if the
number of nodes exceeds this value a new design has to be generated. We expect
organization to take place after initialization is finished and do not expect groups
to change frequently in size. This reduces the impact of this limitation. However,
in case a design has to be recomputed, the group leader can inform all agents about
the change and provide new lists of overlay links.

In the next chapter, we discuss detection and response phase of the CAIS. This
includes the presentation of evaluation tools for the CAIS in each individual phase.
We discuss the (collaborative) detection with respect to sample attack scenarios
and evaluate the effect of the distributed training with respect to detection and
response.





Chapter 5
Detection and Response

Anomaly-based detection schemes are capable of detecting anomalous states re-

sulting from previously unknown attacks. But, they are of limited use when they

produce high false positive rates. Another aspect is a missing scalability of train-

ing and detection. Collaborative detection and response solutions address these

challenges by imitating the characteristics of highly distributed biological immune

systems.

Figure 5.1: We consider groups of homogeneous AIS agents initialized and organized
by the mechanisms introduced in Section 3 and 4.

We focus in this chapter on intra-domain collaboration. We consider a large en-
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terprise network with many standardized devices, e.g. workstations with limited
sets of possible applications and similar hardware configuration. We assume this
environment provides best opportunities to create homogeneous groups.

Accordingly, these devices are administrated by a self-management component
whereas the AIS agent contributes to the autonomic manager. The system admin-
istrator of the domain defines high-level policies, whereas one policy is for AIS
agents to state agentRequirements for the creation of homogeneous collab-
oration groups. The agentRequirements include the characteristics of the
administrated device (operating system, applications, network configuration, and
hardware as introduced in Section 3.

In Figure 5.1 we illustrate the application domain. We also assume that according
to the techniques presented in Chapter 4, the communication scheme for message
propagation has been established and for response analysis the distributed training
has been conducted. Following these phases we discuss the collaborative detec-
tion scheme in Section 5.1 and present the immune response in Section 5.2. As we
have discussed, the goal of this work is not to develop a new AIS algorithm, but to
consider how a collaboration framework can provide support to the AIS. Hence,
we do not compare different AIS implementations or evaluate various distance
measures, but select standard AIS components and focus on the collaboration be-
tween the AIS agents.

Figure 5.2: Detection and response: overview with respect to collaboration framework

The relevant components of the collaboration framework tackled in this Chapter
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are presented in Figure 5.2

5.1 Detection

The success of a biological immune system hinges on the collaboration of its var-
ious components. An immune response is initiated only if different events take
place concurrently. The inherently distributed nature is one of the main advan-
tages of the AIS. In our distributed environment, we aim for a similar effect by
using a variety of feature vectors and by exploiting the collaboration between the
host-based AIS agents. There also exist different approaches that combine the
immune system metaphor with other biology-inspired algorithms such as evolu-
tionary algorithms or swarm theory. Kim and Bentley have developed a system
that creates the detectors by using an evolutionary algorithm [83]. An approach
with mobile agents that migrate similar to ants towards a pheromone concentration
has been presented by Fenet [46], where the pheromone concentration decodes the
distance to a host that detected an anomaly.

In the following, we introduce the applied detection scheme in Section 5.1.1 and
evaluate the benefit of the collaborative solution against a non-collaborative solu-
tion by means of simulation in Section 5.1.3 as well as emulation in Section 5.1.4.

5.1.1 Detection Scheme

We have chosen the negative selection algorithm described in Section 2.1.4 as the
basic algorithm for the selection of the detectors for given training data. Accord-
ing to [129], this is a standard algorithm for AIS. The feature vectors are com-
posed of the individual client network traffic statistics. The detailed description
of the feature vectors is provided in the individual subsections of the following
evaluations.

The data for the feature vectors is collected by a monitoring component. The
packet data is collected and feature vectors are continuously created. During a
training period, each match between a detector and presented patterns increments
a detector-specific counter. The detector is eliminated once a certain threshold is
reached (negative selection). The distance between the detectors and the feature
vectors is determined by hamming distance. After the learning period the current
feature vectors are presented to the remaining detectors and the distance between
feature vectors and detectors is computed.
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Benign 
Input Data

Normal

Anomalous

Figure 5.3: Collaborative detection is realized with the help of status exchange in a
detection group of collaborating AIS agents. In this example, the left agent misclassifies
a benign input as anomal. The agents exchange their individual local status with each
other. Both other agents classify this situation as normal. As a result, the amount of false
positive classifications can be reduced. This idea follows the co-stimulation principle to
influence the decision if an attack is taking place or not.

In our distributed environment, we use a variety of feature vectors and exploit

the cooperation between the host-based AIS agents. To this end, we associate

every AIS agent with a status metric that represents the probability of infection

(anomaly). This result is based on the computation of the hamming distance be-

tween detectors and feature vectors. The result is normalized to [0,1] and repre-

sents the local status. The status is shared within the detection group with other

collaborating agents. Every agent aggregates these status messages and computes

the average of them. This global status and the aforementioned local status are

then combined to create the detection result, where each status is associated with

a weight where the weights sum up to one. The detection result is the computed

anomaly level. The principle of the collaborative detection scheme is depicted in

Figure 5.3.

In addition, the message to the neighbors can, in case the anomaly level exceeds

a pre-defined threshold, contain the actual detectors associated with the alarm. If

a host receives an event-driven message, then it adds the new detectors to his own
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detector set and updates its own status. We evaluate the effect of detector spread
in the Section 5.2 discussing response phase of CAIS.

The underlying assumption for collaborative detection is that attacks are often
directed not only at one target, but affect multiple targets.

5.1.2 Evaluation Tools

The design and development of a collaboration framework for AIS is a challenging
and complex task. In this process, the evolving system needs to be evaluated
continuously in order to achieve optimal performance. There are several ways to
study a system or technology. The most realistic is the analysis of the deployed
production system. However, in the case of the CAIS evaluation, real experiments
are typically not possible, because experimental systems are not deployed in an
operational environment. The induced risk of failures such as service loss is too
high.

For this very reason, evaluation is often carried out in small testbeds. Virtual
machines, e.g. Xen1 are a solution for modeling mid-scale networks, but the rep-
resentation of very large networks with thousands or millions of devices and links
is out of scope. There exist scientific initiatives such as PlanetLab2 providing
computational resources to a larger extent. This is an important opportunity for
researchers testing network or security protocols, but although they provide de-
tailed results, experiments are time consuming and remain complex to setup and
maintain. However, emulation offers the benefit of a realistic environment. We
will investigate that the mere simulation of attacks does not cover all effects on
the telecommunication network.

Another approach is to represent the system with the help of mathematical mod-
els and find analytical answers, i.e. logical and quantitative relationships between
the entities. Typically, such models also become very complex, in particular for a
concurrent system such as the CAIS. The advantage of analytical models is that
the results (assuming the models are correct) are stressable and do not depend on
experiments. Simulations include stochastical components resulting in different
output results and an emulation experiment can not be reproduced deterministi-
cally due to timing.

Another way of evaluation are simulation experiments. They are useful for the
evaluation of distributed systems. Depending on the evaluation metrics, the simu-
lations allow the abstraction from irrelevant properties. In addition, hazard scenar-

1http://www.xen.org
2http://www.planetlab.org



106 Chapter 5, Detection and Response

ios, called “what-if” scenarios, can be examined that are not possible in real-world
test environments.

In the following, we discuss NeSSi2, the network security simulator, and present
the simulation model and results for CAIS evaluation. Moeller et al. [97] present
an approach for a scenario-based emulation environment that can import simu-
lation experiments from NeSSi2 and adapt them. Accordingly, we outline the
approach and then present the results from the emulation experiment to validate
simulation results. We consider analytical models for the assessment of the re-
sponse in the scope of the CAIS with an extension to the SIR-model known from
epidemiology in Section 5.2.2.

5.1.3 Simulation-based Evaluation

NeSSi2, the Network Security Simulator, is a framework for the evaluation
of attacks and detection techniques in mid-scale networks. For details about
NeSSi2, we refer to Bye et al. [31] as well as Schmidt et al. [113]. Since
2009, NeSSi2 is available under an open-source license and can be downloaded
at http://www.nessi2.de.

Related Work In recent years, the research community has used various net-
work simulation tools for the verification of new algorithms, the investigation of
design and interaction behavior of newly developed protocols as well as the ex-
amination of performance issues encountered in large-scale network architectures.
The most popular general-purpose software tool in the research community is the
open-source network simulator ns2 [72]. It performs network simulation using a
discrete event model. This approach has several advantages regarding application
performance and scalability. These important issues are discussed for example
in [99] and [89]. Discrete simulation allows very cost-efficient exploration and ex-
perimentation with real-life network topologies and architectures. In many areas
involving network analysis, ns2 is a powerful tool; however, it also poses certain
limitations to the user. Concerning the aspect of simulation efficiency for large
networks, ns2 does not support out-of-the-box a parallel execution model. Alter-
natives to ns2 are for example the QualNET simulator [71] or the Georgia Tech
Network Simulator GTNetS [109], which, in contrast to ns2, also offers parallel
execution support for large-scale simulation.

Most important of all, these simulators have limitations in standard support of
real-world network security evaluation, in particular with respect to (C)IDS. A lot
of work has been done in the limited area of worm simulation, as described exten-
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sively by Wei et al. [126]. In this work, the authors note that existing simulators
are mostly single-machine tools and hence do not scale to model realistic attack
mechanisms in large-scale real-world networks. They propose a distributed ap-
proach termed PAWS, which is nevertheless not a comprehensive tool but limited
to worm simulation only. Another security evaluation tool is RINSE, which is de-
scribed by Liljenstam et al. in [86]. It focuses on supporting real-time large-scale
simulations and allows for realistic emulation of CPU and memory effects within
the simulation. However, there is no mention of application-level simulation ca-
pabilities in RINSE. The same drawback exists in the solution presented in [136],
although it allows model-driven attack tree-based simulation in a reusable object-
oriented software architecture. NeSSi2 targets this gap and enables the evaluation
of (C)IDS approaches.

NeSSi2 Overview NeSSi2 has been structured into three distinct components,
the GUI, the simulation backend and the result database. Each of these modules
may be run on separate machines depending on the computational requirements.

The graphical user interface, the simulation frontend, is a rich client platform
(RCP) application based on the Eclipse framework [52]. It uses the standard
widget toolkit (SWT, [53]), a cross-platform open-source widget toolkit which
allows NeSSi2 to be run on almost all operating systems. As an RCP application,
NeSSi2 is structured into views, editors and perspectives. The graphical frontend
of NeSSi2 allows the user to create and edit network topologies, attach runtime
information, and schedule them for execution at the simulation backend. On the
other hand, finished (or even currently executing, long-running) simulations can
be retrieved from the database server and the corresponding simulation results are
visualized in the GUI. Figure 5.4 shows the graphical user interface of NeSSi2.

Before conducting CAIS evaluation experiments, we briefly introduce main con-
cepts of a NeSSi2 simulation. It is necessary to understand these for the transfer
of the experiments to the emulation.

Network topology The network topology describes the static information con-
tained in the network, i.e. the nodes of the network, their (initial) properties
and how they are interconnected. Thus, a topology can be reused in combi-
nation with several different scenarios.

Scenario A scenario contains runtime information attached to a particular net-
work topology. For instance, a scenario may contain the traffic generation
properties for different nodes in the network. A scenario can be reused in
combination with different sessions.
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Figure 5.4: Graphical user interface of NeSSi2.
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Session Finally, the session information contains additional information specific

for the selected scenario. For example, the user may be interested only in

logging a certain type of traffic, or the scenario should be carried out re-

peatedly, but with different amount of ticks (atomic discrete time unit). This

kind of information is encapsulated in the Session object for a particular

scenario.

After the static network topology configuration is complete, the dynamic scenario
components need to be created. A scenario is comprised of elementary building

blocks for each device in the network, the concept of node profiles. Node pro-

files allow the customization of network node behavior in order to automatically

generate traffic adhering to well-defined characteristics, simulate network outages

by means of router or link failures as well as evaluating network-based defense

measures. The basic elements used to describe these profiles are applications: an

application represents any kind of protocol or mechanism to be executed on an

individual node, e.g. a spreading attack, a detection unit or a benign application

protocol. The sum of all profiles for a given network topology constitutes the

scenario. In order to execute a scenario, the last set of parameters to specify is

the session parameters. These include for example the number of times a given

scenario is to be executed and the types of events to log in the database. The se-

curity expert may desire to run a single scenario multiple times if the employed

node profiles are not statically configured but make use of distribution functions

for generating network traffic. In this case, multiple runs allow the generation of

statistically significant mean values and the comparison of individual runs to ex-

amine standard deviations. The overall, resulting workflow in NeSSi2 is depicted

in Figure 5.5.

Figure 5.5: NeSSi2 workflow to set-up a simulation

The actual simulation is performed by means of the agent-based simulation back-
end, the second component of NeSSi2. Once a session is submitted for execution,

the simulation backend parses the desired session parameters (which event types

to log, how many runs to execute etc.), creates a corresponding simulation envi-

ronment, sets up the database connection and schedules the simulations to be run

as soon as the necessary processing resources are available.

During the creation of a session, a logging configuration can be selected spec-

ifying the events to be logged. For each session, the agents capture the traf-
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fic and detection data and send it to the database, the third component of the
NeSSi2architecture.

Simulation Model The CAIS evaluation requires packet-level and
application-level support. This is not only due to the fact that the AIS pro-
cesses network statistics to produce the feature vectors. The simulation model
must reflect characteristics of the network stack and the used applications in
real environments to be credible for the evaluation of attacks and CAIS as a
counter measure. Accordingly, the main focus of NeSSi2 is to provide a realistic
packet-level simulation environment as a testbed for the development of new
detection units as well as existing ones.

The TCP/IP reference model is the de-facto standard for Internet communication.
Due to its importance, NeSSi2 also offers an implementation for it. The routers
as well as the end devices in the simulation contain a network layer; end devices
also exclusively have a transport and an application layer. At the network layer,
IPv4 is realized with the key features global addressing, routing and fragmenta-
tion support. Moreover, TCP/IP model implementation allows containing several
protocols in each layer. For the fault management, TTL (time to live) and header
checksums are supported. The ICMP protocol has been implemented for failure
notification.

On the next level, the transport layer is comprised of UDP and TCP. TCP in
NeSSi2 offers a reliable and in-order delivery of data. Sockets realize the inter-
face to the application layer, i.e., applications can set up several stream sockets as
well as the corresponding server sockets. All applications that are run in NeSSi2

follow a common interface that abstracts from their specific behavior but allows a
standardized way of executing them. Currently, the HTTP, SMTP and IRC proto-
cols are integrated in NeSSi2.

Traffic generated inNeSSi2 can also be exported as pcap files in the pcap3 format
in order to examine the data with standard traffic inspection tools such as wire-
shark4. Several tests have been conducted with the traffic exported from NeSSi2,
verifying that the generated traffic is well-formed. Wireshark is able to reconstruct
the application data stream without errors if all corresponding IP packets are in the
exported file.

For the CAIS evaluation scenario, the selected protocols included NETBIOS used
for name and session services, NTP for clock synchronization, Kerberos as the
standard authentication protocol for Windows and CLDAP for X.500 directory

3http://www.tcpdump.org
4http://www.wireshark.org
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access. NETBIOS is the only protocol that uses broadcast messages, the others
are unicast. The traffic volume in inactive mode consisted of 13 packets per hour
and host. In addition, the clients produced HTTP traffic to mimic user interaction.
We modeled a higher percentage of HTTP traffic at specific times per day referring
to beginning of the workday, after the lunch break, and after the working hours.

We used profiles for modeling the behavior of the HTTP client. For the UDP
background traffic, we used UDP packets with correct ports and behavior (uni-
cast, broadcast). We considered packet flows, addressed ports, and IP addresses
for our analysis. Each client had a defined subset of ports where it accepts packets.
The packets arriving on these ports were considered as valid connection attempts.
We used the following ports for UDP-based services: 123 (NTP), 137 (NETBIOS
name service), 138 (NETBIOS datagram service) and 1500 (group communica-
tion).

The communication scheme has been implemented based on the UDP protocol.
We did not consider valid TCP ports, because connections based on the appli-
cation layer protocol HTTP are initiated on the client side. Therefore, no client
needs to listen to TCP connection attempts. In the simulations, each client mea-
sured incoming and outgoing connections using a network statistics component
which has recorded data such as used ports, number of packets, and validity of
connection attempts. Feature vectors extracted from this data served as input for
the AIS.

We realized two scenarios where selected clients contained AIS functionality. In
both scenarios, we compared the non-collaborative against the collaborative AIS
approach. The AIS on the hosts operated in three different phases: monitoring,
training, and detection. In the monitoring phase, the measuring component of
the clients sampled all incoming and outgoing packets. The feature vectors were
created and stored at fixed time intervals. We selected two feature vectors: vector1
:= <Daytime, Main IP addresses TCP, Main IP addresses UDP, Main ports> and
vector2 := <Daytime, Number of TCP connections, Number of UDP packets,
Number of used ports, Number of scans, Number of TCP packets>.

The collaboration of the AIS in the network was based on the introduced status
exchange. After every status calculation, each AIS component sent its status and a
counter to the other peers through the group communication scheme system, and
updated the own status according to the incoming status messages of the adjacent
peers. Every client used only the most recent status during the update. We next
present the two different attack scenarios.
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Scenario I: Compromised Host in a Subnet In this scenario, one of the
client computers was compromised by an attacker. This means a vulnerability
of the client was exploited and the attacker had complete access to the client’s
resources. According to the five Ps probe, penetrate, persist, propagate and par-
alyze, the attacker tries to persist on the compromised machine, for example by
installing a backdoor [8]. The next step is propagation stage, where the subnet is
scanned for further vulnerabilities. In this scenario, we modelled a port scanning
profile that extended the standard client profile. This profile reflected a scanning
of several ports on all clients in the subnet over a variable time period.

Scenario II: Detecting a Worm Attack In this scenario, one host was in-
fected by a worm that spreads via only one UDP packet in analogy to the infamous
Slammer worm did [98]. The worm used only a single port (port 137). However,
if it contacted an open port on a host, the host was infected with a probability of
0.7. In case of an infection, the worm started to send the same UDP packet to
randomly created IP addresses and tried to infect other clients.

Figure 5.6: Network statistics for Scenario I.

Results and Discussion Network statistics for Scenario I are given in Figure
5.6. We observed on an exemplary client that during the scanning, i.e. tick 10-13
and tick 21-24, the number of ports as well as UDP packets increased. Here, the
scan denoted a packet that is received on a port normally not used by the client.
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For a single client AIS, it is difficult to differ between ”normal” events such as
contacting a new web server and a port scan. Such confusions easily lead to false
positives. With the help of the collaborative approach, several clients recognized
an anomaly and communicated it. This minimized the amount of false positives.

Figure 5.7: Number of packets per port for a sample AIS agent in Scenario II: Every line
indicates a port as well as the number of packets exchanged over it. The red (bold) line
represents port 137.

Network statistics for Scenario II are given in Figure 5.7. We noticed a high
variance in usage of port 137 (shown with a bold line). We also observed a higher
number of different IP addresses contacted by the client or contacting the client. In
Scenario II we observed false negatives because a non-recurring abnormal packet
is hardly detectable. It is only detectable if the AIS client is already infected by
sending a lot of packets over port 137.

Simulation results showed that the false positive rates for both scenarios were
relatively high (25% for Scenario I and 16% for Scenario II) for the single client
AIS. The collaboration among the AIS clients decreased the false positive rate
to 18% and 10% respectively, while the detection rate increased (from 79% to
100% for Scenario I and from 54% to 57% for Scenario II). The detection rate for
Scenario I was very high. Although the false positive rate was high for the AIS on
a single client, the collaborative approach has the results. Comparing the different
feature vector types, it was observable that in Scenario I, the second feature vector
was detecting more anomalies than the feature vector with the IP addresses and
port numbers which in turn caused less false positives.
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In Scenario II, the feature vectors of the second category detected the most anoma-
lies because of the unusual port usage pattern (see Figure 5.7) and the increasing
number of different IP addresses. We observed more false negatives because the
anomaly we were looking for is harder to detect. The defined detectors were based
on IP addresses and ports. They were only able to detect anomalies if there was a
significant deviation in usage patterns.

The statistical detectors were not powerful enough for this scenario because the
appearance of abnormal traffic had to significantly differ from the normal pattern.
In this scenario, the challenge of the huge state space also played an important role
as the system had to detect an increase in the usage frequency of a port that is oth-
erwise very rarely used. Therefore, we reduced the space for ports to between 80
and 450 after observing that the simulator only used ports in this interval. In a real
world scenario, such domain knowledge can be used to shrink the relevant feature
space and improve, together with the presented distributed detector generation and
exchange, the detector coverage while reducing computational complexity.

5.1.4 Emulation-based Evaluation

A simulation abstracts the problem to study particular characteristics of it [90].
Nevertheless, if simulation tests for an application have been successful and it
is considered to be a solution to be deployed in a real network further testing
must follow in a more realistic environment. Virtual machines provide a possible
solution for this next step after simulation-based evaluation.

Moeller et al. present [97] an approach to facilitate the emulation of security
experiments. Inspired by NeSSi2, the author presents mechanisms for scenario
descriptions, a graphical user interface for the creation and administration of ex-
periments as well as a common logging interface. There is also a mechanism to
import NeSSi2 experiments.

The framework uses functionality of VNUML [55] and EDIV [54]. VNUML is
comprised of a XML based language to describe scenarios that consist of virtu-
alized hosts and networks. A second component are Perl scripts for the deploy-
ment. The virtual machine are user mode linux (UML) machines, i.e. executed as
a “normal” user Linux applications. The networking bases on TUN/TAP devices,
i.e. virtual network devices. EDIV [54] enables the distribution of the virtual en-
vironment to multiple machines. Thus, VNUML scenarios are decomposed and
assigned to several physical machines. EDIV realizes this in a transparent way for
the user.
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Overview There are two main building blocks (cf. Figure 5.8), the testbed
controller and the emulation environment. The controller administrates the ex-
periments, provides VNUML network description and passes it to EDIV. A cus-
tomized file system and kernel image is used, based on the VNUML project. The
original image contains software for routing and standard tools, e.g. nmap or tcp-
dump. Several applications have been added such as snort or smb. The testbed al-
lows also Bash, Perl and Python scripts for application prototyping. The NeSSi2

profiles can be mapped to a script or a “real” application during the import step of
the NeSSi2scenario. The logging is provided by a syslog server.

Figure 5.8: Overview of emulation testbed according to [97]. The user is able to import
experiments from NeSSi2, manipulate these and can then execute them in an emulation
environment. EDIV provides the middleware to decompose the experiment to several
machines. With the help of the syslog server, data can be recorded during an experiment.

Emulation Model Moeller et al. repeated the experiment presented in Sec-
tion 5.1.3. Figure 5.9 compares the network topology from simulation-based eval-
uation and the topology used for emulation.

Different to the simulation, standard software such as Apache2 and samba was
used to generate network traffic for the emulation. Figure 5.9 denoted two servers,
one inside the LAN and another server in the Internet. There was a router (gate-
way) that connected clients and servers. The software configuration of the Internet
server was comprised of customized Apache2 providing HTTP responses with ar-
bitrary length. The web client was realized by a Python script requesting websites
after a waiting time that was based on a normal distribution. The second server
realized the behavior of a file server with the help of Samba, an implementation of
the SMB protocol. Similar to HTTP, a SMB client accessed shares of the server in
a periodic manner. The server also executed an ntp server requested by the clients
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Figure 5.9: Topology of scenario in NeSSi2 and emulation test bed

on a regular base.

The feature vectors were created by client scripts based on scapy5 to sniff network
packets. They consisted of the following features: Unix time, normalized time,
number of packets, number of TCP / UDP / ICMP / ARP packets, number of TCP
connections, number of port scans, number of remote ports.

Scenarios The scenarios followed the simulation scenarios introduced in Sec-
tion 5.1.3. In the first scenario Client1 became compromised. Then, a port scan
was started using the nmap6 tool with the following command line options:

nmap -e eth1 -O --randomize-hosts -n -T polite 10.0.0.1-20

The polite timing restricted the number of packets. As a consequence, the scenario
lasted 400 seconds.

5http://www.secdev.org/projects/scapy/
6http://nmap.org/
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The second scenario started from Client6 that was infected. In this worm scenario,
Client6 sent malicious UDP packets. The propagation routine preferred local IP
addresses over external IP addresses (a.k.a. local preference worm). After all
local addresses were visited, the worm focused on external addresses. The interval
between two infection attempts was 5 seconds.

Figure 5.10: Anomaly status collaborative against non-collaborative approach client5 in
Scenario I ( [97])

Results and Discussion The Figure 5.10 denoted the anomaly status level
for Client2 during Scenario I. The scan happened between time 22 and 58 of 113
total ticks. To calculate the true and false positives we assumed each feature vector
inside this interval to indicate a threat. This is only an approximation as the “-T
polite” option results in very slow and stealthy scans probably resulting in a high
false positive rate.

The collaborative approach improved the true positive rate from 26% to 31%.
During the scan the collaboratively calculated status was higher and outside this
time span it was lower (cf. Figure 5.10).

In Scenario II (cf. Figure 5.11) the worm started spreading at time 48 from
Client6. All clients were infected after time 59. After time 83 all the clients began
to focus only on external networks. In the interval from 59 to 83 we observed a
slight increase from 94% to 97% for true positives.
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Figure 5.11: Anomaly status collaborative against non-collaborative approach for Client2
in scenario II ( [97])

5.1.5 Discussion

In contrast to the simulation experiment, in the emulation experiment Scenario II
was better detected than scenario I. The improvement of true positives followed
the improvements found in the simulation scenario. The high true positive rate
in scenario II can be explained by the fact that the worm created a considerable
amount of ARP traffic when trying to infect a whole subnet. In Scenario I, nmap
was allowed to scan only 20 hosts resulting in less ARP traffic. The ARP traffic
had a huge impact on the results showing also the relevance of a virtual testbed as
this protocol was not implemented in the simulation. In the following, we discuss
the effect of detector spread with respect to the distributed training introduced in
Section 4.4.

5.2 Response

The response phase of our Collaborative AIS solution spreads the actual detectors
associated with the alarm after each detection cycle. Such messages are event-
driven. If a host receives an event-driven message, it adds the new detectors to
his own detector set and updates its status. We evaluate the effect of the detec-
tor spread with the help of an extension to the SIR model. We first introduce an
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Detector
Matched

Figure 5.12: Collaborative response takes place by the exchange of matching detec-
tors. In this example, a detector of the right agent matches and the agent distributes the
detector according to the detector exchange scheme introduced in Section 4.4.

extension to the SIR epidemiological model reflecting characteristics of collabo-

rative AIS and then compare different training strategies. The principle of detector

propagation is demonstrated in Figure 5.12. The epidemiological model we apply

considers that agents can be removed from the set of susceptible or infected agents

with the help of a detector. This is an assumption we make, as we do not provide

a mechanism for the recovery.

5.2.1 SIR Model

The classical epidemic model for the spread of Internet worms [67] considers

a group of homogeneously mixed susceptible (S), infected (I) and removed (R)

agents. An agent is susceptible if it is not infected and has no proper protection

for the attack. An agent which is attacked becomes infected, and immediately

starts to spread the infection to other susceptible agents. An infected agent can

be recovered and immunized when proper protection mechanisms are enabled

in which case the agent becomes removed. Removed agents cannot be infected

again.
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n → Total number of hosts under consideration
agenti → ith anomaly-based agent enabled host
I(ti) → Number of infected hosts at time ti, i(ti) = I(ti)/n
S(ti) → Number of susceptible hosts at time ti, s(ti) = S(ti)/n
R(ti) → Number of removed hosts at time ti, R(ti) = R+(ti) +R−(ti)
R+(ti) → Number of active removed hosts at time ti, r+(ti) = R+(ti)/n
R−(ti) → Number of passive removed hosts at time ti, r−(ti) = R−(ti)/n
β → Average number of contacts per infected host
γ → Average number of contacts per agent for removal

Table 5.1: SIR notations

Suppose that at time ti there are S(ti) susceptible, I(ti) infected and R(ti) re-
moved agents where S(ti) + I(ti) + R(ti) = n. Let

s(ti) =
S(ti)

n
, i(ti) =

I(ti)

n
, r(ti) =

R(ti)

n

be the ratio of susceptible, infected and removed agents respectively. Each contact
between susceptible and infected agents will result in an infection. Therefore, in
an interval4t, there will be β I(t) S(t)

n
4t contacts resulting in infection where β

is the average number of contacts per infected agent. Furthermore, infected agents
are removed from the system at a rate γ due to recovery or immunization. The
number of removal at time interval4t is γ I(t)4t. That is:

4I(t) = β I(t)
S(t)

n
4t − γ I(t)4t, (5.1)

di(t)
dt

= β i(t) s(t) − γ i(t), (5.2)

ds(t)
dt

= −β i(t) s(t), (5.3)

dr(t)
dt

= γ i(t). (5.4)

Epidemic cannot build up if [di(t)/dt]t0 ≤ 0. That means β i(t) s(t)− γ i(t) ≤ 0
and s(t) ≤ γ/β. The ratio γ/β is called relative removal-rate or threshold den-
sity for susceptible agents and represented by ρ = γ/β. Figure 5.13 summarizes
the overall model.
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(a) (b)

Figure 5.13: Classical epidemic model for spread of Internet worms in a group of
homogeneously mixed Susceptible (S), Infected (I) and Removed (R) agents where
S(ti) + I(ti) + R(ti) = n at time ti. (1) Susceptible agents get infected at the
rate given by Equation 5.3 when they are contacted by the infected agents. (2) Infected
agents are immunized and they become removed at the rate given by Equation 5.4. A
removed agent cannot be infected again.

5.2.2 SIR Extension

We extend the classical epidemic model to analyze the detector distribution ap-
proaches in the CAIS. We consider AIS agents to be susceptible (S), infected (I),
active removed (R+) and passive removed (R−) agents where each agent stores
a subset of detectors. An agent is susceptible to a specific attack if it is not in-
fected and does not have the detector for the attack. A susceptible agent which is
the target of the attack becomes infected, and it immediately starts to spread the
attack to other susceptible agents. An agent is removed if it has the detector for
the attack. Overall process is described in Figure 5.14.

Suppose that at time ti there are S(ti) susceptible agents, I(ti) infected agents,
R+(ti) active removed agents and R−(ti) passive removed agents, where S(ti) +
I(ti) + R+(ti) + R−(ti) = n and where R+(t0) = 0. Let

s(ti) =
S(ti)

n
, i(ti) =

I(ti)

n
, r+(ti) =

R+(ti)

n
,

r−(ti) =
R−(ti)

n

be the ratio of susceptible, infected, active removed and passive removed agents
respectively. Each contact between susceptible and infected agents will result in
an infection. Let β be the average number of contacts per infected agent and γ be
the average number of contacts per active removed agent, in an interval4t:

1. β I(t) S(t)
n
4t susceptible agents will be infected due to the attacks from

infected agents (flow (1) in Figure 5.14),
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2. γ R+(t) I(t)
n
4t infected agents will be removed due to the detector updates

from active removed agents (flow (2) in Figure 5.14),

3. β I(t) R−(t)
n
4t passive removed agents will be active removed due to the

attacks from infected agents (flow (3) in Figure 5.14),

4. γ R+(t) R−(t)
n
4t passive removed agents will be active removed due to the

detector updates from active removed agents (flow (4) in Figure 5.14),

5. γ R+(t) S(t)
n
4t susceptible agents will be active removed due to the detec-

tor updates from active removed agents (flow (5) in Figure 5.14).

Thus, infection and removal rates can be formulated as follows:

4I(t) = β I(t)
S(t)

n
4t − γ R+(t)

I(t)

n
4t, (5.5)

di(t)
dt

= β i(t) s(t) − γ r+(t) i(t), (5.6)

dr+(t)
dt

= β i(t) r−(t) + (5.7)

γ r+(t)
(
s(t) + i(t) + r−(t)

)
.

An epidemic cannot build up if [di(t)/dt]ti ≤ 0 when r+(ti) > 0. The ratio
γ
β
r+(t) in Equation 5.8 is the relative removal rate or threshold density for sus-

ceptible agents.

β i(t) s(t) − γ r+(t) i(t) ≤ 0, s(t) ≤ γ

β
r+(t). (5.8)

5.2.3 Analysis and Discussion

We consider the global detector base Dtot =
⋃
agenti comprised of the disjoint

detector sets generated by all AIS agents. Initially, one agent gets infected (i.e.,
I(t = 0) = 1). Let β be the number of agents an infected agent can attack.
Probability P(t) that infected agents will not attack any agent which has a proper
detector at time t is an important metric for the spread of an attack, because once
an agent with a proper detector is attacked, it will start distributing the detector
at a rate γ as modeled in our SIR extension. Feature space coverage is another
metric where we aim to maximize coverage while minimizing P (t).
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Figure 5.14: Extended epidemic model applicable to CAIS for group of homogeneously
mixed susceptible (S), infected (I), active removed (R+) and passive removed (R−) agents
where S(ti) + I(ti) + R+(ti) + R−(ti) = n at time ti. (1) Susceptible agents be-
come infected when attacked by infected agents, (2) infected agents become removed
agents when updated by active removed agents, (3) passive removed agents become
active removed agents when attacked by infected agents, (4) passive removed agents
become active removed agents when updated by active removed agents, and (5) sus-
ceptible agents become active removed agents when updated by active removed agents.

Goel et al. [60] uses random graph-based approach where they create an overlap
of detector sets stored on agents by using random graphs G(n, p). Each detector
appears on average in log n agents because each agent is contacted by an average
of log n nodes. This leads to the following formula for probability PRG(t) that
infected nodes will not attack any node which has a proper detector at time t:

PRG(t) =

(
1− log n

n

)βI(t)
(5.9)

In our Symmetric-SBIBD based approach, each detector appears in exactly q + 1
agents where n = q2+q+1. Thus, the probability PSBIBD(t) that infected agents
will not attack any agent which has a proper detector at time t is given by:

PSBIBD(t) =

(
1− q + 1

q2 + q + 1

)βI(t)
(5.10)

In the Generalized Quadrangle (GQ) based approach, each detector appears in
exactly q + 1 agents where n = q3 + q2 + q + 1. Thus, probability PGQ(t) is:

PGQ(t) =

(
1− q + 1

q3 + q2 + q + 1

)βI(t)
(5.11)

We compare our approaches based on SBIBD and GQ with RG, NC and parti-
tioned. In the NC approach every agent stores all Dtot detectors. The partitioned
scheme provides no level of overlap. The results are depicted in Table 5.2 for the
detection phase.
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Phase Detection

Complexity Prob. Redundancy Det.

NC O(Dtot) 1 n Yes

BIBD O(Dtot
√
n

n
) 1√

n

√
n Yes

GQ O(Dtot
3√n

n
) 1

3√
n2

3
√
n Yes

RG O(Dtotlog(n)
n

) 1
log(n)

log(n) No

Part. O(Dtot

n
) ( 1

n
) 1 Yes

Table 5.2: Comparison of communication and computational complexity in detection
phase for the approaches: Non-Collaborative, Balanced Incomplete Block Design, Gen-
eralized Quadrangles, Random Graph, and Partitioned. They are compared based on
the metrics: (i) complexity for the detection, (ii) the probability a detector is contained on
the specific agent, and (iii) level of redundancy, (iv) nature of the design scheme (deter-
ministic or not).

The SBIBD-based approach provides the largest overlap between detector sets
and minimum probability P (t) (Equations 5.9, 5.10 and 5.11) at the expense of
increased communication overhead and decreased coverage of feature space. De-
terministic approaches have further advantage, unlike G(n, p), deterministic ap-
proaches are based on the regular graphs constructed by SBIBD and GQ. That
means each detector is initially replicated on an equal number of agents.

5.3 Summary

In this chapter, we have presented the components of the collaboration framework
related to detection and response of the CAIS. We have presented a scheme for
collaborative detection and evaluated it with the help of NeSSi2, an environment
dedicated to evaluation of attacks and countermeasures in telecommunication net-
works. We evaluated the benefit of CAIS in two realistic test scenarios. In the
simulations we observed that the false positive rate was decreased from 25% to
18% in the scenario of a port scanning compromised host and from 16% to 10%
in a worm attack scenario while the true positive rate increased. An emulation of
the experiment also showed improvements of the collaborative against the non-
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collaborative approach. We also extended the classical epidemic model for both
attack and detector spread, and showed that regular structures in deterministic
techniques provide better immunity when compared to probabilistic approaches.

In general, both simulation and emulation show the positive effect of collaborative
detection, but the error rates (except Scenario II in the emulation test suite) are too
high for the application in an autonomic computing environment. Opportunities
for improvement of the detection quality are to consider further AIS techniques
such as the danger signal theory. In addition, the AIS anomaly detection could be
combined with other classification algorithms, e.g. SVM, decision trees or nearest
neighbor algorithms. Another opportunity is the combination of signature-based
and anomaly-based schemes. These opportunities relates to heterogeneous groups
as discussed in Section 3.2.2 to compensate the shortcomings of the individual
approaches.





Chapter 6
Conclusion

The objective of this thesis has been the investigation of a collaboration frame-
work to target problems of IDS. We have chosen the AIS as a representative of
anomaly-based intrusion detection. This has been due to two reasons in the con-
text of autonomic computing environments: (i) Chess et al. discuss AIS in the
context of self-protection [38] as a progenitor for autonomic computing and (ii)
anomaly-based detection schemes provide the advantage to detect previously un-
known attacks. Theoretically, this enables an AIS a degree of autonomy for detec-
tion not dependent on updates invoked by a system administrator. Practically, the
achieved false error rates are not satisfying to migrate the CAIS directly into a pro-
ductive environment. However, it has not been the intent of this work to develop
new AIS algorithms, but rather to use standard approaches and demonstrate they
can be improved with the help of a collaboration framework. In the following, we
summarize this work as well as the resulting framework established to cope with
the CAIS challenges discussed in Section 1.2.

6.1 Summary

We have investigated the research on CIDS to identify related work with re-
spect to the requirements of the CAIS. These requirements include homogene-
ity of the collaborating agents to have a common understanding of normality, an
efficient and reliable communication infrastructure to exchange intrusion detec-
tion related data, interoperability for inter-domain collaboration, and information
sharing strategies to address training, detection and response. In particular the
homogeneity motivated the open problem of explicit group formation for CIDS.
Another aspect has been the identification of security challenges of a CAIS with
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respect to adversarial opportunities. This discussion has motivated anonymity as
a measure to counter fingerprinting attacks.

We then discussed initialization of the CAIS consisting of an overall system ar-
chitecture of the CAIS as well as the mechanisms to create homogeneous groups
of collaborating AIS agents. This includes the group formation process with an
algorithm to compute the best matching groups for an AIS agent for inter-domain
as well as intra-domain collaboration. A collaboration ontology reflecting rele-
vant CIDS characteristics of a device has been presented serving as input to the
aforementioned algorithm. We also have discussed the necessity to consider the
integration of other security mechanisms where different agent can benefit from
individual detection capabilities. We do not present the impact of heterogeneous
detection groups in this work because this contradicts to the homogeneity con-
dition for CAIS, but we have given an example in [25] for signature-based IDS.
We also have demonstrated a prototypical implementation in Java combining the
JIAC framework with a structured P2P-protocol and validated the group formation
is able to create homogeneous as well as heterogeneous groups. The definition of
high-level collaboration policies imposed by a system administrator needs to be
fine-tuned for individual administrative domains. Accordingly, we have analyzed
the impact of configurable parameters such as the selfishness rate of an agent for
the resulting groups.

In the organization phase of the CAIS, we have presented an adaptable, distributed
communication scheme to send messages within a group of AIS agents. We have
applied schemes from combinatorial design, namely SBIBD and GQ, as well as
a random graph approach for comparison. SBIBD/GQ guarantees that after 3-
4 hops all agents in a group have received the message. With respect to inter-
domain collaboration, we have discussed security challenges of the CAIS and
how to confront them and provided an anonymity extension to ensure anonymity
beyond suspicion against fingerprinting attacks. Then, we re-used the organization
of the communication scheme to realize a scalable training phase of the AIS. We
partition the feature space covered by the CAIS, create a corresponding detector
set for each agent and exchange it with a subset of agents from the group.

In the third phase of the CAIS lifecycle, we have considered detection and re-
sponse. We have presented a scheme to improve the AIS approach with the help
of a collaborative detection approach and evaluated it with the help of NeSSi2, a
simulation tool for evaluating attacks and counter measures in telecommunication
networks. In two realistic attack scenarios, the true positive rate has increased
and the false positive rate was reduced from 25% to 18% in a port scanning sce-
nario and from 16% to 10% in a worm attack. A derived emulation experiment
also showed improvements of the collaborative against the non-collaborative ap-
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proach. Further, we have provided an epidemiological model to analyze the effect
of detector spread in a group of collaborating agents. Next, we have analyzed the
trade-off between the global detector space covered by an individual AIS agent
and the induced detection complexity.

We have investigated the life cycle of a distributed anomaly-based intrusion de-
tection system using the example of the AIS. We have structured this problem
into the phases initialization, organization, and detection and response. To this
end, we have shown the related work, open research problems, and correspond-
ing solutions as well as their evaluation. We have presented in each chapter the
individual parts to accomplish the overall goal: a collaboration framework for in-
trusion detection systems based on the example of the AIS. In the following we
discuss applicability of results and interesting connection points for future works.

6.2 Applicability of Results

One important aspect of research is the transfer of the scientific results into ap-
plicable solutions. A straightforward option is to integrate the presented collab-
oration framework components into the JIAC agent framework. In Figure 6.1,
the relationship of framework components to the main functionality classes of an
agent as introduced in Section 3.3.1 is depicted.

In (a), the JIAC agent with its main functional modules is shown as introduced
in Section 3.3.1. In (b), the components of the collaboration framework are as-
sociated with these modules. Third-party developers could use and extend these
components. The CAIS detection mechanism is depicted twice: foremost it can
be used as an application module within the execution cycle of an agent. Another
opportunity is to adapt the CAIS detection to process the behavior of an agent,
e.g. service invocations and associated parameters, as input. Thus (denoted as ii
in the Figure 6.1), the module is used to detect anomalous behavior of the agent
itself or other interacting agents.

The JIAC agents manifesting the presented framework components can be used to
enable collaboration among commercial IDS devices such as unified threat man-
agement (UTM) appliances. These appliances are dedicated devices that provide
different security-related services such as malware detection, DDoS mitigation,
filtering (content filtering, application blocking), resource management and secure
remote access with VPN. These systems represent a centralized, all-in-one device
in customer networks with regular updates from the distributor’s server. Centraliz-
ing all services in one device comes with the advantage of simple maintenance and
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Figure 6.1: The left figure denotes the main components within the JIAC framework. This
figure has been introduced in Section 3.3.1. gents are executed on a node that provides
middleware functionality. Main modules of agents include a memory to store knowledge, a
communication bean and an execution cycle for individual agent logic. There are optional
components such as functionalities for service matching and planning. The developer of
JIAC-based applications typically creates application beans executed within the execution
cycle. The other modules provided by the JIAC framework are then incorporated by the
developer if necessary. In the right figure, the collaboration framework components are
associated with the main JIAC modules.

cost-efficiency if all provided services are needed. However, the UTM device, and

the update server respectively, represent a bottleneck and a SPOF. Furthermore,

customers may require additional services not provided by the device.

In this regard, the presented framework provides several opportunities: It can fa-

cilitate collaboration between UTM devices with the help of collaborating agents

to propagate configuration updates, reduce server load and provide an emergency

operation mode in case of server failure. UTM devices from the same vendor

in similar IP address regions can exchange information about attacks and propa-
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gate blacklists of attackers [135] or an anomaly status. Disparate UTM devices
from different vendors can also collaborate to compensate individual shortcom-
ings. The motivation for collaboration can be a bilateral contract for a better
market position against the common competitors or new business models for pro-
viding signature updates respectively security services in general.

RegardingNeSSi2, there already exist examples of transfer. Since 2009,NeSSi2

is available under an open-source license at http://www.nessi2.de1. Parts
of the CIDS evaluation functionality are included in the latest release.

6.3 Outlook

The concepts and prototype described by this work require additional efforts for
their deployment in a production system. The false detection rates, e.g. false
positive, achieved in the scope of this work are not sufficient for industrial appli-
cation. However, the collaboration framework can be used to create and adminis-
trate groups of agents incorporating other functionalities such as signature-based
detection, firewalls, DDoS mitigation systems etc. We have presented an exam-
ple for heterogeneous detection groups in [25]. In this work, the heterogeneity
of different IDS is used to reduce the vulnerability interval. The heterogeneous
detection group example facilitates the exchange of signatures between collabo-
rating devices.

Further, the automated gathering of the device defining properties is an important
task, because manual data collection is a time-consuming activity. Another as-
pect, regarding the implementation of the collaboration data model is to use stan-
dardized ontology languages such as OWL (Web Ontology Language). A more
detailed vulnerability analysis is also necessary for a production system.

There also exist opportunities for further research connected to the scope of this
work. The maximization of the benefit of a detection group, i.e. realizing the
potential of collaboration, is an important challenge for CIDS in general. De-
tection group efficiency can be improved by incorporating more planning aspects
into the formation of detection groups. One problem to be targeted is the monitor-
placement problem as discussed by Puzis et al. [105]. Based on a given sampling
budget for a network topology the placement of monitors has been discussed.

Another opportunity to realize the potential of collaborating agents is the conse-
quent application of heterogeneous detection groups to compensate shortcomings

1At time of writing, the software has been downloaded more than 6000 times
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of the individual agents. We have demonstrated and analyzed the beneficial effect
of heterogeneous group of collaborating signature-based IDS in [25] to reduce the
vulnerability interval. This scenario has also been realized in [9] by Rodriguez
Aranda, following the guidelines of the collaboration framework presented in this
work with a real prototype. Another interesting scenario for heterogeneous groups
of has been pointed out by Zseby et al. [139], where the authors discuss collabo-
ration between a firewall and servers to provide feedback about potentially mali-
cious requests.

An important problem is how collaborating agents interact within a detection
group in a privacy-preserving manner. Anonymity has been presented as an inte-
gral part of this work and privacy-preservation has been discussed in the review of
CIDS (c.f. Section 2.2.3). There exist different opportunities for research such as
anonymization/pseudonymization of private data while still reflecting important
characteristics such as the prefix-preserving IP address anonymization scheme in-
troduced by Xu et al. [132]. Another opportunity for agent collaboration is secure
multi party computation (MPC) as introduced by Yao et al. [133]. These crypto-
graphic protocols target a joint computation of a value based on individual secrets
without revealing them. The overhead induced by the cryptographic protocols,
already for simple arithmetic operations such as sum or multiplication, hinders
wide acceptance of the SMPC. Burkhart et al. [21] discuss practical applicability
of MPC for multi-domain network security and monitoring.

In recent years, there has been a shift towards modeling and thinking according
to the cloud computing paradigm where all services and computational resources
are provided transparently to a user independent of her location. According to the
definition of NIST, cloud computing comprises of three provision models, namely
software as a service (SaaS), platform as a service (PaaS) and infrastructure as a
service (IaaS)2. Sidiroglou et al. [117] discuss network security as an orchestrated
service. Accordingly, the introduced group formation fits to cloud computing to
find appropriate security services. The matching algorithm can take into account
preferences and requirements for the security services such as detection capabili-
ties, quality of service parameters, e.g. latency, or even regulatory constraints to
find the appropriate cloud provider(s). Another aspect is the collaboration among
the cloud respectively software providers. In case there exist various providers of-
fering security functionality in the cloud such as intrusion detection, collaboration
can be exploited in heterogeneous service compositions.

Further sources of inspiration in recent years are the future internet activities.
There exist many different research directions that can not be summarized easily,

2http://csrc.nist.gov/groups/SNS/cloud-computing/
cloud-def-v15.doc
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but the overall aim is to find evolutionary or revolutionary solutions for the In-
ternetworking of the future. In this regard, some researchers consider semantic
annotations of resources in the web as an integral part of future networks. This
has also been an important aspect of this work in terms of the collaboration model
and the related group formation algorithm. Zseby et al. [139] discuss collabora-
tion between different agents in a semantically oriented future internet as a driver
for self-protection. The overall collaboration framework follows the semantical
approach to model the characteristics of the collaborators and take them into ac-
count. We consider this work as a part of the continuous endeavor for semantic
networks administrated by intelligent, autonomous agents.
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Appendix A
Glossary

A.1 Definition of Used Terms

Marked terms are applied definitions from:
* ISO/IEC 18028

Term Definition
Agent Autonomous and pro-active entities of CIDS.
Alert “Instant” indication that an information system and network

may be under attack, or in danger because of accident, fail-
ure or people error (*)

Attacker Any person deliberately exploiting vulnerabilities in tech-
nical and non-technical security controls in order to steal or
compromise information system and networks, or to com-
promise availability to legitimate users of information sys-
tem and network resources(*)

Autonomic Com-
puting (AC)

Research initiative started by IBM targeting self-
management in networked environments

Autonomic Man-
ager

Software entity, e.g. agent, administrating a managed ele-
ment in an autonomous fashion

CAIS Collaborative Artificial Immune System
CIDS Collaborative Intrusion Detection System
Collaboration
Framework

Set of mechanisms to realize CIDS based on a given detec-
tion approach

Denial of Service
(DoS)

Prevention of authorized access to a system resource or the
delaying of system operations and functions(*)
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Detection Ap-
proach

see Detection Unit

Detection Unit An software component used for detection in an IDS. These
components can work either signature-based or anomaly-
based. In this work we focus on AIS. In the context of
NeSSi2, these detection approaches can be integrated for
evaluation purpose when following a common interface.

(Eclipse) Per-
spective

Refers to a pre-defined set of views and Eclipse plug-ins in
an Eclipse rich client application. Usually it bundles views
for certain context/or tasks, e.g. Debugging in the Eclipse
IDE or reviewing recorded simulations in NeSSi2.

(Eclipse) View A term from the Eclipse RCP; it refers to one specific part of
an Eclipse rich-client application, e.g. an editor, a properties
list, or tree.

(Eclipse) RCP The Rich Client Platform is a framework to realize individ-
ual applications on the basis of already available compo-
nents and user interface functionality in combination with
newly created plug-ins.

Filtering Process of accepting or rejecting data flows through a net-
work, according to specified criteria (*)

Information secu-
rity event

Identified occurrence of a system, service or network state
indicating a possible breach of information security policy
or failure of controls, or a previously unknown situation that
may be security relevant(*)

Information secu-
rity incident

Single or series of unwanted or unexpected information se-
curity events that have a significant probability of compro-
mising business operations and threatening information se-
curity(*)

Information Se-
curity Incident
Management

Formal process of responding to and dealing with informa-
tion security events and incidents(*)

Intrusion Unauthorized access to a network or a network-connected
system i.e. deliberate or accidental unauthorized access to
an information system, to include malicious activity against
an information system, or unauthorized use of resources
within an information system (*)



Glossary 137

Intrusion Detec-
tion

Formal process of detecting intrusions, generally character-
ized by gathering knowledge about abnormal usage patterns
as well as what, how, and which vulnerability has been ex-
ploited to include how and when it occurred(*)

Intrusion De-
tection System
(IDS)

Technical system that is used to identify that an intrusion
has been attempted, is occurring, or has occurred and pos-
sibly respond to intrusions in information systems and net-
works (*)

Intrusion Preven-
tion System (IPS)

Variant on intrusion detection systems, that are specifically
designed to provide active response capability(*)

JIAC Multi-agent architecture and framework that eases the de-
velopment and the operation of large-scale, distributed ap-
plications and services.

(JIAC) Agent In context of JIAC an agent consist of a set of core compo-
nents for communication, directory lookup, lifecycle man-
agement and internal shared memory (see Memory) and
special purpose agent components (see Agent Component).
A JIAC agent is created by XML configuration file and im-
ported to node configuration file. Agent configuration files
usually have the file extension ”.agent.xml”.

(JIAC) Agent
Node

Is a term used by the JIAC agent framework to describe
a running Java Virtual Machine, which executes several
agents. A node offers common configuration and manage-
ment methods for the node and the agents on it. A JIAC
node is created by XML configuration file and passed to a
Java application for launching JIAC nodes. Node configu-
ration files usually have the file extension ”.node.xml”.

(JIAC) Agent
Component

In JIAC an agent consists of several components. Each
component is a Java class extending one of the core abstract
component classes provided by the JIAC API. Usually the
component implementation itself only handles configura-
tion, lifecycle management, communication and access to
an agent’s memory. The actual behavior/functionality is lo-
cated inside Java classes/beans, which are injected into the
agent component, by standard dependency injection mech-
anisms of the Spring framework.

(JIAC) Fact Base Historically used in JIAC to refer to its internal shared mem-
ory (see Memory).
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Memory In JIAC each agent has its own internal memory, which is
shared between agent components. This memory is real-
ized as a tuple space. Common usage patterns include sim-
ple storage of facts shared between components, listeners
for new entries, listeners for changes on existing facts and
pattern searches in the memory.

(JIAC) Node
Bean

A special agent component, which is not part of a regular
agent, but of a JIAC Agent Node.

Malware Malicious Software, such as a virus or a trojan horse, de-
signed specifically to damage or disrupt a system(*)

Managed Ele-
ment

Application, device or set of devices administrated by an
autonomic manager

Network Element Information system that is connected to a network(*)
Network Man-
agement

Process of planning, designing, implementing, operating,
monitoring and maintaining a network(*)

Network Moni-
toring

Process of continuously observing and reviewing data
recorded on network activity and operations, including au-
dit logs and alerts, and related analysis(*)

Network Security
Policy

Set of statements, rules and practices that explain an orga-
nization’s approach to the use of its network resources, and
specify how its network infrastructure and services should
be protected(*)

Privacy Right of every individual that his/her private and family life,
home and correspondence are treated in confidence(*)

Router Network device that is used to establish and control the flow
of data between different networks, which themselves can
be based on different network protocols, by selecting paths
or routes based upon routing protocol mechanisms and al-
gorithms. The routing information is kept in a routing ta-
ble.(*)

Security Domain Set of assets and resources subject to a common security
policy (*)

Security Gateway Point of connection between networks, or between sub-
groups within networks, or between software applications
within different security domains intended to protect a net-
work according to a given security policy(*)
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A.2 Abbreviated Terms

AAFID Autonomous Agents for Intrusion Detection
AIS Artificial Immune System
BIS Biological Immune System
CIDF Collaborative Intrusion Detection Framework
CIDS Collaborative Intrusion Detection System
CIDSS Common Intrusion Detection Signatures Standard
CIMD Collaborative Intrusion & Malware Detection
DIDS Distributed Intrusion Detection System
GQ Generalized Quadrangles
GRIDS Graph-based IDS
IDES Intrusion Detection Expert System
IDS Intrusion Detection System
IDMEF Intrusion Detection Message Exchange Format
IODEF Incident Object Description Exchange Format
IP Internet Protocol
JIAC Java-based Intelligent Agent Componentware
MANETs Mobile Ad Hoc Networks
NeSSi2 Network Security Simulator 2
NIDES Next-Generation IDES
REG Ramanujan Expander Graph
RG Random Graph
RCP Rich Client Platform
SBIBID Symmetric Balanced Incomplete Block Design
SPOF Single Point of Failure
TCP Transmission Control Protocol
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