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Abstract

Telecommunication protocols are considerably complex and both hard- and software
have been traditionally kept out of reach of security researchers and attackers with
regard to understanding its internal details or modifying equipment. While pro-
tocol details are open and publicly available via a large set of telecommunication
speciications, the inner workings of mobile devices are proprietary and software
stacks running on this hardware are closed. Also, the number of system information
leaks from this industry has been traditionally very low and to a large extent mobile
phones are still a black box. However, this is more and more changing due to an
active Open Source and hacker community with the goal to enable free research on
open hard- and software in this space.

This has lead to new research and particularly the accessibility of mobile tech-
nology to adversaries that do not operate standard compliant equipment. Such
research is particularly interesting for several reasons. First, mobile networks are
critical infrastructure and a large extent of the population relies on its security and
availability under diferent circumstances. Second, the telecommunication industry
is driven by big international corporations and diferent aspects of monetary inter-
ests are at stake. Third, no proximity is required to communicate with the network,
which makes it highly ineicient to trace back certain types of attacks to attackers
in practice.

The goal of this research is to build up on newly available hard- and software
components for radio communication. Therefore, this work investigates the poten-
tial and impact of attacks based on modiied hard- and software without exploiting
application-speciic software vulnerabilities directly. We demonstrate that an at-
tacker in such a position can pose a signiicant threat both to subscribers and to the
carrier itself. While we highlight individual security vulnerabilities in this work, the
practical impact of these can be attributed towards the inherent lack of accounting
for adversaries operating intentionally misbehaving equipment in standards. We
exhibit that it is fundamentally wrong to assume a trusted serving network, unmod-
iied baseband irmware, and rely on security through obscurity principles in the
context of mobile telecommunication.

We split this challenge into two diferent aspects, carrier-grade equipment such
as used on the network operator side and traditional handsets used by subscribers
in the ield. On the network side, we conducted a study of the security of low-power
cellular base stations called femtocells to attack both subscribers of such technol-
ogy and the carrier providing access to the cellular network. This is enhanced by
studying the impact of an attacker with arbitrary access to over-the-air traic on
certain privacy properties of modern 3G networks. On the phone side, we focused
on modifying the baseband software to evaluate the feasibility of attacks against
other subscribers in the network. In both cases, we demonstrate that an attacker
with access to carrier equipment, subscriber equipment, and baseband software can
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cause signiicant damage against other subscribers and the carrier network. This in-
cludes possibilities to impersonate other subscribers, hijack service establishments,
several aspects of subscriber privacy violations, and denial of service attacks. Fur-
thermore, we determine how the attacks included in this work can be leveraged to
cause signiicant damage on a large scale.
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Zusammenfassung

Telekommunikationsprotokolle sind vergleichsweise komplex und Hard- und Soft-
ware aus diesem Bereich ist traditionell nicht in Reichweite von Sicherheitsforschern
gewesen, die ein Interesse daran haben die Details eines solchen Equipments zu ver-
stehen oder zu modiizieren. Zwar sind Protokoll-Details mit der Veröfentlichung
einer großen Anzahl von Telekommunikations-Speziikationen öfentlich zugänglich,
jedoch sind die eigentlichen Details zur Funktionsweise von mobilen Geräten priopri-
etär und die verwendete Software unbekannt. Die Anzahl an “Leaks” mit System-
Informationen aus dieser Industrie war traditionell niedrig und zu einem großen
Teil sind Mobiltelefone ein geschlossenes Stück Hardware. Dies ändert sich jedoch
zunehmend durch eine aktive Open Source und Hacker-Community. Diese Commu-
nity hat ein großes Interesse daran freie Forschung und ofene Hard- und Software
in diesem Bereich zur Verfügung zu stellen.

Aus dieser Bewegung entstanden verschiedene Forschungsarbeiten. Allerdings
impliziert dies auch die Verfügbarkeit dieser Technologien für Angreifer, die nicht
standardkonformes Equipment verwenden könnten. Eine Vielzahl verschiedener
Gründe macht Forschung in diesem Bereich sehr attraktiv. Mobile Netzwerke gehören
heutzutage zu kritischer Infrastruktur. Ein Großteil der Bevölkerung verlässt sich
täglich auf die Sicherheit und Zuverlässigkeit dieser Technologien in verschiedenen
Lebenslagen. Des Weiteren ist dies eine Industrie, die von großen, internationalen
Unternehmen getrieben wird. Diese repräsentieren verschiedene inanzielle Inter-
essen, die hier potenziell auf dem Spiel stehen. Außerdem ist für viele Angrife in
der Praxis keine physikalische Nähe erforderlich. Dies macht es oft schwer Angrife
und deren Angreifer zurückzuverfolgen.

Das Ziel dieser Forschung ist es auf der Verfügbarkeit von modiizierbarer Hard-
und Software aufzubauen. Folglich studiert diese Arbeit, wie groß das Potenzial
und der Schaden ist, der von Angrifen auf Basis von modiizierten Geräten ausge-
hen kann, ohne dabei auf speziische Softwarefehler von Herstellern zurückzugreifen.
Es wird gezeigt, dass ein Angreifer in einer solchen Position signiikanten Schaden
sowohl gegen Mobilfunkteilnehmer, als auch gegen Mobilfunkanbieter ausüben kann.
Obwohl wir einzelne Sicherheitslücken aufzeigen, ist der Schaden in der Praxis auf
grundlegende implizite Annahmen der Standards zurückzuführen, die einen An-
greifer mit absichtlich bösartigem Equipment nicht berücksichtigen. Wir zeigen auf,
dass es fundamental falsch ist anzunehmen, dass das Netzwerk vertrauenswürdig
ist, baseband-Firmware unmodiiziert ist und dass das “security through obscurity”-
Prinzip im Kontext von mobiler Kommunikation sehr gefährlich sein kann.

Die Arbeit beschäftigt sich hier mit zwei Aspekten, wie es Verwendung durch
Mobilfunkanbieter indet und traditionellen Mobiltelefone, wie sie normale Nutzer
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verwenden. Auf der Netzwerkseite beschäftigt sich die Arbeit mit speziellen Basis-
stationen, die als Femtozellen bezeichnet werden, um sowohl Subscriber, als auch
den Mobilfunkbetreiber anzugreifen. Dies wird durch eine weitere Studie vertieft,
in der ein Angreifer unlimitierten Zugrif auf den Funkverkehr hat. Diese Studie
untersucht die Auswirkungen auf die Annahmen, die bezüglich der Privatsphäre der
Nutzer in 3G-Netzwerken getrofen wurden. Bezüglich der Telefonseite beschäftigt
sich diese Arbeit mit der Modiizierung von Baseband-Software und darauf basierend
der Durchführbarkeit von Angrifen gegen andere Nutzer des Netzwerks. In bei-
den Fällen zeigen wir, dass ein Angreifer mit modiiziertem Anbieter-Equipment,
Benutzer-Equipment und der dazugehörigen Software massiven Schaden gegen an-
dere Teilnehmer und den Netzwerkbetreiber selbst verursachen kann. Dies bein-
haltet die Möglichkeit sich als andere Teilnehmer auszugeben, den Aufbau von
Verbindungen für Mobilfunkdienste in bestimmten Situationen zu übernehmen, ver-
schiedene Möglichkeiten die Privatsphäre zu verletzen und sogenannte Denial of
Service (DoS)-Angrife durchzuführen. Des Weiteren beschäftigt sich diese Studie
damit, wie Teile solcher Angrife verwendet werden können, um signiikanten Schaden
in großräumigen Gebieten zu verursachen.
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1
Introduction

1.1 Motivation and Problem Statement

Looking back at the last 25 years of technology, mobile telecommunication has
transformed the way that we communicate and live our daily lives. As of the irst
quarter of 2013, 6.8 billion mobile subscriptions are divided between the second,
third, and emerging fourth generation (2G, 3G, and 4G) of cellular telecommuni-
cation networks [70]. At the same time, the actual number of unique subscribers
was estimated at 3.4 billion [70]. Mobile devices are no longer just a platform solely
used for phone calls, but provide the full range of communication possibilities that
go beyond those that were traditionally found in desktop computers. This includes
banking through mobile payment systems, web browsing, instant messaging via short
messages or additional applications, location based services, and literally all aspects
of communication in general. Mobile devices have become a personal article of great
value.

This importance is relected even by technological areas that are traditionally
disconnected from the mobile world. Examples here are providers of online banking
systems who discovered mobile phones and speciically the Short Message Service
(SMS) as being tied so closely to individual users that they make use of this aspect
for mechanisms such as two-factor authentication for these applications [45].

Yet, numerous principles used in mobile telecommunication standards origi-
nate from a time in which attacks based on and against these systems were either
not in the interest of attackers or not feasible. Such attacks were often hard to
perform in practice due to the lack of customizable equipment in this space and
the rather closed telecommunication industry. Still, the research community has
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managed to reverse-engineer some of the secrets of this industry and was for exam-
ple able to break the A5/1 and A5/2 stream ciphers, which are used in the Global
System for Mobile Communications (GSM) to encrypt voice calls among other ser-
vices [39, 40]. Furthermore, various theoretic research (see Section 2.3) as well as
attacks against client side vulnerabilities in SMS handling, Near Field Communica-
tion (NFC), Bluetooth (BT), browsers, and others has been conducted by the larger
research community [67, 87, 88, 124].

However, the number of practical attacks based on the Over-the-Air (OTA)
telecommunication protocols and radio equipment itself was limited and certain
assumptions (e.g., protocol compliance) have been made for both sides of the cellular
radio link. One side of the radio link is the cellular Access Network (AN), which
connects a mobile subscriber with the cellular carrier network, while the other side
of the radio part is the modem or the so-called baseband of a cellular phone.

Traditionally, both cellular radio stacks have been carefully kept out of reach
for any kind of malicious activities. We believe that this in turn resulted in a lack of
proactive security considerations for telecommunication networks, when it comes to
considering active attackers as part of the threat model. In this thesis, we consider
an active attacker to be an adversary who is using modiied cellular radio equipment
in an unintended way to either harm other subscribers, or cause signiicant damage
to the carrier network, or even mobile telecommunication as a whole.

The 3rd Generation Partnership Project (3GPP), which maintains and cre-
ates technical mobile telecommunication speciications, was originally founded to
evolve the GSM system towards the third generation of mobile networks. It also
intended to signiicantly improve security in newer generations of mobile telephony
standards. This resulted in the speciications for 3G networks based on Universal
Mobile Telecommunication System (UMTS) and later also for 4G networks using
Long Term Evolution (LTE) technology. The “3GPP 3G Security; Principles and
Objectives” speciication [8] deines security changes in 3G compared to 2G networks
and protocols. The following section from the document serves as an example here
to illustrate the extent of considerations regarding active attacks or the lack thereof
when designing 3G protocols.

“The following weaknesses in the security of GSM (and other second
generation systems) will be corrected in 3G security:

1) active attacks using a “false BTS” are possible;”

The only active attack considered in this speciication and when designing the
3G security principles has been a false base station attack, also known as “IMSI
Catcher” attack. This attack allows an adversary to impersonate a carrier network
by providing radio access and connectivity to a subscriber, by simple means of
copying network coniguration parameters, namely using the same Mobile Network
Code (MNC) and Mobile Country Code (MCC), as the legitimate operator. As
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a result, it is possible to, e.g., intercept communication once a phone is using the
rogue network. In 2G networks, this attack works due to a design law, as the mobile
phone has no means to verify the authenticity of the carrier network.

Around the year 2000, when the irst 3G networks were commercially de-
ployed [42, 117], the practical implication of this attack were however limited to
law enforcement agencies and other entities with access to expensive carrier equip-
ment. Almost 10 years later, the larger research community proved that such ac-
tive attacks can also be mounted in practice with less costly and publicly available
equipment [95]. To date, this remains one of the very few named active attacks,
if not the only one, which is explicitly addressed in these telecommunication stan-
dards. Nonetheless, this is a reactive measure and not the result of proactive secu-
rity considerations with regard to telecommunication protocols and active attackers.
Throughout this work, we will demonstrate that even the false base station attack
has not been fully addressed in modern 3G networks. Due to the introduction of
specialized commercial network equipment and the respective protocol changes, it is
still possible to conduct such attacks. The industry of course paid attention towards
standard attacks, e.g., authentication tokens in 3G are protected against replay at-
tacks. However, these considerations almost exclusively focus on traditional and
known best practices around certain sensitive operations. For protocol procedures
not obviously impacting security, these considerations are missing and communica-
tion partners are assumed to be trusted and protocol conform, i.e. those protocols
are not designed primarily with security mind. The various certiication bodies for
telecommunication equipment (FCC, ETSI, IC, KC, ...) may also entrap in practice
to make these assumptions.

One of the irst noteworthy attacks to challenge assumptions made by the
GSM protocol speciications has been the so-called RACH lood Denial of Service
(DoS) attack) published by Spaar in 2009 [108]. This attack consists of a malicious
handset, which continuously requests channel resources from a base station. As this
is a limited resource, requests from legitimate subscribers seeking access to radio
services cannot be fulilled, efectively resulting in a denial of service condition.
At that time, the attack has been implemented by modifying a leaked baseband
irmware of a commercial mobile phone. However, such leaks that not only include
the source code, but also the necessary requirements to run the leaked code on
devices have been historically rather rare.

A very contemporary research direction further challenges the fundamental
assumptions of these standards with respect to the practical availability of open
cellular radio equipment, especially for GSM. A booming market for used telecom-
munication equipment, cheap software-deined radios (SDRs), leakage of some hard-
ware speciications, and a well-trained Open Source community inally broke up this
closed cellular world. The overall community work culminated in three Open Source
projects: OpenBSC, OpenBTS, and OsmocomBB [49, 118, 122]. These Open Source
projects constitute the long sought and yet publicly available counterparts of the pre-
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viously closed radio stacks. Needless to say that those projects initiated a whole new
class of so far unconsidered and practical security investigations within the cellular
communication research [72, 75, 89]. Although all of them are still constrained to
2G network handling, in the research of this thesis, we also showcase Open Source
software to tamper with certain 3G base stations.

This thesis continues the challenge of the mobile security assumption that cer-
tain active attacks can be safely excluded from the threat model. In this process, we
exhibit several novel attacks against various aspects of mobile telecommunication
protocols, both modern and traditional GSM based systems. Most of the attacks
demonstrated in this thesis are based on design principles of the underlying tech-
nology. We will show how an active attacker in possession of modiied cellular radio
equipment and its software can pose signiicant damage and security concerns not
only to other subscribers, but also to the carrier. This includes impact on monetary
interests, but also covers aspects of security such as privacy, integrity, authenticity,
and availability.

1.2 Hypothesis and Methodology

The research presented in this thesis aims to prove the following hypothesis:

“Mobile telecommunication protocols operate under the assumption that sub-
scribers do not use modiied radio stacks and are not designed to resist attacks from
an active adversary who tinkers with of-the-shelf equipment.”

In order to prove this hypothesis, we conduct a study to identify novel active
attacks based on modiied radio equipment, which highlight the problems arising
from such implicit assumptions. During this, we focus on both aforementioned
sides of a radio communication link, subscriber equipment, as well as carrier-grade
equipment, which implements Access Network functionality.

Moreover, we focused on hardware components that are widely available to the
public and at relatively low cost (i.e. not more than 100 e). Our threat model
considers an active adversary in possession of hardware components that are driven
by modiied irmware code speciically tailored to conduct various attacks. We intro-
duce several novel attacks based on telecommunication protocols, which are further
used in empirical studies in commercial European carrier networks to evaluate the
feasibility and impact in practice. The vast majority of these attacks are based on
design shortcomings of the protocols and procedures used for communication. These
attacks could be mitigated by standards, which do not assume and rely on a trusted
communication partner for the respective covered aspects. We will use this to sub-
stantiate that telecommunication protocols used these days provide a large space for
improvements regarding defense mechanisms for active attackers.

“On the Impact of Modiied Cellular Radio Equipment”
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Experimental Research Environment: For our studies, we use commodity hard-
ware that allows us to modify its operating system in order to gain access to low-level
telecommunication protocol procedures.

On the subscriber side, we implemented a custom mobile baseband irmware
based on the Open Source project called OsmocomBB [118] to design new attacks
and perform them in practice. OsmocomBB implements basic support for the GSM
protocol stack logic and is not a mere free reference implementation, but runs on
actual hardware, e.g., the Motorola C123 mobile phone used in our studies. This
combination allows us to study the possibilities provided to a mobile subscriber who
attempts to pose a threat towards the carrier network and/or other subscribers.

On the network side, we implemented several modiications to the Linux-based
operating system running on a commercial available femtocell device. These devices
basically represent a smaller version of cellular base station equipment that is given
into the hands of the customer in order to oload traic from the mobile carrier
network. This implies that these devices are usually deployed at facilities that are
not owned by the carrier, i.e., homes, business facilities, etc., which makes them an
appealing target for conducting attacks that require carrier-grade equipment.

For this, we obtained a commercially available femtocell device sold by the
French operator Société Française du Radiotéléphone (SFR) [106]. The concept
of femtocells is applicable to all mobile telecommunication standards. Due to the
support of this speciic device, our eforts focus on 3G/UMTS based attacks. Because
of the complexity of the software running on the femtocell device, we additionally
considered the remote attack surface of these devices.

Both of these device types are then used to study the possibilities for using a
modiied version of these to signiicantly disrupt and attack mobile communication.
We furthermore exhibit on how an attacker is able to leverage these weaknesses to
launch large-scale attacks against carrier infrastructure or subscribers in sizeable
geographical regions.

1.3 Scientiic Contribution and Impact

The work presented in this thesis demonstrates that while industry standards and
the associated technology evolved over years, the thought processes attached to
securing these systems did not evolve consistently in all technology areas at the
same speed.

Some of the attacks that we detail are also applicable to other radio commu-
nication, such as Wi-Fi. However, these systems merely see the radio link as a
transport layer. Secure protocols, which also changed and evolved over the years,
were built on top of this. As an operator of such equipment, there is often even a
choice between diferent techniques to achieve the same goal with varying grades of
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security. This is diferent in mobile telecommunication networks, as these need to
support devices for a very long time, provide backwards compatibility, and irmware
updates in the ield are often diicult to realize. Furthermore, certain concerns are
completely excluded from the threat model due to the limited access to hardware
and software.

By modifying commercially available carrier-grade and subscriber equipment,
our results show that the industry needs to understand and address threats caused
by active attackers with access to and the ability to modify the inner workings of
these devices.

In summary, the key contributions of this thesis are as follows:

• End User Risk Assessment: We demonstrate several novel and practical
attacks based on rogue femtocell devices and a custom irmware implemen-
tation for commercial mobile phones. We show that these attacks can eas-
ily compromise all relevant aspects of security for mobile phone subscribers,
and to some extent carriers. Namely aspects such as integrity, authenticity,
conidentiality, and availability. Such attacks include intercepting of traic,
impersonating other subscribers, tracking subscribers, modifying subscriber
communication and data, hijacking transmissions, and conducting large-scale
denial of service attacks against large metropolitan area. Furthermore, we
highlight new privacy issues that were uncovered during this process in UMTS
networks.

• Design Issues in Mobile Networks: We highlight several design problems
in the procedures and deployment of mobile networks and in speciic femtocell,
GSM, and UMTS networks. For femtocell networks these attacks are inherent
in the basic architecture of current femtocells, are independent of the carrier,
and we exhibit how some of these issues conlict with some of the basic 3G se-
curity principles and requirements. For UMTS networks, we show how privacy
issues can arise from the assumption that certain messages sent to mobile sub-
scribers will always originate from a legit carrier. Moreover, we demonstrate
vulnerabilities resulting from the lack of a solid protocol security design and
thorough authentication in GSM networks.

• Implementation and Evaluation: We developed an arsenal of software to
both implement the attacks and enable interaction with critical components of
operator infrastructure. All of the presented attacks have been experimentally
evaluated in practice, by conducting empirical studies in major German carrier
networks (Vodafone, O2, T-Mobile, E-Plus) and the French operator SFR. We
eventually assess the boundary conditions and requirements for conducting
large-scale attacks in order to cause denial of service conditions within a large
geographical area of a major city. Berlin/Germany serves as an example here.
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We communicated our research results to respective mobile operators as well
as the vendor of the particular femtocell equipment used in our studies. The imple-
mentation speciic laws have been addressed by the femtocell vendor in irmware
version V2.0.24.1.

1.4 Thesis Structure

Based on the aforementioned methodology, this thesis is structured as follows. In
Chapter 2 we will introduce the technological background required to understand
the environment and basics of the attacks presented throughout this thesis. This
particularly covers aspects of GSM, 3G, and femtocell communication. Furthermore,
this chapter comprises a study of related work in which we speciically focus on past
work around the impact posed by the presented vulnerabilities.

In Chapter 3 we will concentrate on the operation of malicious, carrier-grade
equipment and in speciic femtocell devices. We detail how attackers can compromise
such devices and highlight the resulting impact to subscribers and carriers associated
with this technology. During this process we demonstrate several novel attacks based
on this technology.

We continue to dissect privacy properties of UMTS networks (3G) and how
those assumptions can be violated in Chapter 4. Furthermore, we re-use a mod-
iied femtocell device to prove that these protocol properties can be exploited in
practice.

Chapter 5 focuses on attacks originating from modiied handset equipment and
thus completes the picture of modiied radio equipment. We highlight the protocol
properties leading to the showcased attacks and evaluate the feasibility of large-scale
attacks against metropolitan areas.

Chapter 6 briely concludes our research and provides directions for future
research.
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2
Background

The following sections will provide a concise background on radio communication
protocols and speciically GSM, 3G, and femtocell technology. This information by
no means represents a complete overview of these topics. The 3GPP speciications
are available publicly and comprise thousands of documents. The interested reader
can ind an overview in [3]. We complete this chapter by providing an overview of
related work.

2.1 GSM Network Architecture and Procedures

This section briely describes the GSM cellular network infrastructure components
required to implement a minimal set of features. We continue to explain the impor-
tant types and functions of logical channels. Furthermore, we depict the protocol
details required to understand the basis of some of the attacks presented throughout
this thesis.

2.1.1 GSM Infrastructure Components

Despite the complexity of a complete GSM mobile network architecture, only a few
entities are relevant in this thesis. We intentionally simplify this to concentrate on
the bare minimum of the architecture, which is required to handle subscribers, route
services such as calls, and establish channel resources over the air interface. 3GPP
TS 03.02 [4] provides a full overview of the components to the interested reader.
Following are concrete infrastructure components of relevance to this research.
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Figure 2.1: GSM Network Architecture

A simpliied version of a typical GSM network architecture reduced to
the bare minimum of components participating in mobile communica-
tion.

Figure 2.1 illustrates the architecture and connections between relevant compo-
nents:

• BTS: The Base Transceiver Station is a phone’s access point to the network. It
relays radio traic to and from the mobile network and provides access to the
network over-the-air. A set of BTSs is controlled by a Base Station Controller
(BSC) and is part of a Base Station System (BSS).

• MS: The Mobile Station is the mobile device interacting with the cellular
network provided by a mobile network operator. It comprises hardware and
software required for mobile communication (baseband processor, SIM card,
and a GSM stack implementation). The MS interacts with the BTS over a
radio link, also known as the Um interface. In this thesis, the mobile phone of
a victim is often referred to as MS. Depending on the context, we may use the
term MS, user, subscriber, phone, and mobile device interchangeably.

• MSC : The Mobile-services Switching Center [9] is a core network entity re-
sponsible for routing services, such as calls and short messages, through the
network. It utilizes components from BSSs to establish connections to mobile
devices, organizes hand-over procedures and connects the cellular network to
the Public Switched Telephone Network (PSTN).

• VLR: The Visitor Location Register maintains location and management data
for mobile subscribers roaming in a speciic geographical area handled by an
MSC. It acts as a local database cache for various subscriber information
obtained from the central Home Location Register (HLR), e.g., the mobile
identity. A subscriber can only be present in one VLR at a time. Each of
the areas served has an associated unique identiier, the Location Area Code
(LAC) [4, 11]. As soon as a phone leaves a certain geographical area called
Location Area (LA), it has to perform the Location Update procedure [5] to
notify the network of this event.
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2.1.2 Logical Channels in GSM

The available GSM frequencies are shared among a number of mobile carriers. Each
of the GSM frequency bands is divided into multiple carrier frequencies by means of
Frequency Division Multiple Access (FDMA). A BTS serves at least one associated
carrier frequencies identiied by the Absolute Radio Frequency Channel Number
(ARFCN). The ARFCN provides a dedicated pair of uplink and downlink frequen-
cies for receiving and transmitting data over the Um interface [15]. Because the
radio frequency is shared among a number of subscribers, GSM uses Time Division
Multiple Access (TDMA) as the channel access method and divides physical chan-
nels provided by the ARFCN into 8 time slots. A sequence of 8 consecutive time
slots is called a TDMA frame. Multiple TDMA frames form a multiframe. It con-
sists either of 51 or 21 TDMA frames (respectively control frames or traic frames).
Multiframes are further partitioned to provide logical channels.

The two categories of logical channels in GSM are control channels and traic
channels [6]. Control channels provide means for signaling between the network and
the MS. Traic channels are used as a bearer for voice and data traic. Because
GSM protocol related attacks presented in this thesis are solely based on signaling,
we focus on the details of control channels. There are three categories of control
channels:

• BCH : Broadcast Channels provide a point-to-multipoint, unidirectional chan-
nel from the BTS to mobile stations (transmitted on the downlink frequency).
Among other functionalities, they act as beacon channels and include logical
channels for frequency correction (FCCH), synchronization (SCH), and infor-
mation about the cell coniguration and identity (BCCH) [6, 10].

• CCCH : Common Control Channels are used for signaling between the BTS
and MS, both on the uplink and downlink. They are used by the MS to request
radio resources and to access the mobile network.

• DCCH : Dedicated Control Channels carry signaling messages related to hand-
over procedures or connection establishment, e.g., during call setups.

For this thesis and the discussed attacks, we are mainly interested in logical channels
that are part of the CCCH and DCCH categories. These categories consist of several
logical channels. The logical channels of interest are as follows:

• PCH : The Paging Channel is used by the BTS to inform an MS about an
incoming service (via paging request messages on the downlink channel). The
PCH, which is part of the CCCH, will be monitored by every MS in idle mode
unless it is currently using a dedicated channel.

• RACH : The Random Access Channel provides a shared uplink channel utilized
by the MS to request a dedicated channel from the BTS. Placing a phone call
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or receiving an incoming service always requires a phone to set up a dedicated
signaling channel beforehand.

• AGCH : The Access Grant Channel provides a downlink channel used by the
BTS to transmit assignment messages that notify mobile stations of assigned
channel details. A successful channel request on the RACH will result in an
Immediate Assignment message on the AGCH. These assignment messages
contain the required coniguration parameters that enable the MS to tune to
the requested channel.

• SDCCH : The Standalone Dedicated Control Channel is used on both uplink
and downlink. It is employed for call setup and signaling between BTS and
MS. Furthermore, it can be utilized to transmit short messages to the MS.

It is important to note that both the BCH and CCCH channel types are point-to-
multipoint channels. This implies that information on the logical downlink channels
is broadcasted to all subscribers served by a speciic BTS. Throughout this work we
will see how this can be abused to model new attacks.

2.1.3 Mobile Terminated Service Procedures and Paging

The GSM speciications difer between traic originating or terminating at a mobile
phone. This is referred to as Mobile Originated (MO) and Mobile Terminated (MT)
traic. The paging related attacks presented during this thesis focus on attacking
MT services, such as phone calls or SMS. Thus, in the following we concentrate on
the underlying protocol procedures associated with MT services [5].

In order to deliver a service to a phone, the MSC needs to determine the loca-
tion of the respective subscriber. This has to be done for two reasons. First, mobile
phones will be idle most of the time to save battery power and so will not be in con-
stant contact with the network. Thus, the operator does not always know the speciic
BTS that provides the best reception level to the MS. Therefore, it must broadcast
this signal of an incoming service through at least the entire location area. Second,
broadcasting this information through the whole operator network would impose a
huge performance overhead and possibly overload the paging channel [105].

As the irst step, the core network determines the responsible MSC/VLR for
the target subscriber with the help of the HLR. Next, the MSC obtains the location
information for the destination subscriber from the VLR and sends a paging mes-
sage to all BSCs in the subscriber’s location area. This message includes a list of
cell identiiers/base stations serving the speciic location area [30]. The message also
contains the mobile identity of the subscriber, which is usually either an Interna-
tional Mobile Subscriber Identity (IMSI) or a Temporary Mobile Subscriber Identity
(TMSI).
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Figure 2.2: Mobile Terminated (MT) Paging
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The MT paging procedure is used by the network as a notiication mech-
anism to inform a device of an incoming service such as a phone call.

We illustrate the remaining protocol logic using a successful MT phone call as de-
picted in Figure 2.2.

1. The BSC sends a paging command message which includes the subscriber
identity to all base stations within the location area. All base stations re-
encapsulate the mobile identity and transmit it as part of a paging request
message on the downlink PCH.

2. When receiving a paging request on the PCH, each MS compares the Mobile
Identity (MI) included in the request with its own. The result determines
whether the message is addressed to itself or a diferent subscriber.

3. In case of an identity match, the MS needs to acquire access to Radio Resources
(RR) in order to receive the MT service. To do so, it sends a channel request
including a random reference number on the uplink RACH.

4. Upon receipt of the channel request, the network allocates radio resources and
a dedicated channel. Next, it acknowledges the request and sends details of
the allocated channel to the MS in an immediate assignment message on the
AGCH downlink. To allow the MS to identify its assignment, the message
contains the random reference of the requester.
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5. The AGCH is a shared downlink channel. Therefore, an MS receiving an
assignment message compares the included reference with the one sent in the
request. If the reference matches, the MS tunes to the dedicated signaling
channel included in the assignment.

6. After this step succeeded, the mobile station establishes a signaling link, usu-
ally over the SDCCH, by sending a GSM Layer 2 SABM frame containing a
Layer 3 paging response message.

7. Following this, the MS and BTS undergo an authentication, ciphering and
service setup procedure. Details of this procedure are not relevant for the
paging attack presented in this thesis. We skip these details here.

The GSM standard speciies [5] three types of paging requests – type 1, 2,
and 3. The type stipulates the number of subscribers that can be addressed with
the paging request. Type 1 can page one or two subscribers, type 2 two or three
subscribers, and type 3 paging requests are directed towards four subscribers at
once. A recent study [75] suggests that in real operator networks the vast majority
of paging requests is of type 1. During our early experiments, we veriied that 98%
of all paging requests that we observed are type 1 requests. Therefore, we ignore
type 2 and type 3 paging requests in this thesis.

It is important to note that the protocol details around the paging procedure
are equivalent in newer telecommunication standards as UMTS and LTE. In fact,
the basic request/response nature of this protocol as well as the information included
in exchanged messages is the same and has been adopted from GSM [22, 31, 32].

2.2 3G Architecture and Femtocell Network Infrastructure

We continue with a brief overview of the 3G architecture as deined by 3rd Gener-
ation Partnership Project (3GPP) [21] and as illustrated in a simpliied version in
Figure 2.3. 3G networks were introduced in 1999 with the birth of UMTS. Several
reasons lead to this development, but the main interest had been to ofer increased
data rates and to lower costs of mobile data communications. Additionally, 3G ofers
a signiicantly more thought-through security architecture with respect to previous
mobile telecommunication systems such as GSM

Nowadays, so-called femtocell access points provide 3G over-the-air capabilities
for the masses. Therefore, we complete this background section with an introduc-
tion to femtocell technology, its network infrastructure, and details on how this
technology is integrated within the existing architecture.
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Figure 2.3: 3G/Femtocell Network Architecture
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A simpliied representation of a typical 3G network architecture. To
incorporate femtocell technology, the Node B has been replaced by the
femtocell access point, the Home Node B. The femtocell communicates
over a secure IPSec connection through the HNB gateway with the core
network. The HNB Management System has been added as an addi-
tional femtocell speciic component.

2.2.1 3G Architecture

A classical 3G network is divided into three main parts. Firstly, the subscriber
part consists of Mobile Stations (MSs), most notably mobile phones, smartphones,
and 3G modems. Secondly, the Access Network (AN) is responsible for connecting
the wireless devices to the operator back-end network, which is known as the Core
Network (CN).

The AN usually consists of multiple Radio Network Subsystems (RNSs). An
RNS accommodates base stations called Node Bs (NBs) (equivalent to the BTS in
GSM) and a Radio Network Controller (RNC) (equivalent to the BSC in GSM)
managing them. The RNC acts as the gateway towards the CN and forwards all
traic originating from the MS that passes through the NBs. Both the original
GSM and current 3G architectures trust the base stations: although the phones use
link-encryption to communicate with the base station and the base stations could
use link-encryption to communicate with the operator’s back-end network, there is
no end-to-end conidentiality or integrity between the user’s phone and the carrier’s
network.

The third part is the CN that further contains two subsystems. As in GSM net-
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works, the Mobile-services Switching Center (MSC) residing in the Circuit Switched
(CS) subsystem is mainly responsible for call routing related tasks and maintains
the circuit-switched model of conventional telephony, i.e. the Public Switched Tele-
phone Network (PSTN). Conversely, the Packet Switched (PS) network subsystem
primarily comprises a Serving GPRS Support Node (SGSN) to route data traic
and resembles a conventional packet-switched network.

The CS and PS subsystems both share a number of common infrastructural
components such as the Visitor Location Register (VLR) and the Home Subscriber
Server (HSS) which are critical components of access control and billing. As in
GSM, the VLR acts as a database for temporary subscriber information belonging
to subscribers within a dedicated geographical area served by this register.

The HSS incorporates the Home Location Register (HLR) and the Authenti-
cation Center (AuC) required to manage and authenticate subscriber information.
Analogous to GSM, HLR acts as a central database storing all data associated with
each registered subscriber of the operator. The AuC assists other components within
the network by providing authentication and cipher key material needed to establish
communications.

2.2.2 Femtocell Introduction

In recent years, there has been signiicant growth in Fixed-Mobile Convergence
(FMC), mostly due to the popularity of Wi-Fi networks, inexpensive mobile data
rates, and the increasing usage of smartphones. At the end of 2010, one ifth of more
than ive billion mobile subscriptions globally had access to mobile broadband [34].
Subsequently, mobile generated data traic is rapidly increasing and has been pre-
dicted [43] to reach a compound annual growth rate (CAGR) of 92% between 2010
and 2015. Therefore, Mobile Network Operators (MNOs) started to explore dif-
ferent solutions to oload the increasing data traic and bandwidth requirements
towards networks such as Wi-Fi and femtocells, instead of expanding their existing
expensive Third Generation (3G) networks. One estimate suggests [44] that 31% of
the global smartphone traic in 2010 was oloaded to ixed-line networks through
dual-stack handsets (radio communication over Wi-Fi) or femtocells.

A femtocell is a small cellular base station that is typically deployed in home
or business environments. It is connected to the operator’s network via a broadband
connection such as DSL. By deploying these inexpensive devices, carriers are oload-
ing mobile data and voice traic from their infrastructure to a ixed broadband line
provided by the customer.

Furthermore, the customer takes care of the device installation and mainte-
nance by simply attaching it to a local network. This enables operators to both
reduce their costs and solve targeted reception problems in indoor environments.
Unlike techniques where the phone directly oloads the connection through a Wi-Fi
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network, femtocells do not require handsets to operate in a dual-stack mode, as the
femtocell is acting as a normal base station, ofering improved radio coverage, high
mobile data rates, and high voice quality to subscribers.

2.2.3 Femtocell Network Infrastructure

In order to integrate femtocells, or in technical parlance Home Node Bs (HNBs),
into existing operator networks, a new subsystem has been added, namely the Home
Node B Subsystem (HNS). This subsystem shares most major functionality present
in the RNS of a conventional 3G network and connects to the same carrier back-
end network. The femtocells act as a small cellular base station. Each femtocell
communicates to the carrier network via the HNB GateWay (HNB-GW), which
has similar functionality to the RNC component of a conventional 3G network. In
particular, the HNB handles radio management functions whereas the HNB-GW acts
as an interface to provide core network connectivity. As we explain in Section 3.3.1,
the deployed HNB actually is a combination between the NB and the RNC.

Unlike the traditional telecommunication equipment, carriers deploy femtocells
in environments that are not under their control. Thus, the standard introduced new
network services in order to enforce security requirements and to allow operators to
remotely control these devices. The Security GateWay (SeGW) component enables
the femtocell to communicate with the carrier network in a secure way over an
untrusted, shared broadband connection using a separate link-encryption layer to
prevent eavesdropping or modiication of traic.

In order to allow the operator to remotely control the femtocell, the stan-
dard introduced the Operation, Administration, Maintenance, and Provisioning
(OAMP) [20] server as a part of the HNB Management System (HMS) [12]. It
acts as the central management entity within the network. While the main com-
ponents and interfaces of the HNS are deined by the 3GPP, the implementation
details are left to vendors and may difer among the various operator networks.

Just like a normal base station, the femtocell is efectively trusted: although
there is link-layer encryption between the mobile devices and the femtocell, and
between the femtocell and the carrier’s network, there is no end-to-end integrity or
conidentiality between the phone and the carrier.

2.2.4 Femtocell Core Network Communication: GAN Protocol

The integration of femtocells into the existing telecommunication network over the
public Internet is a challenge for operators and vendors. The 3GPP deines the
following three approaches to connect these devices to the core network over the
so-called Iuh interface: Iub over IP, SIP/IMS, and Radio Access Network (RAN)
gateway based [73]. While these protocols difer in details, the architecture and
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Figure 2.4: GAN Protocol Stack

The Generic Access Network (GAN) network protocol stack is used to
communicate to the core network via the GAN controller implemented
in the HNB gateway server. GAN protocol messages encapsulate the
actual protocol messages.

supported features are all similar. We focus on the third approach based on a
RAN gateway as our device uses this protocol. This technique utilizes the 3GPP
Generic Access Network (GAN) protocol as the interface between the femtocell and
the gateway [17].

The GAN protocol, formerly known as Unlicensed Mobile Access (UMA), was
originally designed to allow mobile communication over Wi-Fi access points, enabling
the phone to connect to the operator network over an IP network. This protocol
was irst standardized by MNOs in 2004 and lead to the GAN speciication [16, 17]
in 2005. The protocol transparently encapsulates all traic generated by the phone
and forwards it to the HNB-GW. This gateway is referred to as GAN Controller
(GANC, see Figure 2.4). Similar to the RNC in traditional 3G networks, it is linked
to the operator’s CN using the IuCS/IuPS interface. For compatibility with the HNB
architecture, the GAN protocol has been slightly extended (see Section 3.3.1).

The HNB acts as a gateway between the MS and the GAN Controller (GANC)
as depicted in Figure 2.4. As in a classical 3G network, mobile phones connect to
cells (in this case the HNB) via the Uu interface. Therefore, the presence of GAN is
transparent to the subscriber’s phone. Our femtocell device supports this protocol
to enable mobile telecommunication via the customer’s broadband connection. The
GAN protocol implementation running on the HNB maps all 3GPP Layer 3 (L3)
radio signaling to TCP/IP based GAN messages and passes them to the GANC. This
enables the HNB to perform signaling tasks by sending encapsulated L3 messages
to the GANC.
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Details of these GAN messages are as follows. To map radio signaling from
a speciic subscriber to GAN messages, the femtocell maintains a TCP connection
with the GANC for each individual subscriber. The connection management is based
on Generic Access Resource Control (GA-RC) messages. The CS traic is encapsu-
lated in Generic Access Circuit Switched Resource (GA-CSR) messages, while PS
traic is covered by Generic Access Packet Switched Resource (GA-PSR) messages.
We discuss the speciic roles of these messages in Section 3.3.2. Additionally, GAN
supports Mobile Application Part (MAP)) based signaling to control the telecom-
munication circuit and to manage the network [24]. This provides the necessary
protocol functions for all Mobile Terminated (MT) as well as Mobile Originated
(MO) services and thus supports full 3G functionality.

2.3 Related Work

In the last years, various attacks against cellular networks and their protocol stacks
have been published. The work presented in this thesis highlights diferent types
of practical attacks that are based on modiied radio equipment. All the covered
issues share common ground as they are based on architectural shortcomings and
design problems in mobile telecommunication standards. Additionally, all of the
resulting attacks allow an adversary to disrupt or manipulate services used by other
subscribers within the same mobile network or even to compromise other network
components.

We separate related work into four parts, femtocell security, modiied equip-
ment enabling IMSI catcher functionality, attacks that impersonate subscribers,
and denial of service attacks. The irst two types focus on attacks carried out from
modiied carrier-grade equipment, while the impersonation of subscribers and DoS
attacks detail attacks originating from subscriber equipment.

2.3.1 Femtocell Security

Not only is it necessary to secure the femtocell subscribers and the device itself, but
also the carrier’s infrastructure against potential threats. While designing the fem-
tocell security architecture and standards, the GSM Association and 3GPP have ad-
dressed such threats. In particular, they discuss security issues and potential attack
vectors experienced during the life cycle of femtocell deployments [25, 81]. However,
this speciication frames various security aspects abstractly and does not address
some of the new threats that we present. In the academic context, a few security
groups analyzed the femtocell security challenges and requirements [99] and pro-
posed new protection mechanisms [65]. Our research contributes to this, providing
extensive experimental results by evaluating a commercially deployed femtocell.
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Despite the security requirements, a few researchers have demonstrated weak-
nesses in such systems to gain root access [36, 41, 57, 71, 115]. Therefore, it shows
that such a threat is real and these crucial security issues are not only present in
a single device or operator network. However, most of this research has solely tar-
geted the femtocell’s security shortcomings and does not address practical attacks
and their impact against the carrier infrastructure and end users. Our work difers
from these groups by measuring the impact of integrating compromised femtocells
into the mobile network infrastructure, which deals with security and privacy issues
afecting both the end users and mobile operators.

2.3.2 IMSI Catchers

Some design properties of the mobile telecommunication protocol procedures come
with security and privacy implications that have been exploited since years to per-
form tracking and interception of end users. A prominent example is the identiica-
tion procedure, consisting in the request of the user identity by the network followed
by a cleartext reply containing the user identity (such as the IMSI), is acknowledged
in the 3G standard as a breach of the user identity conidentiality [18, p. 19, s. 6.2].

This procedure is exploited by the well-known “IMSI catcher” attack, which is
the best known attack to mobile telephony users’ privacy. It consists in forcing a
mobile phone to reveal its identity (IMSI) [61, 111] by triggering the identiication
procedure from a fake operator base station (conigured with the corresponding
mobile network and country code settings). Furthermore, IMSI catchers are used to
intercept and monitor communication.

These devices tend to be very expensive on the market. Wehrle and Paget
demonstrated [95, 119] that such devices can be built using low cost hardware and
Open Source software. However, their research exploits well known vulnerabilities of
the GSM authentication protocol required to build such a device. Meyer and Wetzel
demonstrated that under some circumstances it is possible to perform a UMTS
MitM attack by downgrading a victim phone to use GSM [82].

These attacks take advantage of well-known weaknesses of the GSM authenti-
cation and key agreement primitives, such as the lack of mutual authentication and
the use of weak encryption. These attacks allow an active attacker to violate the
user identity conidentiality, to eavesdrop on outbound communications [83] and to
masquerade as a legitimate subscriber obtaining services, which will be billed on
the victim’s account [35]. Instead of exploiting GSM weaknesses, we bypassed the
problem of mutual authentication provided by 3G entirely, by turning an HNB into
a low cost 3G IMSI catcher device in this work. Our work describes how an HNB
can be abused to build a 3G IMSI catcher in practice.
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2.3.3 Impersonation of Subscribers

Nohl and Melette demonstrated that it is possible to impersonate a subscriber for
mobile originated services in GSM [72]. By irst sniing a transaction over-the-air,
cracking the session key Kc, and knowing a victims TMSI, they were able to place a
phone call on behalf of a victim. This works at least in networks that do not perform
a fresh authentication procedure for every new service transaction. In this thesis we
use a femtocell device in order to impersonate a subscriber that is currently booked
into the femtocell. By relaying authentication challenges to a victim subscriber,
we were able to send SMS messages or establish other services on behalf of the
subscriber.

Additionally, we present attacks that do not only target Mobile Originated
services, but also Mobile Terminated services. Thus, in our research we also consider,
e.g., the called party instead of the caller as the victim. Contrary to attacking MO
services, attacking MT services is time critical as it is required to win a race condition
in the paging procedure.

2.3.4 Denial of Service Attacks

We consider relevant types of denial of service attacks in mobile networks that afect
MT services for subscribers. We determined three types of denial of service attacks
that fulill this requirement: attacks directly targeting the victim phone, attacks
targeting the carrier network, and attacks afecting subscribers, but without direct
communication.

The irst type comprises DoS attacks that target mobile devices directly, most
notably phones. These issues are usually baseband/phone speciic and caused by im-
plementation laws. Several vulnerabilities have been discovered in mobile phones
that can lead to code execution and denial of service conditions [87, 120]. Par-
ticularly, the Curse-of-Silence law enabled an adversary to disable the MT SMS
functionality of speciic Nokia devices [113]. In [98] Racic et al. demonstrate that
it is possible to stealthily exhaust mobile phone batteries by repeatedly sending
crafted MMS messages to a victim. Consequently, the phone battery will drain very
fast, eventually the phone will switch of, and MO/MT services can no longer be
delivered to a victim. Our attack is inherently diferent from these kinds of attacks,
because it is independent from the target device type and does not interact with the
victim directly at all.

The second category consists of attacks that target the operator itself, and as
a consequence also impact MT services for subscribers. These types are caused by
design laws. Spaar proved in [108] that it is feasible to exhaust channel resources of
a base station by continuously requesting new channels on the RACH. Unlike our
attack, this attack is limited to a single BTS and does not afect subscribers served
by a diferent cell. Therefore, to attack a metropolitan area, an attacker needs to
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communicate with and attack every BTS in that area. Enck et al. [53] showed that
it is practical to deny voice or SMS services within a speciic geographical area by
sending a large number of short messages to subscribers in that area. Serror et
al. [105] exhibit that similar conditions can be achieved in CDMA2000 networks by
causing a signiicant paging load and delay of paging messages via Internet originat-
ing packets to phones. A comparable resource consumption attack for 3G/WiMax
has been demonstrated by Lee et al. [78].

As Traynor et al. outline [94], it is also possible to degrade the performance of
large networks by utilizing a phone botnet and, e.g., repeatedly adding and deleting
call forwarding settings. All of these attacks exhaust network resources mostly due
to generated signaling load. As a result, services can no longer be reliably ofered
to mobile subscribers, efectively causing denial of service conditions. This includes
MT and MO services. We exploit a race condition in the MT paging procedure
and do not attack the core network itself. Our attack does not intend to generate
excessive signaling traic in the network. As a result, it is not prevented by proposed
mitigations for these kinds of issues from previous research.

Our attack based on the paging procedure its into the last of the three types
of attacks that result in DoS for MT services. Most network attacks aim to abuse
generated signaling to decrease the overall performance of the operator network. At-
tacks against mobile devices merely use the network as a bearer to deliver a speciic
payload to the phone. The third category is stipulated by attacks that target the
mobile device itself, but do not send any payload to it. The aforementioned IMSI
detach attack discovered by Munaut [89] can efectively cause that a service such as
a call, will not result in paging requests by the network anymore. As described in
Section 5.3.4, this design law even supports our attack. Contrary to this vulnera-
bility, the paging response attack allows us to precisely control when and where a
victim can be reached or not. After sending a detach indication, an attacker can-
not control anymore for how long this state is kept. Mostly, because a phone can
undergo the attach procedure again.

Our approach can be used either to hijack a session or to perform a denial of
service attacks. We do attack mobile stations but neither by exhausting network
resources, nor by directly communicating to the target device. We can target speciic
geographical areas, speciic subscribers or a group of subscribers without the need
to build a hit list of phone numbers residing in that area. Depending on the target,
the attack can be either distributed or performed from a single phone. Additionally,
the involved costs for this attack are as cheap as acquiring the required number of
Motorola C1XX phones, which we use for our attack.

It is noteworthy that the attacks itself are not limited to be implemented on
these speciic devices. With the availability (e.g., [1, 55, 92, 93]) of cheap so-called
software deined radios (SDRs), over-the-air-protocols become more and more acces-
sible. Thus, it is now possible to use a single, lexible platform for diferent purposes
and implement decoding and demodulation entirely in software (additionally to the
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protocol stacks itself). The hardware itself is not tied to only one use case or a spe-
ciic frequency range for a particular protocol (instead a very broad range is usually
supported), but provides a platform with which these aspects can be fully imple-
mented in software. Further research based on this has already started [56] and can
be expected to be continued by the larger research community in the future.
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3
Malicious Use of Carrier-grade Equipment

Conducting attacks based on carrier equipment can be a very powerful method to
compromise several aspects of subscriber security in mobile networks. Having access
to carrier-grade technology does not only allow adversaries to attack end users,
but such access is also regularly used by law enforcement agencies throughout the
world [90]. Moreover, modern mobile telecommunication standards also speciically
list requirements for lawful interception [33].

An attacker who manages to penetrate the core network of a carrier likely is able
to carry out similar attacks. Alternatively, an adversary could try to tamper with
equipment or even attempt to connect her own equipment to the carrier network to,
e.g., inject signaling messages. Carriers usually deploy base stations, antennas, and
other equipment at so-called cell sites. These are designated locations, e.g., often on
buildings, that are connected to the operator network. An attacker who manages to
connect equipment to these sites, may pose a signiicant threat to a mobile network
operator and its users. However, to the best of our knowledge, no public records exist
regarding such modiications in practice even though rumours exist that indicate that
this does indeed happen. As these sites are usually at publicly inaccessible locations
(e.g., on rooftops) or even facilities with basic security measures, they do not appear
to be the most attractive target for an attacker though. The likelihood of getting
caught and the additional criminal charges for breaking into such a cell site when
carrying out attacks against subscribers may be one reason for that.

At this point it is important to specify what exactly qualiies as carrier-grade
equipment. We deine carrier-grade equipment as follows and will use this deinition
throughout the rest of this thesis: carrier-grade equipment comprises equipment
that allows its operator to provide seamless access to a mobile telecommunication
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network without limiting the expected number of available services or their use in
practice. In theory this could be any type of carrier equipment that participates in
communication. Nonetheless, in practice this category is mostly formed by Access
Network (AN) equipment, which connects the subscriber over the air interface with
the carrier core network.

In the context of GSM, operating a rogue BTS qualiies for this deinition. An
overview of attacks based on false GSM base stations is provided in Section 2.3.2.
The lack of mutual authentication in GSM makes it very easy to carry out such at-
tacks. GSM BTS equipment can be bought on the public market and is often avail-
able on online auctioning platforms. It is noteworthy though, that this equipment
is usually not cheap, which limits the usefulness of the availability for a populace
with malicious intentions.

Starting with modern telecommunication standards such as 3G, operating car-
rier equipment has become more diicult. One reason for this is the lack of readily
available Open Source software stacks to operate such equipment. Another reason is
the lack of available equipment. 3G and 4G equipment is much more expensive and
sparse than 2G equipment. Likewise, changes in the protocol speciications make it
more diicult to carry out attacks based on false base stations, because starting with
3G, mutual authentication between the subscriber and the serving network exists
and is mandatory. Therefore, an attacker who does not want to break physically
into a cell site facility faces some limitations.

A recent trend by carriers is to oload traic from their access networks to
end users. As a result, this also brings carrier-equipment closer to the hands of
adversaries. This trend is relected with the introduction of femtocell technology.
As of now, this is one of the few options currently on the market to operate carrier-
grade equipment for newer protocol families such as those in 3G. Therefore, this part
of the thesis will focus on femtocell technology and attacks based on such modiied
equipment.

3.1 Operating Carrier-grade Equipment

As of the irst quarter of 2011, 19 operators have adopted femtocell technology in
13 countries around the world and many others are running ield trials [59]. This
number has increased to 46 operators in 25 countries during the fourth quarter of
2012 [59], including high proile operators such as Vodafone, Movistar, AT&T, SFR,
China Unicom, and NTT DoCoMo. Informa estimated that carriers have deployed
9.6 million femtocell access points in 2013 [60] and forecasts it to reach 91 million at
the end of 2016 [59]. Thus there are now large fractions of operator infrastructure,
which communicates over the Internet and that is deployed at locations where users
and adversaries have physical access to the equipment. Due to this situation, these
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devices may become an appealing target to perform attacks on mobile communica-
tion, or use them as a stepping-stone for attacks targeting the operator’s network.
Therefore, security is one of the top priorities for operators during the deployment
process of these devices.

We demonstrate that it is a fundamental law of the 3G speciications to treat
base stations as trusted devices. This becomes even more important in the context of
femtocells. Femtocells involve diferent aspects of security including integrity of the
device, access control mechanisms, and protection of the software update process.
Among the top threats identiied by the industry [14] are: booting the device with
modiied irmware; software and coniguration changes; eavesdropping on user data;
masquerading as other users; traic tunneling between femtocells; Denial of Service
attacks against femtocells and core network parts. While these threats are deined
abstractly, their practical impact on mobile communication is rather unclear. We
aim to measure the scale of such impact in a real operator network, conducting a
practical security analysis of a femtocell device available to the public.

Despite the importance of femtocell security, it is well known [36, 41, 71, 115]
that it is possible to get root level access to these devices. However, the negative
consequences of rogue devices on mobile communication have not been thoroughly
analyzed yet. In this thesis, we show that rogue devices pose a serious threat to
mobile communication by evaluating the security impact of femtocell-originated at-
tacks. We begin with an experimental analysis of security threats afecting end users;
both end users deliberately using such a device as well as those who are not inten-
tionally booked into the cell (e.g., by means of a 3G IMSI catcher). Furthermore,
we evaluate the risk of femtocell-based attacks against the mobile communication
infrastructure. This includes operator components and femtocells owned by other
subscribers. We investigate how these components can be accessed and what type of
network-based attacks are possible against them. Moreover, we argue how femtocell
features in combination with common software vulnerabilities can provide a suitable
environment to perform signaling attacks or allow turning the femtocell network into
a global interception and attacking network.

While these devices run lavors of the Linux operating system, large parts of
the functionality are provided by undocumented, proprietary binaries. Therefore, we
conducted a vulnerability analysis of the femtocell and network architecture using a
mixture of reverse engineering and experimental testing. In our work, we concentrate
on a device deployed by the operator Société Française du Radiotéléphone (SFR):
the SFR Home 3G femtocell [106]. SFR is the second largest mobile phone operator
in France and has been among the early adopters of this technology [107]. However,
due to the design of the femtocell architecture, most of the attacks presented in this
work are not limited to this speciic operator or device.

During our analysis, we have found several security critical attack vectors that
can be leveraged to the previously mentioned threats deined by the industry. We
will outline the risks of the femtocell technology that are caused due to a combination

“On the Impact of Modiied Cellular Radio Equipment”



28/111 Chapter 3 Malicious Use of Carrier-grade Equipment

of operator speciic coniguration mistakes and problems inherent in the design of
the femtocell architecture.

3.2 Compromising Femtocells

In order to operate the femtocell as a rogue base station and perform the attacks
presented in Section 3.3 and 3.4, an attacker must acquire full control over the
femtocell. Since femtocells are connected to the carrier’s network, they must be se-
cured to protect this critical infrastructure. This efort to secure the femtocell should
include functionality such as mutual authentication between the device and the serv-
ing network, secure storage, secure network access, and secure communication [25].
However, due to the mass deployment of femtocells, carriers rely on a low cost per
unit. Hence, femtocell manufacturers face a trade-of between secure hardware, soft-
ware security, and low production costs. Consequently, the implementation often
includes laws that can be used to gain control over the device.

Common methods for initial debugging of embedded devices are test-pin prob-
ing, packet sniing, network scanning, and reverse engineering. Attackers use test-
pin probing to detect debug ports (i.e., UART or JTAG), or other techniques which
researchers have used to gain root access on various commercially deployed de-
vices [36, 41, 58, 71, 115].

Alternatively, as these techniques did not reveal obvious laws in the device
we studied, we examined the recovery procedure in order to compromise our device.
If, for any reason, the femtocell is unable to connect to the carrier’s network, the
recovery mechanism enables the device to repair itself. The recovery procedure
fetches and installs the latest working irmware images and coniguration settings
from the Operation, Administration, and Maintenance (OAM) server. We discovered
two critical laws in the implementation of the recovery mechanism on our device.
Firstly, there is no mutual authentication between the OAM server and the femtocell.
While the OAM server authenticates the femtocell, there has been no authentication
of the OAM server. Thus, we were able to set up our own OAM service and modify
its address by spooing DNS replies.

Secondly, the irmware images provided by the OAM server were signed and
encrypted. However, the implementation of this security mechanism included a
trivial vulnerability: the OAM server provides the keys used to decrypt and verify
the iles in the coniguration that is fetched by the femtocell. As a result, we were
able to use existing images provided by the operator, add additional software and
adjust conigurations according to our needs, and deploy these modiied images via
the irmware recovery procedure. By using this method, we gained full control over
the HNB [41] and were able to utilize it to perform the attacks presented in the next
sections.
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Figure 3.1: Experimental Setup

The setup used for our studies includes mobile phone to simulate a
victim subscriber and an SFR femtocell running custom software, which
is used in combination with a computer that monitors traic and initiates
attacks against the victim device.

Our experimental setup, as depicted in Figure 3.1, essentially consists of a vic-
tim phone, a rogue femtocell, and a computer utilized to monitor the network traic,
lash the device, and perform the presented attacks. Although we and others have
exploited speciic laws in individual femtocells, due to the absence of substantial
and expensive tamper resistance, we must assume that an attacker can always gain
root access on any femtocell in their extended physical possession.

3.3 End User Threats

A great advantage for end users of a femtocell is the increased local 3G coverage,
and thus higher mobile data bandwidth in their home environment. However, as we
demonstrate in the following sections, end users using such a device are subject to
several attacks when connected to a rogue femtocell. End users include subscribers
who are knowingly using this cell (e.g, by using a femtocell installed in their home
environment), as well as those who may not be aware of this, because the attacker
has installed his rogue femtocell in an unexpected nearby location.

In both cases, the femtocell architecture has to ensure the conidentiality, in-
tegrity, and authenticity of mobile communication as well as the availability of
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mobile services to the registered subscribers. We show how all these aspects can
be violated by a rogue femtocell. It is important to note that although the ex-
perimented attacks targeted a speciic vendor and a speciic protocol (GAN), these
attacks rely on the trusted nature of femtocells in the cellular network architecture
and thus are adaptable to diferent vendors, carriers, and devices.

3.3.1 IMSI-Catching and Call Interception (Conidentiality)

The conidentiality of the subscriber data is a very important security aspect in
mobile communication networks. It is well known [95, 119] that it is easy to build
an IMSI catcher device for GSM networks by using radio equipment and Open
Source software. This type of attack leverages the fact that the network is not
authenticated by the phone in GSM.

The 3G network procedures were not supposed to be vulnerable to IMSI catch-
ers, as the phone authenticates the carrier network. Yet a rogue femtocell can be
used to create a 3G IMSI catcher as follows.

Mutual Authentication/Over-the-Air Encryption. In contrast to GSM, the 3GPP
deines [27] mutual authentication between the mobile phone and the carrier’s net-
work for 3G using a challenge response procedure assisted by the subscriber’s Univer-
sal Subscriber Identity Module (USIM). If the carrier is not properly authenticating
itself, the phone would not attempt to register with the network. Yet since a fem-
tocell is an authorized and authenticated base station with an operator back-end
connection, we can use a rogue femtocell as a cheap 3G IMSI catcher, circumvent-
ing the problem of mutual authentication without relying on protocol downgrading
attacks. Because of roaming agreements, this is not limited to subscribers of the
carrier that deployed the femtocell device. Thus, posing a serious threat to the data
conidentiality of subscribers being booked into an HNB.

In order to provide mutual authentication, encryption and integrity protec-
tion, the femtocell acts as a combination of RNC and NB known from classic 3G
networks. To understand call interception, we briely describe the encryption and
authentication procedure. The full details of this procedure are deined in [7, 27].

To guarantee the aforementioned security protections to subscribers, the fem-
tocell receives an Authentication Token (AUTN), an Expected Response (XRES), a
random challenge RAND, an Integrity Key (IK), and a Cipher Key (CK) from the
carrier’s AuC server. The RAND and AUTN values are forwarded to the phone.
This AUTN is required by the phone to verify the authenticity of the network. By
using a shared secret key K in combination with the random challenge RAND, the
subscriber’s USIM computes an Authentication Response (RES), IK, and CK. The
resulting RES is required to authenticate the phone to the carrier’s network and is
sent in response to the femtocell, which compares it to XRES (expected response).
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The IK and CK keys generated by the CN and transferred to the femtocell are
not forwarded to the phone, but kept locally. This key IK is required by both parties
to provide integrity protection for authentication and cipher algorithm selection
between the femtocell and the phone. In contrast, CK is used as a key to encrypt
over-the-air communication between the phone and the femtocell. The femtocell
decrypts, encapsulates, and relays the decrypted data of mobile subscribers to the
operator network. In the case of our device, the signaling traic is transferred to
the HNB-GW via the GAN protocol and the voice call data is encapsulated in an
unencrypted RTP stream.

Thus the femtocell has established encrypted connections in two directions
based on entirely unrelated cryptographic material. While the connection between
the femtocell and the SeGW is encrypted using IPsec, the communication with the
phone is encrypted using standard algorithms such as A5/3, with all communication
transferred from one encryption scheme into the other on the femtocell. This is a
crucial diference to traditional 3G networks in which the encryption and decryption
is applied at the RNC.

As Over-the-Air (OTA) encryption support is mandatory and 3G protocols do
not provide the necessary functionality for end-to-end encryption, the femtocell has
to receive IK and CK from the core network. This in turn means that an attacker in
control of the femtocell can snif and manipulate traic on the device. In the case of
our device, the GAN protocol has been slightly extended for the use with femtocells
to provide a Security Mode Command message that allows the operator network to
transfer key material to the device for OTA encryption support [125].

Access Modes/HNB Coniguration. A femtocell usually provides three types of
access modes [51]: open access, hybrid (semi-open), and closed access mode. Most
femtocells, including our device, default to closed access mode for residential de-
ployments. The device receives a Closed Subscriber Group (CSG) list during the
initial provisioning phase of the femtocell. The femtocell applies this list to en-
force an access control policy that only allows registered subscribers to connect to
it. However, we were able to change this access mode to open access via a hidden
vendor web interface that contains basic security laws. While there is a login page,
the coniguration pages can be accessed directly and thus bypass the authentication
mechanism. The exact location of the speciic pages can be determined by analyzing
the irmware images. Since the access policy is a software feature, not a hardware
restriction, and is enforced on the femtocell, a compromised femtocell can always
bypass this control and change modes.

Changing this access mode to hybrid enables the device to allow any subscribers
of a speciic operator to connect to it, while open access allows any subscriber of
any operator to access the network through the femtocell. The femtocell irmware
usually supports the functionality to enable open access mode for its use in business
environments or public areas. Thus carriers supporting open access mode also very
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likely support roaming between diferent operators via the femtocells (in particular
via the GANC). Moreover, it is possible to change the Mobile Country Code (MCC)
and the Mobile Network Code (MNC) of the femtocell to trick a victim subscriber
into believing it is connected to the home operator. Thus, providing the basis to
enable IMSI catcher like functionality. As roaming is allowed and the subscriber’s
home operator will provide valid AUTN tokens, mutual authentication is still per-
formed successfully. Additional techniques on how to lure phones into using the
IMSI catcher have been presented by Dennis Wehrle [119].

Circumventing IPsec. The femtocells connect to the back-end network via the
SeGW, protected using IPsec or similar VPN technology. This means that even
though it is possible to use the device as an IMSI catcher, it is not possible to directly
eavesdrop on the subscriber traic. However, there are multiple ways of sniing this
data as an attacker with root access to the femtocell. In our case, a user-space
program is in charge of establishing the IPsec connection while a proprietary kernel
module encapsulates the network traic by means of Encapsulating Security Payload
(ESP).

To allow the kernel to handle encryption of this tunnel, the user-space program
has to pass the cipher material (HMAC, Cipher keys, Security Parameter Index) to
the kernel (PF_KEYv2 interface). On our test device, this is performed using the
sendto(2) syscall. By hijacking the libc provided wrapper function of this syscall
and parsing the message, we were able to grab the key material for exiltration.

Monitoring Voice Calls. With a successfully exiltrated session key, we now can
construct a snifer to capture data in the IPSec stream. We built a small helper
program, which uses the key material to decrypt the captured traic. In combination
with rtpbreak [50], it reconstructs the unencrypted RTP stream from the packets.
The same helper program is also capable of extracting short messages and other
user-generated critical data. The voice data is encoded in the RTP stream using
the 3GPP AMR [23] speech codec in stream format. We also constructed a small
utility based on OpenCORE [110] which can transcode the captured data streams
into playable audio waveforms.

This allows an attacker to impersonate any operator by utilizing a rogue fem-
tocell as an inexpensive 3G IMSI catcher and wiretap device. Consequently, ad-
versaries can intercept mobile communication by installing the device in the radio
range of a victim. Therefore, completely disregarding the original goal to prevent
the active BTS attack in 3G.

This threat is a design problem in the current femtocell architecture since the
communication is in-the-clear within the femtocell and a compromised femtocell
can always exiltrate key material. With the current femtocell architecture it is
not possible to support end-to-end encryption of critical mobile subscriber data.
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Moreover, mutual authentication is always properly performed, as the device is
forwarding authentication tokens received from the corresponding CN of the victim’s
operator.

3.3.2 Modifying Traic (Integrity)

Data integrity, not just conidentiality, is also critical. Yet we show that a rogue
femtocell can also be used to compromise data integrity. We demonstrate such a type
of attack by modifying outgoing Short Message Service (SMS) traic for a phone
which is communicating through our rogue femtocell. However, the same approach
can be applied to any traic generated by the phone as well as traic directed to
the phone.

As depicted in Figure 2.4, all traic generated by the phone is passed to the
GANC using the GAN protocol. Nevertheless, the phone is not aware of this protocol
being used for the communication. The GAN protocol maps the Connection Man-
agement (CM) and Mobility Management (MM) layer messages of the 3G standard
to a TCP/IP based network protocol. As soon as the IPsec tunnel is established
and the device receives provision data, the femtocell attempts to build a permanent
connection to the GANC. This procedure is based on GAN Generic Access Resource
Control (GA-RC) messages. Additionally, the GAN protocol provides a Generic
Access Circuit Switched Resource (GA-CSR) layer which is the equivalent to the
GSM Radio Resource (GA-RR) layer. This layer is in charge of setting up a bearer
between the mobile phone and the GANC. To successfully modify the mobile gener-
ated traic, an attacker has to perform a Man-in-the-Middle (MitM) attack on the
GAN traic. Therefore, our attacks on such network-based signaling consist of the
following two parts.

GAN Proxy. The irst part comprises a GAN protocol proxy that forwards all
signaling traic between the femtocell and the GANC. In addition to this transparent
proxying, it enables us to diferentiate between GAN messages exchanged via this
connection. Consequently, the proxy is able to detect incoming and outgoing GAN
messages and in our example, track those that carry SMS data. Since the femtocell
is under our control, we can reconigure the device to communicate with our GAN
proxy instead of the real GANC. This provides a simple method to force the HNB
to communicate through our MitM proxy.

Attack Client. The second part consists of an attack client program that commu-
nicates with the GAN proxy over a slightly extended version of the GAN protocol.
This client is able to inject or modify messages exchanged between the femtocell and
GANC (thus not requiring OTA key material). To modify outgoing or incoming text
messages, our client registers itself with the proxy to indicate that it is waiting for
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a text message. In the event of an outgoing message by a victim’s phone, the proxy
forwards its SMS to the registered attack client. Since all authentication is already
complete, there is no additional authentication or encryption required. Our attack
program is able to decode the forwarded so-called SMS SUBMIT message and allows
changing either the message content or the destination number. Finally, it re-injects
the modiied message to the proxy, which subsequently forwards it to the GANC as
if it was originating from the victim phone.

There is no way for the victim phone or the HNB-GW to detect that the mes-
sage arriving at the operator network is not the same as the one that was originally
sent. This demonstrates that, in the current femtocell architecture, it is impossi-
ble to ensure the integrity of subscriber data given an HNB is under control of an
attacker.

3.3.3 Injecting Traic/Impersonating Subscribers (Authenticity)

An even higher risk subscribers have to face is the complete impersonation of their
subscriber identity. This means that an attacker is able to establish phone calls,
send text messages or other data to the network while using a victim’s subscriber
information, without modifying any phone-generated traic, allowing the attacker
to bill the victim for attacker generated traic. Reasonable threats include the abuse
for social engineering, premium-rate service fraud, or simply the ability to make free
phone calls. In this section, we describe how to perform such an attack, abusing
subscriber information of a victim booked into a rogue femtocell. For the sake of
simplicity, we demonstrate this by injecting an SMS on behalf of a victim using an
attacker controlled femtocell.

In general, a phone attempting to use a service needs to issue a service request
over a radio channel. To issue such a request on behalf of a victim, the victim’s sub-
scriber identity needs to be known to the attacker. Namely, the International Mobile
Subscriber Identity (IMSI) or Temporary International Mobile Subscriber Identity
(TMSI) needs to be known. For this reason, the developed GAN proxy additionally
caches every subscriber information exchanged between phones and operator net-
work. In order to impersonate a subscriber, the attack client registers itself to the
GAN proxy and requests a fresh subscriber identity. The proxy returns the iden-
tity (depending on the availability either IMSI or TMSI) to the client. Afterwards,
the proxy is able to map GAN messages received from the attacking client to the
existing TCP connection of the speciic subscriber. As service requests are always
authenticated in 3G, the attack client and proxy have to additionally circumvent
this authentication.
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Figure 3.2: GAN Man-in-the-Middle Attacks

By implementing a MitM attack on the GAN traic it is possible to
impersonate a victim by selectively relaying messages to a victim during
the authentication procedure. As a result it is possible for example inject
an SMS message into the network on behalf of the victim.

The actual attack, as illustrated in Figure 3.2, is performed as follows:

1. To send a text message, the attacker needs to setup a virtual radio channel over
the existing TCP connection between the femtocell and GANC that belongs
to the victim’s phone. This is performed by sending a GA-CSR REQUEST
message including an establishment cause indicating the reason for the resource
allocation. After receiving, the GANC either accepts or denies this request.
In case of an accept, the previously gathered subscriber identity is used by
the attacking client to transfer a GA-CSR UPLINK DIRECT TRANSFER
message to the GANC. This message carries the victim’s subscriber identity
and an L3 message indicating that the client is performing a service request
and intends to send an SMS.

2. Since it is not possible to send text messages without being authenticated, the
network replies with a GA-CSR DOWNLINK DIRECT TRANSFER message
encapsulating an authentication request. The attack client can not properly
answer this request as the secret key K that is required to compute the expected
response (RES) is unknown (stored on the USIM of the victim’s phone).
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3. The proxy solves this problem by paging the victim subscriber. This paging
process is a normal procedure to make a phone aware of an incoming service.
The victim phone user does not notice the paging request as it is sent before
an actual incoming service is displayed on the device.

4. When the phone replies to the paging request, the proxy forwards the authen-
tication request to the victim phone.

5. Next, the victim phone answers the authentication request. There is no way
for the victim to detect that this event has been caused by an outgoing service
request from the attacker.

6. The proxy forwards the authentication response to the GANC and stops fur-
ther communication with the victim device.

7. After this step succeeded, the attacking client continues the process of injecting
a fake SMS SUBMIT message of our choice to the operator network.

8. The carrier acknowledges the successful SMS transmission and allocated chan-
nels are released (see 10-11 in Figure 3.3.3).

As mentioned before, the victim phone as well as the GANC are unable to
detect this as long as the victim’s phone is currently associated with the rogue
femtocell. There is no way for the operator network to identify this message as
being spoofed.

The impact of this attack is serious as the resulting billing for the service is
based on the victim’s subscriber identity. We veriied this in a real operator network
using prepaid SIM cards. Therefore, this attack clearly violates the principle of
message authenticity. Furthermore, this injection attack illustrates that the HNB
speciication violates one of the basic 3G security objectives (Clause 5, item a)
described in [8]. Namely, it fails “to ensure that information generated by or relating
to a user is adequately protected against misuse or misappropriation”.

We have to stress that this attack vector is not limited to text messages, but can
be applied to phone calls or data connections in a similar way. While it is already
possible to spoof caller-IDs and short messages (e.g., via external SMS gateway
providers ofering this as a service), the efect from an attacker’s point of view is
slightly diferent. Unlike when using spooing services, the victim is billed for the
usage of the service. Additionally, it is hard if not impossible to track the source
of the spoofed message as no external gateway is used and the traic is originating
from within the operator network.

3.3.4 Denial of Service (Availability)

Another threat are Denial of Service (DoS) attacks against subscribers using a rogue
femtocell. It was previously discovered that the IMSI DETACH MM message is not
authenticated in GSM and 3G networks [89]. This type of message is usually sent to
the network when a mobile phone powers of. In particular, it represents the signal
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for the network indicating that the subscriber is no longer using the network and
should not be paged for services. Because this message is not authenticated and no
conirmation is delivered to the phone, an attacker can fake such IMSI DETACH
messages to the network. As a result of this, the network assumes that the subscriber
is disconnected from the network and thereby mobile-terminated services (incoming
calls, text messages, etc.) are not delivered to the phone anymore. Therefore, the
phone continues to assume that it is still connected and listens for paging requests.

Consequently, IMSI DETACH messages can be abused for DoS attacks against
femtocell subscribers. However, since this message is delivered to the VLR, which is
usually responsible for a certain geographical area, the attack can not be performed
from arbitrary locations. Because DETACH messages carry the subscriber identity
of the phone to be detached, an attacker additionally has to know the identity (IMSI
or TMSI) that currently maps to the victim within the operator network.

While in a typical network this attack is limited due to geographical constraints,
it is possible to abuse this behavior in a more serious way in the case of a network of
compromised femtocells. Operators usually deploy a dedicated VLR that is used for
all femtocell subscribers in the network even though the customer devices are from
widely scattered geographical locations. We can only speculate, but we assume
that this is done due to the lower number of subscribers in one area compared
to traditional networks. In practice this means that it allows us to detach the
complete subscriber base of a femtocell network given the knowledge of the mobile
identities. The process of gathering these required mobile identities from femtocell
subscribers is described in Section 3.4.1. The injection of IMSI DETACH messages
is based on the capability to send arbitrary L3 messages by utilizing the GAN
protocol. In order to attack other subscribers, we implemented a tool that initiates
a new connection to the GANC by sending a GA-CSR REQUEST. As soon as this
“channel” is established, the program continues by sending a GA-CSR UPLINK
DIRECT TRANSFER message carrying the required L3 message for the detach
process. This L3 message consists of a detach indication and the victim’s IMSI,
because unlike the TMSI, the IMSI is not random.

There may be situations in which the detach would not work, since the sub-
scriber is currently identiied within the network using the TMSI rather than the
IMSI. However, in practice it is easy to bypass this nuisance by submitting an un-
known TMSI to the network. If the network is unable to resolve the TMSI to a
subscriber, it requests the client to identify itself using the IMSI. We developed a
program to automate this process by looping over a set of mobile identities and
sending the required network packets to the GANC. Due to the nature of using
a separate channel for each subscriber, this approach can further be optimized by
parallelizing this process. Hence, this Denial of Service (DoS) attack has a global
impact on the availability of subscribers within the femtocell infrastructure. Our
results show that it is possible to perform a large-scale DoS attack from a rogue
femtocell against all subscribers currently using the femtocell infrastructure.
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3.4 Infrastructure Threats

Rogue femtocells do not only represent a serious threat to subscribers, but also to
network operators. Considering that these devices expose a certain part of the op-
erator network to the device owner, it is important that infrastructural components
are secured against attacks originating from within the network. Since femtocells
are a part of the infrastructure as well, we also focus on their remote attack surface.
Femtocells reside in the AN and not in the CN. Thus, not all components of the
operator infrastructure are exposed to an attacker. However, several critical infras-
tructure elements exist within the AN. Additionally, it is possible to access some of
the components in the CN by exploiting existing functionality of the femtocell. We
conducted an analysis of the network entities exposed to a rogue femtocell in a real
operator network and their potential for abuse.

This section is divided into three parts. The irst part focuses on the possibility
to collect information about other subscribers within the femtocell network. The
second part analyses the attack surface of femtocells that may lead to a compromise
of a remote device or the disruption of its services. The last part discusses how a
combination of our indings can have a critical impact on the operator network as
well as on the femtocell infrastructure.

3.4.1 Data Mining Subscriber Information

Given that an attacker can easily gain access to a single femtocell, it is interesting
to know what parts of the network are exposed and what kind of information can be
gathered. In the following paragraphs, we focus on which kind of information can
be collected about mobile phone users via other femtocells within the femtocell’s
ecosystem.

Scraping. The aforementioned hidden web interface on our device is not only ac-
cessible to the device owner or operator, but also from other femtocells within the
carrier’s network. Thus, anyone connected to the SeGW is able to collect the in-
formation provided by the web interface. This interface includes several interesting
bits of subscriber information that an attacker can possibly collect. This information
includes:

• The International Mobile Equipment Identity (IMEI) and IMSI of the femto-
cell: This can be used to spoof the identity of HNBs as presented in Section 3.5.

• The IMSI and telephone number (MSISDN) of every user registered in the
CSGs: Along with this information, it additionally indicates if a subscriber is
connected or performing a call. Collecting this data from all femtocell sub-
scribers is clearly a privacy issue. Furthermore, the IMSI can also be utilized
to perform IMSI-detach attacks as discussed in Section 3.3.4.
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• The neighbor macrocell list: The femtocell needs to perform a scan for neighbor
macrocells to determine which radio frequency can be used by the device.
Additionally, the list is used by the OAMP to perform location veriication as
required by the 3GPP speciication [29]. By using this list, attackers are able
to geolocate the device with high precision. This reveals the exact location of
the device, and due to the limited coverage, also the location of the subscribers
using it.

Even if a femtocell does not ofer a web interface, the coniguration parameters
need to be stored on the device. An attacker successfully getting root access to other
devices, as shown in 3.4.2, will be able to collect this information as well.

Performance Measurement Server. As speciied in the 3GPP requirements for
the management and the collection of performance measurement data [19, 20], the
femtocell monitors the overall cell activity and submits this data in the form of
reports to the PM server. In our case, the device uploads a report every hour using
FTP.

The operator we examined used a common FTP account for all femtocells, with
no additional ile system based security constraints. This enables our rogue femtocell
to read all such reports, including those submitted by other femtocells. Due to this
law, it is possible to collect all measurement reports from all femtocells in the
carrier’s network. In particular, the reports contain the following information: the
IMEI and IMSI of the HNB; the measurement date; the cell ID that is broadcasted
over-the-air by the HNB; and the type, duration, and quantity of data transmitted
(voice, video, or data traic).

This enables detailed proiling of femtocells and connected subscribers in the
network. While this issue may be an operator speciic coniguration error, the fem-
tocell speciications require carriers to support this feature [20]. We believe that
such information should be well protected and, if saved at all, in an encrypted form.
Leakage of the IMEI and IMSI of each HNB exposes serious security threats since
this data is used for enforcing access control policies (for example during the provi-
sioning process) within the network. In addition, it certainly endangers the privacy
of the HNB subscribers by disclosing their activity.

3.4.2 Gaining Remote Root Access to Femtocells

If an attacker manages to gain root access on other devices within the carrier’s
network, all the end user attacks described in Section 3.3 become even more serious
threats.

Therefore, we conducted a security analysis of the attack surface that our test
device exposes to a remote attacker. This includes running services on the device
and protocols used to communicate within the network. We identiied the NTP and
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DNS networking protocols as well as a web server and a TR-069 provisioning service
as attack vectors.

Besides NTP and DNS, the femtocell is not making use of any particularly
exploitable network protocols. DNS is used to resolve NTP, SeGW, and OAM
server names. NTP is often used by femtocells to provide frequency stability on the
air interface [14]. Both of these protocols are implemented using standard Open
Source software such as ntpdate and glibc functions. It is important to note that
these protocols may be subject to spooing attacks due to their UDP-based nature.
Spooing DNS to provide a irmware recovery server speciied by an attacker seemed
interesting. Nevertheless, it is not possible for a remote attacker, as this address is
not resolved through the IPsec tunnel, but through the LAN interface, thus such
an attack would require compromising ISP resolvers. Additionally, our test device
is not making use of NTP authentication headers [85] which allows an attacker to
spoof NTP server replies. This may impact the availability of the HNB by disrupting
frequency adaption. However, none of the network protocols seemed to provide a
practical way to gain root access to the device.

Instead, we focused more on the software services provided by the device. The
coniguration deployment is based on TR-069 [114], which has been adopted by the
industry as the de-facto standard for remote provisioning. Both the OAMP services
as well as the femtocell run a software stack implementing TR-069, which is based
on the Simple Object Access Protocol (SOAP) over HTTP/S. SOAP itself is based
on XML. The service providing this functionality is a proprietary daemon running
on the femtocell. The provisioning port is also accessible from within the network,
enabling the operator to proactively push coniguration updates to the femtocell at
any time. Additionally, our test device provides access to a web server that is also
accessible within the femtocell network. The interface provided by the web server
is used by the operator in order to debug customer problems and perform advanced
coniguration tasks.

Both of these services involve several protocols that are non-trivial to imple-
ment (considering the history of bugs in web servers and XML parsers [e.g., 47, 48]).
We believe that these services are the most interesting attack vector. They will
likely contain software vulnerabilities and poorly reviewed code (compared to the
Open Source solutions used by the device). As often on embedded Linux systems,
there is no user management on the system and all services run with root privileges.
This makes the system services and protocols used by the device an attractive target
to attackers.

In order to back up this claim, we conducted an analysis of the web server
software by means of reverse engineering the proprietary binaries. As a result, we
discovered a bufer overlow in the processing of one of the web server’s supported
HTTP methods. We were able to successfully exploit this vulnerability and acquire
root access to the device. This attack vector enables us to gain control over the
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femtocells of other customers as the carrier we examined enables any given fem-
tocell to communicate with all other femtocells over the VPN. Thus, it leverages
the previously described end user threats in Section 3.3 to other femtocells in the
network that are not under our physical control. The vulnerability is registered as
CVE-2011-2900.

3.4.3 Leveraging Attacks Against Infrastructure Components

In this section, we describe how it is possible to further leverage the existing laws
to attack the operator infrastructure. We focus on attacks that do not target mobile
phone users directly, but the availability and conidentiality of the network.

Signaling Attacks. It is well known that attacks based on signaling pose notewor-
thy threats to the availability of cellular network systems [54, 105, 116]. Femtocells
support radio signaling and communication with back-end networks by design. The
femtocell exchanges signaling messages with architectural components such as VLR,
HLR, AuC, and SGSN via the HNB-GW to ofer mobile services to subscribers.
Therefore they also provide potential for abusing this functionality to perform sig-
naling attacks. As described in Section 3.3.3, it is possible to send malicious traic
to the HNB-GW from the femtocell, using our attack client and the GAN proxy.
This indicates that if such a device is compromised and conigured maliciously by an
attacker, it can be used to carry out signaling attacks against classical CN compo-
nents. While the gateway might apply rate iltering rules, the femtocell is intended
to be used by multiple subscribers and thus provides an advantage compared to
using a malicious mobile phone for such attacks. Furthermore, the femtocell is com-
municating via a broadband connection with the back-end and is not subject to
additional constraints caused by radio communication (e.g., frequency stability and
synchronization). Therefore, it can be used to inject signaling traic into a net-
work protocol basis at a comparably high rate. A reasonable threat is to use the
presented GAN protocol to lood the network with Location Update Requests that
include diferent IMSI numbers for each request [116]. As a result, it might be pos-
sible to considerably increase the load of the network because it has to generate and
store authentication tokens as well as keeping state of these requests. Sending these
requests can be performed without any mobile phone and can be automated using
the aforementioned attack client to generate the corresponding L3 messages.

Femtocell Botnets Naturally the impact of DoS attacks originating from a single
femtocell is limited. Therefore, performing signaling attacks in a distributed manner
seems far more practical. A remote root access vulnerability, such as discussed in
Section 3.4.2, contributes to this by providing a possibility to build a femtocell
botnet.
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A number of characteristics that add to this are:

• Communication between femtocells is not iltered. It is important to note
that the 3GPP standard explicitly allows communication between two femto-
cells [29].

• These devices are identical, making it a homogeneous network. Therefore a
vulnerability discovered on one of these devices can be applied to all other
femtocells within the network.

• Operators are actively deploying femtocells all over the country to extend 3G
coverage, thus their number is growing rapidly. We identiied around 5000
devices connected to the network of our target operator. The exact number of
the deployed femtocells devices is not disclosed publicly by the operator, but
as outlined in Section 3.1 these numbers grow steadily. We veriied that these
devices are indeed femtocells, by testing for the presence of the vendor web
interface.

• Due to the fact that it is a small device not intended for direct user interaction,
it is hard for users to notice behavioral changes of them.

• Finally, femtocells are supposed to be always reachable and connected to the
carrier’s network.

Therefore, elevating a remote software vulnerability into a channel to control
other femtocells to carry out distributed signaling attacks seems feasible. Moreover,
abusing a large number of femtocells allows sending signaling traic at a low-rate in
low-volume and thus evade known detection mechanisms [77].

Global Interception. Since direct communication between femtocells is permitted,
it is possible to retrieve information from other devices, as demonstrated in Sec-
tion 3.4.1. Besides gathering information, it also allows changing the coniguration
of other femtocells. The easiest way to achieve this is by using the web interface
provided by the vendor. Another possibility to taint the femtocell coniguration is
to utilize a software vulnerability such as the root exploit mentioned in Section 3.4.2
and alter the settings in the device’s database.

A crucial point of the femtocell communication is the selected HNB-GW ad-
dress. By changing this address to an attacker-controlled IP address, it is possible
to further extend the local user threats presented in Section 3.3 to a global threat
afecting all femtocell-connected subscribers. Consequently, it allows an attacker to
redirect signaling traic of a victim’s femtocell to an attacker supplied address. This
could be running the previously mentioned GAN proxy. Therefore, attacks such as
interception, modiication or injection of arbitrary traic can be leveraged to remote
femtocells within the network.
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Another important setting is the address of the SeGW. In particular, altering
this address allows an adversary to force a remote femtocell to connect to an attacker-
controlled SeGW. This can even be a machine outside the femtocell network running
an IPsec server implementation. Even though the SeGW is authenticating itself
based on a certiicate stored on the femtocell, it can be simply replaced utilizing the
root access. As explained in the next section, an attacker can connect to the SeGW
without a femtocell in order to forward and intercept the traic. Additionally, it is
possible to reconigure a victim’s femtocell to act as an IMSI catcher and to operate
in open access mode as explained in Section 3.3.1. As a result, not only registered
subscribers, but also mobile phones that are in the radio range of a remote device
can be intercepted. Being able to route traic among femtocells, combined with
the ability to reconigure the devices, enables an attacker to turn the femtocell
infrastructure into a global interception network.

We believe that this indicates the inherent need for secure storage in femtocell
devices to deploy certiicate or other information required for authentication with
the SeGW.

3.4.4 Opening Up the Access Network

Traditionally, carrier networks used to be completely separated from other public
networks and inaccessible for adversaries. This changes with the integration of fem-
tocells into the mobile telecommunication infrastructure. As explained before, the
SeGW has been introduced to provide secure communication between femtocells and
the operator’s network and restrict access to the AN. It defends against network-
based attacks such as eavesdropping, injection, or altering of traic. Additionally,
it ensures authenticity of femtocells connecting to the network. Consequently, fem-
tocell devices can securely communicate with the operator network via a public
broadband connection and at the same time a separation between the Internet and
the private operator network is maintained.

Due to this inherent requirement of network separation, the integrity of the
femtocell is of high relevance. An attacker in full control of the femtocell can over-
come this protection mechanism by tunneling traic through the device. This can
be easily achieved by installing, e.g., a SOCKS [79] proxy on the device or by using
standard Linux network utilities such as iptables to transform the femtocell into a
NAT router. Nevertheless, the necessity of utilizing such a device as a gateway to
the operator network poses a serious limitation to attackers. Therefore, direct access
to the SeGW would bypass this limitation. We show that it is possible to open up
the access to the MNO network without a femtocell and thus increase the possibility
to perform network based attacks against operator infrastructure.

The femtocell is communicating to the SeGW by an IPSec tunnel. The au-
thentication procedure is based on EAP-SIM [66], utilizing the Subscriber Identity
Module (SIM) placed inside the femtocell. Since the IPsec software on the device is
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based on a proprietary kernel module and user-space utility, it is diicult to igure
out exact coniguration details. However, by doing trial and error testing, it was
possible to determine them.

Afterwards we applied these details to the coniguration of a strongSwan [109]
IPsec client running on a computer. Because it is possible to remove the SIM from
the femtocell device, we were able to insert it into a smart card reader connected
to this computer. As strongSwan directly supports EAP-SIM based authentication,
this provides full connectivity to the carrier’s network from a normal computer or
any device capable of connecting a smart card reader.

Moreover, during our experiments it became clear that the setup does not even
require a SIM that is provided within a femtocell (and obviously can be removed).
Any valid SIM card from the operator was able to connect to the SeGW. Therefore,
our experimental setup overcomes the natural limitations and requirement of uti-
lizing a femtocell device to attack the network, enabling connectivity to the carrier
network from any computer using a prepaid SIM card. Thus, paving the way for
network attacks.

3.5 Femtocell Security Architecture Vulnerabilities and
Analysis

In this section, we discuss the current femtocell security architecture and deter-
mine its efect on the existing 3G security principles. We present weaknesses in
the authentication process of femtocells that we discovered during our experimental
analysis. Additionally, we argue how 3G security concepts contrast with the design
of the femtocell security architecture.

Impersonating Femtocells. According to 3GPP requirements [25], the femtocell
has to register with the HNB-GW. This is achieved by sending GA-RC REGISTER
REQUESTs that are based on the subscriber identity (IMSI). However, no addi-
tional security measures are applied to this message and the existence of the IPsec
tunnel is independent from this procedure. Therefore, it is possible to exploit this
functionality to register femtocells using spoofed identities. In our case, this regis-
tration process is based on the IMSI stored in the femtocell’s SIM, but can be altered
either by modifying the system software or by using the presented GAN proxy. In
practice this means that by spooing this message, an attacker can impersonate any
HNB that is known to the network. Subsequently, the femtocell security architec-
ture fails to provide adequate authenticity protection during the registration phase
of the device. Possible implications of this attack may be the bypass of existing ac-
cess control policies implemented at the HNB-GW. Furthermore, it may be possible
to eavesdrop on communication by subscribers registered at the spoofed HNB.
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Key Material/AUTN Handling. The lack of end-to-end conidentiality and in-
tegrity protection of the communication between the operator network and the phone
is another inherent design problem of the femtocell-enabled security architecture.

To provide OTA encryption, the carrier’s network transfers the relevant data
to the femtocell including the AUTN, RAND, XRES, CK, and IK values [7, 27,
125]. These enable conidentiality and integrity of signaling and user-generated data
between the MS and the HNB. The communication is decrypted on the femtocell
device and forwarded unencrypted to the HNB-GW. However, as discussed earlier in
Section 3.2, local as well as remote attackers can compromise femtocells in various
ways. As a result, total control over the HNB always implies the possibility to
violate the conidentiality of subscriber-generated data once the IPsec connection is
bypassed. Moreover, authentication tokens are sent to the device during subscriber
registration attempts. Because the device supports roaming subscribers, the GAN
protocol provides a trivial way to request AUTN tokens from the network for any
subscriber by any operator. As demonstrated before, those can be reused (for a
certain time) in other attack scenarios [82].

Even though it is required to transfer such authentication information to the
femtocell, we believe that this contradicts with the current 3G security architecture,
as it afects the principles of integrity and conidentiality. While similar procedures
apply to traditional 3G networks, it is important to note that those are not generally
accessible by adversaries, physically or by means of network attacks. Given the
history of vulnerabilities in various embedded network devices [46], it may be diicult
to ensure the physical security of femtocells while at the same time maintaining
low production costs. Solely relying on the device to ensure security of subscriber
communication seems unpractical.

3.6 Security Considerations

Deploying such unsecured devices at user’s premises and considering the sensitivity
of the handled user data in light of the practical feasibility of potential attacks
against the isolated telecommunication network systems exhibit further need for
new additional countermeasures to prevent such risks. In Chapter 1 we argued
that protecting against the so-called “false BTS” attack has been one of the core
principles when designing the 3G architecture and the security thereof. Yet, we
have demonstrated that new equipment such as femtocells defeat the purpose of
these design goals by essentially giving an adversary the possibility to execute these
exact attacks.

In the short-term, the only solution to this problem is applying secure develop-
ment practices to the femtocell ecosystem, covering update procedures and software
security on the device. However, by design it is for example not feasible to remove

“On the Impact of Modiied Cellular Radio Equipment”



46/111 Chapter 3 Malicious Use of Carrier-grade Equipment

the session keys of the IPsec tunnel from the device. Moreover, due to a lack of pro-
tocol support for real end-to-end encryption between the subscriber and the serving
network, it is furthermore not possible to mitigate the discussed attacks. For ad-
dressing the presented issues in the long-term, we see no practical solution other
than using the femtocell device and in general base station equipment merely as a
transport mechanism for an encrypted session with the subscriber instead of always
depending on the requirement that the base station establishes the encrypted OTA
session.
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4
Additional Concerns Regarding Security

Principles in UMTS Networks

“Privacy in residential applications is a desirable marketing option. There
will be a market need for privacy in a public access service environment.”

ETSI EN 300 175-7 Ch. A6,
Digital Enhanced Cordless Telecommunications (DECT); Common Interface (CI); Part 7: Security features

In the past chapter, we have shown how carrier-grade equipment can be used
to mount attacks against subscribers and carrier networks. However, this is just one
aspect of the security applications of such modiied equipment. As outlined in the
introduction of this thesis, the recent developments both in software and hardware
for radio enable a new wave of security research in this ield and with previously
inaccessible telecommunication protocols.

This implies that attacks that were studied before from a purely theoretical
perspective can now often also be evaluated in practice. Furthermore, it allows re-
searchers to test explicit and implicit assumptions being made by modern telecom-
munication standards. In particular, wireless network protocols have to be designed
in a way that considers an active attacker with arbitrary access to OTA communi-
cation. This is particularly crucial when designing wireless protocols and their pri-
vacy preserving characteristics. With the inlux of social networks, location-based
services, and new technologies, user privacy is at the forefront of current security
concerns. It is however important to understand that such new technologies do not
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necessarily introduce the rapid need for user privacy, but rather highlight the im-
portance and requirement of proper privacy preserving procedures to a larger part
of the public.

To some extent, users of mobile networks have to accept the fact that they are
giving up a part of their privacy. This can be explained by the need of the carrier
network to know a users location simply to deliver a service. Likewise, mail delivery
services usually need to know the home location of the recipient. However, a mobile
phone user is a moving target and thus has to accept that the carrier is “tracking”
the user in order to be able to fulill the contract. In mobile networks, privacy and
the prevention of tracking by third-parties is of particular importance, because of
their omni-presence in our daily environment as argued in Chapter 1. Moreover,
with more and more deployed base stations in the ield to improve the customer
experience, tracking by using the physical proximity to a cell site becomes more and
more ine-grained at the same time. With the introduction of femtocell technology,
this efect is even ampliied.

In the following, we utilize a modiied a femtocell device in order to demonstrate
weaknesses that we discovered, which result in violating the 3G security principles
and speciically their privacy properties in modern UMTS networks.

4.1 3G Security Requirements

3G aims to provide authentication, conidentiality of data and voice communica-
tion, as well as user privacy [18]. In particular, 3G privacy goals include the follow-
ing [18]:

• User identity conidentiality: the property that the permanent user iden-
tity (IMSI) of a user to whom a service is delivered cannot be eavesdropped
on the radio access link.

• User untraceability: the property that an intruder cannot deduce whether
diferent services are delivered to the same user by eavesdropping on the radio
access link.

In order to achieve these two privacy-related properties, 3G (and GSM) relies
on the use of temporary identities TMSIs for identifying and paging mobile phones
(more precisely mobile stations, MSs) instead of using their long-term identities IM-
SIs. Indeed, the eavesdropping of the IMSI in plaintext communications would allow
the identiication of mobile telephony users by third parties. Moreover, the 3G stan-
dard requires periodic updates of the temporary identity, to avoid the traceability
of a mobile station by third parties.

New temporary identities are periodically assigned by the network through the
TMSI reallocation procedure. The newly assigned TMSI is encrypted using a session
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key, which is established by executing the 3G Authentication and Key Agreement
protocol (AKA). The 3G AKA protocol allows MS and network to achieve mu-
tual authentication and establish a pair of shared session keys, namely a ciphering
key and an integrity key. These keys are used to ensure the secrecy and integrity
of the subsequent communications. While these mechanisms exist, a recent study
highlights that those are often purely executed in commercial networks [37].

4.2 Novel Privacy Threats

In this section we describe two breaches of privacy, which expose a subscriber’s
identity and allow an attacker capable of sending and receiving messages over the
air interface to identify the presence of a target mobile phone (MS) in a monitored
area, or even track its movements across a set of monitored areas. As we will
see, the attacker does not need to know any keys, nor perform any cryptographic
operation. This kind of vulnerabilities usually look trivial once uncovered but often
remain unnoticed for long time, since they do not involve fancy cryptography but
are caused by errors in the protocol logic.

As argued in Chapter 1 and as witnessed by the attacks implementation pre-
sented in Section 4.3, a convincing analysis of 3G privacy and security should con-
sider active attackers instead of passive ones. For this reason, we assume that the at-
tacker has unlimited access to the radio link between the mobile station and the base
station. He can snif, inject, replay, and modify messages. This attacker model is the
same considered in most of the previous work on GSM/3G security [35, 83, 126].

In the rest of this chapter, we consider a simpliied network architecture. This
architecture involves simply the mobile stations and the network. The network
models both the Base Station (BS) which directly communicates with the MS on the
radio link, and the complex structure of databases and servers connected with it and
forming the 3G control network. Hence, we abstract away from any communication
within the network and model only communication between mobile stations and the
network. This abstraction allows us to hide details which are uninteresting for the
purposes of our analysis and keep the models used for veriication small, but at the
same time precisely specify the interactions on the air between MS and network,
which are the subject of our analysis.

4.2.1 IMSI Paging Attack

As briely described in Chapter 2, the paging procedure is used to locate a mobile
station in order to deliver a service to it, for example an incoming call. The paging
request messages are sent by the network in all the location areas most recently
visited by the mobile station in order to locate it and deliver a service to it. The
paging request message is sent on a Common Control Channel (CCCH) and contains
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Figure 4.1: 3G IMSI Paging Attack

MS
KIMSI, IMSI,TMSI

Network
KIMSI, IMSI

Pag_Req, IMSI
Pag_Res, TMSI

The network can at any time send a paging message to the mobile device
using the IMSI as the mobile identity. The phone will respond with its
latest TMSI, thus revealing its temporary identity.

the identity of one or more mobile stations. The paging procedure is typically run
using the TMSI to identify an MS. However, the IMSI can be used when the TMSI is
not known by the network. A mobile station receiving a paging request establishes
a dedicated channel to allow the delivery of the service and sends a paging response
containing the most recently assigned TMSI (see Figure 4.1).

The possibility of triggering a paging request for a speciic IMSI allows an
attacker to check a speciic area for the presence of mobile stations of whom he
knows the identity, and to correlate their IMSI and TMSI. As we will detail in
Section 4.3.1, in a real setting, the link between the paged IMSI and the related
TMSI would need to be conirmed by replaying the attack several times.

4.2.2 AKA Protocol Linkability Attack

The Authentication and Key Agreement (AKA) protocol achieves mutual authen-
tication between an MS and the network, and establishes shared session keys to
be used to secure the subsequent communications. The MS with identity IMSI
and the network share a secret long-term key, KIMSI, assigned to the subscriber
by the mobile operator and stored in the USIM. The secret key allows the MS and
the network to compute shared ciphering and integrity session keys to be used for
encryption and integrity check of communications.

The 3G AKA protocol [18], shown in Figure 4.2, consists in the exchange of
two messages: the authentication request and the authentication response. Before
sending an authentication request to the mobile station, the network computes the
authentication data: a fresh random challenge RAND, the authentication token
AUTN, the expected authentication response (XRES) computed by f2K(RAND),
the integrity key IK, and the encryption key CK (see Figure 4.2). The functions
f1, f2, f3, f4 and f5, used to compute the authentication parameters, are keyed cryp-
tographic functions computed using the shared key KIMSI [26]. The authentication
function f1 is used to calculate the message authentication code MAC; f2 is used to
produce the authentication response parameter RES; the key generation functions,
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Figure 4.2: 3G Authentication and Key Agreement (AKA).

MS
KIMSI, IMSI,SQNMS

Network
KIMSI, IMSI,SQNN

new RAND
AK ← f5KIMSI (RAND)
MAC← f1KIMSI (SQNN||RAND)
AUTN← (SQNN ⊕AK)||MAC

Auth_Req, RAND, AUTN

AK ← f5KIMSI (RAND)
XMSG||XMAC← AUTN
XSQN← XMSG⊕AK

MAC← f1KIMSI (XSQN||RAND)
if MAC ̸= XMAC
then RES←Mac_Fail
elseif XSQN < SQNMS

then RES← Sync_Fail
else RES← f2KIMSI (RAND)

Auth_Resp, RES

CK ← f3KIMSI (RAND)
IK ← f4KIMSI (RAND)

if RES = f2KIMSI (RAND)
then CK ← f3KIMSI (RAND)

IK ← f4KIMSI (RAND)
else if RES ̸= f2KIMSI (RAND)

then Recover

f3, f4 and f5 are used to generate the ciphering key CK, the integrity key IK and
the anonymity key AK, respectively.

The network always initiates the protocol by sending the authentication chal-
lenge RAND and the authentication token AUTN to the mobile station. AUTN
contains a MAC of the concatenation of the random number with a sequence num-
ber SQNN generated by the network using an individual counter for each subscriber.
A new sequence number is generated either by increment of the counter or through
time-based algorithms as deined in [18]. The sequence number SQNN allows the
mobile station to verify the freshness of the authentication request to defend against
replay attacks (see Figure 4.2).

The MS receives the authentication request, retrieves the sequence number
SQNN and then veriies the MAC (condition MAC = XMAC in Figure 4.2). This
step ensures that the MAC was generated by the network using the shared key KIMSI,
and thus that the authentication request was intended for the device with identity
IMSI. The mobile station stores the greatest sequence number used for authentica-
tion, so far SQNMS . This value is used to check the freshness of the authentication
request (condition XSQN < SQNMS in Figure 4.2) to avoid replaying.
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Figure 4.2: AKA Protocol Linkability Attack

MS
KIMSI, IMSI,SQNMS

Attacker Network
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Auth_Req, RAND, AUTN

Auth_Resp, RES

save RAND,AUTN

Auth_Req, RAND, AUTN
Auth_Resp, RES′

if RES′ = Sync_Fail
then MSv Found

The attacker obtains RAND and AUTN from over-the-air traic and
then later replays the authentication request to a victim subscriber.

With the help of the USIM, the mobile station computes the ciphering key CK,
the integrity key IK and the authentication response RES and sends this response
to the network. Next, the network authenticates the mobile station by verifying
whether the received response is equal to the expected one (RES = f2K(RAND)).
The authentication procedure can fail on the MS side either because the MAC
veriication failed, or because the received sequence number XSQN, is not in the
correct range with respect to the sequence number SQNMS stored in the mobile
station. In the former case, the mobile station sends an authentication failure mes-
sage indicating MAC failure (Mac_Fail) as the failure cause. In the latter case,
the authentication failure message indicates synchronisation failure (Sync_Fail)
as the failure cause. When a MAC failure occurs the network may initiate the iden-
tiication procedure. When a synchronisation failure occurs the network performs
re-synchronisation.

To detect the presence of a victim mobile station MSv, in one of his monitored
areas, an active attacker just needs to have previously intercepted one legitimate
authentication request message containing the pair (RAND,AUTN) sent by the
network to MSv. The captured authentication request can now be replayed by the
adversary each time he wants to check the presence of MSv in a particular area.
In fact, thanks to the error messages, the adversary can distinguish any mobile sta-
tion from the one the authentication request was originally sent to. On reception
of the replayed authentication challenge and authentication token (RAND,AUTN),
the victim mobile station MSv successfully veriies the MAC and sends a synchro-
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nisation failure message. However, the MAC veriication fails when executed by any
other mobile station, and as a result a MAC failure message is sent. The imple-
mentation of few false BS would then allow an attacker to trace the movements of a
victim mobile station, resulting in a breach of the subscriber’s untraceability. The
proposed attack is shown in Figure 4.2.

4.2.3 Formal Veriication

While the paging procedure is obviously a breach of users’ privacy, the traceability
attack on the AKA protocol is much more subtle. Indeed, the messages exchanged
through this procedure contain neither the IMSI nor the TMSI of the MS. So one
could think that the AKA protocol provides untraceability by construction. But
we just saw that this is not the case. Only careful analysis w.r.t. precisely deined
privacy requirements could reveal this law.

We run the ProVerif tool on the IMSI paging procedure and on the AKA pro-
tocol1. ProVerif fails to prove the unlinkability and anonymity of the IMSI paging
procedure and exhibits actual attack traces. In the case of the AKA protocol, the
anonymity property is proved to hold, while the unlinkability property veriication
fails. Although, the trace provided by ProVerif is a false attack, it does give a hint
of the real attack by highlighting the test of the MAC received from the network as
the source of the problem. The adoption of formal veriication tools during protocol
design could have thus revealed design laws. The interested reader is can ind the
full details of this formal analysis in [38].

4.3 Mounting the Attacks in Practice with Modiied
Equipment

In order to test the attacks presented in Section 4.2 in a deployed telecommunica-
tion network, we use a commercially available femtocell introduced in Chapter 3.
Although, the particular femtocell hardware is tied to the network operator SFR,
the proposed attacks are not. Indeed, we tested the attacks using mobile phones
registered to diferent operators, hence just using SFR as serving network. The
authentication token AUTN is still provided by the victim’s home network.

So by testing our attacks on T-Mobile, O2, SFR, and Vodafone victim MSs, we
establish that all these tested networks are vulnerable to the attacks described above.
However, we want to stress here that our implementation has the only purpose
of showing the feasibility of our attacks and conirm that real cellular networks
follow the 3GPP standard speciications and thus are vulnerable to the proposed

1The ProVerif code is available online [101]
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attacks. Due to the need of interoperability and compatibility between diferent
MNOs (Mobile Network Operators), we believe SFR can be considered as a witness
of the MNOs compliance with the standards and thus of their vulnerability to our
attacks. Although experimentation on diferent MNOs and using diferent hardware
is needed to conirm this conjecture, further testing is out of the scope of this study.
This is not a restriction of our work, whose purpose is to show that our attacks
can be mounted in practice, and that commercially available mobile phones do not
implement any mechanisms to prevent them. The same attacks could be mounted
by appropriately programming a Universal Software Radio Peripheral (USRP) [55],
which is a hardware device able to emit and receive radio signals. In this case, one
could obtain wider range attack devices in order to monitor larger areas.

4.3.1 Attack Procedure

For the purpose of implementing our attacks (Section 4.2), we use a compromised
femtocell like the one described in Chapter 3. More speciically, we reproduce the
hacking performed to gain root access of our femtocell and redirect the traic to a
Man in the Middle (MitM) GAN proxy, positioned between the femtocell and the
GANC. We use this MitM GAN proxy as entry point for message injection. In
particular, using the MitM GAN proxy we can inject messages into the connection
between the MNO and the femtocell. The femtocell forwards these messages to the
mobile phone, making them appear as if legitimately delivered by the MNO. To
perform the attacks, we intercept, modify and inject 3G Layer-3 messages into the
communication from the base station to the mobile phone in both directions, GANC-
to-femtocell and femtocell-to-GANC. We redirect all the traic between the femtocell
and the GANC to our GAN proxy. The GAN traic is cleartext travelling over an
IPsec tunnel for which we own the key material, thanks to the initial rooting/hacking
of the femtocell. Additionally, we developed a set of applications, which allow us
to intercept, manipulate or insert selected messages, and distinguish diferent types
of GAN messages. This allows us, for example, to cache subscribers information
used to perform the attacks. In particular, we store the random challenge RAND,
the authentication token AUTN, the TMSI and the IMSI of our victim MS. This
information is directly extracted from the traic that is passed through the MitM
GAN proxy.

IMSI Paging Procedure Attack. To perform the IMSI paging attack, our soft-
ware crafts a paging message encoding the necessary paging headers and parameters
and a mobile station identity, i.e. one of the previously stored victim IMSIs. The
crafted paging request is then sent by the GAN proxy to the femtocell. When the
victim mobile phone receives the IMSI paging request, it readily answers with a pag-
ing response containing the victim’s TMSI. Thus, by injecting a paging request, we
can check whether a phone belonging to a designated victim is in the area covered
by our device. In case of success, the phone generates the paging response, while
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Figure 4.3: Experimental Setup

The victim device is connected via the malicious femtocell device with
the core network. Via the GAN MitM capability that we implemented,
it is then possible to replay previously collected authentication tokens
during the AKA protocol attack.

a failed attempt generates no message. In general, it is possible that more than
one phone replies to a paging request during the same time slot. However, one can
repeat this procedure multiple times and correlate the timing and TMSI usage from
the multiple replies as in [52].

AKA Protocol Attack. To perform the AKA attack we replay a given authenti-
cation message for a speciic target for which the GAN proxy cached the legitimate
authentication data, i.e. RAND, AUTN. This data is sent unencrypted on the radio
link and could be captured with any equipment capable of sniing the radio link. As
soon as a dedicated channel is allocated to the MS, e.g., after being paged or when
initiating a phone call, our software crafts an authentication request Auth_Req
using the previously cached RAND and AUTN, i.e. replays a previous request. This
request is encapsulated into a GAN message and sent to the femtocell. The femtocell
takes care of delivering the authentication request message on the dedicated channel
assigned to the MS, as illustrated in Figure 4.3. The phone performs a validation
of the authentication request and answers with the authentication response. If the
response to the replayed authentication is a Synchronisation Failure (see Figure 4.5),
then the MS on this dedicated channel is the victim’s phone, and the victim is indeed
in the femtocell area. Otherwise, the attacker needs to inject the same message to
the other mobile stations in his area in order to ind out if the victim MS is present
or not.

The 3G AKA protocol is performed at each new session in the femtocell setting.
This makes the caching of the authentication parameters very easy. Though, we do
not have the tools to test if this applies when connecting to a typical Node B, we
tested the 3G/GSM interoperability scenario by using the Osmocom-BB software
and we observed that in this setting the execution of the AKA protocol can be
triggered by calling for example the victim mobile phone a given number of times
(by hanging up within a short time window this activity can be made non detectable
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Figure 4.5: Linkability Attack

As visible in the wireshark dissector trace, the device responds using an
authentication failure message, which contains a synchronization failure
as the reason. Thus, we can deduce the subscriber identity.

by the victim [52]). For instance, our experiments showed that the execution of the
AKA protocol on the UK Vodafone network can be triggered by calling six times
the victim mobile phone, and hanging up before it even rings.

To illustrate the use of our attacks, consider an employer interested in tracking
one of his employee’s accesses to a building. He would irst use the femtocell or
software-deined radio (SDR) equipment to snif a valid authentication request. This
could happen in a diferent area than the monitored one. Then the employer would
position the device near the entrance of the building. Movements inside the building
could be tracked as well by placing additional devices to cover diferent areas of the
building.imilarly, these attacks could be used to collect a large amount of data on
users’ movements in deined areas for proiling purposes, as an example of how
mobile systems have already been exploited in this direction is available in [80]. If
devices with wider area coverage than a femtocell are used, the adversary should
use triangulation to obtain iner position data.
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4.4 Discussion and Potential Mitigation

In this section we briely discuss potential privacy preserving protocol changes to
protect against the presented attacks. We have demonstrated two new violations of
3G privacy principles in UMTS networks. Despite the use of temporary identities to
avoid linkability and to ensure anonymity of 3G subscribers, active attackers can rely
on the paging procedure to break both anonymity and unlinkability. Moreover, the
AKA protocol provides a way to trace 3G subscribers without the need to identify
them in any way. While currently the attack depends on the operation of femtocell
equipment, it is important to stress that the underlying problem is the lack of privacy
preserving procedures in the protocol speciication. In order to address the discussed
scenarios, two diferent ixes are required to the protocol speciication of which one
is slightly more complex in practice.

To protect the IMSI paging procedure, a new shared session key called unlink-
ability key can be introduced. Such a key could be derived by applying a one-way
function to the long-term key stored on the subscriber’s SIM card and a random
challenge that is sent with the paging request. This key should only be used for
privacy preserving purposes. An MS receiving a paging request can use this un-
linkability key to decrypt the paging message in order to test the contained mobile
identity. By doing this, an adversary can observe IMSI paging performed over the
air interface, but cannot observe the mobile identity that is contained in the request.
Additionally, it needs to be addressed that these messages can be replayed by an
attacker to test the presence of a victim in a certain location. For this, a sequence
number similar as in the AKA procedure can be used to allow the victim to deter-
mine if the paging message was received out of order and may originate from an
attacker who is replaying captured messages.

Addressing the AKA linkability attack is slightly more complex. For this we
propose to introduce a lightweight public key infrastructure. Each MNO is in pos-
session of a unique pair of private and public key. The public key allows a mobile
device to encrypt privacy related information when sending it to the network. The
key can be deployed in the mobiles’ USIM. In order to address the AKA protocol
linkability attack, it is important that the error messages sent to the network in case
of an authentication failure do not leak privacy information due to the response that
can be observed by an attacker. In case of a failure, the response message will con-
tain all information that is required to either start the authentication procedure and
resend a fresh authentication challenge or start the resynchronization procedure.

In the ixed version of the AKA protocol, the initial procedures are the same.
The network will send RAND and AUTN to the mobile station and continue to
wait for a response. In case the MAC and sequence number checks are successful,
the procedure also carries on as expected. In case that either a MAC failure or a
synchronization error occurs, the mobile station will send a constant failure message
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to the network. This message is accompanied by the IMSI of the mobile station as
well as the sequence number.

In order to preserve the privacy of this information and speciically the con-
tained IMSI, the mobile station encrypts this message using the public key of the
network. In this situation, the network has all the needed information to start the
re-synchronization procedure. Furthermore, it needs to be ensured that the network
can authenticate this message in order to conirm that it was received from this spe-
ciic subscriber. Therefore, the sequence number is encrypted with the unlinkability
key that relates to the subscriber of the IMSI contained in the response message.

As a result of this, the network is able to deduce the error reason from the
sequence number and the IMSI provided by the subscriber and can proceed with
the recovery procedure. As Khan et al. [86] also notice, the practical implications
of such changes would be immense. It seems almost impossible to address these
threats without fully redesigning the entire system and associated protocols.
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5
Malicious Use of Modiied Subscriber

Equipment

Mobile telecommunication protocols almost exclusively focus on the link between the
MS and the serving network, the authenticity of the subscriber, and cryptographic
means to protect subscriber privacy when it comes to security. The security model is
usually very centric around billing, monetary interests, and the intention to preserve
inancial interests between communication partners. This often means that while
the subscriber has to authenticate itself, the phone is essentially treated as trusted
by the network. However, there is no guarantee that the underlying hardware and
baseband implementation acts in the interest of the network or other subscribers
though. This may become a concern in cases where the combination of hardware
and software is more powerful and is able to operate outside the boundaries of the
speciication.

A typical mobile phone contains a GSM modem. This GSM modem is usually
comprised of an RF frontend, an analog baseband, and a digital baseband. The RF
frontend is in charge of physically receiving and transmitting on GSM frequencies
via the GSM air interface (Um). It also includes the antenna switch, power ampliier,
and GSM band ilters. The analog baseband is responsible for the modulation and
demodulation and interfaces between the digital and the analog domain of the GSM
baseband. The digital baseband processes the digital signals and implements the
actual GSM protocol stack. The latter completely controls all aspects of the actual
communication from Layer1 to Layer3 of GSM [121].

This is a simpliied representation of the hardware/software contained in a
phone when interfacing with a mobile network. However, the gist of this is that
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with a couple of constraints (e.g., those posed by ilters), a phone is basically just a
piece of radio equipment that is not necessarily limited towards the intended use.

5.1 Mobile Phones as a Threat

We believe that modiied phones have to be considered as part of the threat model
for mobile telecommunication protocols. This includes both hardware and software
modiications. Some of the protocol procedures are intended to protect the network
against misbehaving or misconigured devices (e.g., the SIM related procedures of
AUTHENTICATION REJECT messages). However, this does not consider equip-
ment that is intentionally operating outside of its intended scope.

An example here is the work presented by Munaut et al.[91], which showed that
it is possible to take advantage of certain Motorola phones by modifying the digital
baseband irmware and remove the uplink ilters [96]. As a result, it is possible to
utilize the devices as a passive uplink snifer for GSM or even utilize the devices as a
BTS [112]. Using such modiications, it is possible to operate outside the boundaries
of the protocol speciications, which assume that mobile devices work in compliance
with well-deined speciications. However, the underlying hardware and software is
more powerful and modiied handset devices have to be considered in the threat
model.

Additionally, there is no mechanism that would enforce assumptions made by
protocol standards. Secure boot implementations that add cryptographic veriica-
tion of modem images make it harder for attackers to tinker with protocol implemen-
tations. However, this mechanism does not exist on all mobile devices (especially
low-end devices) and was not built to address this threat model, but rather allow
carriers to fulill other business requirements, such as implementing region locks.
Beyond that, nothing prevents custom built hardware without the same restric-
tions. Examples are the HackRF [93] and bladeRF [92] projects, which are low-cost
hardware platforms for software-deined radio. This means that none of the security
critical assumptions made in modern telecommunication protocols can be based on
expecting that device hardware and software works within the speciied functionality
only.

We will continue to show attack scenarios based on a modiied digital baseband
irmware implementation that is not operating as intended by the GSM speciications
and as a result, can be used to attack other subscribers.

5.2 Attack Description

In this section, we will provide the theoretical background of our attack, introduce
our experimental setup, and elaborate on the feasibility of such an attack.
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5.2.1 Threat Models

Denial of Service Attacks. The irst threat comprises an active attacker, in-
terested in signiicantly disturbing mobile terminated services within a speciic geo-
graphical area, e.g., a district or a part of a city. In certain situations it is desirable
to ensure that a person or a device is not reachable via mobile telephony. For ex-
ample a third-party may want to prevent a speciic call from reaching the victim.
The efect would be similar to the ability of selectively jamming incoming services
for a set of subscribers. This includes individuals and groups of individuals. Such
an attack would also have considerable business ramiications. While it would not
compromise the general operation of the carrier, it would afect their revenue. The
inability to receive a phone call will not only leave angry customers, it further im-
pacts the generated billing as subscribers are charged when a call is connected. If
any subscriber is able to place phone calls, but nobody is able to receive services, no
proit is created. An exception here are short messages, as SMS operates in store-
and-forward fashion and does not create billing on delivery of a message, but on its
submission.

Mobile Terminated Impersonation. The second threat considers an attacker
who aims to hijack a mobile terminated service. As a result, the service would
be delivered to the attacker instead of the victim. This turns a passive adversary,
who is able to observe air traic, into an active attacker who can accept the mobile
terminated service and impersonate the victim. For example an attacker could be
interested in hijacking the delivery of an SMS message. Consequently, it is possible
to read its content and at the same time prevent its submission to the victim. In
practice this could, for example, allow an attacker to steal a mobile Transaction
Authentication Number (mTAN), which is often used as two-factor authentication
for online banking, or any other valuable secret from the message. We also consider
an attacker who wants to impersonate a victim that is being called. By hijacking
the MT call setup, it is almost impossible for the calling person to verify the callee’s
identity by means other than the voice.

5.2.2 Paging Response Attack Description

Our attack is inspired by two speciic properties of GSM networks and its protocols.

Network State. GSM networks involve complex state machines [5] and face high
amounts of traic while operating on tight radio resource constraints. Consequently,
it is desirable to keep states as short as possible.

Broadcast Information. The paging procedure is initiated on a broadcast medium,
namely the PCH portion of the CCCH, and more importantly is performed before
any authentication or cipher setup takes place. This implies that any subscriber, in-
cluding an adversary phone, is able to observe paging requests for other subscribers,
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plus the inherent inability of the network to distinguish between a fake paging re-
sponse and a genuine one.

As a net result, it is possible to exploit these aspects to send paging response
messages on behalf of a victim being paged. The network stack can under no cir-
cumstances determine which of the replies is the legitimate paging response.

Denial of Service. The GSM documents do not specify the network behavior in
such a situation. Therefore, the behavior of such a race condition is implementation
dependent and may be exploitable. However, the state machine nature of GSM
protocols suggest that if an attacker is able to answer a paging request faster than
the intended subscriber, it will no longer be in a state in which it expects a paging
response and thus will ignore the message of a victim. Consequently, the victim will
receive a channel release message from the network. Next, the service setup will
not succeed if the attacker does not provide the correct cryptographic keys required
to complete authentication and cipher setup. Accordingly, the service setup cannot
proceed and for example, a call will be dropped. The result is a novel and powerful
denial of service attack against MT services that 1. does not rely on frequency
jamming; 2. does not rely on resource exhaustion; and 3. is very hard to detect.

We veriied that it is indeed possible to win the race for the fastest paging
response time, as we will demonstrate. We were able to carry out such an attack in
all major German operator networks including O2, Vodafone, T-Mobile, and E-Plus.

MT Session Hijacking. Exploiting the paging procedure does not only allow
disturbing communication. It is important to note that in certain network conigu-
rations, this attack could be abused beyond performing denial of service attacks. Not
all countries properly authenticate each service and use encryption. For example,
only under 20% of the networks analyzed by the gsmmap project [104] authenticate
mobile terminated phone calls 100% of the time. 50% of the tested networks only
authenticate 10% of the services [72].

In such a network, an adversary can efectively takeover any MT service that is
not authenticated and impersonate a victim. We assume a network without encryp-
tion and insuicient authentication as above. If the attacker is able to successfully
exploit the race condition on the air interface, it is possible to directly hijack an MT
service by following the protocol speciications. The paging response attack proceeds
as in the DoS scenario. However, in this case, by winning the race, an attacker can
accept, e.g., a victim’s phone call or short message.

The victim of such an attack is thus faced with two consequences. For a mobile
terminated call, it is not safe to assume that the called party is indeed the desired
person. For short messages this implies that a message may not reach the victim,
but additionally also that its contents cannot be considered secret.
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Even if the network is conigured to use encryption, an attacker is merely
required to perform an additional step. In an encrypted network without proper
authentication, the paging procedure is followed by the cipher setup. During this
process to create an encrypted channel, the network sends a cipher mode command
message to notify the MS of the encryption algorithm to be used. The cipher mode
complete response from the MS indicates a completion of the cipher setup. In a
network that uses encryption, this response has to be encrypted using the session
key Kc as input to the A5 encryption algorithm. This session key is derived from a
secret key Ki that is stored on the SIM card issued by the operator and a random
challenge RAND sent from the network to the MS. Due to the lack of perpetual
authentication, an attacker can fully impersonate the victim after cracking the ses-
sion key Kc and sending the cipher mode complete message. The cracked session
key then allows to decrypt the subsequent communication that follows the cipher
setup.

In practice, essentially both, the A5/2 cipher algorithm as well as the commonly
used A5/1 algorithm, have been broken and demonstrated to be cryptographically
weak [39, 40, 62, 102]. The session key can be acquired before hijacking the service
by sniing air traic and using the kraken tool [103]. Also, some networks are
conigured to still use A5/0 [68], which does not provide any encryption. This further
simpliies such an attack in those commercially deployed networks. Furthermore, for
the subsequent paging response attack, an attacker does not even require physical
proximity to a victim, because, as explained earlier, the carrier network is paging
throughout an entire location area. In order to exploit this, an attacker requires
a mobile device that enables him to observe traic on the air interface and send
arbitrary messages to the network. Additionally, a practical attack requires the fake
response to arrive prior to the victim’s message. Therefore, the attack is signiicantly
challenging in terms of timing.

We successfully implemented both, the MT service hijacking and the denial
of service attack. For the sake of simplicity, we obtained the session key through
the SIM browser in the engineering mode of a Blackberry phone. Nevertheless, as
outlined before this step, it can be obtained by a 3rd party by using a tool like
kraken [103]. Cracking of Kc is merely a step that has to be performed prior to our
attack, but is not part of the problem itself, which is the race condition. Given a
known Kc, our code to take over an MT session, can hijack the transmission of a
short message delivery in a real network.

It is important to note that the main reason for evaluating the paging race
condition in GSM was the availability of freely modiiable hardware and software.
However, modern telecommunication standards such as UMTS or LTE are making
use of exactly the same paging procedure principles [22, 31, 32]. Insuicient cryp-
tography and authentication further escalate the problem, but the root cause does
not only pertain to GSM. We will continue to examine the requirements, boundary
conditions, and feasibility of mounting such an attack in practice.
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5.2.3 Experimental Setup

Launching such an attack requires hardware and software to interact with GSM base
stations. More precisely, the attack relies on a device which allows us to modify its
baseband (BB) implementation in order to control its radio communication. Tradi-
tionally this has been very diicult due to the closed nature of the GSM industry
(phone manufacturers, baseband vendors, infrastructure equipment suppliers). For
many years there existed no freely modiiable radio communication hardware with
GSM stack implementations. As mentioned briely before, while the GSM speciica-
tions are publicly available (very comprehensive though, over 1000 PDF documents),
there are very few manufacturers of GSM equipment who have released any public
documentation.

However, this situation has changed in the last years with the availability of
inexpensive hardware such as the USRP [55] and various software implementations
around the Osmocom [118] project. Additionally, in 2004 the source code of the
Vitelcom TSM30 mobile phone was uploaded to a Sourceforge project [97], which
allowed a broader audience to study a GSM phone stack for the irst time.

Hardware Selection. There are basically three possible choices when it comes to
the hardware selection of our desired radio device: USRP or other SDR hardware,
Vitelcom TSM30, and certain TI Calypso chipset based phones. All of these devices
can be utilized as GSM radio transceivers with software modiications. Yet some of
these come with intrinsic disadvantages. First, for SDR hardware such as the USRP
there is currently no GSM baseband implementation that allows the device to be
used as a handset. While we could have implemented this, it would have been a very
demanding task. Second, even though available, the TSM30 source code is a full-
featured baseband implementation, which is too complex for our needs. Moreover,
the availability of TSM30 devices is sparse and they are not easy to obtain.

Instead we used Motorola C123 and Motorola C118 phones, which are based
on the TI Calypso chipset. These phones are inexpensive (around 20 Euros), easy to
obtain in quantity, and more importantly can be used in combination with the Free
Software baseband implementation OsmocomBB [123]. This enables us to receive
over-the-air traic and send arbitrary GSM frames.

Implementation. OsmocomBB implements a simpliied version of the GSM stack.
The GSM physical layer (L1) irmware runs on the phone, while the data-link layer
(L2) and Layer 3 (L3) run on a computer as an application (layer23). L1 and layer23
communicate with each other via a UART serial connection. Layer 2 implements
a modiied version of the Link Access Protocol for the D channel (LAPD) used in
Integrated Services Digital Network (ISDN) technology, called Link Access Protocol
on the Dm channel (LAPDm). Layer 3 comprises three sublayers: Radio Resource
management, Mobility Management, and Connection Management.
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Figure 5.1: Experimental Setup

We use several Motorola C1XX phones with custom baseband irmware,
GPS receivers, and a laptop for serial communication.

As our attack is based on paging, which is part of Layer 3, we required a
modiied version of the layer23 application. In practice our attack is particularly
time critical, because we have to win a race condition on the air interface. It became
evident that a layer23 implementation that runs on a computer is far too slow to win
the race given the bottlenecks such as queueing between multiple layers, scheduling,
and the use of UART serial communication. Consequently, we reimplemented a
minimal version of LAPDm and Layer 3 directly in the L1 irmware to run the
entire (malicious) software stack solely on the phone. Speciically this includes the
paging protocol, which is part of the radio resource sublayer.

Figure 5.1 shows our experimental setup consisting of a laptop and several
OsmocomBB phones. The serial cables are required in order to lash the irmware.
Using this implementation we can camp on speciic ARFCNs, observe paging re-
quests within a location area, and send arbitrary GSM layer2/layer3 messages in a
timely manner. Additionally, we used OpenBTS [49] in combination with a USRP
as a BTS to test our setup and perform various measurements as later described in
Section 5.2.5.
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5.2.4 Targeted Attacks

Attacking individual persons requires our OsmocomBB phone to observe air traic
and respond to speciic paging requests. In particular paging requests that contain
the victims mobile identity. For privacy reasons, most network operators use TMSIs
as mobile identities rather than the static IMSI. The TMSI is only valid within a
location area and is subject to frequent changes [13]. Therefore, we need to determine
the presence and the TMSI of a victim in a given location area.

For this we implemented the method proposed by Kune et al. to reveal the
mapping between TMSI and subscriber [75]. We modiied OsmocomBB’s layer23
mobile application and introduced functionality that issues n (where n is 10-20)
phone calls in a row. Next, the application terminates the connection before the
target phone is ringing, but late enough so that the network generates a paging
request. The victim phone does not ring during this early stage of the protocol
low, because it does not know yet what type of mobile service is incoming (e.g.,
call or short message). In our tests we empirically determined that, e.g., a time of
3.7 seconds after the CC-Establishment conirmed state has the desired efect in the
O2 network. The exact timing may difer slightly, depending on the network that is
used to initiate the call and the network in which the victim resides.

At the same time, a second phone is monitoring the PCH of any BTS within the
target location area for paging requests. All TMSIs contained in the observed paging
requests are logged together with a precise timestamp of the event. It makes sense
to choose the ARFCN with the best signal reception to minimize errors and possible
delays. By irst limiting the resulting log to time ranges in which our calls were
initiated, we can extract a number of candidate TMSIs. Further iltering the result
set for TMSIs occurring in repeating patterns that relect our call pattern yields
to a very small set of candidate TMSIs or even single TMSIs. This process can
be repeated to narrow down the set of candidate TMSIs to a manageable number.
If the network uses IMSIs for identiication, then an attacker could use the same
process to determine the subscriber’s identity. Alternatively, an attacker could use
a Home Location Register query service to obtain the IMSI directly [100].

By default, the monitoring phone does not react to any paging request. Af-
ter obtaining the victim TMSI, we transfer the TMSI via HDLC over the serial
connection to the monitoring phone. This also changes the phone’s role from a
solely passive listener to an attacker. It starts to compare TMSIs contained in pag-
ing request with the supplied victim TMSI. On every match, the attacking phone
promptly initiates the previously introduced paging protocol procedure to respond
irst. As a result, the paging response by the victim will be ignored and the call
will be dropped unless we fully accept the service. At this point, it is impossible
to reach the victim. To block MT services over a longer period of time, the sub-
scriber identiication procedure needs to be reissued due to TMSI reallocations over
time [5].
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Table 5.1: List of tested phones, their baseband chipset,
and the respective baseband vendor.

Device model Baseband chipset Baseband vendor
Blackberry Curve 9300 Marvell PXA930 Marvell

iPhone 4s MDM6610 Qualcomm
Samsung Galaxy S2 XMM 6260 Inineon

Nokia N900 TI Rapuyama Nokia
Nokia 3310 TI MAD2WDI Nokia

Motorola C123 TI Calypso OsmocomBB1

SciPhone Dream G2 MT6235 Mediatek
Sony Ericsson W800i DB2010 Ericsson

Sony Xperia U NovaThor U8500 ST-Ericsson
1 Layer1 paging attack code and modiied layer23 application.

5.2.5 Feasibility

The success of such an exploit depends essentially on the response time of the at-
tacker and victim devices. To achieve maximum impact, an attacker phone needs to
always respond faster than the “average” customer device. The response time of the
phone depends on a number of factors that are diicult to measure. This includes
signal quality, weather, network saturation, application processor operating system,
GSM time slots, and others. Yet, most of these parameters only have very little
impact on the overall response time.

As the baseband chipset and its GSM stack implementation handle all ra-
dio communication, including the upper layer GSM logic, we suspect it to be a
key contributor to a fast response time. We validate this claim by measuring the
timing of various phones with diferent baseband vendors. Referring to a market
report [2], Qualcomm and Intel alone accounted for 60% of the baseband revenue in
2011. Yet, relevant baseband chips and stacks that are currently available in mobile
phones on the market are Qualcomm, Intel (formerly Inineon), Texas Instruments,
ST-Ericsson, Renesas (formerly Nokia), Marvell, and Mediatek. We tested timing
behavior for diferent phones for each of these vendors. Additionally, we also tested
the response time for the OsmocomBB layer23 application to back up our claim
that this implementation is too slow to perform our attack. Table 5.1 lists the
tested phone models, chipset names, and the corresponding baseband vendor.

Timing Measurements. It is not feasible to modify the tested devices itself for
measurements, as we only have access to the operating system on the application
processor, and not the baseband. Furthermore, the phone could only guess when its
response hits the serving network. Thus, in order to estimate the paging response
time, we operate our own test GSM BTS based on a USRP and OpenBTS [49].
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OpenBTS implements a simpliied GSM network stack running on commodity hard-
ware while using the USRP device as a transceiver. We patched OpenBTS to obtain
timing information for the diferent steps during the paging procedure. Speciically,
we are interested in the time a phone needs to acquire a radio channel and to
send the paging response. This includes two parts of the paging procedure, the
time between the initial paging request and the channel request, and the time be-
tween the initial paging request and the reception of the paging response. We log
both of these timestamps for the relevant baseband vendors in nanoseconds using
clock_gettime(2). Additionally, we measure the same for an attack phone run-
ning our own lightweight, OsmocomBB-based baseband implementation. To trigger
paging activity, we consecutively send 250 short messages, one after each channel
teardown, to our test devices.

While we could have also used software like OpenBSC [122] in combination
with a nanoBTS [69], we decided to utilize OpenBTS to be in full control over the
transmission and reception. The nanoBTS is controlled over Ethernet, runs its own
operating system, including scheduling algorithms, and cannot be modiied. Thus,
we used OpenBTS to minimize the deviation that may occur due to the nature of
this BTS device.

Timing Observations. Figure 5.2 summarizes the results of our time measure-
ments for each baseband vendor. It shows the elapsed time between the irst paging
request message sent to the phone, the arrival of the channel request message, and
the occurrence of the paging response. Interestingly, the generation of the phone
had little inluence on the response timing. In our tests, a Nokia 3310, which is 10
years older than the tested Nokia N900, shows almost the same timing behavior.
We do not have a deinitive answer to explain this observation.

However, a plausible explanation can be found in the age of GSM. GSM was
developed in the 1980s and most of the mobile telephony stacks for GSM are of this
era. As most baseband vendors nowadays concentrate their eforts on exploring the
technical challenges of 3G and 4G telephony standards, we believe that GSM stacks
have not been modiied for a long time. We do not expect signiicant modiications of
baseband stacks by the respective vendors nowadays. Thus, we assume that timing
behavior across diferent phone platforms using the same baseband will show similar
patterns.

The most important observation from Figure 5.2 is that on average, with a
conidence interval of 95%, our minimal OsmocomBB-based implementation is the
fastest in transmitting the channel request and paging response. For our implemen-
tation, there is roughly a 180 milliseconds delay between the paging request and the
arrival of the paging response. Thus, on average our attack implementation is able
to transmit the inal paging response prior to all other major basebands and can
be conducted within the duration of a single multiframe (235.4 ms). This includes
the OsmocomBB layer23 mobile application, which is signiicantly slower than our
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Figure 5.2: Paging Response Time Measurements
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We measured the time diference between initial paging request and
subsequent channel request or paging response for diferent baseband
vendors. Conidence interval: 95%.

self-contained layer1 attack software and shows similar timing performance as con-
ventional phones. Therefore, with a very high likelihood, our software is able
to win the race. It is also noteworthy that our lightweight stack can transmit the
paging response almost immediately after the channel request (and reception of
the Immediate Assignment). The test devices show a gap of at least 200ms before
the transmission of the paging response. We expect that this is related to inter-
nal scheduling algorithms and queuing mechanisms between diferent layers of the
baseband implementation.
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5.3 Attacking Location Areas

Besides attacking individual subscribers, we show that it is also possible to leverage
this attack to disrupt network service in large geographical regions. As explained in
Section 2.1.3, the serving network does not always have the knowledge of the exact
location a subscriber resides in. As a consequence, it also does not know which BTS
is currently within a good reception of the mobile device. The phone announces
a change of the location area by performing the Location Update [5] procedure.
By monitoring System Information [5] messages on the Broadcast Control Channel
(BCCH), a phone can keep track of location areas served by the BTSs within re-
ception. The aforementioned lack of knowledge is compensated by the network by
distributing paging requests throughout all base stations in the location area. This
implies that an adversary is able to observe and respond to paging requests not only
transmitted by a single BTS, but within a larger geographical region formed by the
location area.

We already showed in Section 5.2.5 that we win the race for the paging response
with high probability. Given that an attacker is able to answer all paging requests
that can be observed on the PCH, it is possible to perform a denial of service attack
against all MT services within the location area. Depending on its size, the impact
of this would be massive, e.g., breaking MT calls in areas as large as city districts
or even bigger regions. However, in practice there are a few obstacles to consider.

Depending on the paging activity, it is unlikely that service in an entire ge-
ographical region can be disrupted by a single attacker phone. In order to send
the paging response, the MS has to tune to a dedicated channel. As a result, it
would not be able to observe paging requests while being in dedicated mode. After
sending the response, the attacker MS has to resynchronize with the BTS to observe
CCCH/PCH traic again. By logging timestamps for the various protocol steps, we
measured the time for this procedure on the OsmocomBB side. On average we need
745 milliseconds to resynchronize in order to receive further paging requests after
we sent the response. Furthermore, as shown in Figure 5.2, we need on average 180
milliseconds to transmit the paging response. This means that in ideal conditions,
with a single phone, we are able to handle up to

60s
745ms + 180ms = 64.8 paging requests per minute.

Depending on the network activity, this may or may not be enough to answer all
paging requests. Additionally, we need to examine the diferent paging activities
that can be seen in real operator networks. If the paging activity is very large, then
the attacker may need to use multiple phones to perform the attack. Finally, to get
an understanding of the impact of such an attack, we need to determine the size of
the geographical region covered by a location area.
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5.3.1 Location Area Paging Activity

An attack against an entire location area, e.g., in a metropolitan area, requires
an adversary to respond to all paging requests in that area. Consequently, the
eiciency of a large-scale attack depends on the operator speciic paging activities
and the allocated resources on the attacker side.

For the purpose of estimating paging activity, we modiied our OsmocomBB
stack to log all TMSIs in combination with a time stamp of its appearance. Because
the paging requests are broadcasted throughout a location area, camping on one
operator BTS for that area is suicient to observe all paging activity for that area on
the CCCH/PCH. We recorded the TMSIs in paging requests for all major German
operators in a metropolitan area over a time period of 24 hours. The logs were
created at exactly the same location, at the same date and time. We observed
that in some cases the network is not paging with the TMSI but with the IMSI.
For instance, if the subscriber is marked as attached to the network, but cannot
be reached using the TMSI, the MSC starts paging using the IMSI. In this case,
depending on the operator network coniguration, paging may also be performed
outside of the location area. However, this type of paging request is the minority
and thus ignored in our measurements. Furthermore, assuming that a subscriber is
present in the monitored location area, the network very likely already paged using
the TMSI in this area. Obviously, it is simple to implement the attack in the case
that network pages using IMSIs instead of TMSIs. In fact our code can also handle
IMSIs.

Figure 5.3a summarizes the paging observations. The irst observation to be
made is that paging activity heavily varies throughout the time of the day. The
observed pattern is not random, but rather relects human activity during typical
days. It is also interesting to note that the amount of paging requests heavily difers
among the various tested operators. While for example E-Plus at peak times has a
rate of roughly 415 TMSIs contained in paging requests per minute, Vodafone has
almost 1200 in the same time period.

Such diferences can be caused for example by the number of active subscribers
in the network, or the size of the respective location area. During this measurement,
we noticed several reoccurring TMSI patterns. Vodafone is actually always paging
each TMSI at least two times. A second paging request is always issued two seconds
after the initial paging request. This explains the massive amount of paging requests
and we suspect this to be an attempt to improve the overall subscriber availability.
Also, our logged data shows that some of these TMSIs are paged at regular intervals.
We believe that these requests may partially be directed at M2M devices, e.g., for
remote monitoring.

Figure 5.3b shows a iltered version of Figure 5.3a. Speciically, we iltered
appearances of TMSIs contained in paging requests that we do not need to respond
to. 3GPP TS 04.08 [5] speciies a timer, T3113, that is set on transmission of
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Figure 5.3: 24 Hour Paging Measurement

(a) Uniltered measurement including all TMSIs observed in paging re-
quests in all four major German carrier networks during the mea-
surement period.

(b) Filtered measurement result, removing TMSIs from paging requests
caused by the expiry of the T3113 timer.
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a paging request. If no paging response was received prior to the expiry of this
timer, the network reissues the paging request by paging the mobile subscriber again.
However, assuming that we are able to observe and respond to all paging requests,
this retransmission would not occur during an attack. Therefore, these can be iltered
from the result. By analyzing the logged TMSIs and the respective timestamps, we
recorded the reappearance of each TMSI that was originally transmitted as part
of a paging request. The vast majority of reappearances in time reach a common
maximum which we assume is the timer value. A prevalent value seems to be ive
seconds. It is also reasonable that this is caused by a triggered timer. A normal call
setup takes longer than ive seconds [75] and short messages are queued at the SMS
service center and likely transmitted over the same channel following one paging
request.

As a result, the overall activity of relevance in practice is lower than the general
amount of TMSIs contained in observed paging requests. The Vodafone measure-
ments can be reduced by almost 22% during peak times and 33% during low activity
times. However, due to the limited memory resources of the attacking phones, we
cannot take this into account during an active attack.

5.3.2 A Randomized Attack Strategy using TMSIs

The measured data in Section 5.3.1 suggests that even in location areas with low
paging activity an attacker needs more than a single phone to respond to all paging
requests. Thus, paging requests need to be distributed across multiple attacking
phones. While serial communication could be used to coordinate these eforts, it
also poses a signiicant slowdown. Consequently, using serial communication would
lower the chance to win the race. We therefore decided to not make use of any
actual communication between attacking devices, but to use a probabilistic approach
instead.

For this, we analyzed the TMSI values to determine the statistical distribution
of each individual TMSI byte as contained in respective paging requests. Namely,
to prevent the collection of mobile subscriber identities and thus enable tracking,
mobile phones are in most cases identiied by their TMSI instead of their IMSI. To
provide strong anonymity, a network should therefore suiciently randomize those
short term identities to provide unlinkability. A statistically uniform distribution
would ease randomly distributing the paging load across multiple phones.

However, an analysis of collected TMSIs highlights that not all bits of the TMSI
are suiciently random or at least uniformly distributed. This may be, because some
parts of the TMSI can be related to, e.g., the time of its allocation [11]. We also
observed that certain bytes of the TMSI appear more frequently in speciic ARFCNs.
Thus, we further analyzed the distribution of each individual of the four TMSI bytes,
for all tested operators. We use O2 as an example operator here even though nearly
identical patterns can be seen for other carriers.

“On the Impact of Modiied Cellular Radio Equipment”



74/111 Chapter 5 Malicious Use of Modiied Subscriber Equipment

Figure 5.4: Statistical Distribution of TMSI Byte Values based on 437734
Samples from the O2 Network
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(a) Byte 3
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(b) Byte 2
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(c) Byte 1
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(d) Byte 0

Figure 5.4 shows for each possible byte value how often a speciic value was
found in TMSIs contained in paging requests that we logged. As visible, all byte
values are not uniformly distributed. However, the Figures 5.4a, 5.4b, and 5.4c
show a signiicantly diferent pattern from Figure 5.4d. Not every possible value of
observed values of the least signiicant byte (LSB) of the TMSI is encountered with
equal frequency on the air interface. For example the value 0xff is not used at all.
Some seem to be more likely than others. Nonetheless, Figure 5.4d shows that value
ranges are close to a uniform distribution.

This becomes more plausible in Figure 5.5, which compares the cumulative
distribution function for the LSB values with the uniform distribution. We make
use of this characteristic to delegate speciic attack phones to dedicated TMSI LSB
byte ranges. Thus, we can distribute the immense amount of paging between several
phones by simply using randomization and thus avoid coordination at all.

Outliers for certain value ranges could be compensated by adding more phones
to the speciic range. To prevent recompilation of our OsmocomBB-based irmware
for a distinct value range, we introduced a mechanism to conigure the range at
runtime. This mechanism is similar to the TMSI setting described in Section 5.2.4
and is based on a HDLC message over serial.

A similar distribution could be achieved by hashing TMSI values and assigning
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Figure 5.5: Cumulative TMSI Byte Distribution

We applied the cumulative distribution function to Byte 0 (LSB) of all
TMSIs contained in paging requests that were observed in the German
carrier network of O2. The result is very close to a uniform distribution.

individual phones to speciic hash preixes. However for simplicity and to reduce the
response time as much as possible we decided not to do this.

5.3.3 Mapping Location Areas

When performing a large-scale attack against a geographic region, we have to deter-
mine the size covered by the location area. Speciically, this knowledge enables an
adversary to precisely plan the afected zone of such an attack. An attacker carefully
selects the target location areas for speciic regions and operators.

Location areas are not organized to cover equally large areas. As pointed
out in Section 5.3.1, this impacts the paging activity that can be observed in a
speciic location area. Their size difers among operators and speciics of the covered
environment. In fact, because of its impact on mobility management, location area
planning is an important aspect for mobile network operators. Its size manifests a
trade-of between subscriber-induced and network-induced performance degradation.
Small location areas can cause a signiicant signaling overhead in the core network
due to frequent location updates. It has already been demonstrated, that this can
lead to denial of service like conditions [94]. A large location area causes additional
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load due to the paging overhead.

The Location Area Code (LAC), which is part of the Location Area Identiier
(LAI), is broadcasted by each BTS in regular intervals on the BCCH via a System
Information Type 3 message. To map location areas, we use a slightly modiied
version of the cell_log application from the OsmocomBB tool-chain. cell_log scans
all ARFCNs in the assigned GSM frequency spectrum for a carrier signal. It then
attempts to sync to these frequencies and logs decoded system information messages
as broadcasted on the BCCH. In combination with of-the-shelf GPS receivers, we
determine the geographic location of the observed LAC.

By slowly driving through the city in a car, we collected a number of waypoints
and the respective GSM cells in sight. To minimize the loss due to driving speed,
the scan process was performed simultaneously on eight OsmocomBB devices. In
order to estimate the surface covered by a location area, we calculated the convex
hull of points within the same LAC. The size of location areas in a metropolitan area
such as Berlin varies from 100km2 to 500km2. From our study, the average location
area in Berlin covers around 200km2. Data from OpenCellID and Crowdlow [74, 76]
indicate that outside of the city center location areas exist that cover over 1000km2.
Figure 5.6 shows location areas that we mapped for one of the four major operators
in Berlin.

Most location areas partially overlap with geographic regions that are part of a
diferent area. These results provide a rough insight on dimensions of location areas
in a metropolitan area. It also shows that a large-scale denial of service attack based
on the paging procedure has a signiicant impact to a large number of subscribers.

5.3.4 Ampliication of the Paging Response Attack

The attack procedure as introduced in Section 5.2 does prevent MT services from
being delivered to a subscriber. However, it does not provide a persistent way to
cause denial of service conditions. Access to mobile services is denied as long as
an adversary is running the attack. Accordingly, calls reissued by subscribers to
reach a person, have to be attacked again, which may further raise the paging load.
To prevent this, we make use of another attack that has been publicized before.
Munaut discovered that the IMSI DETACH message is not authenticated in GSM
and 3G networks [89]. As a result, an attacker can easily craft detach messages
on behalf of a victim. This message acts as an indication to the network that a
subscriber is no longer marked as available for the carrier. As a result, the network
marks the mobile station as detached and will no longer page the subscriber until it
reassociates with the network. Consequently, this stops the network from delivering
MT services. During normal operation, this message is generated by the phone and
sent to the network, e.g., when it is being switched of.
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Figure 5.6: Location Areas in Berlin

We mapped the Location Areas of Vodafone Germany in Berlin during
a ield test by slowly driving through the city center and correlating
observed cell ids with GPS coordinates.

The mobile identity contained in the detach indication message is not limited
to IMSIs, but can also contain TMSIs. By combining the paging response attack
with the IMSI detach attack, it is therefore possible to amplify its efect. After
each paging response, our OsmocomBB implementation reuses the collected mobile
identity to send a detach message. Accordingly, our attack ensures that an initial
call to a subscriber will be terminated and that reissued services such as calls will
not cause paging activity again. Thus, by doing so, we efectively reduce the paging
load over time.
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5.3.5 Large-scale Attack Feasibility

We continue to evaluate the feasibility of a large-scale attack using multiple phones
against commercially deployed networks. The transmission of a large number of
RACH bursts and SDCCH channel allocations may be limited due to radio resource
bottlenecks. We therefore verify, whether or not a single cell provides enough re-
sources, or an attack needs to be conducted in a distributed fashion.

Prerequisites. In the following, we denote the TMSI paging request activity as
rrequest and the number of required phones to handle this respectively as nphones. As
discussed in Section 5.3.2, the TMSI LSB value range is used to equally distribute the
paging load across multiple attacking phones. Therefore, assigned phones need to
wait for a range match. On average this requires tmatching = nphones/rrequest seconds.
On a match, the phone sends a channel request on the RACH and a paging response
on an SDCCH in tresponse seconds. It inally synchronizes back to the CCCH in
tsync seconds to be prepared for the next run. The required time for an attack is
therefore tattack = tmatching + tresponse + tsync seconds. Thus, for a successful attack,
the minimum number of phones an adversary requires is nphones ≥ rrequest · tattack.

RACH Resource Constraints. The available resources provided by a single
cell depend on its coniguration. The GSM speciications deines a number of valid
channel conigurations [10]. Thus, an adversary is limited by the number of available
RACH slots and the number of SDCCHs that a cell provides. In practice cells in
metropolitan areas use the BCCH+CCCH or FCCH+SCH+CCCH+BCCH channel
conigurations on the irst time slot. These are not combined with DCCHs and
therefore allow all 51 bursts on the uplink of a 235.4 ms 51-multiframe to be used to
transmit channel requests on the RACH. Because the RACH is a shared medium,
collisions with requests of other subscribers may occur. According to Traynor et
al. [94], the maximum resulting throughput is 37%. As a result, an attacker can
transmit up to rRACH = 51/0.2354 · 0.37 ≈ 80 channel requests per second in a
single cell. Consequently, given that nphones ≤ nRACH = rRACH · tattack is true, a
single cell can fulill the channel request requirements.

SDCCH Resource Constraints. Following the channel allocation, the adversary
phone uses an SDCCH to send the paging response. Analogical to the RACH,
SDCCHs in medium- or large-sized cells in a metropolitan area are provided on a
separate time slot. A typical SDCCH/8+SACCH/8 channel coniguration comprises
8 SDCCHs per 51-multiframe, in theory ofering: rSDCCH = 8/0.2354 = 34 SDCCHs
per second. Clearly this may make the signaling channel the major bottleneck
for this attack. Accordingly, the occupation time of these channels needs to be
taken into account. For example according to Traynor et al., a rough estimation of
the occupation time of the channel for an Insert Call Forwarding operation is 2.7
seconds [94]. Compared to this, our attack occupies the channel for a very short
duration, as shown in Section 5.2.5.
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Table 5.2: Example resource require-
ments for E-Plus.

Variable Value Reference
rrequest 415paging/min Section 5.3.1
tresponse 180ms Section 5.2.5
tsync 745ms Section 5.3

Similar to the RACH requirements, the maximum number of attacking phones
per cell is therefore bounded by nphones ≤ nSDCCH = rSDCCH · tattack.

Example Computation. The following is an example, based on the peak values
from our measurements gathered for the E-Plus network and as relected in Table 5.2.
Based on the previous equations, at least nphones ≈ 10.820 phones are required to
attack a typical location of E-Plus. Given the costs of the Motorola devices, this is a
reasonably small amount. Each paging response attack lasts tattack ≈ 1.564 seconds.
This allows up to nRACH ≈ 125 phones without a saturation of the RACH. For the
SDCCH, the above formula yields to a maximum of nSDCCH ≈ 53 phones. It is also
important to note that the number of phones is proportional to the impact. This
means that half of the attacking phones would still be able to disrupt service for
half of the subscribers of a location area.

A single cell therefore provides enough resources to attack a complete location
area of a considerably small operator. In practice these resources are shared with
legit MO and MT traic. The exact traic patterns and the number of cells per
location is unknown. Furthermore, a combination with the IMSI detach attack
prevents phones that reside in the location area to generate further MT activity.
As we cannot estimate these activities, we do not include this in our calculation.
Nevertheless, the results indicate the required resources for a large-scale attack do
not extensively exhaust the resources provided by a cell. Additionally, there is
no technical limitation of distributing attacking phones across a small number of
diferent cells.
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5.4 Countermeasures

In this section we present two countermeasures against the attacks we developed.
Speciically, we propose diferent approaches to resolve both problems. A solution
is required to not only ix the denial of service issue, but at the same time the MT
service hijacking. Unlike the second prevention strategy, the irst solution solves
both issues at once, but requires a protocol change.

For the irst solution, we propose a change to the paging protocol procedure [5].
To perform authentication, the network is sending a 128 bit random challenge
(RAND) to the subscriber. Based on the secret key Ki that is only stored on the
SIM card and in the authentication center of the network, the subscriber computes
a 32 bit response value using the A3 algorithm. The so-called Signed Response
(SRES) value is sent back to the network. In the same fashion, the operator net-
work computes SRES based on Ki as stored in the authentication center. If both
SRES values match, the subscriber successfully authenticated itself to the network.
However, as mandated in the GSM speciication, the authentication is performed
after the paging response is processed. As also outlined in the previous chapter, the
same principle applies to UMTS [28]. Therefore, the paging response itself is not
authenticated.

By adapting the protocol to include the RAND value in the paging request and
SRES in the paging response, this can be changed. This implies that all of the paging
responses are authenticated, which eliminates session hijacking. At the same time a
paging response that includes authentication information can be used by the network
to validate the response before changing the state to not expect further paging
responses. Thus, also solving the denial of service attack. It is important to note
that this requires a fresh RAND for every authentication to prevent replay attacks.
This is similar to the protocol change proposed in Section 4.4, which encrypts the
paging request using a shared session key called unlinkability key. While they use
this key to prevent tracking of subscribers via IMSI paging, the same modiication
also prevents our described attacks. Unfortunately, partly due to the diiculty of
updating devices in the ield, the industry is reluctant to apply new protocol changes
to commercially deployed networks.

Moreover, it is noteworthy that this particular solution only addresses the
paging protocol issues, but other parts of the protocol stack will be left potentially
vulnerable to similar attacks. For example, the immediate assignment procedure
could potentially be abused in a similar way. An attacker could observe immediate
assignment messages, immediately tune to the allocated dedicated channel, and
subsequently free the radio resource.

The second solution involves no protocol change, but has to dismantle each
problem individually. The MT session hijacking issue can be addressed by enforc-
ing authentication for each service request. This would also overcome MO session
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hijacking. In order to eliminate the denial of service attack, the MSC/VLR state
machine needs to be changed. Speciically, the MSC/VLR has to be able to map all
incoming paging responses to the correct service as long as no fully authenticated
session exists. Accordingly, this circumvents the denial of service attack.
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Conclusion and Future Work

The trust in the security of cellular networks and speciically the widely used GSM
standard has been shattered several times. Yet, the interest in this technology
is rising. Deployed 3G femtocells already outnumber traditional 3G base stations
globally, and their deployment is increasing rapidly [59]. However, the security of
these low-cost devices and the overall architecture seems poorly implemented in
practice. Attacks against this type of mobile telecommunication technology are a
recurring pattern, yet the industry does little to prevent active attacks by proactively
including these types of scenarios in their threat model. Standardization bodies
and the industry appear to be mostly operating on a reactive basis in terms of
telecommunication security.

The undisturbed operation of telecommunication networks is traditionally based
on trust. The inherent trust that each subscriber and participant in communication
plays by the rules. Telecommunication network security is traditionally based on
secrets, and the fact that it is hard for adversaries to tamper operation equipment.
It has become evident in the past (e.g., due to external gateway providers, massive
fraud problems, 3G to GSM downgrade attacks) that it is problematic to rely on this
trust. Still, as shown in this thesis, the femtocell network architecture heavily relies
on a single point of failure, the device itself. Nonetheless, due to several available
and modiiable software and hardware projects for telecommunication, including
femtocells itself, this trust relationship has to be considered broken.

In this thesis we looked at several aspects of mobile telecommunication security
and speciically the involved protocols and their potential for abuse given an adver-
sary in possession of modiied radio equipment. This includes the mobile station
part as well as access network equipment. We evaluated and demonstrated attacks
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originating from a rogue femtocell and their impact on end users and mobile oper-
ators. They are inherently trusted, able to monitor and modify all communication
passing through them, and with an ability to contact other femtocells through the
VPN tunnel. Yet when placed in untrustworthy hands, this assumption of trust
proves dangerous. It is not only possible to intercept and modify mobile commu-
nication, but also to completely impersonate subscribers. Additionally, using the
provided access to the operator network, we could leverage these attacks to a global
scale, afect the network availability, and take control of a part of the femtocell
infrastructure. Furthermore, we demonstrated that widely deployed protocols in 3G
networks, which aim to prevent unauthorized parties from tracking individuals, are
still not completely providing privacy. Moreover, we evaluated these shortcomings
originating from the IMSI paging procedure and the 3G AKA protocol in practice
using a modiied femtocell device.

We continued to show how to exploit the aforementioned trust, by exploiting
the paging procedure on a broadcast medium utilizing a mobile phone running a
customized baseband stack. We demonstrated that it is possible to leverage a race
condition in the paging protocol to a novel denial of service attack and the possibility
to hijack mobile terminated services in GSM. Moreover, we showed that this attack
can not only disturb communication for single subscribers, but can also greatly afect
telephony in larger geographical regions formed by location areas. A motivated
attacker can interrupt communication on a large scale by merely utilizing a set of
older, inexpensive consumer devices that are still available on the market. This is
considerably more eicient compared to traditional radio jamming due to the broad
frequency range of mobile carrier networks and the size of location areas.

As our experimental results demonstrate, this has a considerable impact on
mobile telecommunication. By modifying of-the-shelf equipment, we were able to
mount denial of service attacks, hijack mobile-terminated transmissions, imperson-
ate other subscribers, attack operator core infrastructure, modify subscriber traic,
and other attacks. In the case of the femtocell technology, we believe that attacks
speciically targeting end users are a major problem and almost impossible to mit-
igate by operators due to the nature of the current architecture. The only solution
towards attacks against end users would be to treat the femtocell as an untrusted
device and rely on end-to-end encryption between the phone and the operator net-
work. However, due to the nature of the 3G architecture and protocols as well as
the large amount of required changes, it is probably not a practical solution.

As this thesis has shown, active attackers running modiied hard- and software
have to be actively considered by standardization bodies when designing future
protocols beyond LTE. As the overall design of these technologies’ comes with too
many single points of failures, it is even more important to assure complete and
secure authentication of all message exchanges as well as exploring options for end-to-
end encryption for oloading technologies such as femtocells. In the latter case, the
authors would furthermore like to question whether or not the practical advantages
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of femtocell technology outweigh their potential for critical attacks.

Addressing such problems in practice is diicult due to the large number of
stakeholders in this ecosystem and complex relationships between them: handset
manufacturers, network equipment manufacturers, carriers, baseband vendors, and
standardization bodies. The complexity of such systems is furthermore driven by
backwards-compatibility and inter-working requirements. Furthermore, as long as
there is no revenue loss for carriers, there is very little incentive to deploy changes.
Nonetheless, it is important to recognize that while telecommunication systems have
to be considered as part of critical infrastructure for entire countries, security of these
systems is not regulated at all. Security settings and protocol changes are left to the
industry and carriers. It appears to be an interesting idea that regulation bodies
would enforce a set of security requirements for mobile telecommunication networks
as well.

Future Work. As the days of locked-down radio equipment and telecommunica-
tion stacks are over, especially in the era of software-deined radio, mobile network
protocols have to explicitly protect against this particular threat model. However,
with the development of more and more complex components for mobile networks,
defending those will become more diicult. While we have shown in this thesis
that modiied equipment can be used to attack subscribers and protocol procedures,
open radio equipment also leads the road to a completely diferent attack surface,
the carrier network itself.

It is important to keep in mind that carrier networks are driven by software,
which is exposed over the air interface to often anonymous adversaries. Additionally,
this software has been artiicially kept away from attackers due to the complexity of
these protocols and lack of access to hard- and software that can be freely modiied.
This means that contrary to traditional software, e.g., network server software, it is
safe to assume that these services have been kept away from attackers hammering
on the software implementation to ind exploitable bugs. Software security has
many facets of which many are unsolved problems and even the strongest defense
mechanisms that we know of have often been bypassed several times in practice.

Of course, the industry is also advancing in several areas. For example the
Security Development Lifecycle (SDL) [84] developed by Microsoft has been adopted
as the de-facto best practice in many industries related to computers. However, it
appears to be a recurring pattern in information security that the strongest software
in terms of security is often one that has been the target of attackers for years. With
this in mind, the exploration and exploitation of carrier network infrastructure over-
the-air appears to be an interesting area for future studies based on modiied cellular
equipment. We demonstrated the immense impact of maliciously controlled carrier
infrastructure on the security of mobile telecommunication.

We continued to prove that an adversary with modiied subscriber equipment
can attack other subscribers and implicitly cause monetary damage to a carrier net-
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work. The natural combination of the two, the ability to modify end user devices to
send crafted protocol payloads to exploit software laws within the operator network
and the abilities that an adversary with access to carrier infrastructure has, can be
seen as the holy grail in wireless attacks on mobile telecommunication.
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A
Abbreviations and Acronyms

L3 3GPP Layer 3

2G Second Generation

3G Third Generation

3GPP 3rd Generation Partnership Project

4G Fourth Generation

AGCH Access Grant Channel

AKA Authentication and Key Agreement

AN Access Network

AP Access Point

AS Autonomous System

ARFCN Absolute Radio Frequency Channel Number

AuC Authentication Center

AUTN Authentication Token

BCH Broadcast Channels

BS Base Station

BSC Base Station Controller

BSS Base Station System or Subsystem

BTS Base Transceiver Station
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CCCH Common Control Channel

CGI Cell Global Identity

CS Circuit Switched

CSG Closed Subscriber Group

CI Cell Identity

CK Cipher Key

CM Connection Management

CN Core Network

DCCH Dedicated Control Channel

DoS Denial of Service

EAP-SIM Extensible Authentication Protocol Method for GSM Subscriber
Identity Modules

EAP-AKA Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement

ESP Encapsulating Security Payload

FAP Femtocell Access Point

FCC Federal Communications Commission

FDMA Frequency Division Multiple Access

FTP File Transfer Protocol

FMC Fixed Mobile Convergence

GAN Generic Access Network

GANC GAN Controller

GA-CSR Generic Access Circuit Switched Resource

GA-PSR Generic Access Packet Switched Resource

GA-RC Generic Access Resource Control

GNSS Global Navigation Satellite System

GPS Global Positioning System

GPRS General packet radio service

GSM Global System for Mobile Communications

GSM-RR GSM Radio Resource

HLR Home Location Register
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HMS HNB Management System

HNB Home Node B

HNB-GW HNB GateWay

HNS Home Node B Subsystem

HSS Home Subscriber Server

IK Integrity Key

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

IP Internet Protocol

ISP Internet Service Provider

JTAG Joint Test Action Group

LAC Location Area Code

LAI Location Area Identiication

LAN Local Area Network

LCS Location Services

LTE Long Term Evolution

MCC Mobile Country Code

M2M Machine to Machine

ME Mobile Equipment

MitM Man-in-the-Middle

MM Mobility Management

MNC Mobile Network Code

MNO Mobile Network Operator

MO Mobile Originated

MS Mobile Station

MSC Mobile-services Switching Center

MSISDN Mobile Subscriber Integrated Services Digital Network Number

MT Mobile Terminated

NAT Network Address Translator

NB Node B
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OAM Operation, Administration, and Maintenance

OAMP Operation, Administration, Maintenance, and Provisioning

OS Operation System

OTA Over-The-Air

PCH Paging Channel

PLMN Public Land Mobile Network

PLMNO Public Land Mobile Network Operator

PM Performance Management

PS Packet Switched

PSTN Public Switched Telephone Network

QoS Quality of Service

RACH Random Access Channel

RAND Random Challenge

RES Authentication Response

RNC Radio Network Controller

RNS Radio Network Subsystem

RRLP Radio Resource LCS Protocol

SeGW Security GateWay

SFR Société Française du Radiotéléphone

SGSN Serving GPRS Support Node

SDCCH Standalone Dedicated Control Channel

SIM Subscriber Identity Module

SIP Session Initiation Protocol

SMS Short Message Service

SOAP Simple Object Access Protocol

SSH Secure SHell

SQN Sequence Number

TDMA Time Division Multiple Access

TMSI Temporary International Mobile Subscriber Identity

UART Universal Asynchronous Receiver/Transmitter
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UE User Equipment

UMA Unlicensed Mobile Access

UMTS Universal Mobile Telecommunications System

USIM Universal Subscriber Identity Module

UTRAN Universal Terrestrial Radio Access Network

VLR Visitor Location Register

VoIP Voice over IP

VPN Virtual Private Network

WLAN Wireless LAN

Wi-Fi Wireless Fidelity

XRES Expected Response

ZAP Zone Access Point
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