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Abstract

Machine-to-Machine (M2M) communication provides a new paradigm that aims
to increase the level of system automation by enabling every physical and virtual
object to be integrated seamlessly into a large-scale Smart City framework. The
fact that connected objects represent activities related to all-day applications im-
poses different challenges to manage the heterogeneity of underlying technologies
and application domains. Some applications in the Smart City context have critical
requirements in terms of data latency and demanded throughput, such as eHealth
and Smart Grid. However, current networks treat traffic generated by different
applications in the same way regardless of the content or its source.

Recently, several divergent standards and protocols have been specified for M2M
communication and the Internet of Things (IoT) service platforms. Each protocol
focuses on a specific aspect of M2M communication. The lack of a protocol that
can satisfy the heterogeneous requirements of M2M/IoT applications has resulted
in a highly fragmented protocol stack in M2M /IoT systems.

Considering the variety in operating conditions and Quality of Service (QoS)
requirements, it’s impossible to depend on one protocol for all data streams or all
applications. The core question addressed by this dissertation is which transport
protocol should be selected for a defined M2M application. In this dissertation, a
framework is introduced that enables the dynamically adaptation to transporting
heterogeneous traffic of M2M applications and mediation with other M2M plat-
forms. The objective of the proposed framework is to increase the adaptability of
M2M nodes in transporting flows of requests from connected objects, be it resource-
constrained or resource-rich, and different applications demanding heterogeneous
QoS requirements. The concepts were integrated as additions to the Open Machine
Type Communication (OpenMTC) platform to prove their value in a standard pro-
totype architecture. An evaluation of the proposed concepts has been carried out
providing a practical view on how to realize the proposed functionality as part of ToT
systems. Additionally, the work has been verified within several European research
projects and testbeds that address different issues related to Smart City realization.
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Zusammenfassung

Machine-to-Machine (M2M)-Kommunikation bietet ein neues Paradigma, das darauf
abzielt, das Niveau der System-automatisierung zu erhéhen, indem alle physischen
und virtuellen Objekte in ein grof angelegtes Smart-City-Framework integriert wer-
den kénnen. Die Tatsache, dass verbundene Objekte Aktivitdten darstellen, die mit
alltdglichen Anwendungen in Beziehung stehen, bringt unterschiedliche Herausfor-
derungen mit sich, die Heterogenitéit der zugrunde liegenden Technologien und An-
wendungsdoménen zu verwalten. Einige Anwendungen im Kontext der Smart City
haben kritische Anforderungen an die Datenlatenz und den verlangten Durchsatz,
wie zum Beispiel eHealth und Smart Grid. Allerdings behandeln die gegenwartigen
Netzwerke den Traffic, der von verschiedenen Anwendungen erzeugt wird, in der
gleichen Weise, unabhéngig von deren Inhalt oder Ursprung.

In jiingster Zeit wurden mehrere divergierende Standards und Protokolle fiir
die M2M-Kommunikation und Internet-der-Dinge-(loT)-Service-Plattformen spezi-
fiziert. Jedes Protokoll konzentriert sich auf einen spezifischen Aspekt der M2M-
Kommunikation. Das Fehlen eines Protokolls, das die heterogenen Anforderungen
der M2M-/IoT-Anwendungen erfiillen kann, fithrte zu einem stark fragmentierten
Protokollstapel in M2M- /IoT-Systemen.

Angesichts der Vielfalt der Betriebsbedingungen und Quality-of-Service-(QoS)-
Anforderungen ist es unmoglich, von einem einzigen Protokoll fiir alle Datenstrome
oder alle Anwendungen abzuhéngen. Die Kernfrage, die in dieser Arbeit gestellt
wird, ist, welches Transportprotokoll fiir eine definierte M2M-Anwendung ausge-
wahlt werden sollte. In dieser Dissertation wird ein Framework eingefiihrt, das dyna-
misch angepasst werden kann, um den heterogenen Traffic von M2M-Anwendungen
zu transportieren und das die Vermittlung mit anderen M2M-Plattformen ermdog-
licht.

Das Ziel des AdM2M-Framework ist es, die Anpassungsfihigkeit von M2M-
Knoten beim Transportieren von Datenstrémen zu erhéhen. Das betrifft Anfragen
von verbundenen Geréten, die bei den Ressourcen eingeschrankt oder auch ressour-
cenreich sein koénnen, und auch verschiedene Anwendungen, die unterschiedliche
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Anforderungen im QoS haben. Die Konzepte wurden als Ergénzungen zur Open
Machine Type Communication (OpenMTC)-Plattform integriert, um ihren Wert in
einer standardisierten Prototyp-Architektur zu beweisen. Eine Leistungsbewertung
wurde durchgefiihrt, die in der Praxis zeigt, wie die beschriebene Funktionalitéit als
Teil eines IoT-Systems zu verwirklichen ist. Dariiber hinaus wurde die Arbeit in
mehreren européaischen Forschungs—projekten und Testumgebungen verifiziert, die
verschiedene Sachverhalte im Zusammenhang mit der Realisierung von Smart Citys
ansprechen.
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1.1 Motivation

The telecommunication world started with the aim of connecting persons to each
other through telegraph, telephone voice services (Human-to-Human (H2H)), and
later evolved to connect persons to huge content and services over the Internet.
Now we are witnessing the era of connecting various physical and virtual objects
to the global Internet in a large-scale Internet of Things (IoT) infrastructure. The
connected world is extending exponentially including more physical objects besides
computers and smart phones in a global IoT. More than nine billion devices around
the world are currently connected to the Internet, and estimations show that by the
end of 2020, the number of connected objects will range from 50 billion devices to
one trillion world-wide [1]. Intel estimates that around 26 smart objects for each
human being will be connected to the Internet by 2020 [2].

Enabling the objects in our everyday working or living environment to communi-
cate with each other and elaborate the information collected from their surroundings
will make many Smart Services possible. Recently, IoT experts have pointed out
Smart City services (e.g., health care, energy management, and transportation) as
an emerging market with enormous potential 3, 4]. The main aspects toward devolv-
ing a Smart City , are to develop the Instrumented, Interconnected, Interoperated
and Intelligent City [5].

The objective of building a Smart City requires the collaboration of various
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2 Chapter 1. Introduction

stakeholders. Such collaboration is essential in order to increase the efficiency and
efficacy of administrative services, and developing environment-friendly applications.
Generally, Smart City represents an integrated system of several interoperated in-
telligent systems. Each system produces its own information and consumes others’
information in a well-defined urban planning.

Conventionally, services in telecom were built within the network based on pro-
prietary hardware/software solutions. Using Intelligent technology, the concept of
service independent platforms was introduced. Later, object orientation and dis-
tributed middleware took off and Application Programming Interfaces (APIs) were
introduced to allow for flexible service creation and making services implementation
simpler by abstracting the underlying signalling protocols. To enable more advanced
services in the Next Generation Network (NGN), intelligence has to be distributed
among network elements. The IP-Multimedia Subsystem (IMS) was defined as a core
network by the 3rd Generation Partnership Project (3GPP) and has been adopted
in many commercial networks, to provide a framework for enhanced and distributed
service delivery over IP, independent of the access technology. The Service-Oriented
Architecture (SOA) principle extends these concepts. It does not specify any API
or overlay architecture but rather refers to the use of services as individual building
blocks to create an enriched end-user experience. In the IMS architecture these
building blocks or service enablers are hosted on Application Servers (ASs) and the
IMS acts as a mere docking station for these services. The use of middleware layer
implementation of open interfaces between network and service layer is an accept-
able overhead compared to the indisputable gains of exposing network functionality
through open APIs [6]. However, the target of the communication services was al-
ways human-being with smart end-devices in an H2H/Human-to-Machine (H2M)
communication interaction. The recent trend of connecting all physical and vir-
tual objects to the Internet with limited or no human intervention (see Figure 1.1),
bumps up new service’s characteristics and requirements that enable a higher level
of automation.

Typically, the IoT can be seen as an umbrella term for interconnected technolo-
gies, devices, objects and services. It is not a single technology, rather a concept in
which almost all physical objects are connected and enabled. For example, public
transport buses being networked and enabled with embedded sensors, image recogni-
tion functionality, and near field communication integrated into situational decision
support, asset management and more innovative services. The successful develop-
ment of such systems requires ubiquitous sensing networks, efficient communication
infrastructure over reliable M2M platforms [7], and intelligent data processing ca-
pability.

Unlike traditional H2H or H2M services, which mainly involve multimedia ses-
sions, messaging, web browsing and remote control, M2M communication provides a
new paradigm that aims to increase the level of system automation. The H2H/H2M
traffic are mostly downstream traffic that requires a significant amount of band-
width and occurs on limited periods controlled by a human. In contrast, M2M
traffic is mostly in the upstream direction, generated from connected devices with

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



1.1. Motivation 3

Connecting all objects
No human intervention

Human-to-Human Human-to-Machine Machine-to-Machine
(H2H) (H2M) (M2M)
« Fixed & mobile telephony » Dynamic information exchange » Interoperable smart services
« Short messages (SMS) + IP Multimedia Subsystem » Context-aware platforms
» Legacy PSTN (IMS) based NGN - Heterogeneous communication
« Softswitch based NGN » Application Programing protocols

Interface (API)

Smart IT Platforms
& Intelligent networks

Figure 1.1: Communication Evaluation from H2H to M2M

a huge variety of payload size and frequency rate due to the heterogeneity in both
devices’ capabilities, and the content nature [8]. Additionally, M2M applications
should behave and assume their roles without any human intervention. Therefore,
self-sustaining for long periods is an important feature for M2M.

The current Internet paradigm has been built around host-to-host communica-
tions, a concept that is now a limiting factor for the current use of the Internet in
the context of IoT. Converting existing technologies towards enabling M2M com-
munications is required to overcome the limitations of current frameworks that were
designed to support H2H and H2M communication mainly [9]. The majority of
available wireless communication systems, including Long Term Evolution (LTE),
are intended to support a small number of personal devices with continuous infor-
mation flow on time-scale [10].

The principle of limiting human interaction in M2M systems as well as integrat-
ing a massive number of devices with heterogeneous computational capabilities into
it, demands a fully interconnected and application-agnostic system. The main chal-
lenges for M2M communication are driven from integrating low-power devices and
low-bandwidth networks. The heterogeneity of integrated communications technolo-
gies, targeted service domain and data representation, highlights the need to study
the communication requirements of various services and the traffic patterns in the
System.

In most existing M2M implementations, the application logic and devices/sen-
sors are tightly coupled as the design relies on requirements that were defined on a
case-by-case basis. This has resulted in vertical silos of proprietary solutions that
are difficult to integrate across application domains [11], as illustrated on the left
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side of Figure 1.2. While the specific design per use case has its advantage in terms
of security and reliability, it poses a significant limitation in the scalability and inter-
operability of the M2M market. In order to overcome these limitations, the concept
of horizontal service layer is adopted to change the system as illustrated on the right
side of Figure 1.2. Different standards try to provide a general solution for M2M ap-
plications by proposing a generic service layer with well-defined interfaces between
network, devices and applications. On the one hand, access through such interfaces
allows applications as well as devices to interoperate seamlessly, by facilitating the
discovery process of connected devices and the usage of each other’s resources on
demand. The need to standardize M2M platforms and enablers to bridge these
vertical silos was recognized by various Standards Developing Organizations (SDO)
that has recently promoted standardization activities in the M2M domain. Thus,
the standard defines a horizontal “middleware” for diverse M2M applications on
top of heterogeneous sensor technologies. On the other hand, the concept of con-
nected “Things” has been introduced by some IoT research activities [12, 13], to
bring the awareness of Things-level knowledge into the M2M middleware. This will
enable applications to interact based on the Things representations (e.g., the room
temperature) rather on device-level representations (e.g., a sensor measurement).
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Figure 1.2: From the Existing Silos Towards Interworking Infrastructure

1.2 Related Terms and Definitions

In order to provide the reader the required terminologies and definitions of key
fundamental terms related to the topic of this dissertation, this section introduces
the most relevant terms and definitions used within this dissertation:
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Machine-to-Machine (M2M): “A form of data communication which involves
one or more entities that do not necessarily need human interaction.” [14].

Internet of Things (IoT): the term IoT oriented to the connectivity approach,
is defined by ITU - Telecommunication Standardization Sector (ITU-T) in
[15] as, “A global infrastructure for the information society, enabling advanced
services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies”. A very
similar definition adopted by the European Research Cluster on the Internet
of Things (IERC) states that ToT is “a dynamic global network infrastructure
with self-configuring capabilities based on standard and interoperable commu-
nication protocols where physical and virtual ’things’ have identities, physi-
cal attributes, and virtual personalities and use intelligent interfaces, and are
seamlessly integrated into the information network” [16].

Adaptability: refers to the capability of a system or component to be modified
for use in applications or environments other than those for which it was
specifically designed [17].

Extendability: refers to the ease in which a system or component can be modified
to increase its functional capacity [17] .

Reliability: is defined as “The ability of a system or component to perform its
required functions under stated conditions for a specified period of time” |17].

Interoperability: is defined as “The ability of two or more systems or components
to exchange information and to use the information that has been exchanged”

[17].

Scalability: is the ability of the system to handle the increased or expanding work-
load and resource demands.

Smart City: refers to a city connecting the physical infrastructure, the IT infras-
tructure, the social infrastructure, and the business infrastructure to leverage
the collective intelligence of the city [18].

1.3 The Evolution of M2M Communication

As mentioned above, the research on M2M communication focuses on supporting
the ubiquitous sensing and autonomous communications of all kind of objects that
are capable of connecting to the Internet. In Figure 1.3, a high-level architecture of
an M2M gystem is depicted and highlights the three domains of any typical M2M
system. These are: the device field domain, the infrastructure domain, and the
application domain.

The device field domain consists of the physical endpoints, which could be simple
small tags or more complex items with advanced processing capability and embedded
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intelligence. There are multiple connectivity options available that could support
the ubiquitous sensing in M2M. In all cases, any object should have connectivity
capabilities to interact with the other objects and applications. Although the com-
munication stack on all M2M systems should be Internet-enabled, the deployment
of the Internet Protocol (IP) protocol could be very expensive or power consum-
ing for simple battery-powered objects. Based on the connectivity capability of the
end-device on this domain, three implementation options are possible:

e (Capillary networks relaying the IP connectivity through one or more gateways.
The end-objects are mainly non-IP capable depending on point-to-point con-
nectivity such as M-BUS, and IEEE 802.15.4, or on mesh connectivity over
ZigBee, 6LowPan or similar technology. This level of connectivity enables the
data routing to an IP-enabled gateway that provides network management ca-
pabilities and data aggregation, hiding the complexity of this domain from the
rest of the M2M layers. Several technologies could be used to provide connec-
tivity to the gateway, such as Wi-Fi (IEEE 802.11), Ethernet (IEEE 802.3),
and cellular (GPRS, EDGE, UMTS, HSxPA, and LTE in 3GPP networks).
Other technologies like WiMax (IEEE 802.16), PLC (power-line communica-
tions), fiber optics (e.g., FTTx and HFC), and xDSL might be used, but these
are less popular in emerging M2M deployments [19].

e Direct connection using IP-enabled devices that are able to connect through
Wi-Fi, Ethernet or cellular modem. In this case, no gateway is required as
the end-devices are equipped with an IP-based connectivity and able to au-
tonomously interact with the next level. Additionally, such devices should
have a high-level of computation capability and memory footprint, in order to
support more protocols on top of the IP stack handling the transporting and
session management.

e Recently, new technical solutions have been introduced in M2M with the ob-
jective of simplifying the deployments and gaining wider network coverage
without compromising cost or power consumption. New M2M protocols and
operators have been implemented that present an IP-based backhaul where
the end-devices are provided with direct connectivity to a base station such
as Weightless [20], and SIGFOX [21].

The infrastructure domain consists of the M2M capability and service infras-
tructure. The M2M system involves many stakeholders, such as distinct service
providers, and core network providers. In order to enable the management of the
overall system consistently, flexible horizontal solutions are needed for sharing skills,
network infrastructures, and devices between stakeholders [22]. In 2009, the Euro-
pean Telecommunications Standards Institute (ETSI) created a Technical Commit-
tee (TC) whose standardization work is mainly focusing on the service middleware
layer. The ETSI M2M Release 1 standards, finalized in 2012, enables integration
of different M2M technology alternatives into one managed platform. The ITU es-
tablished two Focus Groups [23] related to M2M services. The Focus Group on the
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M2M service layer (FG M2M), to identify key requirements for a common M2M
service layer; and the Focus Group on Smart Sustainable Cities (FG SSC), aims
to exchange knowledge in the interests of identifying the standardized frameworks
needed to support the integration of ICT services in Smart Cities. Later on mid-
2012, a consortium of seven standard development bodies, including ARIB (Japan),
ATIS (U.S.), CCSA (China), ETSI (Europe), Telecommunications Industry Asso-
ciation (TTA) (U.S.), TTA (Korea), and TTC (Japan) have set up a new global
organisation (oneM2M) to avoid competition between M2M standards. Chapter 3
provides a review of the main efforts and outcome of the standardization activities
in M2M.
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Figure 1.3: High-Level Architecture of M2M system

The application domain consists of interconnected service provider able to col-
lect data, route commands and messages, and manage connected devices. Over this
layer, a set of services might be offered in order to build applications that enable
the interaction with the implemented system. There are ongoing standardization
activities in the M2M service platform and overlaying APIs, which promote the
development of M2M Services by abstracting the M2M platform to the applica-
tion layer. This shields developers from underlying technology and as such reduce
the efforts required for service development [24]. The use of Representational State
Transfer (REST) architectural style, which makes information available as resources
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identified by Uniform Resource Identifiers (URIs), is widely used in M2M applica-
tions. On the one hand, standard bodies such as ETSI and oneM2M have specified
the M2M service layer based on a REST architecture, where the communication
over standard interfaces is independent of the transport protocol. On the other
hand, a number of publish /subscribe protocols have been proposed for wireless sen-
sor networks recently [25]. Although they support essential features required for
constrained M2M devices, such as low overhead, some are customized protocols,
i.e., either built for a particular application without standardization in the commu-
nication protocol, or unsuitable for real-time services.

1.4 Problem Statement

The vision of the Future Internet is to enable objects to be connected any-time,
any-place, with any-thing and any-one ideally using any-path/network and any-
service. From a technical point of view, this vision could not be accomplished by
implementing one novel technology; instead, several complementary technical devel-
opments shall provide functionalities and capabilities to assist in bridging the gap
between the virtual and physical world. The success of IoT can be unleashed based
on three components: Content, Things, and Connections, as shown in Figure 1.4.

The M2M communication intends to promote seamless interaction processes be-
tween connecting objects (things) to enable the automation of decision making based
on aggregated data. Numerous challenges in all ToT components are still open to
provide reliable Smart City services; the authors of |26, 27, 28| discussed a number
of these challenges and open research issues.

The main limitations of existing systems to enable the deployment of reliable
Smart services are:

e The fact that connected objects represent activities related to all-day appli-
cations (e.g., health care, energy management, etc.), imposes additional chal-
lenges to provide reliable services. Some applications in the Smart City context
have critical requirements in terms of data latency and throughput, such as
EHealth or SmartGrid [29]. However, the current networks treat traffic gener-
ated from different applications in the same way regardless of the content or
the content’s source. Data generated by EHealth applications require different
handling than other applications, due to the variety of demanding in terms of
QoS. Thus, understanding the M2M /IoT traffic characteristics is essential to
implement reliable Smart services.

e Due to the nature of many objects connected with M2M systems being simple
tags or resource-constrained devices, low power consumption protocol stack
is required to allow battery-powered objects to plug-into the Internet flexi-
bly. The current M2M protocol stack is highly fragmented. Typically, M2M
applications utilize IP-compatible open protocols that are standardized, in or-
der to be widely deployable. Recently, various protocols have been proposed
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Figure 1.4: Taxonomy of Internet of Things Components

to the M2M development, aiming to address the requirements of integrating
resource-constrained devices and supporting ubiquitous access. Nevertheless,
there are no sophisticated guidelines for the protocol stack deployment for the
future M2M services.

From the connected object perspective, there are a number of interaction
models to the system, communication styles, and transport protocols that
can be applied for data pushing; one-to-one, one-to-many and many-to-many.
However, changing the interactions models of an object can have more impact
on the performance and the efficiency than the communication protocol used
for that interaction.

The estimations of the numbers of connected objects in the coming decade are
showing a rapid growth. This promotes the need of scalable technologies for
managing and analyzing collected information from billions of objects. Current
systems are not designed to simultaneously serve the aggregated traffic accrued
from a large number of devices. For instance, current systems could easily serve
five devices at 2 Mb/s each, but not 10,000 devices each requiring bandwidth
of 1 Kb/s [30].

There are many standard organizations working in specifying a horizontal
M2M middleware layer which combines various technologies. While the use
of standard-based APIs supports interoperability across heterogeneous plat-
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forms [31], appropriate binding to transport protocols is needed to provide an
efficient service, considering the variety of communication requirements from
different applications.

This dissertation focuses on overcoming the most fundamental of these limita-
tions, which are eventuated from the fragmented technological landscape and proto-
col stack for M2M communication. To cope with these challenges, the next sections
discuss the scope of this dissertation which deals with problems related to the in-
creasing variety protocols and standards, the analysis of interaction models and the
selection of the suitable protocol for M2M applications.

1.5 Dissertation Target and Scope

The previous Section 1.4 creates a broader picture for understanding the challenges
of deploying large-scale M2M systems. This section defines the scope of the work in
this dissertation and positions the scientific contribution.

Following the vision of large-scale sensing framework, the objectives of this dis-
sertation are twofold: first, gain a better understanding of the available standardized
protocols for M2M in order to define guidelines for selecting a proper communication
channel and transport protocol based on the application’s communication criteria
and requirement. Second, to enable the interoperability of the M2M service layer
by defining interworking proxies to other M2M/IoT platforms.

By examining the communication requirements of some Smart City services,
we aim here to provide an accurate description of key protocols that are being
standardized and used in the M2M implementation recently. Along with basis of
selecting the proper one that satisfies the requirements of a given Smart Service. To
allow the deployment of reliable Smart City service in large scale level, the following
major aspects should be considered:

1. The dissimilarity in resources and capabilities of the connected objects. This
includes the computation power, storage and energy power.

2. The different interaction models that are possible between M2M nodes (i.e.
devices, gateways and core servers).

3. The heterogeneous traffic patterns generated from different M2M nodes.

4. Various transmission channels and access technologies emerging to support
the seamless mobility of M2M nodes.

5. The semantic analysis of the aggregated data in order to create situation aware-
ness and enable applications and machines to understand their surrounding
environments.

As the first three points represent the core requirement to handle the M2M traf-
fic delivery, they are the main subjects of this research, while the last two research
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aspects are considered for future work. Motivated by the special requirements of
M2M applications, characteristics of M2M protocols and the lack of comprehen-
sive measurements studies on the protocol deployment, this dissertation develops a
framework for Adaptable M2M (AdM2M) Transportation. Figure 1.5 illustrates the
scope of the overall research framework following the IoT reference model defined
by the ITU-T [15].

The scope of this thesis relates to the definition of an adaptable transport frame-
work, named AdM2M which dynamically manages the transport capabilities of M2M
nodes and address the interoperability with incompatible M2M platforms. The
transport capabilities focus on providing connectivity for the transport of M2M /ToT
service and application specific data information, as well as the transport of con-
trol and management information. The developed functionality aims to address
the transport stratum of the M2M middle and infrastructure nodes, leaving out
of scope the networking access technologies of the M2M node and platform. As a
proof-of-concept, the implementation of the system will cover only two protocols
that address needs of both resource-constrained resource-rich devices. Additionally,
platforms interoperability is considered as one specific capability required to support
large-scale deployment of variant M2M /ToT standard platforms.

A number of domains in the Smart City context demand the timely and im-
mediately actionable services. Therefore, it is important to support reliable data
exchange between inter-operated domains for efficient large-scale deployments.
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Two main research questions are intended to be answered by this thesis:

Q1: Are the current standardized protocols sufficient to support different kinds of
Smart City services including those which comprise real-time M2M streams?

Q2: To which level could the interoperability of M2M application-agnostic platforms
be realized?

To answer these questions, this dissertation makes the following contributions:

1. Gap analysis of service’s requirements and the protocols performance in order
to define a guideline for selecting the proper protocol.

2. Design and specification of basic core functionalities for the AdM2M frame-
work, as depicted in Figure 1.6, enhancing the M2M event and data message
exchanging.

3. The implementation of a validated generic M2M platform that has been used
deployed within different research projects in the context of Smart City ser-
vices.

The concept development, experimentation and evaluation results will be pub-
lished in scientific proceedings and participation with specific chapters to technology
related books.

1.6 Research Methodology

It is envisaged the research include a practical research element to investigate ques-
tions of ensuring reliable Smart Services using M2M platforms. Figure 1.7 illustrates
the trends and influences on the thesis, which are basically the M2M /IoT ecosystem
and new requirements, the state-of-the-art technologies and the current research
trend toward future ubiquitous sensing. The research methodology will provide a
fivefold approach addressing problems within the scope described above:

1. State of the Art review of existing M2M/IoT standardization activities and
M2M middleware specifications toward a common M2M service layer that
provides end-to-end service delivery and integrates heterogeneous devices and
technologies. Findings of this step are published in [5, 32, 33, 34]

2. Study of Smart City service’s requirements from the perspective of the network
operator, service provider, service developer, and end user, which characterize
an executable practice for Smart City. Findings of this step are published in
[24, 35, 36, 37, 29].

3. Identification of key traffic patterns and interaction models required for se-
lected Smart services use cases, and propose a guideline of using M2M trans-
port, protocols in order to fulfill operation requirements. Findings of this step
are published in [38, 39, 40].
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4. Specification and implementation of the AdM2M framework providing differ-
ent transport protocol stacks as plug-ins to support the communication with
M2M devices using the proper stack to each use case, and integrating into
the Fraunhofer FOKUS Machine-Type Communication (OpenMTC) platform
[41]. The work conducted for this step is published in [42, 43, 44, 45, 46].

1.7 Dissertation Outline
The rest of this dissertation is structured as follows:

e Chapter 2 - Fundamentals of M2M Communication: provides an
overview of the M2M communication concept and fundamentals. Definitions
of M2M communication from the literature are provided followed by discussing
the basis of the M2M middleware service layer and M2M traffic models. Fi-
nally, the summary highlights the challenges and related technologies in this
type of communication.

e Chapter 3 - State-of-the-Art: surveys the State-of-the-Art in context of
this dissertation. Standardization efforts in the field of M2M service capabili-
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ties, transport and application protocols, and access technologies are reviewed.
Additionally, an overview of some research projects activities in M2M /IoT
context are presented.

e Chapter 4 - Communication Requirements Towards Reliable Smart
Service Deployment: presents the process of identifying the functional and
non-functional requirements. Different M2M sgervices are studied to define
the challenges and requirements toward realizing reliable deployment based
on M2M platforms.

e Chapter 5 - Design and Specification: presents the design and specifi-
cation of the Adaptable M2M Transport (AdM2M) framework based on the
outcomes and findings of previous chapters.

e Chapter 6 - AdM2M Framework Implementation: describes the imple-
mentation of the framework and the applied tools and technologies.

e Chapter 7 - Evaluation: presents the evaluation work and comparison with
other approaches. The implementation evaluation is carried out at Fraunhofer
Institute for Open Communication Systems (FOKUS) within the context of
several research projects.

e Chapter 8 - Conclusions and Further Work: gives insights of this dis-
sertation and introduces open research issues for future work.
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Figure 1.7: Dissertation Trends, Influences and Methodology
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This chapter gives an overview of the M2M communication concept, challenges
and related technologies. Ongoing research and activities in the M2M field are
related to application and data handling, connectivity management, and device
controlling. In order to elaborate on the targeted problem and place the contribu-
tion of the dissertation in context, the main focus of this chapter will be on the
connectivity aspect and its related issues. After presenting the definition of M2M
Communication, the principles behind the M2M middleware service layer and its
main functionalities are provided. The focus is subsequently narrowed down by
presenting an overview of the M2M traffic taxonomy. Parts of this work have been
published in 39, 40].

2.1 Introduction

The concept behind the M2M communication is highly related to the Supervisory
Control and Data Acquisition (SCADA) systems that have been utilized in control-
ling industrial processes since the 1970s. SCADA refers to a system that gathers
and analyses real-time data from various equipment at a factory, plant or in other
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remote locations. The data is then presented through the Human Machine Inter-
face (HMI) to end users in graphical form so they can control and monitor the
SCADA system as needed. The term has been used broadly to portray control and
management solutions in a wide range of industries. Usually, SCADA systems are
based on proprietary technologies that make them costly and difficult to maintain in
widespread deployments [47], while M2M communication is based on IP and a big
set of standardized access technologies such as IEEE 802.11 wireless LANs and cel-
lular communications. However, there is ongoing work to enable SCADA protocols
over IP protocol and allowing SCADA components to scale up [48].

Figure 2.1 shows the continuous workflow performed by a typical M2M sys-
tem. First, the sensors devices perform the data acquisition task from the sensed
environment (e.g. temperature, humidity and flow measurement). Then, the de-
vices process the aggregated data and take decisions, which requires computational
power capabilities to manage the decision-making functionalities. Finally, some de-
vices (actuators) execute actuation tasks (e.g., alerts/information, or commands to
actuators).

In this regards, the M2M related technologies could be classified into three as-
pects as shown in Figure 2.2; these are application and data handling, connectivity,
and device controlling. For the scope of this dissertation we will concentrate on the
connectivity aspects.

The M2M communication is emerging in a wide range of domains and shaping
the development of services in the Future Internet (FI) sector. The M2M com-
munication technology is representing an essential part of the [oT concept, where
machines communicate to each other with limited or no human interaction. This
enhances the connectivity of Any-thing or Any-one, Any-time and Any-place via
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Figure 2.1: A General overview of M2M Workflow
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Figure 2.2: A Taxonomy of M2M Aspects

Any-path/network to use Any-service. The primary value that M2M creates is a
direct result of the data that can be captured from connected things - and the
resulting insights that drive business and operational transformation.

The motivation of this new trend is two-fold: technical and economic. On one
hand the advancement of semiconductor industry shrinking lithography continues
to reduce chipset cost and power consumption and embeds more sensors into de-
vices used in different aspects of our daily life. On the other hand, the technology
evolution in the Internet and advanced wireless networks make it possible to pro-
vide broadband data service at a significantly lower cost per bit transferred than in
the past. In addition, recently the mobile market has become saturated and highly
competitive, which raises the need to introduce new potential services to fill the
revenue gap.

2.2 M2M Communication Definition

The term Machine-to-Machine (M2M) has been used for a long time to describe quite
broad machine (nodes) connections across the wireless and wireline domains, where
the connectivity for deployed endpoints can be provided via various technologies,
i.e. cellular/mobile, satellite, wireline/Internet, etc.

IEEE 802.16p task group defines M2M communication as: “The information
exchange between user devices through a Base Station, or between a device and a
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server in the core network through a Base Station that may be carried out without
any human interaction.” [49].

More generally, ETSI defines M2M as: “The communication between two or more
entities that do not necessarily need any direct human intervention.” [50].

The 3GPP uses the term MTC instead and define it as: “A form of data com-
munication which involves one or more entities that do not necessarily need human
interaction.” [14].

All these definitions emphasise the limited human intervention to this paradigm
of communication that aims to increase the level of system automation and facilitate
data exchange. Thus, the self adaptation in M2M nodes is a major requirement. In
this dissertation, the terms M2M and MTC are used equivalently.

2.3 M2M Middleware Service Layer

The main goal of M2M/IoT platforms is to connect efficiently the growing number
of devices, and associate them to a set of applications addressing use cases from
different industrial domains such as energy, automotive, health, transportation etc.
As discussed in Section 1.1, the need to exchange information between actors at
different domains in a Smart city, has motivated the approach of integrating an
M2M/IoT service layer middleware that mediate the communication between these
systems and enable interoperability of heterogeneous services and technologies.

As illustrated in Figure 2.3, developing a large-scale Smart environment based
on M2M communication, demands interoperability at all layers, between objects/de-
vices, platforms and gateways, and Smart services. Considering the massive amount
of objects to be part of the Internet in the next decade [2] and the wide range of
access technologies to be supported, the management of the connectivity channels
and data traffic of each device is challenged. It is important to solve the problems
emerging from the existing M2M solutions, which are incompatible and difficult to
extend for integrating Any-Thing and/or Any-One.

To this end, the need of a middleware M2M platform in FI infrastructure has
been recognized in research Institutions and Academia in order to provide reliable
transportation and data exchange via Any-Path in the M2M system. Several stan-
dards are emerging in this direction, but the compatibility with other solutions
remains as a main requirement to support the seamless integration of M2M/IoT
services. Since the essence of the IoT is the interconnection of the physical world of
things with the virtual world of Internet, the software and hardware platforms as
well as the standards commonly used for enabling such interconnection may become
the core of an IoT ecosystem [51].

Furthermore, the IoT has huge potentiality for developing new innovative appli-
cations in Smart Cities as well as in many other fields. Authors in [4] presented the
idea of a smart city as a “System of systems”, where the integrated systems form a
closed loop and are characterized by functions: sensing, information management,
analytics and modeling, and influencing outcomes. Each system produces its own

Application-derived Communication Protocol Selection in M2M Platforms for
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Figure 2.3: High-Level Overview of Smart City System

information and consumes others’ information in a well-defined urban planning.

2.3.1 M2M Stakeholders

M2M systems are inherently multiple stakeholder systems. The stakeholders in an
M2M system are entities that facilitate and/or participate in the legitimate opera-
tion of the system [52]; examples include:

e Manufacturer of M2M Devices, motivated by the possibility to expand their
trading relationship to cover a completely new demand level, by providing
M2M-ready hardware able to sense, act, or manage something on one side and
connect over a capillary network or the Internet on the other.
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M2M Service Platform, as an enabler for different domains integration by
providing the linking tools between developers and users.

Network operators challenged by the fact that providing connectivity alone
will not be sufficient to generate revenues.

M2M Service Providers utilizing the deployments of previous actors to develop
a full vertical M2M service.

User application developer, who develops M2M applications over custom im-
plementations or a given middleware.

Device owner who buys and maintains the connected objects.

User /Consumer of the M2M solution either directly by using the M2M device
or indirectly by using the service or data.

2.3.2 Architecture Principles

Horizontal Middleware: The horizontal middleware layer approach enable build-

ing a coherent framework valid across a large variety of business domains, net-
works, and devices. Middleware layer interposed between the networking and
the application level hides the details of different technologies to keep devel-
opers away from issues that are not directly pertinent to their focus, which
is the development of specific application. Additionally, this middleware layer
makes the data independent from the network access, which in turn facilitates
the interoperability among different network technologies.

All-TP Open Architecture: Despite the fact that IP-based protocols requires

large memory footprint, the IP-base approach is gaining more momentum
in large-scale deployments in the context of M2M. The use of IP in M2M
systems enables connected objects to be addressed from anywhere and use ex-
isting Internet services, such as email, Internet telephony and video streaming.
Besides, new features could be built on existing functionality such as global
interoperability, network-wide data packet delivery (forwarding and routing),
data transport across different physical media, naming services (URL, DNS)
and network management [53|. Due to the unprecedented growth in the num-
ber of connected objects, it will be important to provide these objects with
automatic capabilities for self-management, self-healing, and self-discovery.
Using IPv6 will provide a large space address and allows the automatic ad-
dress configuration, enabling smart objects to assign their own addresses.

Application Agnostic Framework Offering services to control connected devices

and handle the aggregated data in an interoperability manner, raise many chal-
lenges in designing open and standardized service enablers. In M2M systems,
service enablers should facilitate the harmonization of services into interoper-
able applications via standard open interfaces. This shall enable the remote
deployment of new services on run-time satisfying application’s needs.

Application-derived Communication Protocol Selection in M2M Platforms for
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2.3.3 Main Functionalities of an M2M platform

The M2M operator platform should offer a set of functionalities that allows M2M
applications to access, manage and configure devices and gateways. These function-
alities act as enablers, since they enable third parties, such as service providers, to
offer added value services based on the functionality of the operator platform. Main
functionalities required are as follows [32]:

e Connectivity management: Providing ubiquitous computing and communi-
cations is the main object of M2M platforms, therefore supporting multiple
protocols and sensor technologies is essential. Additionally, communications
networks shall be optimized to support the new M2M interactions and traffic
patterns. M2M applications will have bursty traffic at regular intervals or in
the trigger of node’s events. Furthermore, various transport protocols are used
to carry M2M data according to diverse traffic patterns and profiles.

e Device management: New technologies are needed to facilitate the interaction
between a decision making server and actuator nodes (clients) to replace the
SMS-based protocols, which are still used for controlling devices over legacy
systems. The solution shall offer convenient methods to discover, control and
manage massive number of devices (sensors and actuators). Furthermore, an
abstraction level of representing and virtualizating these devices is required,
in order to enhance the interoperability over heterogeneous platforms.

e Application management: Offering innovative services to control connected
devices in an interoperable manner, raises various challenges in designing
open and standardized serv