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Abstract

Machine-to-Machine (M2M) communication provides a new paradigm that aims
to increase the level of system automation by enabling every physical and virtual
object to be integrated seamlessly into a large-scale Smart City framework. The
fact that connected objects represent activities related to all-day applications im-
poses di�erent challenges to manage the heterogeneity of underlying technologies
and application domains. Some applications in the Smart City context have critical
requirements in terms of data latency and demanded throughput, such as eHealth
and Smart Grid. However, current networks treat tra�c generated by di�erent
applications in the same way regardless of the content or its source.

Recently, several divergent standards and protocols have been speci�ed for M2M
communication and the Internet of Things (IoT) service platforms. Each protocol
focuses on a speci�c aspect of M2M communication. The lack of a protocol that
can satisfy the heterogeneous requirements of M2M/IoT applications has resulted
in a highly fragmented protocol stack in M2M/IoT systems.

Considering the variety in operating conditions and Quality of Service (QoS)
requirements, it's impossible to depend on one protocol for all data streams or all
applications. The core question addressed by this dissertation is which transport
protocol should be selected for a de�ned M2M application. In this dissertation, a
framework is introduced that enables the dynamically adaptation to transporting
heterogeneous tra�c of M2M applications and mediation with other M2M plat-
forms. The objective of the proposed framework is to increase the adaptability of
M2M nodes in transporting �ows of requests from connected objects, be it resource-
constrained or resource-rich, and di�erent applications demanding heterogeneous
QoS requirements. The concepts were integrated as additions to the Open Machine
Type Communication (OpenMTC) platform to prove their value in a standard pro-
totype architecture. An evaluation of the proposed concepts has been carried out
providing a practical view on how to realize the proposed functionality as part of IoT
systems. Additionally, the work has been veri�ed within several European research
projects and testbeds that address di�erent issues related to Smart City realization.
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Zusammenfassung

Machine-to-Machine (M2M)-Kommunikation bietet ein neues Paradigma, das darauf
abzielt, das Niveau der System-automatisierung zu erhöhen, indem alle physischen
und virtuellen Objekte in ein groÿ angelegtes Smart-City-Framework integriert wer-
den können. Die Tatsache, dass verbundene Objekte Aktivitäten darstellen, die mit
alltäglichen Anwendungen in Beziehung stehen, bringt unterschiedliche Herausfor-
derungen mit sich, die Heterogenität der zugrunde liegenden Technologien und An-
wendungsdomänen zu verwalten. Einige Anwendungen im Kontext der Smart City
haben kritische Anforderungen an die Datenlatenz und den verlangten Durchsatz,
wie zum Beispiel eHealth und Smart Grid. Allerdings behandeln die gegenwärtigen
Netzwerke den Tra�c, der von verschiedenen Anwendungen erzeugt wird, in der
gleichen Weise, unabhängig von deren Inhalt oder Ursprung.

In jüngster Zeit wurden mehrere divergierende Standards und Protokolle für
die M2M-Kommunikation und Internet-der-Dinge-(IoT)-Service-Plattformen spezi-
�ziert. Jedes Protokoll konzentriert sich auf einen spezi�schen Aspekt der M2M-
Kommunikation. Das Fehlen eines Protokolls, das die heterogenen Anforderungen
der M2M-/IoT-Anwendungen erfüllen kann, führte zu einem stark fragmentierten
Protokollstapel in M2M-/IoT-Systemen.

Angesichts der Vielfalt der Betriebsbedingungen und Quality-of-Service-(QoS)-
Anforderungen ist es unmöglich, von einem einzigen Protokoll für alle Datenströme
oder alle Anwendungen abzuhängen. Die Kernfrage, die in dieser Arbeit gestellt
wird, ist, welches Transportprotokoll für eine de�nierte M2M-Anwendung ausge-
wählt werden sollte. In dieser Dissertation wird ein Framework eingeführt, das dyna-
misch angepasst werden kann, um den heterogenen Tra�c von M2M-Anwendungen
zu transportieren und das die Vermittlung mit anderen M2M-Plattformen ermög-
licht.

Das Ziel des AdM2M-Framework ist es, die Anpassungsfähigkeit von M2M-
Knoten beim Transportieren von Datenströmen zu erhöhen. Das betri�t Anfragen
von verbundenen Geräten, die bei den Ressourcen eingeschränkt oder auch ressour-
cenreich sein können, und auch verschiedene Anwendungen, die unterschiedliche

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



x

Anforderungen im QoS haben. Die Konzepte wurden als Ergänzungen zur Open
Machine Type Communication (OpenMTC)-Plattform integriert, um ihren Wert in
einer standardisierten Prototyp-Architektur zu beweisen. Eine Leistungsbewertung
wurde durchgeführt, die in der Praxis zeigt, wie die beschriebene Funktionalität als
Teil eines IoT-Systems zu verwirklichen ist. Darüber hinaus wurde die Arbeit in
mehreren europäischen Forschungs¬projekten und Testumgebungen veri�ziert, die
verschiedene Sachverhalte im Zusammenhang mit der Realisierung von Smart Citys
ansprechen.
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1.1 Motivation

The telecommunication world started with the aim of connecting persons to each
other through telegraph, telephone voice services (Human-to-Human (H2H)), and
later evolved to connect persons to huge content and services over the Internet.
Now we are witnessing the era of connecting various physical and virtual objects
to the global Internet in a large-scale Internet of Things (IoT) infrastructure. The
connected world is extending exponentially including more physical objects besides
computers and smart phones in a global IoT. More than nine billion devices around
the world are currently connected to the Internet, and estimations show that by the
end of 2020, the number of connected objects will range from 50 billion devices to
one trillion world-wide [1]. Intel estimates that around 26 smart objects for each
human being will be connected to the Internet by 2020 [2].

Enabling the objects in our everyday working or living environment to communi-
cate with each other and elaborate the information collected from their surroundings
will make many Smart Services possible. Recently, IoT experts have pointed out
Smart City services (e.g., health care, energy management, and transportation) as
an emerging market with enormous potential [3, 4]. The main aspects toward devolv-
ing a Smart City , are to develop the Instrumented, Interconnected, Interoperated
and Intelligent City [5].

The objective of building a Smart City requires the collaboration of various
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stakeholders. Such collaboration is essential in order to increase the e�ciency and
e�cacy of administrative services, and developing environment-friendly applications.
Generally, Smart City represents an integrated system of several interoperated in-
telligent systems. Each system produces its own information and consumes others'
information in a well-de�ned urban planning.

Conventionally, services in telecom were built within the network based on pro-
prietary hardware/software solutions. Using Intelligent technology, the concept of
service independent platforms was introduced. Later, object orientation and dis-
tributed middleware took o� and Application Programming Interfaces (APIs) were
introduced to allow for �exible service creation and making services implementation
simpler by abstracting the underlying signalling protocols. To enable more advanced
services in the Next Generation Network (NGN), intelligence has to be distributed
among network elements. The IP-Multimedia Subsystem (IMS) was de�ned as a core
network by the 3rd Generation Partnership Project (3GPP) and has been adopted
in many commercial networks, to provide a framework for enhanced and distributed
service delivery over IP, independent of the access technology. The Service-Oriented
Architecture (SOA) principle extends these concepts. It does not specify any API
or overlay architecture but rather refers to the use of services as individual building
blocks to create an enriched end-user experience. In the IMS architecture these
building blocks or service enablers are hosted on Application Servers (ASs) and the
IMS acts as a mere docking station for these services. The use of middleware layer
implementation of open interfaces between network and service layer is an accept-
able overhead compared to the indisputable gains of exposing network functionality
through open APIs [6]. However, the target of the communication services was al-
ways human-being with smart end-devices in an H2H/Human-to-Machine (H2M)
communication interaction. The recent trend of connecting all physical and vir-
tual objects to the Internet with limited or no human intervention (see Figure 1.1),
bumps up new service's characteristics and requirements that enable a higher level
of automation.

Typically, the IoT can be seen as an umbrella term for interconnected technolo-
gies, devices, objects and services. It is not a single technology, rather a concept in
which almost all physical objects are connected and enabled. For example, public
transport buses being networked and enabled with embedded sensors, image recogni-
tion functionality, and near �eld communication integrated into situational decision
support, asset management and more innovative services. The successful develop-
ment of such systems requires ubiquitous sensing networks, e�cient communication
infrastructure over reliable M2M platforms [7], and intelligent data processing ca-
pability.

Unlike traditional H2H or H2M services, which mainly involve multimedia ses-
sions, messaging, web browsing and remote control, M2M communication provides a
new paradigm that aims to increase the level of system automation. The H2H/H2M
tra�c are mostly downstream tra�c that requires a signi�cant amount of band-
width and occurs on limited periods controlled by a human. In contrast, M2M
tra�c is mostly in the upstream direction, generated from connected devices with
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Figure 1.1: Communication Evaluation from H2H to M2M

a huge variety of payload size and frequency rate due to the heterogeneity in both
devices' capabilities, and the content nature [8]. Additionally, M2M applications
should behave and assume their roles without any human intervention. Therefore,
self-sustaining for long periods is an important feature for M2M.

The current Internet paradigm has been built around host-to-host communica-
tions, a concept that is now a limiting factor for the current use of the Internet in
the context of IoT. Converting existing technologies towards enabling M2M com-
munications is required to overcome the limitations of current frameworks that were
designed to support H2H and H2M communication mainly [9]. The majority of
available wireless communication systems, including Long Term Evolution (LTE),
are intended to support a small number of personal devices with continuous infor-
mation �ow on time-scale [10].

The principle of limiting human interaction in M2M systems as well as integrat-
ing a massive number of devices with heterogeneous computational capabilities into
it, demands a fully interconnected and application-agnostic system. The main chal-
lenges for M2M communication are driven from integrating low-power devices and
low-bandwidth networks. The heterogeneity of integrated communications technolo-
gies, targeted service domain and data representation, highlights the need to study
the communication requirements of various services and the tra�c patterns in the
system.

In most existing M2M implementations, the application logic and devices/sen-
sors are tightly coupled as the design relies on requirements that were de�ned on a
case-by-case basis. This has resulted in vertical silos of proprietary solutions that
are di�cult to integrate across application domains [11], as illustrated on the left
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side of Figure 1.2. While the speci�c design per use case has its advantage in terms
of security and reliability, it poses a signi�cant limitation in the scalability and inter-
operability of the M2M market. In order to overcome these limitations, the concept
of horizontal service layer is adopted to change the system as illustrated on the right
side of Figure 1.2. Di�erent standards try to provide a general solution for M2M ap-
plications by proposing a generic service layer with well-de�ned interfaces between
network, devices and applications. On the one hand, access through such interfaces
allows applications as well as devices to interoperate seamlessly, by facilitating the
discovery process of connected devices and the usage of each other's resources on
demand. The need to standardize M2M platforms and enablers to bridge these
vertical silos was recognized by various Standards Developing Organizations (SDO)
that has recently promoted standardization activities in the M2M domain. Thus,
the standard de�nes a horizontal �middleware� for diverse M2M applications on
top of heterogeneous sensor technologies. On the other hand, the concept of con-
nected �Things� has been introduced by some IoT research activities [12, 13], to
bring the awareness of Things-level knowledge into the M2M middleware. This will
enable applications to interact based on the Things representations (e.g., the room
temperature) rather on device-level representations (e.g., a sensor measurement).

Figure 1.2: From the Existing Silos Towards Interworking Infrastructure

1.2 Related Terms and De�nitions

In order to provide the reader the required terminologies and de�nitions of key
fundamental terms related to the topic of this dissertation, this section introduces
the most relevant terms and de�nitions used within this dissertation:
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Machine-to-Machine (M2M): �A form of data communication which involves

one or more entities that do not necessarily need human interaction.� [14].

Internet of Things (IoT): the term IoT oriented to the connectivity approach,
is de�ned by ITU - Telecommunication Standardization Sector (ITU-T) in
[15] as, �A global infrastructure for the information society, enabling advanced

services by interconnecting (physical and virtual) things based on existing and

evolving interoperable information and communication technologies�. A very
similar de�nition adopted by the European Research Cluster on the Internet
of Things (IERC) states that IoT is �a dynamic global network infrastructure

with self-con�guring capabilities based on standard and interoperable commu-

nication protocols where physical and virtual 'things' have identities, physi-

cal attributes, and virtual personalities and use intelligent interfaces, and are

seamlessly integrated into the information network� [16].

Adaptability: refers to the capability of a system or component to be modi�ed
for use in applications or environments other than those for which it was
speci�cally designed [17].

Extendability: refers to the ease in which a system or component can be modi�ed
to increase its functional capacity [17] .

Reliability: is de�ned as �The ability of a system or component to perform its

required functions under stated conditions for a speci�ed period of time� [17].

Interoperability: is de�ned as �The ability of two or more systems or components

to exchange information and to use the information that has been exchanged�

[17].

Scalability: is the ability of the system to handle the increased or expanding work-
load and resource demands.

Smart City: refers to a city connecting the physical infrastructure, the IT infras-
tructure, the social infrastructure, and the business infrastructure to leverage
the collective intelligence of the city [18].

1.3 The Evolution of M2M Communication

As mentioned above, the research on M2M communication focuses on supporting
the ubiquitous sensing and autonomous communications of all kind of objects that
are capable of connecting to the Internet. In Figure 1.3, a high-level architecture of
an M2M system is depicted and highlights the three domains of any typical M2M
system. These are: the device �eld domain, the infrastructure domain, and the
application domain.

The device �eld domain consists of the physical endpoints, which could be simple
small tags or more complex items with advanced processing capability and embedded
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intelligence. There are multiple connectivity options available that could support
the ubiquitous sensing in M2M. In all cases, any object should have connectivity
capabilities to interact with the other objects and applications. Although the com-
munication stack on all M2M systems should be Internet-enabled, the deployment
of the Internet Protocol (IP) protocol could be very expensive or power consum-
ing for simple battery-powered objects. Based on the connectivity capability of the
end-device on this domain, three implementation options are possible:

• Capillary networks relaying the IP connectivity through one or more gateways.
The end-objects are mainly non-IP capable depending on point-to-point con-
nectivity such as M-BUS, and IEEE 802.15.4, or on mesh connectivity over
ZigBee, 6LowPan or similar technology. This level of connectivity enables the
data routing to an IP-enabled gateway that provides network management ca-
pabilities and data aggregation, hiding the complexity of this domain from the
rest of the M2M layers. Several technologies could be used to provide connec-
tivity to the gateway, such as Wi-Fi (IEEE 802.11), Ethernet (IEEE 802.3),
and cellular (GPRS, EDGE, UMTS, HSxPA, and LTE in 3GPP networks).
Other technologies like WiMax (IEEE 802.16), PLC (power-line communica-
tions), �ber optics (e.g., FTTx and HFC), and xDSL might be used, but these
are less popular in emerging M2M deployments [19].

• Direct connection using IP-enabled devices that are able to connect through
Wi-Fi, Ethernet or cellular modem. In this case, no gateway is required as
the end-devices are equipped with an IP-based connectivity and able to au-
tonomously interact with the next level. Additionally, such devices should
have a high-level of computation capability and memory footprint, in order to
support more protocols on top of the IP stack handling the transporting and
session management.

• Recently, new technical solutions have been introduced in M2M with the ob-
jective of simplifying the deployments and gaining wider network coverage
without compromising cost or power consumption. New M2M protocols and
operators have been implemented that present an IP-based backhaul where
the end-devices are provided with direct connectivity to a base station such
as Weightless [20], and SIGFOX [21].

The infrastructure domain consists of the M2M capability and service infras-
tructure. The M2M system involves many stakeholders, such as distinct service
providers, and core network providers. In order to enable the management of the
overall system consistently, �exible horizontal solutions are needed for sharing skills,
network infrastructures, and devices between stakeholders [22]. In 2009, the Euro-
pean Telecommunications Standards Institute (ETSI) created a Technical Commit-
tee (TC) whose standardization work is mainly focusing on the service middleware
layer. The ETSI M2M Release 1 standards, �nalized in 2012, enables integration
of di�erent M2M technology alternatives into one managed platform. The ITU es-
tablished two Focus Groups [23] related to M2M services. The Focus Group on the
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M2M service layer (FG M2M), to identify key requirements for a common M2M
service layer; and the Focus Group on Smart Sustainable Cities (FG SSC), aims
to exchange knowledge in the interests of identifying the standardized frameworks
needed to support the integration of ICT services in Smart Cities. Later on mid-
2012, a consortium of seven standard development bodies, including ARIB (Japan),
ATIS (U.S.), CCSA (China), ETSI (Europe), Telecommunications Industry Asso-
ciation (TIA) (U.S.), TTA (Korea), and TTC (Japan) have set up a new global
organisation (oneM2M) to avoid competition between M2M standards. Chapter 3
provides a review of the main e�orts and outcome of the standardization activities
in M2M.

Figure 1.3: High-Level Architecture of M2M system

The application domain consists of interconnected service provider able to col-
lect data, route commands and messages, and manage connected devices. Over this
layer, a set of services might be o�ered in order to build applications that enable
the interaction with the implemented system. There are ongoing standardization
activities in the M2M service platform and overlaying APIs, which promote the
development of M2M Services by abstracting the M2M platform to the applica-
tion layer. This shields developers from underlying technology and as such reduce
the e�orts required for service development [24]. The use of Representational State
Transfer (REST) architectural style, which makes information available as resources
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identi�ed by Uniform Resource Identi�ers (URIs), is widely used in M2M applica-
tions. On the one hand, standard bodies such as ETSI and oneM2M have speci�ed
the M2M service layer based on a REST architecture, where the communication
over standard interfaces is independent of the transport protocol. On the other
hand, a number of publish/subscribe protocols have been proposed for wireless sen-
sor networks recently [25]. Although they support essential features required for
constrained M2M devices, such as low overhead, some are customized protocols,
i.e., either built for a particular application without standardization in the commu-
nication protocol, or unsuitable for real-time services.

1.4 Problem Statement

The vision of the Future Internet is to enable objects to be connected any-time,
any-place, with any-thing and any-one ideally using any-path/network and any-
service. From a technical point of view, this vision could not be accomplished by
implementing one novel technology; instead, several complementary technical devel-
opments shall provide functionalities and capabilities to assist in bridging the gap
between the virtual and physical world. The success of IoT can be unleashed based
on three components: Content, Things, and Connections, as shown in Figure 1.4.

The M2M communication intends to promote seamless interaction processes be-
tween connecting objects (things) to enable the automation of decision making based
on aggregated data. Numerous challenges in all IoT components are still open to
provide reliable Smart City services; the authors of [26, 27, 28] discussed a number
of these challenges and open research issues.

The main limitations of existing systems to enable the deployment of reliable
Smart services are:

• The fact that connected objects represent activities related to all-day appli-
cations (e.g., health care, energy management, etc.), imposes additional chal-
lenges to provide reliable services. Some applications in the Smart City context
have critical requirements in terms of data latency and throughput, such as
EHealth or SmartGrid [29]. However, the current networks treat tra�c gener-
ated from di�erent applications in the same way regardless of the content or
the content's source. Data generated by EHealth applications require di�erent
handling than other applications, due to the variety of demanding in terms of
QoS. Thus, understanding the M2M/IoT tra�c characteristics is essential to
implement reliable Smart services.

• Due to the nature of many objects connected with M2M systems being simple
tags or resource-constrained devices, low power consumption protocol stack
is required to allow battery-powered objects to plug-into the Internet �exi-
bly. The current M2M protocol stack is highly fragmented. Typically, M2M
applications utilize IP-compatible open protocols that are standardized, in or-
der to be widely deployable. Recently, various protocols have been proposed
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Figure 1.4: Taxonomy of Internet of Things Components

to the M2M development, aiming to address the requirements of integrating
resource-constrained devices and supporting ubiquitous access. Nevertheless,
there are no sophisticated guidelines for the protocol stack deployment for the
future M2M services.

• From the connected object perspective, there are a number of interaction
models to the system, communication styles, and transport protocols that
can be applied for data pushing; one-to-one, one-to-many and many-to-many.
However, changing the interactions models of an object can have more impact
on the performance and the e�ciency than the communication protocol used
for that interaction.

• The estimations of the numbers of connected objects in the coming decade are
showing a rapid growth. This promotes the need of scalable technologies for
managing and analyzing collected information from billions of objects. Current
systems are not designed to simultaneously serve the aggregated tra�c accrued
from a large number of devices. For instance, current systems could easily serve
�ve devices at 2 Mb/s each, but not 10,000 devices each requiring bandwidth
of 1 Kb/s [30].

• There are many standard organizations working in specifying a horizontal
M2M middleware layer which combines various technologies. While the use
of standard-based APIs supports interoperability across heterogeneous plat-
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forms [31], appropriate binding to transport protocols is needed to provide an
e�cient service, considering the variety of communication requirements from
di�erent applications.

This dissertation focuses on overcoming the most fundamental of these limita-
tions, which are eventuated from the fragmented technological landscape and proto-
col stack for M2M communication. To cope with these challenges, the next sections
discuss the scope of this dissertation which deals with problems related to the in-
creasing variety protocols and standards, the analysis of interaction models and the
selection of the suitable protocol for M2M applications.

1.5 Dissertation Target and Scope

The previous Section 1.4 creates a broader picture for understanding the challenges
of deploying large-scale M2M systems. This section de�nes the scope of the work in
this dissertation and positions the scienti�c contribution.

Following the vision of large-scale sensing framework, the objectives of this dis-
sertation are twofold: �rst, gain a better understanding of the available standardized
protocols for M2M in order to de�ne guidelines for selecting a proper communication
channel and transport protocol based on the application's communication criteria
and requirement. Second, to enable the interoperability of the M2M service layer
by de�ning interworking proxies to other M2M/IoT platforms.

By examining the communication requirements of some Smart City services,
we aim here to provide an accurate description of key protocols that are being
standardized and used in the M2M implementation recently. Along with basis of
selecting the proper one that satis�es the requirements of a given Smart Service. To
allow the deployment of reliable Smart City service in large scale level, the following
major aspects should be considered:

1. The dissimilarity in resources and capabilities of the connected objects. This
includes the computation power, storage and energy power.

2. The di�erent interaction models that are possible between M2M nodes (i.e.
devices, gateways and core servers).

3. The heterogeneous tra�c patterns generated from di�erent M2M nodes.

4. Various transmission channels and access technologies emerging to support
the seamless mobility of M2M nodes.

5. The semantic analysis of the aggregated data in order to create situation aware-
ness and enable applications and machines to understand their surrounding
environments.

As the �rst three points represent the core requirement to handle the M2M traf-
�c delivery, they are the main subjects of this research, while the last two research
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aspects are considered for future work. Motivated by the special requirements of
M2M applications, characteristics of M2M protocols and the lack of comprehen-
sive measurements studies on the protocol deployment, this dissertation develops a
framework for Adaptable M2M (AdM2M) Transportation. Figure 1.5 illustrates the
scope of the overall research framework following the IoT reference model de�ned
by the ITU-T [15].

The scope of this thesis relates to the de�nition of an adaptable transport frame-
work, named AdM2M which dynamically manages the transport capabilities of M2M
nodes and address the interoperability with incompatible M2M platforms. The
transport capabilities focus on providing connectivity for the transport of M2M/IoT
service and application speci�c data information, as well as the transport of con-
trol and management information. The developed functionality aims to address
the transport stratum of the M2M middle and infrastructure nodes, leaving out
of scope the networking access technologies of the M2M node and platform. As a
proof-of-concept, the implementation of the system will cover only two protocols
that address needs of both resource-constrained resource-rich devices. Additionally,
platforms interoperability is considered as one speci�c capability required to support
large-scale deployment of variant M2M/IoT standard platforms.

A number of domains in the Smart City context demand the timely and im-
mediately actionable services. Therefore, it is important to support reliable data
exchange between inter-operated domains for e�cient large-scale deployments.

Figure 1.5: Overall IoT Architecture and Scope of Research Framework (based on
[15])
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Two main research questions are intended to be answered by this thesis:

Q1: Are the current standardized protocols su�cient to support di�erent kinds of

Smart City services including those which comprise real-time M2M streams?

Q2: To which level could the interoperability of M2M application-agnostic platforms

be realized?

To answer these questions, this dissertation makes the following contributions:

1. Gap analysis of service's requirements and the protocols performance in order
to de�ne a guideline for selecting the proper protocol.

2. Design and speci�cation of basic core functionalities for the AdM2M frame-
work, as depicted in Figure 1.6, enhancing the M2M event and data message
exchanging.

3. The implementation of a validated generic M2M platform that has been used
deployed within di�erent research projects in the context of Smart City ser-
vices.

The concept development, experimentation and evaluation results will be pub-
lished in scienti�c proceedings and participation with speci�c chapters to technology
related books.

1.6 Research Methodology

It is envisaged the research include a practical research element to investigate ques-
tions of ensuring reliable Smart Services using M2M platforms. Figure 1.7 illustrates
the trends and in�uences on the thesis, which are basically the M2M/IoT ecosystem
and new requirements, the state-of-the-art technologies and the current research
trend toward future ubiquitous sensing. The research methodology will provide a
�vefold approach addressing problems within the scope described above:

1. State of the Art review of existing M2M/IoT standardization activities and
M2M middleware speci�cations toward a common M2M service layer that
provides end-to-end service delivery and integrates heterogeneous devices and
technologies. Findings of this step are published in [5, 32, 33, 34]

2. Study of Smart City service's requirements from the perspective of the network
operator, service provider, service developer, and end user, which characterize
an executable practice for Smart City. Findings of this step are published in
[24, 35, 36, 37, 29].

3. Identi�cation of key tra�c patterns and interaction models required for se-
lected Smart services use cases, and propose a guideline of using M2M trans-
port protocols in order to ful�ll operation requirements. Findings of this step
are published in [38, 39, 40].
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Figure 1.6: Overall AdM2M Framework Scope

4. Speci�cation and implementation of the AdM2M framework providing di�er-
ent transport protocol stacks as plug-ins to support the communication with
M2M devices using the proper stack to each use case, and integrating into
the Fraunhofer FOKUS Machine-Type Communication (OpenMTC) platform
[41]. The work conducted for this step is published in [42, 43, 44, 45, 46].

1.7 Dissertation Outline

The rest of this dissertation is structured as follows:

• Chapter 2 - Fundamentals of M2M Communication: provides an
overview of the M2M communication concept and fundamentals. De�nitions
of M2M communication from the literature are provided followed by discussing
the basis of the M2M middleware service layer and M2M tra�c models. Fi-
nally, the summary highlights the challenges and related technologies in this
type of communication.

• Chapter 3 - State-of-the-Art: surveys the State-of-the-Art in context of
this dissertation. Standardization e�orts in the �eld of M2M service capabili-
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ties, transport and application protocols, and access technologies are reviewed.
Additionally, an overview of some research projects activities in M2M/IoT
context are presented.

• Chapter 4 - Communication Requirements Towards Reliable Smart

Service Deployment: presents the process of identifying the functional and
non-functional requirements. Di�erent M2M services are studied to de�ne
the challenges and requirements toward realizing reliable deployment based
on M2M platforms.

• Chapter 5 - Design and Speci�cation: presents the design and speci�-
cation of the Adaptable M2M Transport (AdM2M) framework based on the
outcomes and �ndings of previous chapters.

• Chapter 6 - AdM2M Framework Implementation: describes the imple-
mentation of the framework and the applied tools and technologies.

• Chapter 7 - Evaluation: presents the evaluation work and comparison with
other approaches. The implementation evaluation is carried out at Fraunhofer
Institute for Open Communication Systems (FOKUS) within the context of
several research projects.

• Chapter 8 - Conclusions and Further Work: gives insights of this dis-
sertation and introduces open research issues for future work.

Figure 1.7: Dissertation Trends, In�uences and Methodology
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This chapter gives an overview of the M2M communication concept, challenges
and related technologies. Ongoing research and activities in the M2M �eld are
related to application and data handling, connectivity management, and device
controlling. In order to elaborate on the targeted problem and place the contribu-
tion of the dissertation in context, the main focus of this chapter will be on the
connectivity aspect and its related issues. After presenting the de�nition of M2M
Communication, the principles behind the M2M middleware service layer and its
main functionalities are provided. The focus is subsequently narrowed down by
presenting an overview of the M2M tra�c taxonomy. Parts of this work have been
published in [39, 40].

2.1 Introduction

The concept behind the M2M communication is highly related to the Supervisory
Control and Data Acquisition (SCADA) systems that have been utilized in control-
ling industrial processes since the 1970s. SCADA refers to a system that gathers
and analyses real-time data from various equipment at a factory, plant or in other
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remote locations. The data is then presented through the Human Machine Inter-
face (HMI) to end users in graphical form so they can control and monitor the
SCADA system as needed. The term has been used broadly to portray control and
management solutions in a wide range of industries. Usually, SCADA systems are
based on proprietary technologies that make them costly and di�cult to maintain in
widespread deployments [47], while M2M communication is based on IP and a big
set of standardized access technologies such as IEEE 802.11 wireless LANs and cel-
lular communications. However, there is ongoing work to enable SCADA protocols
over IP protocol and allowing SCADA components to scale up [48].

Figure 2.1 shows the continuous work�ow performed by a typical M2M sys-
tem. First, the sensors devices perform the data acquisition task from the sensed
environment (e.g. temperature, humidity and �ow measurement). Then, the de-
vices process the aggregated data and take decisions, which requires computational
power capabilities to manage the decision-making functionalities. Finally, some de-
vices (actuators) execute actuation tasks (e.g., alerts/information, or commands to
actuators).

In this regards, the M2M related technologies could be classi�ed into three as-
pects as shown in Figure 2.2; these are application and data handling, connectivity,
and device controlling. For the scope of this dissertation we will concentrate on the
connectivity aspects.

The M2M communication is emerging in a wide range of domains and shaping
the development of services in the Future Internet (FI) sector. The M2M com-
munication technology is representing an essential part of the IoT concept, where
machines communicate to each other with limited or no human interaction. This
enhances the connectivity of Any-thing or Any-one, Any-time and Any-place via

Figure 2.1: A General overview of M2M Work�ow
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Figure 2.2: A Taxonomy of M2M Aspects

Any-path/network to use Any-service. The primary value that M2M creates is a
direct result of the data that can be captured from connected things - and the
resulting insights that drive business and operational transformation.

The motivation of this new trend is two-fold: technical and economic. On one
hand the advancement of semiconductor industry shrinking lithography continues
to reduce chipset cost and power consumption and embeds more sensors into de-
vices used in di�erent aspects of our daily life. On the other hand, the technology
evolution in the Internet and advanced wireless networks make it possible to pro-
vide broadband data service at a signi�cantly lower cost per bit transferred than in
the past. In addition, recently the mobile market has become saturated and highly
competitive, which raises the need to introduce new potential services to �ll the
revenue gap.

2.2 M2M Communication De�nition

The termMachine-to-Machine (M2M) has been used for a long time to describe quite
broad machine (nodes) connections across the wireless and wireline domains, where
the connectivity for deployed endpoints can be provided via various technologies,
i.e. cellular/mobile, satellite, wireline/Internet, etc.

IEEE 802.16p task group de�nes M2M communication as: �The information

exchange between user devices through a Base Station, or between a device and a
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server in the core network through a Base Station that may be carried out without

any human interaction.� [49].
More generally, ETSI de�nes M2M as: �The communication between two or more

entities that do not necessarily need any direct human intervention.� [50].
The 3GPP uses the term MTC instead and de�ne it as: �A form of data com-

munication which involves one or more entities that do not necessarily need human

interaction.� [14].
All these de�nitions emphasise the limited human intervention to this paradigm

of communication that aims to increase the level of system automation and facilitate
data exchange. Thus, the self adaptation in M2M nodes is a major requirement. In
this dissertation, the terms M2M and MTC are used equivalently.

2.3 M2M Middleware Service Layer

The main goal of M2M/IoT platforms is to connect e�ciently the growing number
of devices, and associate them to a set of applications addressing use cases from
di�erent industrial domains such as energy, automotive, health, transportation etc.
As discussed in Section 1.1, the need to exchange information between actors at
di�erent domains in a Smart city, has motivated the approach of integrating an
M2M/IoT service layer middleware that mediate the communication between these
systems and enable interoperability of heterogeneous services and technologies.

As illustrated in Figure 2.3, developing a large-scale Smart environment based
on M2M communication, demands interoperability at all layers, between objects/de-
vices, platforms and gateways, and Smart services. Considering the massive amount
of objects to be part of the Internet in the next decade [2] and the wide range of
access technologies to be supported, the management of the connectivity channels
and data tra�c of each device is challenged. It is important to solve the problems
emerging from the existing M2M solutions, which are incompatible and di�cult to
extend for integrating Any-Thing and/or Any-One.

To this end, the need of a middleware M2M platform in FI infrastructure has
been recognized in research Institutions and Academia in order to provide reliable
transportation and data exchange via Any-Path in the M2M system. Several stan-
dards are emerging in this direction, but the compatibility with other solutions
remains as a main requirement to support the seamless integration of M2M/IoT
services. Since the essence of the IoT is the interconnection of the physical world of
things with the virtual world of Internet, the software and hardware platforms as
well as the standards commonly used for enabling such interconnection may become
the core of an IoT ecosystem [51].

Furthermore, the IoT has huge potentiality for developing new innovative appli-
cations in Smart Cities as well as in many other �elds. Authors in [4] presented the
idea of a smart city as a �System of systems�, where the integrated systems form a
closed loop and are characterized by functions: sensing, information management,
analytics and modeling, and in�uencing outcomes. Each system produces its own
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Figure 2.3: High-Level Overview of Smart City System

information and consumes others' information in a well-de�ned urban planning.

2.3.1 M2M Stakeholders

M2M systems are inherently multiple stakeholder systems. The stakeholders in an
M2M system are entities that facilitate and/or participate in the legitimate opera-
tion of the system [52]; examples include:

• Manufacturer of M2M Devices, motivated by the possibility to expand their
trading relationship to cover a completely new demand level, by providing
M2M-ready hardware able to sense, act, or manage something on one side and
connect over a capillary network or the Internet on the other.
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• M2M Service Platform, as an enabler for di�erent domains integration by
providing the linking tools between developers and users.

• Network operators challenged by the fact that providing connectivity alone
will not be su�cient to generate revenues.

• M2M Service Providers utilizing the deployments of previous actors to develop
a full vertical M2M service.

• User application developer, who develops M2M applications over custom im-
plementations or a given middleware.

• Device owner who buys and maintains the connected objects.

• User/Consumer of the M2M solution either directly by using the M2M device
or indirectly by using the service or data.

2.3.2 Architecture Principles

Horizontal Middleware: The horizontal middleware layer approach enable build-
ing a coherent framework valid across a large variety of business domains, net-
works, and devices. Middleware layer interposed between the networking and
the application level hides the details of di�erent technologies to keep devel-
opers away from issues that are not directly pertinent to their focus, which
is the development of speci�c application. Additionally, this middleware layer
makes the data independent from the network access, which in turn facilitates
the interoperability among di�erent network technologies.

All-IP Open Architecture: Despite the fact that IP-based protocols requires
large memory footprint, the IP-base approach is gaining more momentum
in large-scale deployments in the context of M2M. The use of IP in M2M
systems enables connected objects to be addressed from anywhere and use ex-
isting Internet services, such as email, Internet telephony and video streaming.
Besides, new features could be built on existing functionality such as global
interoperability, network-wide data packet delivery (forwarding and routing),
data transport across di�erent physical media, naming services (URL, DNS)
and network management [53]. Due to the unprecedented growth in the num-
ber of connected objects, it will be important to provide these objects with
automatic capabilities for self-management, self-healing, and self-discovery.
Using IPv6 will provide a large space address and allows the automatic ad-
dress con�guration, enabling smart objects to assign their own addresses.

Application Agnostic Framework O�ering services to control connected devices
and handle the aggregated data in an interoperability manner, raise many chal-
lenges in designing open and standardized service enablers. In M2M systems,
service enablers should facilitate the harmonization of services into interoper-
able applications via standard open interfaces. This shall enable the remote
deployment of new services on run-time satisfying application's needs.
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2.3.3 Main Functionalities of an M2M platform

The M2M operator platform should o�er a set of functionalities that allows M2M
applications to access, manage and con�gure devices and gateways. These function-
alities act as enablers, since they enable third parties, such as service providers, to
o�er added value services based on the functionality of the operator platform. Main
functionalities required are as follows [32]:

• Connectivity management: Providing ubiquitous computing and communi-
cations is the main object of M2M platforms, therefore supporting multiple
protocols and sensor technologies is essential. Additionally, communications
networks shall be optimized to support the new M2M interactions and tra�c
patterns. M2M applications will have bursty tra�c at regular intervals or in
the trigger of node's events. Furthermore, various transport protocols are used
to carry M2M data according to diverse tra�c patterns and pro�les.

• Device management: New technologies are needed to facilitate the interaction
between a decision making server and actuator nodes (clients) to replace the
SMS-based protocols, which are still used for controlling devices over legacy
systems. The solution shall o�er convenient methods to discover, control and
manage massive number of devices (sensors and actuators). Furthermore, an
abstraction level of representing and virtualizating these devices is required,
in order to enhance the interoperability over heterogeneous platforms.

• Application management: O�ering innovative services to control connected
devices in an interoperable manner, raises various challenges in designing
open and standardized service enablers for M2M communication. The M2M
platforms shall support abstract application development and ongoing man-
agement over open APIs to facilitate solution development. Today service
providers are building an eco-system with 3rd party partners to o�er new inno-
vative services. The relationship between the application and the end devices
shall be decoupled through an abstraction layer, which exposes the sensor's
data in comprehensible format and the actuator's command as a service.

• Data and context processing: M2M platforms share many of the key chal-
lenges similar to large scale data initiatives, in terms of handling the data
streams aggregated from billions of devices, and make them usable by various
applications. As huge amounts of data and information are provided to the
system, methods must be involved to understand, combine, and process the
content aggregated from di�erent sources and in di�erent formats, in order
to address the Internet of Content (IoC) challenges. Through this horizontal
middleware, proper governance can be realized avoiding the mishandling of
data and unsuitable assigning of rights.

• Security and privacy: M2M systems are extremely vulnerable to attacks as
they are used in many sensitive sectors in home and industry. Furthermore,
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most integrated components are characterized by low power and computation
capabilities, and therefore cannot implement complex security mechanisms.
Therefore, an M2M platform has to be secured directly from the design. The
communication of the devices and the network core should be secured against
a large variety of security threats. Authors in [54] categorize the main secu-
rity vulnerabilities of M2M systems in physical attacks, con�guration attacks,
protocol attacks and user data and identity privacy attacks. It is essential
to construct secure and e�cient M2M communication systems against such
attacks.

2.4 M2M Tra�c Taxonomy

The design of robust and reliable networks and network services is di�cult in to-
day's world. Developing a detailed understanding of the tra�c characteristics of
the network is very important to achieve the goal of reliable services. The current
cellular mobile networks are designed for human communication, and therefore are
optimized for the tra�c characteristics of human-based communication applications,
i.e. communication with a certain session length, data volume, interaction frequency
and patterns. A study in an operational 3G network with the Busplus application
has shown that even a few tens of M2M terminals can lead to a signi�cant network
accessibility degradation (up to 60%) [55].

To overcome the shortcomings, improve the network performance and further
guarantee the application's QoS, reliable tra�c models and reference scenarios are
necessary. They could help in better understanding the M2M tra�c pattern and
characteristics.

2.4.1 Classi�cation of M2M Use Cases

M2M applications can be divided into three main classes according to the tra�c
generation pattern and its origin:

1. Event driven applications: the communication from the M2M node takes
place when a speci�c event occurs and a corresponding noti�cation or report
has to be transmitted to inform other nodes about the event. While no event
occurs, M2M devices are detached from the network, and remain in idle state.
An event may either be caused by a measurement parameter passing a certain
threshold or be a command sent by the server controlling a device remotely.
Mainly, event-driven applications produce real-time tra�c with a variable time
pattern and data size in both uplink and downlink direction, for example
cardiac arrest in the case of health home monitoring irregular heartbeats or
cardiac arrhythmia of a person.

2. Query driven applications: in this kind of applications, the M2M node
get triggered by a remote M2M server device sending requests to aggregate
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collected data or to execute a control command. This tra�c is more likely to
be uplink-dominant and can either be of constant size as in telemetry, or of
variable size like a transmission of an image, or even of data streaming trig-
gered by an alarm. This tra�c may be real time or non-real time, depending
on the sensor and the event type.

3. Time driven applications: they follow the Event driven applications prin-
ciple, but in this case, M2M devices send data periodically, e.g., every minute.
Generally, the tra�c of these applications is non-realtime and has a regular
time pattern and a constant data size. The transmitting interval might be re-
con�gured by the server. A typical example of a time-driven message is Smart
Meter reading.

2.4.2 M2M Tra�c Characteristics

M2M communication provides the opportunity for deploying new services and en-
gaging various kind of connected objects into di�erent domain-speci�c applications.
This leads to new type of tra�c pro�les and patterns emerging in the future In-
ternet. Analysis of emerging M2M application scenarios such as smart metering,
E-health, and Smart transportation has disclosed that in the majority of cases, the
M2M tra�c includes all or a subset of the following speci�c features [55]:

• Short and small number of packets.

• Low duty-cycle packets (i.e. long period between two data transmissions).

• Uplink-dominant packets (i.e. more packets in the uplink than the downlink).

• Real time and non-real time packets.

• Periodic and event-driven packets.

• Raw and aggregated packets (i.e. combining tra�c of multiple sources into a
single packet, relevant for speci�c nodes such as gateway).

• Unsynchronized and synchronized packets (i.e. simultaneous access attempts
from many devices reacting to the same/similar events).

In each use case the interaction between the M2M nodes, i.e. data source, actu-
ator, server, and data user, could follow four di�erent patters. Figure 2.4a depicts
the telemetric pattern that includes an object (data source) automatically trans-
mitting measurement of data to the server in a telemetry manner for monitoring
proposes. The data could be saved for a speci�c time or forwarded to a data pro-
cessing unit for analysis in a time-driven bases.

In the query driven applications, the data shall be provided in an inquisitive
manner; the request could be generated periodically from the client to inquire data
from the server which might forward the request to another node. As illustrated in
Figure 2.4b, the inquiry pattern is used to inquire data from a node with server
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capabilities. However, the availability of the data could not be predicted most of the
time, and therefore the response could be empty or returning the same data each
time. To avoid repeating requests, a noti�cation interaction pattern could be
used to report the user the data availability or event occurrence. Figure 2.4c shows
the case of data user receiving noti�cations of an event or status update of another
node whenever available.

Furthermore, the instrumental interaction pattern with actuators, as seen in
�gure 2.4d, is used to send commands from a decision maker application to one or
more actuators. In all these interaction patterns, the communication might be direct

(a) Telemetric Interaction

(b) Inquiry Interaction

(c) Noti�cation Interaction

(d) Instrumental Interaction

Figure 2.4: M2M Interaction Patterns
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between two nodes in the same address space, or indirect using an intermediate node
(i.e. a gateway) to retarget requests and responses.

Figure 2.5 presents a conceptual classi�cation of M2M tra�c classes based on the
generated payload size and sampling rate, where the x-axis represents the message
size generated by a connected node and the y-axis represents the interval time to
send messages from each node. We classify in this conceptual overview four main
classes of M2M tra�c [40]:

• C1 - Presents the M2M tra�c that is characterized with small messages (few
bytes) generated at high rate. Mainly sensors used for monitoring cases are
included here.

• C2 - This class re�ects the tra�c generated in M2M services that produce
small message size with slightly low rate, such as once per second. This is the
most expected kind of tra�c in M2M systems, e.g., energy smart meter will
report the total amount of energy that was used in a household.

• C3 - Presents tra�c of small size message at high rates. This includes the
tra�c generated in an event base manner or generated by sensors with unre-
liably connectivity. When the connectivity is lost for some time, some M2M
applications have to be adaptable in order to avoid losing the data and com-
pose statistics, e.g., create statistics or store the data locally to send it later.
The statistical data volume depends on the level of granularity to be preserved
on the statistics and the number and type of sensor data to be considered in
the statistics. All the data will have to be transmitted once connection is re-
stored, and their importance might force their immediate transmission when
an action should be taken based on the carried information. Even in a case of
reliable connectivity, the M2M application might use this approach to have a
more energy e�cient behaviour by transmitting statistics only.

• C4 - This class includes tra�c generated to be used by M2M nodes that
have high level of computation/storage resources, where messages of big size
(kilobytes or Megabytes) have to be transmitted to M2M nodes at high rates.
Use cases for such class usually have high tolerance to delay where data could
be aggregate for hours or days at the M2M node before forwarding it to the
server, or it could be �rmware updates from the server to a set of connected
gateways that will be applied whenever needed.

2.4.3 MTC Tra�c Models

Tra�c modelling aims to design stochastic processes that match the behaviour of
physical quantities of measured data tra�c. As discussed in subsection 2.4.1, most
of the M2M nodes are expected to have low arrival rate separately, but aggregately
could have very high arrival rates. This raises the challenge of de�ning an accu-
rate tra�c model for M2M, whether it is feasible to model the tra�c relaying on
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Figure 2.5: Conceptual Classi�cation for M2M Tra�c in Terms of Message Size vs
Sampling Interval Time

source-tra�c model, or it is accurate enough to treat them as one aggregated tra�c
stream and therefore adapt the aggregated-tra�c model. 3GPP has developed two
models for MTC tra�c generation [56]. The �rst model is the 3GPP uncorrelated
model, which generates perfectly uncorrelated tra�c in a speci�c time interval. The
correlation or synchronization between di�erent machines is not taken into account
by this model. It assumes every single machine in the system generate tra�c inde-
pendently. Using this model, the expected number of arrivals is based on a normal
distribution. The second model is the 3GPP correlated model. This one deals with
the correlated or synchronized tra�c in a speci�c time interval. This type of model
treats every machine in the system as synchronized. It uses beta distribution to
model the aggregated tra�c in the simulation period.

In a research paper [57] M2M tra�c was classi�ed as an aggregated tra�c model,
considering that the typical use case includes numerous simple machines assigned to
one server. Similar assumptions have been considered in [55, 58, 59] and therefore
random Poisson process was adopted to de�ned the distribution of packet arrivals
over a given time period T. Alternatively, authors in [60] have considered di�erent
assumptions to develop an analytical tra�c model for M2M access networks based
on two-class priority queuing system.

2.5 Challenges and Related Technologies

The M2M communication is widely considered as a promising enabler to smart envi-
ronments. Technically, the M2M communication integrates several complementary
technologies, each aiming to provide an essential capability. In Table 2.1, a sum-
mary of requirements, challenges and related technologies is highlighted for each
M2M functional aspect, listed in Subsection 2.3.3, and the platform architecture
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aspect. However, there are many non-technical challenges for rolling-out M2M so-
lutions, among them:

• The con�icts raised by national and international regulations, and their slow
evolving process in comparison to the technology evolution.

• The existing business models need to be adapted to support cost e�ective M2M
services. The current charging model based on ARPU (Average Revenue per
User) will not be grati�ed to end users owning or using tens of sensors.

• The exiting roaming policies adapted by access service providers might limit
the spread of interworking application between geographically distributed servers,
gateways and devices.

• The ubiquitous nature of monitoring and collecting data in M2M could lead
to privacy and data security issues, which will bring up concerns about the
disclosure of the user's personal information.
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2.6 Discussion

The M2M communication supports a wide range of potential applications, and there-
fore gained momentum as an important networking technology. In this chapter the
fundamentals of M2M communication were classi�ed, and the challenges of the con-
nectivity aspect were discussed. It was remarked that existing de�nitions from the
literature of the M2M concept are commonly highlighting the limitation of human
intervention in this kind of communication. M2M platforms shall enable the seam-
less �ow of data, gathered from connected objects (sensors and actuators) to decision
making systems. Such platforms should be able to support new interaction models
between connected objects, which are not under human control, produce heteroge-
neous amount of data and probably have constrained-resources, i.e. they are limited
in memory, energy and computation power.

The need to exchange information between di�erent actors in an M2M system
motivates the need of an M2M middleware to mediate the information between dif-
ferent stakeholders. Developing a large-scale Smart environment, based on M2M
communication, demands interoperability at all communication layers between de-
vices, gateways, and services. However, most existing M2M solutions are not inter-
operable and have been built in a decoupled vertical fashion, where data gathered by
one platform can't be easily reused by other platforms. Generally, M2M networks
have the following characteristics:

1. Dynamically changing topology: A massive number of devices are fore-
seen to be existing in the service coverage of each wireless base-station, and
concurrent network access attempt from these devices. Some of these con-
nected devices are establishing connections in a frequent manner, operating
in an adhoc mode, or requiring mobility support. This will cause frequent
changes in the topology.

2. Di�erent tra�c patterns: The heterogeneity on aggregated data fromM2M
nodes, in terms of message size and sampling rate, will result on new tra�c
characteristic dissimilar to conventional H2H tra�c.

3. Heterogeneous QoS requirements: The wide range of services imposes
various levels of QoS requirements, that may require priority-based protocols
at di�erent layers.

4. Heterogeneous device's capabilities: The magnitude number of connected
nodes consists of devices with capabilities, ranging from resource-constrained
devices (e.g., simple tags) to resource-rich devices with high computation and
storage capabilities.

5. Autonomous information exchange: High level of system automation in
which the devices and systems can exchange data and make decisions without
human intervention.
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In the previous chapter, a high-level taxonomy of M2M aspects and related
technologies was introduced. In this chapter, an elaborated state of the art analysis
is presented that covers several research activities on which this dissertation is built
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on or relate to the work presented. The analysis of the state-of-the-art starts with
the discussion of the standardization work towards an M2M service middleware.
We present standardized work from di�erent organizations toward a reference M2M
framework. This is followed with a review of a number of existing protocols and
access technologies that are commonly adopted in many M2M systems. Finally, an
overview of some research projects activities in M2M/IoT context are presented.

3.1 Introduction

The standardization process refers to the developing of technical speci�cations that
aims to maximize compatibility, interoperability, safety, repeatability, and quality.
The process shall involve industry, consumers, public authorities and other related
parties based on consensus. The need for standardization is highly recognized to
remove the technical barriers and support interoperability, scalability and �exibility
between connected systems and services in M2M/ IoT environment. In addition,
standards help lowering Capital and Operational expenditure (CAPEX and OPEX)
for M2M Services, and allow M2M stakeholders to focus on their core business
utilizing standardized networking methods without worrying about solving commu-
nication challenges on their own. Several contributions to the reliable deployment
and standardization of the M2M communication paradigm are coming from the
scienti�c community as well as industry. More than 140 organizations around the
world are involved in M2M standardization. The industry has become more active
in the standardization process in the M2M domain because of the market demands.
Additionally, wireless access standard groups (e.g. IEEE, 3GPP and ETSI) are
looking into the impacts to the existing network due to potentially tra�c load from
M2M devices.

In the following sections, a preview of standardisation activities related to IoT
and M2M communication is provided. The preview will include international stan-
dard organisations, such as ITU-T, ETSI, oneM2M, OMA, and IEEE. Additionally,
an overview of some research projects activities in M2M/IoT context are presented.

3.2 Standardization for Machine-to-Machine (M2M) Ser-

vice Capabilities

Standardization activities in the M2M �eld are looking indeed into the direction of
horizontal solutions. Thus, they are trying to gather requirements from di�erent
vertical domains and provide common reference architectures and protocols that
ful�l them. A standardized architecture with a common set of service layer capabil-
ities and open interfaces and APIs should help M2M and IoT service providers to
reduce investments, time-to-market, development and on-boarding costs and facil-
itate management of devices and applications. A lot of activities have been going
on recently leading by various standards bodies, Figure 3.1 shows the time-line of
Standard activities in this area.
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Figure 3.1: M2M Standardization Activities Time-line

3.2.1 International Telecommunication Union (ITU)

ITU-T leads the work of the ITU on standards for NGN and future networks propos-
ing a high level architecture. The standardization e�orts in ITU are being addressed
under various banners like `Internet of Things (IoT)' [15], `Machine Oriented Com-
munication (MOC)' [75], and `Object-to-Object Communication' [76].

In 2011, the working structure of the IoT-GSI (IoT Global Standards Initiative)
[77] was formally established, as the centrality of IoT in the evolution of future
network and service infrastructures is widely recognized. Afterward, the ITU-T
activities related to IoT have greatly expanded and produced additional Recom-
mendations for general IoT framework, transversal aspects, and various areas of ap-
plication domains. The ITU-T Recommendation Y.2060 [15] was �nalized in June
2012, providing a de�nition of the IoT that has obtained large acceptance within
the IoT community. Additionally, the document speci�ed a Reference Model for IoT
consisting of four layers: 1) application layer ; 2) service support and application
support layer; 3) network layer; 4) device layer, as well as management capabilities
and security capabilities which are associated with the four layers, as depicted in
Figure 3.2. The document described some capabilities to be supported in each layer
in a high-level perspective.

The Focus Group on M2M Service Layer (FG M2M) [78] was established in 2012
with the key goal to study requirements and speci�cations for a common M2M Ser-
vice Layer. It has focused its developments, from the point of view of use cases and
derived requirements for the common M2M service layer, on the �e-health� applica-
tion domain (speci�cally, on remote patient monitoring and assisted living services).
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Figure 3.2: ITU-T Reference Model for IoT, based on [15]

The FG M2M, who had targeted the inclusion of vertical market stakeholders not
part of the traditional ITU-T membership, such as the World Health Organization
(WHO), and the collaboration with M2M and e-health communities and SDOs, has
actually liaised with various SDOs, fora and consortia, including for the completion
of an e-health standards repository. In the context of the FG M2M service layer
work, in line with the IoT Reference Model described in ITU-T Y.2060 [15], the
M2M service layer capabilities aim to include those common to the support of dif-
ferent application domains as well as the speci�c ones required for the support of
each application domain. It should be noted, in this perspective, that the M2M
communication capabilities are seen as an essential enabler of the IoT.

Recently, the ITU-T Study Group 20 (SG20) on IoT and its applications includ-
ing Smart Cities and communities (SC&C) was established. The group is responsible
for international standards to enable the coordinated development of IoT technolo-
gies, including M2M communications and ubiquitous sensor networks.

3.2.2 ETSI M2M Reference Architecture

The European Telecommunications Standards Institute (ETSI) (http://www.etsi.org),
produces globally applicable standards for Information and Communication Tech-
nology (ICT), including �xed, mobile, radio, converged and Internet technologies.
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This non-pro�t organization is o�cially recognized by the European Union as a
European Standards Organization, granting an international reach.

Aiming at an e�cient end-to-end delivery of the M2M services, ETSI has de-
�ned a set of requirements [50]. These requirements address main features related
to security and communication management as well as the functional requirements
for a horizontal middleware oriented towards M2M communication in which the
communication with various sensors and actuators is executed in a convergent and
consistent manner for multiple applications. ETSI goal is to de�ne a middleware
Service Capability Layer (SCL) that interact with M2M nodes over open interfaces
named: mIa, dIa and mId. These interfaces o�er generic and extendable mechanism
for interactions with the SCLs at both device and gateway domain (DSCL/GSCL)
and network domain (NSCL). Table 3.1 provides a description of the service capa-
bilities de�ned by ETSI M2M in [50].

As depicted in Figure 3.3, the ETSI M2M reference architecture consists of three
parts:

1. M2M Area Network: That includes heterogeneous endpoint devices, such as
sensors and actuators, connected through an access network e.g., ZigBee, M-
BUS, or Bluetooth. This part of the network ends with an M2M gateway that
hides the complexity of the area network from the rest of the M2M nodes.
The gateway provides a set of service capabilities to M2M applications in this
domain, including the (Device/Gateway/ Network) Generic Communication
(xGC) capability to handle transport and session management functionalities
and the (Device/Gateway/ Network) Reachability, Addressing and Repository
(xRAR) capability for data storage.

2. M2M Middleware Core: The M2M core implements functionality to facili-
tate the communication between devices (in the M2M area network) and the
network applications. The M2M core provides several features such as de-
vice management, reachability, and generic communication mechanisms over
the communication network. Additionally the M2M core handles the data
exchange between devices and applications. On one hand, it aggregates the
data received from the device, and forwards it to applications that show in-
terest of that data by means of subscribing to its resource. On the other
hand, it orchestrates the actuation commands or parameter updates received
from applications and transferred to devices, depending on the urgency of the
communication and on the momentary network conditions, as well as on the
parameters of the device.

3. Application Domain: As the M2M middleware allows the connection of het-
erogeneous devices, an application is needed to execute the logic of di�erent
use cases such as energy, automotive, health, transportation etc. The main
function of any M2M application is to control the data acquisition from sur-
rounded environment, perform some calculations on them prior to decision
making, and �nally send commands to act according to that decision. Each
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M2M node compatible with ETSI M2M speci�cation include an application i.e.
Device application (DA), Gateway application (GA) and Network application
(NA).

Figure 3.3: ETSI Functional Architecture of M2M Systems, adapted from [50]

3.2.3 OneM2M Partnership Project

In 2012, the oneM2M consortium was established with the aim of consolidating the
standardization work in M2M communication [79]. oneM2M is a consortium of seven
standards development bodies working in the M2M communication standardization.
More than 260 participating partners and members joined oneM2M to participate
in the standardization of M2M communication system, including ETSI and OMA.
The participating organizations intend to transfer all standardization activities in
the scope of M2M service layer to the oneM2M. OneM2M speci�es a high-level
architecture at both the �eld and infrastructure domain to support end-to-end M2M
services, as illustrated in Figure 3.4. The oneM2M functional architecture comprises
of the following entities:
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Table 3.1: Description of ETSI M2M Services Capabilities

ETSI Capability Description NSCL GSCL DSCL
(Device/Gateway/
Network)
Application
Enablement (xAE)

Handles registration of M2M nodes and
allows routing towards di�erent capabilities.
Also generates charging records pertaining to
the use of capabilities.

✓ ✓ ✓

(Device/Gateway/
Network) Generic
Communication
(xGC)

Provides Communication management
functionality for SCLs and applications. Also
provides transport session establishment and
teardown along with security key negotiation.

✓ ✓ ✓

(Device/Gateway/
Network)
Reachability,
Addressing and
Repository (xRAR)

Store application and xSCL registration
information as well as aggregated data and
make it available, on request or based on
subscriptions, subject to access rights and
permissions.

✓ ✓ ✓

(Device/Gateway/
Network)
Communication
Selection (xCS)

Provides network selection based on policies,
when the M2M device or gateway can be
reached through several networks or several
bearers. Also, provides alternative Network
or Communication Service selection after a
communication failure using a �rst selected
Network or Communication Service.

✓ ✓ ✓

(Device/Gateway/
Network) Remote
Entity Management
(xREM)

Provides Con�guration Management
functions, which is the means to provision a
set of Management Objects in an M2M
Device, an M2M Gateway, a set of M2M
Devices or a set of M2M Gateways.

✓ ✓ ✓

(Device/Gateway/
Network)
Security (xSEC)

Supports a set of security functionalities and
M2M service bootstrap.

✓ ✓ ✓

(Device/Gateway/
Network)
Interworking
Proxy (xIP)

Optional capability to provide interworking
between non ETSI compliant devices or
gateways and the SCL.

✓ ✓ ✓

Network Telco
Operator
Exposure (NTOE)

Interworking and using of Core Network
services exposed by the Network Operator.

✓

(Device/Gateway/
Network) History
and Data
Retention (xHDR)

Optional capability for storing records
pertaining to the usage of the M2M SCs.

✓ ✓ ✓

(Device/Gateway/
Network)
Transaction
Management (xTM)

optional capability to manages transactions ✓ ✓ ✓

(Device/Gateway/
Network)
Compensation
Broker (xCB)

Optional capability to manages compensation
transactions on behalf of applications.

✓ ✓ ✓
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1. Application Entity (AE): responsible of providing end-to-end M2M logic so-
lution, i.e. E-health, Logistic, Smart Energy, etc.

2. Common Services Entity (CSE): comprises a set of Common Service Func-
tion (CSF) that are common to the M2M environments and exposed to other
entities through four reference points that consist of one or more interfaces.
OneM2M speci�ed 12 di�erent CSFs, some of them can be optionally imple-
mented at a given CSE depending on the implementation domain and device,
supported networks, etc. An CSE could be implemented on di�erent kind of
nodes such as middle node (i.e. M2M gateways) at the �eld domain, or infras-
tructure node (i.e. M2M Server Infrastructure) at the infrastructure domain.

3. Underlying Network Services Entity (NSE): to provide services to the CSEs,
such as device management, location services and device triggering.

Each M2M node could deploy one or more entities. OneM2M speci�cation de-
scribes several types of nodes that could be mapped to physical objects in an M2M
system. Table 3.2 symmetrized the oneM2M de�ned nodes and the consisting entity
of each.

Table 3.2: Description of oneM2M Nodes

Node Physically AE CSE NSE

Application Service
Node (ASN)

Capable M2M Device 1 or more ✓ ✓

Application Detected
Node (ADN)

Constrained M2M De-
vice

1 or more ✗ ✓

Middle Node (MN)
M2M Gateway 1 or more ✓ ✓

Infrastructure Node
(IN)

M2M Server 1 or more ✓ ✓

OneM2M is specifying four reference points supported by the CSEs, namely:
Mca, Mcn, Mcc and Mcc'. The Mc- nomenclature is based on the mnemonic �M2M
Communication�, while a, n and c stand to Application Entity (AE), Network Ser-
vice Entity (NSE) and CSF respectively [80]:

1. Mca reference point: for interaction communication between an AE and CSEs,
that enable the AE to use the exposed services from the CSE.

2. Mcn reference point: to allow the CSE to use services provided by the under-
lying NSEs.

3. Mcc reference point: to enable the interworking between CSEs. Any CSE
could use some functionality provided by another CSE in order to provide
service to other entities.
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4. Mcc' reference point: The Mcc' shall be implemented on CSEs at infrastruc-
ture nodes to enable inter-domain communication between CSEs at di�erent
service provider domains.

Figure 3.4: OneM2M Functional Architecture of M2M Systems, adapted from [80]

Generally, the Scope of oneM2M work includes:

• Access independent view of end-to-end services.

• Open standard interfaces, APIs and protocols.

• Security, privacy, and charging aspects.

• Reachability and discovery of applications.

• Interoperability, including test and conformance speci�cations.

• Identi�cation and naming of devices and applications.

• Management aspects (including remote management of entities).

3.2.4 Open Mobile Alliance (OMA)

OMA has approved and released the �nal version of OMA Next Generation Service
Interfaces (NGSI) in May 2012 [81], which focuses on creating a set of open APIs
to enable next generation services. The scope of NGSI includes the standardization
of six architectural areas, each include a set of functional APIs. Figure 3.5 depicts
the relation of NGSI interfaces and functional areas. The functional areas for these
interfaces are the following:
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Table 3.3: Description of OneM2M Common Service Functions

OneM2M CSF Description
Application and Service
Layer Management (ASM)

Provides functions to manage the AEs and CSEs on the
ADNs, ASNs, MNs and INs. This includes capabilities to
con�gure, troubleshoot and upgrade the functions of the
CSE, as well as to upgrade the AEs.

Communication
Management and Delivery
Handling (CMDH)

Responsible of handling the communications with other
CSEs, AEs and NSEs. These include bu�ering
communication requests and selecting connection for data
deliver.

Data Management and
Repository (DMR)

Responsible for providing data storage and mediation
functions, such as converting data into a speci�ed format,
and storing it for analytic and semantic processing.

Device Management
(DMG)

Provides management of device capabilities on MNs (e.g.
M2M Gateways), ASNs and ADNs (e.g. M2M Devices), as
well as devices that reside within an M2M Area Network.

Discovery (DIS) Uses the Originator provided �lter criteria (e.g. a
combination of keywords, identi�ers, location and semantic
information) in searching for information about
applications and services. The result of a discovery request
is subject to access control policy allowed by M2M Service
Subscription.

Group Management
(GMG)

Responsible for handling group related requests.

Location (LOC) Handles AE location requests to obtain geographical
location information of Nodes (e.g. ASN, MN) for
location-based services.

Network Service Exposure,
Service Execution and
Triggering (NSSE)

Manages communications with the Underlying Networks
for accessing network service functions over the Mcn
reference point.

Registration (REG) Handles registration requests from an AE/CSE to register
with a Registrar CSE in order to allow the use the services
o�ered by the Registrar CSE.

Security (SEC) Comprises several security functionalities for: Sensitive
data handling; Security administration; Security association
establishment; Access control including identi�cation,
authentication and authorization; and Identity
management.

Service Charging and
Accounting (SCA)

Provides charging functions for the Service Layer, by
supports di�erent charging models which also include
online real time credit control.

Subscription and
Noti�cation (SUB)

Manages subscriptions to resources, subject to access
control policies, and sends corresponding noti�cations to
the address(es) where the resource subscribers want to
receive them.
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• Data Con�guration and Management: Responsible for creating, reading, up-
dating and deleting data of Extensible Markup Language (XML) or non-XML
type. It also provides a subscribe/notify mechanism for the managed data.

• Call Control and Con�guration: O�ers methods for Call setup, handling and
event noti�cations. Call conferencing control is also supported.

• Multimedia List Handling: Management of Lists of media identi�ers (e.g.
URIs), being used by a streaming functionality.

• Context Management: Management of Context Entities by identi�ers, at-
tributes with corresponding values and meta data. It also exposes an interface
for access Context Information, following push and pull models.

• Service Registration and Discovery: Is a service dictionary, which supports
registration of services and allows to lookup services.

• Identity Control: Allows for the management (creation, modi�cation, deletion)
of identities and related identi�ers and provides an interface for retrieving
identi�ers for an identity through another identi�er.

Figure 3.5: OMA NGSI Architectural

Several OMA standards map into the ETSI M2M framework, both standard-
ization bodies work in order to provide associations between ETSI M2M Service
Capabilities and OMA Supporting Enablers. M2M Networks connect sensors and
actuators as well, thus device management protocols are essential here. Although
device management components are present in both ETSI and oneM2M technical
architecture, the device management protocol that is supposed to be used by the
components is left out of scope. Di�erent options are usable for controlling de-
vices, such as SMS-based protocols from the legacy systems. The OMA is providing
platform-independent Device Management (DM) protocol for general devices [82].
The DM protocol de�nes an interface between the DM Server and the DM Client
to manage and con�gure devices on top of HTTP transport protocol. Recently,
OMA introduced the LightweightM2M (LWM2M) DM [67], a device management
protocol matching the constraint requirement for M2M domain by using CoAP [64]
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as transport protocol. The payload can be encoded as plain text, JavaScript Ob-
ject Notation (JSON) object or Type-Length-Value (TLV) encapsulated, making
the encoding very e�cient. Security can be achieved by using DTLS.

3.2.5 Institute of Electrical and Electronics Engineers (IEEE)

The IEEE-Standards Association (IEEE-SA) is an organization within IEEE that
develops global standards in a broad range of industries, including: power and en-
ergy, biomedical and health care, information technology, telecommunication, nano-
technology, and many more. In its research into IoT, it has identi�ed over 140
standards and projects, a list is available at [83].

The IEEE 1888 Standard for Ubiquitous Green Community Control Network
is among the ongoing standardization activities for the IoT within IEEE-SA, it
de�nes a data exchange protocol that generalizes and interconnects M2M compo-
nents (gateways, storage, application units) over the IPv4/v6-based networks [84].
The IEEE 1888 standard is applied on some Smart Energy projects in Japan and
Thailand [85, 86]. The architecture of this standard includes gateways, storage, ap-
plications and registry component, which are based on a TCP/IP facility network
as shown in Figure 3.6 [87] gateways connect �eld-bus sensor-actuator networks
and TCP/IP-based network. A central storage collects all data sequences from all
other components. Applications can be designed to display sensor readings and
input actuator commands. And a common registry is a broker for managing all
the components. There are two types of communication protocols. Firstly, the
component-to-component communication protocol consists of: WRITE protocol to
send data towards remote components, FETCH protocol to read data from remote
components, and TRAP protocol to notify/update data to remote components.
Secondly, the component-to-registry communication protocol comprises of: REGIS-
TRATION protocol to register active components, and LOOKUP protocol to search
for components. All IEEE1888 communications use the protocol message structure
of Simple Object Access Protocol (SOAP). SOAP is method for exchanging XML
based messages over the Internet for providing and consuming web services. SOAP
message are transferred forming the SOAP-Envelope.

A recent activity launched in 2014 is the IEEE P2413 [88] intending to consider
a very broad range of verticals and stakeholder groups, and develop a standard
architectural framework for the IoT. The initial objective of the IEEE P2413 group
is to create a standard interoperability architecture and de�ne commonly understood
data objects, for information sharing across IoT systems. The standard is targeted
by 2016; there will also be cooperation with other standard bodies' e�orts in the IoT
area, including ETSI, the ISO and oneM2M. IEEE P2413 is currently considering
the architecture of IoT as three-tiered, with the layers: Applications, Networking
and Data Communication, and Sensing. The goals for the IEEE P2413 group are
to [89]:

1. Accelerate the growth of the IoT market by enabling cross-domain interaction
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Figure 3.6: The IEEE1888 Architecture [87]

and platform uni�cation through increased system compatibility, interoper-
ability and functional exchangeability.

2. De�ne an IoT architecture framework that covers the architectural needs of
the various IoT application domains.

3. Increase the transparency of system architectures to support system bench-
marking, safety and security assessments.

4. Reduce industry fragmentation and create a critical mass of multi-stakeholder
activities around the world.

5. Leverage the existing body of work.

3.2.6 Discussion

There is good momentum on M2M standardization e�orts, which aim to achieve
interoperability and compatibility in M2M systems independently of the vertical
market solutions. Several standardization e�orts related to M2M and IoT have
been carried out and have contributed to the current state of the art of this area.
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One direction of these e�orts have been concentrating on building a general reference
model architecture, another direction has been focusing on speci�c technologies of
the M2M in order to make it of practical value.

The initial work of ITU-T was following the �rst direction; the Reference Archi-
tecture de�ned on ITU-T Y.2060 [15] has provided a common ground for the �eld
of IoT, that was further extended by other committees such as IERC [90]. The
model de�nes high-level layers and their basic capabilities and relationships with
each others.

The other standardization direction, focusing on speci�c technologies, is mainly
presented by the output from ETSI, oneM2M, OMA and IEEE. Each has aimed to
develop an application-agnostic M2M framework for the vertical market solutions,
with emphasis on speci�c technologies. It is worth mentioning that, oneM2M has
a much global view as it aims to unify the Global M2M Community, by enabling
the federation and interoperability of M2M systems across multiple networks and
topologies.

In [32], we analyzed the speci�ed capabilities and functionalities by ETSI, oneM2M
and OMA, trying to answer the question of how these standard speci�cations had ad-
dressed the requirements towards realizing a reliable and secure architectural frame-
work for M2M services. Table 3.4 summarizes the speci�ed M2M functionalities by
ETSI M2M, oneM2M, OMA and IEEE1888.

As presented above, ETSI de�nes an end-to-end architecture where several de-
vices connected directly or via a gateway to a central backend server in the network
side. In this context, the ETSI M2M architecture represents a star topology with

Table 3.4: Speci�ed Functions by M2M Standards

Capability Functionality ETSI oneM2M OMA
NGSI

IEEE
1888

Connectivity
Communication selection ✓ ✓ ✗ ✗

Session management ✓ ✓ ✓ ✓

Device
Management

Location ✗ ✓ ✓ ✗

Device triggering ✗ ✓ ✓ ✗

Device management ✗ ✓ ✓ ✗

Application
Management

Software Management ✓ ✓ ✗ ✓

Con�guration function ✓ ✓ ✓ ✓

Registration and Charging ✓ ✓ ✓ ✓

Data
Processing

Discovery ✓ ✓ ✓ ✓

Subscription and Noti�cation ✓ ✓ ✓ ✓

Resource grouping ✗ ✓ ✗ ✗

Semantic processing ✗ ✓ ✗ ✗

Security
Authentication ✓ ✓ ✗ ✓

Encryption ✗ ✓ ✗ ✗

Integrity veri�cation ✓ ✓ ✗ ✓
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a set of distributed Service Capability Layers (xSCL), where the x stands for N
(Network), G (Gateway), or D (Device). The oneM2M architecture is almost simi-
lar to ETSI M2M architecture, however oneM2M de�nes an open interface between
interconnected CSEs to represent a mesh topology. While IEEE 1888 adapted a bus
topology connecting di�erent component i.e. storage, register and gateways.

In relation to the connectivity control aspect, each SCL in the ETSI M2M ar-
chitecture shall include the xGC capability, which is responsible for the established
transport session including encryption and reporting errors features. Similarly, the
CMDH CSF from oneM2M handles the communication functionalities with other
entities i.e. CSEs, AEs and NSEs. The CMDH CSF uses the Underlying Network
equivalent delivery handling functionality based on provisioned policies to decide
when to use the communication channel to transmit the data. For managing access
of alternative networks, a communication service selection function is described by
both ETSI xCS capability and oneM2M NSSE CSF. OneM2M protocol working
group speci�ed mapping the standard APIs to more underlying transport protocols
to meet the requirements of various use cases. In addition to HTTP, which is the
de facto Internet transport protocols, speci�cations are de�ned to map CoAP/UDP
and MQTT/TCP as well to support integration of constrained devices in the IoT.

Considering the device management aspect, OMA provides standard mechanisms
and protocols for device management in wire and wireless areas, which has been
mapped by other standards bodies to their speci�ed functionalities. For example,
the ETSI M2M committee has speci�ed three OMA Device Management (DM)
compliant Management Objects (MO) [91]. The con�guration of MOs is provided
by the xREM capability. The speci�cation suggests to use an M2M speci�c data
model, which should be based on OMA-DM and TR-069 data models. The model is
used to describe a management object resource, which holds the management data
and provides a certain type of M2M remote entity management function. oneM2M
architecture focuses on the services provided by the underlying network entity to the
CSEs over the Mcn reference point, these services include: location management,
device management and device triggering. The Location capability from oneM2M
specifying three ways of obtaining location information: a location server in the
underlying network; a GPS module in an M2M device; or by information inferring
location stored in other nodes.

On application management aspect, the ETSI SCL handles resources associated
to the system's entities following the RESTful paradigm. Applications at di�erent
nodes rely on the SCLs to interchange data between each other, monitor other ap-
plications, or control devices. OneM2M supports the Hypermedia as the Engine of
Application State (HATEOAS) with REST to enhance service discoverability and
extensibility in the future. oneM2M speci�ed the Application and Service Layer
Management (ASM) function for handling software con�guration, execution, trou-
bleshooting and upgrading at AEs and CSEs by utilizing the Device Management
(DMG) functions.

ETSI speci�cations have focused on the hierarchical representation of M2M re-
sources as well as on standard APIs for accessing them by the CRUD (Create, Re-
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trieve, Update and Delete) verbs. The xRAR capability is the cornerstone on ETSI
M2M platforms for data handling. It is responsible for data storage and exchange
between applications and SCLs. This capability includes also the subscription/no-
ti�cation mechanism, which enables applications to receive event noti�cations from
gateways; also supports information searching based on de�ned criteria. Similarly,
oneM2M speci�ed the Data Management and Repository (DMR) CSF for data stor-
age and mediation functions, the Discovery (DIS) CSF for information searching,
and the Group Management (GMG) CSF to enable the M2M System to perform
bulk operations on multiple devices, applications or resources that are part of a
group. The resource tree at both ETSI and oneM2M speci�cations have a lot of
similarity, however a number of di�erences could be listed here:

1. oneM2M has de�ned a set of new resources to handle the additional capabilities
and functionalities speci�ed by the CSFs, such as LocationPolicy, StatesCol-
lect, are Request resources.

2. The resource's URL in oneM2M are shorter by omitting the usage of collections
resource (i.e., the applications, containers and contentInstances resources).

3. In addition to the parent-child relation between resources, oneM2M speci�ed
linking resources in a non-hierarchical method.

4. Additional attributes are de�ned to application, container and contentInstance
resources, for example, the ontologyRef attribute is used to link the resource
to a prede�ned ontology.

Considering the Security aspect, ETSI TC M2M addressed security needs of
M2M service providers by specifying the infrastructure protection at the network
layer. The ETSI security capability supports M2M service bootstrap and key hierar-
chy realization for authentication and authorization. oneM2M leverage the security
capabilities to provide security services for M2M applications, including: Sensitive
data handling, credentials deployments and management, secure connection estab-
lishment and management, authorization and access control that supports roles and
context attributes, and support of dynamic con�gurations involving a Centralized
Key Distribution.

3.3 Standardization for Transport and Application layer

The current M2M related technologies landscape are highly fragmented. As Fig-
ure 3.7 illustrates, the protocol stack for the M2M communication includes various
standardized protocols at transport, network and data link layers. In [92], a survey
of a standardized protocol stack for IoT is presented, focusing on power-e�cient
wireless communication. Typically, M2M applications utilize IP-compatible open
protocols that are standardized, in order to be widely deployable.
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Recently, various protocols have been proposed to the IoT development, aiming
to address the requirements of integrating resource-constrained devices and sup-
porting ubiquitous access. In the following subsections we overview some of the
protocols for M2M.

Figure 3.7: Heterogeneity of Protocol Stack in M2M Communication

3.3.1 Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol (HTTP) is an application layer protocol designed within
the framework of the IP suite. Version 1.0 of HTTP was published in 1996 as RFC
1945 [93]. The protocol is well-tried and powerful, but it's relatively expensive both
in implementation code space and network resource usage. The de�ned speci�ca-
tion presumes an underlying and reliable transport layer protocol, for this TCP/IP
is most commonly used. However, it can use unreliable protocols such as the User
Datagram Protocol (UDP) over port number 80 [94]. HTTP is request-driven pro-
tocol where clients (represented by a user-agent) open a connection to a server and
send their request. The server processes this request and returns the resource re-
quested. Besides retrieving information, HTTP also o�ers methods (called verbs)
to Create, Retrieve, Update and Delete information. HTTP is inherently stateless
which allows it to scale horizontally.

Although HTTP is widely supported on di�erent kind of computing devices
(i.e., smartphones and tablets), it might not be suited for all M2M nodes due to
its resource-demanding nature. Typically, a TCP connection is expensive to create,
while most HTTP 1.0 or older connections use Transmission Control Protocol (TCP)
at least e�ciency, which leads to congestion and unwanted overhead. The problem
becomes serious when it happens in the scenario of M2M bursty tra�c with a large
amount of devices interconnected. To improve this, HTTP/1.1 provides connection
reuse mechanism by using Keep-Alive in general headers. This mechanism and other
improvements have been speci�ed in HTTP/1.1 [95], and thus all connections are
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set to persistency by default. This mechanism aims for reducing CPU and memory
usage, pipelining, reducing network congestion, reducing latency the frequency of
TCP opening handshakes and error reported improvement.

Recently, the HTTP Working Group has published the speci�cation of HTTP/2
in RFC 7540, which aims to enable a more e�cient use of network resources and a
reduced perception of latency by introducing header �eld compression and allowing
multiple concurrent exchanges on the same connection [96].

3.3.2 Constrained Application Protocol (CoAP)

In 2010, the Internet Engineering Task Force (IETF) Constrained RESTful Envi-
ronments (CoRE) group was founded speci�cally to work on the standardization
of a framework for resource-oriented applications, allowing realization of RESTful
embedded web services in a similar way as traditional web services, but suitable for
the most constrained nodes and networks. Their work resulted in the Constrained
Application Protocol (CoAP), a specialized RESTful web transfer protocol for use
with constrained networks and nodes.

The CoAP was proposed by the IETF CoRE working group, and recently con-
�rmed (RFC 7252) [64], to support constrained devices (i.e., with low computation-
al/memory capabilities) and networks, such as those expected to form the IoT. To
facilitate the implementation on similar devices, a number of design choices have
been considered including: i) the use of UDP as the transport layer protocol to
avoid the overhead of connection oriented protocols; ii) e�cient packing of protocol
information in a binary base header, which can be as small as 4 bytes. CoAP is a
lightweight client/server application protocol, which supports the REST paradigm,
through a request/response model using four request types: GET (i.e., retrieve the
content of the resource), POST (i.e., create a new resource), PUT (i.e., update
the content of an existing resource), DELETE (i.e., remove a resource). Similar
to HTTP, CoAP is a stateless protocol that identify resources through URIs, e.g.,
coap://coap-server.com/resource/name. The main conceptual di�erence between
CoAP and HTTP is a message abstraction that determines the type of request or
response.

• A con�rmable message request is sent when client is supposed to get a response
or delivery con�rmation. The response can be an acknowledgement message
or non-con�rmable message or both of them.

• A non-con�rmable message request is sent when a client does not expect a
request con�rmation.

• An acknowledgement message is sent as a response to con�rm that a request
was delivered. It may contain additional data or be empty.

• A reset message is sent as a response to a con�rmable or not con�rmable node
to notify that a request was received but some data was missed. Usually it
happens when the server node was restarted.
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3.3.3 Message Queue Telemetry Transport (MQTT)

MQTT [65] is an open protocol speci�ed by IBM and Eurotech, and recently it has
been moved into the open source community, and used by the Eclipse foundation in
M2M applications. The protocol was designed to be simple and lightweight in order
to be suitable for constrained devices. It features a lightweight header size of 2 bytes
and reduced clients footprint. The MQTT protocol adapts the Publish/Subscribe
(Pub/Sub) module and uses long-lived outgoing TCP connections to a broker node,
as illustrated in Figure 3.8. The MQTT architecture includes the publishers, broker
server and the subscribers. The broker receives the subscription requests from the
clients on the topics they are interested in, at the same time it receives message
from publishers and forward them to the subscribers. MQTT ensures reliability by
providing the option of three QoS levels:

1. QoS-0 (Fire and forget): A message is sent once and no acknowledgement is
required. Thus, the message is delivered according to the best e�orts of the
underlying network. No response is sent back by the receiver/subscriber and
no retry is performed by the sender/publisher.

2. QoS-1 (Delivered at least once): A message is sent at least once and an
acknowledgement is required. It ensures the arrived of the message at the
receiver/subscriber at least once. A QoS 1 PUBLISH Packet has a Packet
Identi�er in its variable header and is acknowledged by a PUBACK Packet.

3. QoS-2 (Delivered exactly once): The highest QoS o�ered by MQTT, a four-
way handshake mechanism is used to ensure the message is delivered exactly
one time. It comes at a price of higher overhead and tra�c in the network.

MQTT supports any type of data (text, binary, JSON, XML, BSON), with a
maximum size of 256 MByte. MQTT is also used by Facebook in implementing a

Figure 3.8: The General MQTT Model
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fast lightweight asynchronous messaging protocol. Security is handled with the use
of the TLS/SSL protocols over TCP, similar to HTTP.

3.3.4 Advanced Message Queuing Protocol (AMQP)

Similar to MQTT, AMQP is a binary open protocol that provides a richer set of mes-
saging scenarios. AMQP comes from the �nance community, designed to e�ciently
support a wide variety of messaging applications and communication patterns. The
originators wanted an open way to communicate the increasing over-the-counter
trace, risk and clearing market data they transfer, without handling licensing issues
of o�-the-shelf protocols. The �nal version 1.0 speci�cation of AMQP was released
in 2012 [97].

In AMQP, the messages are self-contained and data content in a message is
opaque and immutable [98]. According to the speci�cations, there is no limits for
the message's size, it can either support a message of 1 GByte or just few bytes in
size. Several possibilities for message delivering are possible, such as point-to-point,
store-and-forward or publish- and-subscribe. For instance, when a message is sent
to an AMQP broker, actually it is sent to a queue, and after it is delivered to all sub-
scribed customers to this queue as a push noti�cation, as illustrated in Figure 3.9.
AMQP supports di�erent acknowledgment uses cases and transactions across mes-
sage queues; that allows separation of the di�erent transactional semantics. AMQP
ensures reliability with the following message-delivery guarantees:

1. At most once: means that a message is sent once either if it is delivered or
not.

2. At least once: means that a message will be de�nitely delivered one time,
possibly more.

3. Exactly once: means that a message will be delivered only one time.

Figure 3.9: AMQP Protocol Model based on AMQP-V1.0

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



3.3. Standardization for Transport and Application layer 51

3.3.5 Discussion

The previously described protocols could be categorized under two main communi-
cation paradigms:

• The Request/Response (Req/Res) model, commonly used in distributed sys-
tem to exchange information through message passing between a sender and a
receiver, as illustrated in Figure 3.10a. The Req/Res model adapts the polling
mechanism to enable users to retrieve the state of other entities.

• The Publish/Subscribe (Pub/Sub) model, which is based on an event broker
to forward updates (noti�cations) to interested users (subscribers), regarding
changes of senders' (publishers') statuses, as illustrated in Figure 3.10b.

The Req/Res model is adopted by common transport protocols like HTTP and
CoAP [64], which apply the RESTful architecture. Other protocols adopting the
Pub/Sub model include MQTT and AMQP. The authors in [99] analyzed the
strengths and weaknesses of both paradigms in supporting communications in ubiq-
uitous systems. The authors conclude that the communication semantics of the
developed solution is the main criteria to choose which model to implement. On the
one hand, the polling mechanism used in the Req/Res model is considered insu�-
cient to be implemented within systems that have infrequent status changes. On the
other hand, the Pub/Sub model lacks the end-to-end delivery reliability due to the
existence of intermediary entities (i.e. broker) between publishers and subscribers.

(a) Req/Res Model

(b) Pub/Sub Model

Figure 3.10: Protocol Models

The lack of a protocol that handles di�erent requirements of vertical M2M/IoT
applications has resulted in a fragmented market between many protocols. The
comparison between di�erent M2M/IoT protocols has been a subject of discussions
in recent literature work [100, 101, 94]. Table 3.5 presents a comparison of the M2M
transport protocols reviewed in previous subsections.
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Table 3.5: M2M Transport Protocols Comparison

Protocol HTTPv1 HTTPv2 CoAP MQTT AMQP

Standards IETF RFC2616 IETF RFC 7540 IETF RFC7252 Proposed OASIS
standard MQTT

OASIS AMQP

Architecture
Style

Client/server
model RESTful

Client/servers
model

Client/server
model RESTful

Brokered style Brokered style

Transport TCP TCP UDP TCP TCP
Messaging Request/Response Supports mul-

tiplexing of
request/response

Request/Response Publish/Subscribe
(P2P or Bro-
kered)

Publish/Subscribe

Header Text-based Binary (header
compression)

4Byte Binary-
based

Fixed length of
2Byte

8Byte

Message
size

Larger, partly be-
cause status de-
tail is text-based

Con�gurable by
server

Small to �t in sin-
gle IP datagram
with 4byte header

Up to 256MB
with 2byte header

Unlimited with
8byte header

Dynamic
Discovery

No No Yes No No

Service lev-
els (QoS)

All messages get
the same level of
service

Priority mecha-
nism of streams

Con�rmable or
non-con�rmable
messages

Three quality of
service settings

Di�erent 3 QoS
levels

Data distri-
bution

One-to-one One-to-one and
one-to-many

One-to-one One-to-one and
one-to-many

One-to-one and
one-to-many

Security Typically based
on Secure Sockets
Layer (SSL) or
TLS

Requires TLS ver-
sion 1.2 or higher

Typically based
on SSL or TLS

Simple User-
name/Password
Authentication,
SSL for data
encryption

SASL authentica-
tion, TLS for data
encryption

The HTTPv1 is an ideal Internet transport protocol for requesting data from
known sources. However, it is not suitable for resource-constrained devices most
likely to be used in M2M communications, due to the high resources consumption of
opening and closing TCP connections frequently. Also, it does not provide scalable
means for bi-direction communication such as sending noti�cations, and the textual
encoding of HTTP headers obtains unnecessary overhead for parsing. The second
major version of the HTTP protocol, known as HTTPv2 or H2, is focusing on
performance; i.e. end-user perceived latency, network and server resource usage.
One major goal is to allow multiplexing of requests and responses to avoid the
head-of-line blocking problem in HTTPv1. A server pushing functionality is also
speci�ed to enable pushing resources to clients in a Pub/Sub model, this feature
is useful when sending noti�cations on M2M systems. Additionally, an optimized
binary encoding for the header is introduced in order to reduce the needed network
bandwidth.

Relatively few studies have been published on evaluating comparison between
transport protocols for the IoT. A comparative study of both CoAP and HTTP,
published in [102], shows by means of simulation the bene�ts of CoAP in terms
of energy consumption and response time comparing to HTTP. Another study of
performance evaluation in terms of latency, memory occupation, and energy con-
sumption for CoAP and HTTP over both TCP and UDP is presented in [94].

The authors of [101] present a compression of MQTT-S and CoAP by means of
simulation. The study observes that the maximum achieved Discarded Publication
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Ratio (DPR) by CoAP is better than what is achieved by MQTT-S [100]. MQTT-
S, currently known as MQTT-SN, aims to extend the MQTT protocol beyond the
reach of TCP/IP infrastructure for sensors and actuators.

3.4 Standardization for Wide and Local Area Connec-

tivity

Since many IoT/M2M capable devices require to be connected to M2M platforms
via underlying communication networks such as cellular networks, M2M related
standards have taken the initiative to support architectural interworking functions
between the service layer platform and the underlying communication network.

3.4.1 3GPP Machine Type Communication (MTC)

The 3GPP refers to M2M communication as MTC starting from the Evolved Packet
Core (EPC) architecture. 3GPP started standardization activities on MTC in
September 2008 as part of 3GPP Rel-10 speci�cations. The service requirements
working group (3GPP SA WG1) had speci�ed a number of use cases and scenarios,
and derived a set of service requirements accordingly [14]. In 3GPP Rel-11, some
of the proposed MTC features were �nalized, such as addressing and device trig-
gering. Most important is the enhancement of the 3GPP architecture to support
MTC applications [103], by introducing a Machine-Type Communications (MTC)-
InterWorking Function (MTC-IWF) to interact an external MTC Capability Server
with the Mobility Management Entity (MME), Home Subscriber Server (HSS) and
Master of Science (MSC). The Access Network Discovery and Selection Function
(ANDSF) allows application servers (e.g. M2M platform) to trigger the M2M end
devices to select certain wireless access technologies according to de�ned policies
[104].

In Rel-12, new enhancements for small data transmission and minimizing over-
heads are considered in addition to enhancements of device triggering methods by
using reference points between MTC-IWF and serving nodes (i.e., SGSN, MME,
and MSC). The standard will also intend to optimize the User Equipment/End-
point (UE) power consumption to prevent battery drain, and enable group-based
features that allow multicast communication to a MTC group of devices sharing one
or more MTC features. Figure 3.11 shows the 3GPP non-roaming reference model
for MTC based on 3GPP speci�cation [105].

For Rel-13, expected in 2016, a new MTC device category with lower complexity
and additional power saving techniques will be de�ned [106].

3.4.2 IEEE 802 LAN/MAN Standards

Due to the nature of connected objects within the IoT, very low power consumptions
are required to enable any object to plug into the Internet while being powered by
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Figure 3.11: Reference Architecture for 3GPP MTC based on 3GPP TR 23.888
Rel.11

batteries or through energy-harvesting. In the past few years, there have been many
e�orts to enable the extension of Internet technologies to constrained devices.

Several IEEE task groups (TGs) are addressing the impact of M2M communi-
cation on the IEEE 802 radio access networks.

• WiFi IEEE 802.11: 802.11 supports di�erent communication setups, each
of them enabling a di�erent scenario. The IEEE 802.11p de�nes enhance-
ments to the 802.11 standard to support inter-vehicle communication [107].
Recently, the IEEE 802.11ah wireless LAN standard group targets a wireless
communication standard to support use cases that include sensor networks
and backhaul communications of sensors data for M2M communications. The
target is to enhance the designs of the physical and MAC layers of IEEE
802.11ac so that it operates in free sub 1GHz bands [108]. The lower center
frequencies provides longer distances comparing to typical WLAN frequencies
around 2.4 GHz and 5 GHz.

• The IEEE 802.15.4: de�nes the Medium Access Control (MAC) and physi-
cal (PHY) layers in Low-Rate Wireless Personal Area Network (LR-WPAN).
In order to achieve better energy-e�ciency, IEEE 802.15.4 can operate in a so
called beacon-enabled mode for which a superframe structure is utilized [109].
The ZigBee alliance (http://www.zigbee.org/) has recently developed further
network and application layer protocols using small low-power radio devices
based on the IEEE 802.15.4. The target applications include Smart Energy,
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health care, remote control consumer electronics equipment, etc. The IEEE
802.15.4 provides a reliable communication and could handle a big number on
nodes. However, it does not support QoS guarantees.

• IEEE 802.15.1: this is the basis for the Bluetooth wireless communication
technology. Bluetooth is designed for small and low cost devices to support
short range communication with low power consumption. The technology op-
erates with three di�erent classes of devices: Class 1, class 2 and class 3 where
the range is about 100 meters, 10 meters and 1 meter respectively. Bluetooth
operates in the same 2.4 GHz frequency band as Wireless LAN, but using
di�erent signaling methods to prevent interference. The Bluetooth Special
Interest Group (SIG) has completed the Bluetooth v4.0 speci�cation, called
Bluetooth Smart. It includes Classic Bluetooth, Bluetooth high speed and
Bluetooth Low Energy (BLE) protocols. BLE aims at supporting low power
sensor devices, and uses a GFSK (gaussian frequency shift keying) modulation
to transmit the data [66]. A comparative analysis of BLE and ZigBee/802.15.4
is published in [110], and showed that BLE is more energy e�cient in terms
of number of bytes transferred per Joule spent.

• IEEE 802.16: is a standard technology for wireless wideband access. Among
its advantages, the ease of installation is by far the most important aspect.
This technology supports either point-to-multipoint or mesh topologies. The
IEEE 802.16p TG aims for enhancing the mobile WiMAX base standards
IEEE 802.16e and IEEE 802.16m for M2M, identifying a number of require-
ments for mainly MAC-related functions such as network entry, group and
device addressing, etc. [49].

3.4.3 IETF 6LoWPAN

In order to enable low-power devices with limited processing capabilities to partic-
ipate in the IoT, the IETF 6LoWPAN Working Group was formed to work on the
IPv6 protocol extensions required for such networks where the nodes are intercon-
nected by IEEE 802.15.4 radios. The 6LoWPAN WG de�ned encapsulation and
header compression mechanisms that allow IPv6 packets to be sent to and received
from over IEEE 802.15.4 based networks [111]. It de�nes a LoWPAN frame format
for IPv6 data packets and a simple header compression scheme, which uses shared
context information.

6LoWPAN introduces the adaptation layer between network and data link layers.
This allows IPv6 datagrams to meet the requirements of the IEEE 802.15.4. The
IPv6 standard de�nes a Maximum Transmission Unit (MTU) �xed to 1280 bytes,
while IEEE 802.15.4 de�nes it equal to 127 bytes. The length of the IPv6 header
(40-bytes) implies a huge overhead that, considering the presence of transport layer
header (8 bytes for UDP), MAC header (25 bytes) and link-layer security (21 bytes)
would leave only 33 bytes available for application layer payload. The adaptation
layer solves these problems by enabling the compression of the IPv6 header and
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the fragmentation of packets that exceed the MTU of the MAC layer. In case of
fragmentation, a fragmentation header is appended to each fragment. Two distinct
headers are used to indicate whether it corresponds to the �rst fragment or is one
of the followings. Besides, those aspects on link layer protocol adaptation for low-
power devices and routing protocol, 6LoWPAN de�nes some standards on network
management, neighbour discovery, and mobility, i.e. adapted from Mobile IPv6
[111].

3.4.4 Discussion

The wide diversity of connected objects and the dissimilar QoS constraints for M2M
applications lead to a fragmented protocol stack in M2M communication. The neces-
sity of developing and designing an e�cient networking concept have been remarked
by many standardization bodies. Their prime focus has been to support M2M com-
munication in the existing networks by developing speci�cation that enable basic
M2M communication requirements. The majority of M2M standard bodies have
proposed a hierarchical M2M architecture based on IP protocol. However, IP may
be too complex for small devices such as sensors due to their energy constraints.
There are numerous initiatives trying to overcome this issue by developing sim-
pli�ed IP stacks over existing low energy protocol suites. Among them the IETF
6LoWPAN protocol to enable the transmission of IPv6 datagrams over low-power
networks based on the IEEE 802.15.4 standard. Also the use of BLE over IPv6 has
been recently �nalized in RFC7668 [112]. These initiatives are usually accompanied
by using CoAP on the application layer. The usage of IPv6 protocol provides a
highly scalable address scheme suitable for M2M/IoT deployments. In [113], the
performance of 6LoWPAN in Wireless Sensors Network (WSN) is evaluated using
a testbed consisting of embedded components, the results show the e�ect of the
packet size on round trip time. Some other problems have been reported such as
high rate of packet loss, and ease of interference.

Both 3GPP and IEEE 802.16 (WiMax) have addressed the problem of M2M de-
vices connecting to a base station (BS). The enhanced features speci�ed by 3GPP
ensure that LTE can meet M2M requirements of low-cost devices, ubiquitous cov-
erage, and ultra-long battery life [106]. The approach of grouping BS and M2M
devices is considered by 3GPP and IEEE 802.16p to tackle the increased number of
connected devises to one BS.

Similarly, the IEEE 802.11ah Working Group developed standards for M2M
communication utilizing the sub 1GHz band. This standard address the scalabil-
ity problem and constrained devices. Due to the propagation properties and the
simpler needed device components, power consumption could be decreased at these
frequencies [108]. It is expected that such features will make the 802.11ah radio
technology highly attractive for deployment in rural areas.

Both ZigBee and Z-Wave have been used widely in Smart Home applications.
Furthermore, Z-Wave applications can bene�t from the �exibility and security of
this protocol. Its overall performance has been reported to be superior to ZigBee`s
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performance [114]. However, ZigBee is more a�ordable and has been included in
ETSI speci�cation as one solution for M2M capillary networks in order to meet
the Smart Energy market needs. Table 3.6 summarizes the main characteristics of
access protocols commonly used in M2M/IoT.

Table 3.6: Comparison of Wireless Technologies for M2M/IoT

Technology Bluetooth/
Bluetooth Low
Energy (BLE)

802.11 (Wi-Fi) 802.15.4 (Zig-
Bee/6LoWPAN)

RFID Cellular

Security 64/128bit AES
CCM

256 bits AES
encryption

128 bit, AES low con�dentiality
and integrity
algorithms

Latency 100ms/ <3ms
(LE)

1.5m 20ms - 90ms

Max data
rate

3Mb/s (en-
hanced)

22Mb/s
(802.11 g)

250Kb/s Varies 12Mb/s (4G
LTE)

Range 10-100 meters 50-100 meters 10-200 meters <3m >1000m
Mobility �xed nomadic subnet

roaming
Yes Fixed Seamless global

roaming
Power Con-
sumption

Medium/ Low
(LE)

High Low Low Medium

Battery life Days years (LE) Hours Years Years Days
Frequency
Band

2.4GHz 2.4GHz, 3.6GHz
and 5GHz

2.4GHz,
868MHz and
915MHz

- 800MHz,
1.8GHz, 2.0GHz
and 2.6GHz

3.5 Research and Projects Activities

There are several research projects working towards de�ning a reference architecture
for IoT system deployments, such as IoT-A, and Fi-Ware, while others are aiming
to create a global IoT platform for vertical applications, such as OpenIoT, BUT-
LER, and OM2M. Each of these projects has speci�c contributions in addressing the
challenges of IoT and M2M communication. However, there are still further work
required to cover the technological complexity and vertical M2M silos. In this sec-
tion, a short review of the work and achievements of previously mentioned projects
is provided, followed with an analysis of the requirements addressed by each project.

3.5.1 Internet of Things-Architecture (IoT-A) Project

This project, co-funded by the European Commission within the Seventh Frame-
work Programme (2007-2013), focused on designing a comprehensive framework that
would facilitate common approach to design the IoT architecture. The IoT-A main
objective is to de�ne a generic Architecture Reference Model (ARM) that could be
used to derive concrete IoT architectures, through providing a number of means
(models, views, perspectives, best practices, etc.) that can be used to derive an
IoT architecture. Based on this reference ARM, multiple architectures could be
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developed, each focuses on a domain-speci�c IoT application. The authors in [115]
provide a guidance on how to derive concrete architectures from the IoT-A ARM.

Other common objectives of IoT�A are to design protocols and interfaces for
end-to-end interoperability between di�erent IoT devices and to design powerful
security and privacy mechanisms and scalability to develop IoT device platform
components. In General, IoT-A promotes interoperability in the IoT at the commu-
nication level as well as at the service level across di�erent platforms established on
a common grounding. This could be achieved by providing to IoT system develop-
ers a common technical foundation and set of guidelines for deriving a concrete IoT
system architecture [116]. The ARM consists of three interconnected parts [116]:

The IoT Reference Model (RM): providing a set of models that are used to
de�ne certain aspects and de�nitions of the architecture to be developed inde-
pendent of speci�c technologies and use-cases. The Reference Model consists
of several sub-models that set the scope for the IoT design space and that
address architectural views and perspectives. The IoT Domain Model is the
primary model that describes all the concepts relevant in the IoT architec-
ture,such as Devices, IoT Services and Virtual Entities (VE), to provide the
bases of all other models and it also introduces relations between these con-
cepts. Based on the IoT Domain Model, the IoT Information Model, Commu-
nication Model and the Trust, Security, and Privacy Model will be developed.
The IoT Information Model de�nes the structure (e.g. relations, attributes)
of IoT related information in an IoT system on a conceptual level without
discussing how it would be represented. The IoT Functional Model identi�es
groups of functionalities, of which most are grounded in key concepts of the
IoT Domain Model. A number of these Functionality Groups (FG) build on
each other, following the relations identi�ed in the IoT Domain Model. The
Functionality Groups provide the functionalities for interacting with the in-
stances of these concepts or managing the information related to the concepts,
e.g. information about Virtual Entities or descriptions of IoT Services. The
functionalities of the FGs that manage information use the IoT Information
Model as the basis for structuring their information. A key functionality in
any distributed computer system is the communication between the di�erent
components. One of the characteristics of IoT systems is often the heterogene-
ity of communication technologies employed, which often is a direct re�ection
of the complex needs such systems have to meet. The IoT Communication
Model introduces concepts for handling the complexity of communication in
heterogeneous IoT environments. Communication also constitutes one FG in
the IoT Functional Model. Finally, Trust, Security and Privacy (TSP) are
important in typical IoT use-case scenarios. Therefore, the relevant function-
alities and their interdependencies and interactions are introduced in the IoT
TSP Model. As in the case of communication, security constitutes one FG in
the Functional Model.

The IoT Reference Architecture (RA): consisting of a set of Views, each rep-
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resents one or more structural aspects of an architecture to illustrate how the
architecture addresses one or more concerns. It is important to keep the RA
abstract in order to enable di�erent IoT architectures. The IoT RA includes
a Functional View, Information View, and Deployment and Operation View.
In these views of the IoT Reference Architecture, interactions are not covered
since the number of arrangements of the functional components and also their
invocation is practically in�nite. The Functional view is constructed from
the IoT Functional Model and the uni�ed requirements. Figure 3.12 depicts
the Functional view diagram and shows the nine functionality groups of the
Functional Model. Based on the IoT Information Model, the Information view
provides more details about how the relevant information is to be represented
in an IoT system. However, concrete representation alternatives are not part
of this view. The information view also describes the components that handle
the information, the �ow of information through the system and the life cycle
of information in the system. Additionally, the Deployment and Operation
view addresses the realization of actual system by selecting technologies and
making them communicate and operate in a comprehensive way.

Figure 3.12: IoT-A ARM Functional View based on [116]

The Guidance: explaining the usage of the IoT ARM. It de�nes the process lead-
ing to the generation of the concrete domain-speci�c IoT architectures based
on the RA and RM. The Guidance part contains extensive treatises on how
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to use the IoT-A uni�ed requirements on the common contents of an IoT
threat analysis; and on how qualitative requirements are translated into de-
sign choices concerning the functional view and the information view.

3.5.2 FP7 FI-WARE Project

Fi-Ware is a European FP7 Research Project aiming to foster the emerging Fu-
ture Internet by creating an open architecture and a reference implementation of
a novel service infrastructure. Endorsed by a large industrial community support,
the FI-WARE project [12] started to work on designing a core platform for the
next generation Internet and as a part of that e�ort produced architecture for the
IoT domain. This platform is open sourced, based upon components referred to as
Generic Enablers (GE) which o�er reusable and commonly shared functions serving
a multiplicity of Usage Areas across various sectors [12].

The Fi-ware generic enablers are classi�ed into seven major groups providing
architecture reference model for the speci�c features addressed within these chapters
[117]:

1. Cloud Hosting: computation, storage and network resources, upon which ser-
vices are provisioned and managed.

2. Data/Context Management: accessing, processing, and analyzing massive vol-
ume of data, transforming them into valuable knowledge available to applica-
tions.

3. Applications/Services Ecosystem and Delivery Framework: the infrastructure
to create, publish, manage and consume FI services across their life cycle,
addressing all technical and business aspects.

4. Internet of Things (IoT) Services Enablement: the bridge whereby FI services
interface and leverage the ubiquity of heterogeneous, resource-constrained de-
vices in the Internet of Things.

5. Security: the mechanisms which ensure that the delivery and usage of services
is trustworthy and meets security and privacy requirements.

6. Advanced middleware, Interface to Networks and Robotics: provides inter-
faces to run an open and standardised network infrastructure (underlying a
network operator control or network virtualization) along with providing ac-
cess to speci�c features of highly sophisticated terminals and cloud proxies.

7. Advanced Web-based UI: brings components that will provide a simple, uni-
form way to create rich networked 2D and 3D applications that run in a
browser.

The IoT architecture de�ned by the FI-WARE project has already taken into
account the ETSI M2M speci�cation and has extended it to incorporate OMA NGSI
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Context Management activities. Figure 3.13 shows the IoT architecture of FI-
WARE, which consists of two di�erent domains: the IoT Backend, and the IoT
Edge [118]. The GEs shown in Figure 3.13 [118] implement the functionalities dis-
tributed across these domains. The IoT BackEnd comprises the set of functions,
logical resources and services hosted in a Cloud datacenter. It is connected to the
IoT edge elements that represent on-�eld IoT infrastructure elements needed to
connect physical devices to applications.

The BackEnd component consists of three main GEs, namely IoT Broker, IoT
Discovery and IoT Device Management. These components provide both REST and
NGSI interfaces for interaction with the users as well as appropriate features such as
things and resources management using NGSI Context entities, protocol adaptation
and connectivity management, and devices composition and discovery functionality.

The IoT Broker GE is responsible for retrieving and aggregating information
from the connected devices. While the IoT-Discovery GE is responsible for context
source availability management, based on the OMA NGSI-9 Context Management
Information Model. The IoT Device Management GE is the central component for
most common scenarios. This GE provides the resource-level management of remote
assets i.e. devices with sensors and/or actuators, as well as core communication
capabilities such as basic IP connectivity and management of disconnected devices.

The gateways at the Edge domain provides similar functionality, but on the local
level, i.e. it provides resource management functionality for connected things of the

Figure 3.13: FIWARE IoT Architecture [118]
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IoT and legacy devices connected to the gateway. An NGSI gateway consists of
two GEs, namely Data Handling and Protocol Adapter, as well as the GW Logic
component, which handles the APIs of the gateway-to-gateway and the IoT Edge
con�guration at the gateway level. The Data Handling GE addresses the need for
�ltering, aggregating and merging real-time data from di�erent sources. And the
Protocol Adapter GE deals with the incoming and outgoing tra�c and messages
between the Gateway and Devices registered, to be served by the gateway towards
the Data Handling GE. The Protocol Adapter GE translates device speci�c protocols
into a uniform internal API.

3.5.3 FP7 OpenIoT - Open Source cloud solution for the Internet
of Things

The OpenIoT project focused on providing an open source middleware framework
enabling the dynamic formulation of self-managed IoT environments and applica-
tions [119]. The project adapted the cloud computing infrastructure model to deliver
sensing service in an autonomic fashion, including utility based security and privacy
schemes.

OpenIoT can act as a blueprint framework that will allow solution providers and
users to integrate within IoT cloud systems, and select the most appropriate sensors
for a given service while �ltering their data. In particular, OpenIoT provides the
means for formulating and managing environments comprising IoT resources, which
can deliver on-demand utility IoT services such as sensing as a service.

From September 2013, OpenIoT middleware platform was made available to the
Open Source community (https://github.com/OpenIotOrg/openiot/) for creating
real-time IoT services on demand and enable interoperability between vertical IoT
solutions and interconnect data silos. The OpenIoT architecture comprises seven
main elements: 1) the Sensor Middleware (SM) that extended the Global Sensor
Networks (X-GSN), 2) the Cloud Data Storage enabling storage of data streams on
the cloud, 3) the Scheduler that processes requests for on-demand deployment of
services, 4) the Service Delivery and Utility Manager that combines data streams as
indicated by service's work�ow, 5) the Request De�nition component which enables
on-the-�y speci�cation of service requests to the platform, 6) the Request Presen-
tation component that enables the visualization of the outputs of a service, and
7) the Con�guration and Monitoring component which enables visual management
and con�guration of functionalities over sensors and services.

In order to support the dynamic integration and discovery, the openIoT middle-
ware developed semantic models and annotations for representing Internet-connected
objects, along with an IoT ontology based on the W3C Semantic Sensor Networks
(SSN) ontology, the SPITFIRE ontology (spt) and the LSM vocabulary (lsm). The
OpenIoT ontology represents a universally adopted terminology for the convergence
of sensed data with the semantic web. It enhances existing vocabularies for sen-
sors and Internet Connected Objects (ICOs), with additional concepts relevant to
IoT/cloud integration such as terms to annotate units of measurement, raw sensor
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values and points of interest at some speci�c levels of granularity [120].
In addition, an integrated development environment is provided by openIoT for

deploying and managing IoT applications. OpenIoT IDE comprises a range of visual
tools enabling the visual de�nition of IoT services in a way that obviates the need
to master the details of the SPARQL language.

3.5.4 FP7 Butler

BUTLER [13] is a European research project whose main objectives are to develop
a horizontal platform features and several IoT applications and services, through
integrating existing technologies and develops new technologies. The main mission is
to provide context-aware services within the IoT environment. For the achievement
of above objectives and support di�erent domains, the BUTLER platform focuses
on providing them with communication, location and context awareness abilities,
while guaranteeing their security and the privacy of the end users [121].

The project started from the gathering and analysis of the requirements from up
to 70 use cases, in order to produced requirements for the platform's speci�cation
and valuable information on the potential socio-economic impact of the deploy-
ment of an horizontal IoT platform. The BUTLER framework is o�ering common
functionalities on three types of platforms, which are categorized based on their
intended use and prime capabilities, namely, Smart Objects (i.e. sensors, actuators,
gateways), Smart Mobiles (user's personal device) and Smart Servers (providers of
contents and services) [122]. The BUTLER security framework was designed to en-
able end-to-end security between a data provider and a data consumer, while being
compatible with the ETSI-M2M access right feature. Furthermore, the deployed
protocols ensure con�dentiality, integrity of the messages and authentication of the
peers.

In order to address the dynamic data demands, the localization capability was
an emerging issue considered in BUTLER. An improved ranging algorithm using
super-resolution techniques over phase measurements for distance estimation be-
tween devices has been developed within BUTLER. As part of the experimentation
of the BUTLER platform, the project has conducted several IoT deployment that
include large scale deployments in order to showcase the outcomes of the project to
end users and stakeholders outside of the IoT community.

3.5.5 Eclipse OpenM2M (OM2M)

OpenM2M (OM2M) project (http://www.eclipse.org/om2m) is a member of Eclipse
IoT Working Group, providing a modular architecture running on top of an OSGi
layer based on Eclipse Equinox, using Java programming language and Apache
Maven [123]. The software is an open-source implementation of the ETSI M2M
standard distributed under the Eclipse Public License (EPL). It aims to facilitate
the deployment of vertical M2M applications by providing a horizontal M2M service
platform for developing services independently of the underlying network.
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The platform consist of a SCL that could be deployed in an M2M network, a
gateway, or a device. The OM2M SCL provides the functionalities of mandatory
service capabilities, these are: Application enablement(xAE), Generic communica-
tion(xGC), Reachability, addressing, and repository(xRAR), Communication selec-
tion(xCS), Remote entity management(xREM), SECurity(xSEC) and Interworking
proxy(xIP). The OM2M platform provides a RESTful API for XML data exchange
only, through unreliable connections. RESTful API provides primitive procedures
for machine authentication, resource discovery, application registration, etc.

To ensure extensibility of the system, the SCL is composed of small tightly
coupled plugins, each one, o�ering speci�c functionalities. A plugin can be remotely
installed, started, stopped, updated, and uninstalled without requiring a reboot
[123]. On the time of writing this dissertation, the current implementation supports
HTTP and CoAP transport protocols, and integration of legacy devices using Zigbee
and Phidgets technologies. However, the platform could be extended to perform
device �rmware updates by reusing existing protocols and interworking proxy.

3.5.6 Discussion

The IoT-A project presented the direction of de�ning a general Reference Model
Architecture for IoT, to be used as a basis of platforms design. The project has
created an �Architectural Reference Model� (IoT ARM) as the common ground for
the �eld of IoT. The model de�nes entities and describes their basic interactions
and relationships with each other [115]. It also has resulted in a large amount of
background information that includes the uses of IoT architectures in developing
general or domain-speci�c platforms. A number of research projects have taken the
IoT-A reference models as its main inspiration, such as BUTLER. However, the
resulted architecture of di�erent other projects could be easily mapped to the IoT-
A models [115, 124]. It becomes clear that the scope of IoT-A is broad enough to
cover the complete IoT domain, providing a �ne-grained set of relationships between
di�erent types of resources and services.

The Fi-Ware service infrastructure that is developed upon reusable Generic En-
ablers, i.e. utilities services, is making the development of value-added services
easier. A number of research projects have been established as a phase-two use case
projects that aim to validate the FI-Ware Generic Enabler in speci�c use cases, such
as FI-STAR [125], XIFI [126] and FRACTALS [127]. Additionally, many projects
have used some enablers to speed up the development of their solutions. The com-
patibility of FI-Ware IoT Generic Enablers with ETSI M2M service layer is quite
notable, which facilitates the interoperability of the developed applications with
other platforms. However, global interoperability with international standards is
still missing.

The way of addressing the heterogeneity of device's capabilities issue is ideally
supporting a pool of standardized communication protocols in which the device
manufacture can select the appropriate protocol in each case. Unfortunately, this is
not the case in some commercial platforms that propose connection via proprietary

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



3.5. Research and Projects Activities 65

gateway, which complicates the mashing up of data and services across multiple
platforms.

Providing APIs is crucial for the development innovative services in the FI, and
with consideration of the huge heterogeneity nature of networks and devices in the
M2M platform, the need of standard interfaces to M2M platforms is more clear [35].
In this direction, Fi-Ware IoT enablers adopted the OMA NGSI interfaces, while
some other platforms developed RESTful APIs to make it transparent to developers
in order to build applications, without the need to learn deep details of the operator
middleware organization. To some extend, some platforms o�ers libraries binding
for di�erent programming languages, such as BUTLER, however, these libraries
usually include basic functionalities only. Some (commercial) platforms provide
a full Software Development Kit (SDK) in one or more programming languages;
this approach could be extended further by developing Domain-Speci�c Language
(DSL), which exposes the functionalities speci�c to the M2M/IoT to the domain
experts. The OpenIoT Virtual Development Kit (OpenIoT-VDK) is an example of
this approach.

Generally, heterogeneous applications, devices, technologies and requirements
are emerging in M2M/IoT systems. Standardization e�orts aims to make it easier
for individual stakeholders to partner and interwork with component providers, ap-
plication developers, solution integrators, data and content owners and with wireless
and wireline connectivity providers. At the same time, various research work have
been conducted with the aim to develop a horizontal solution that could combine
and coordinate M2M devices, mostly for speci�c-domain IoT services. However, the
limited support of cross-platform integration in existing solutions, specially propri-
etary platforms, is preventing the realization of large-scale IoT, which could result
in fragmented IoT vertical silos. Furthermore, renewed business and revenue mod-
els should drive these aspects of the IoT to be charged on an consumption-based
model, i.e. Everything-as-a-Service (XaaS). Thus becoming available in professional
private-public clouds or in the Internet Web as user generated services.
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This chapter reviews the requirements of reliable Smart services by investigating
the usage natural, requirements and tra�c patterns of a number of Smart City
services. A Smart service is considered reliable when it performs according to its
speci�cations, i.e. it executes the required functionality under stated conditions for
a speci�ed period of time.

4.1 Introduction

Nowadays, cities and urban areas are forming complex ecosystems, where ensuring
sustainable development and quality of life is an important concern. In such urban
environments, people, businesses and public authorities experience speci�c require-
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ments regarding innovative and interoperable services. According to the United
Nations, more than half of the World's population lives in urban areas, and it is
suggested that thousands of new cities need to be built worldwide by 2050. Less
than 30% of the world's population lived in cities in 1950, this number grew to 47%
in the year 2000 (2.8 billion people), and it is expected to grow up to 60% by the
year 2025. Furthermore, it is expected that most urban growth will occur in less de-
veloped countries during the next decades [128]. Experts point out Smart Cities as
an emerging market with enormous potential, which is expected to drive the digital
economy forward in the coming years.

A report from the International Organization for Standardization (ISO)/IEC
Technical committee of Information technology [129] analysed the standardization
opportunities of Smart Cities. The report highlighted the networking of collab-
orative spaces within the city as a key requirement, in order to enable dynamic
communities that will spur innovation and growth, and enhance citizen well-being.
Due to the ability of IoT systems of performing situated sensing, they have huge
potentialities for developing new innovative applications in Smart Cities as well as
in many other �elds. Smart City is widely considered a hot topic; however, there
is no clear de�nition of the Smart City concept among practitioners and academia.
Authors in [4] represented the idea of a Smart City as a �System of systems�, where
the integrated systems forms a closed loop and are characterized by functions: sens-
ing, information management, analytic and modelling, and in�uencing outcomes.
Each system produces its own information and consumes others' information in a
well-de�ned urban planning. A holistic de�nition of the term from [3] embraces six
characteristics that need to act smartly to achieve a Smart City that is

�well performing in a forward-looking way in economy, people, gover-

nance, mobility, environment, and living, built on the smart combination

of endowments and activities of self-decisive, independent and aware cit-

izens�.

Experts from various specialities provide more concrete de�nitions, which emphasize
the role of their own approach and activities in the �eld. From the ICT perspective,
a Smart City can be de�ned as

�A city connecting the physical infrastructure, the IT infrastructure,

the social infrastructure, and the business infrastructure to leverage the

collective intelligence of the city� [18].

This de�nition could be well adopted in the context of this dissertation. Figure 4.1
[26] shows service domains and related applications, i.e. industrial domain, Smart
City domain, and health well-being domain. Therefore, cities are facing challenges
to maintain and upgrade the needed infrastructures to establish e�cient and reliable
Smart City implementation that meet the demands of their citizens.
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Figure 4.1: IoT Service Domains and Related Applications [26]

4.2 Use-Case-Driven Approach to M2M Requirements

The principles of the IoT and M2M communication are evolving based on existing
Internet infrastructure to facilitate the representation of addressable objects and
develop innovative services accordingly. There are a lot of domains and environments
in which M2M communication is likely to improve the quality of our lives, such as
buildings automation, transportation, healthcare, etc. Almost all SDOs started
their work in M2M standardization by de�ning the common requirements of various
Smart Services [130, 14, 52, 131].

Generally, a use case de�nition handles the system as a black-box where interac-
tions, including responses, are perceived from outside the system. Use cases should
not be confused with the functionalities, features, or requirements of the system un-
der consideration. A use case may be related to one or more functionalities and/or
requirements. A functionality or requirement may be related to one or more use
cases [132]. In this section, considered use cases will be described in an architec-
turally neutral manner that does not assume any particular physical architecture.
Additionally, the requirements of selected M2M use cases will be discussed. The
surveyed applications have already proved their worth in industry and Smart City

Asma A. Elmangoush



70
Chapter 4. Communication Requirements Towards Reliable Smart

Service Deployment

development [133].
It is widely agreed that the end-to-end aspects of communication between M2M

devices and servers are critical to many applications [134, 132]. There are two
types of characteristics concerning technical systems; functional aspects and non-
functional aspects. The �rst is what types of functions the system performs while
the latter is how well it performs them. Figure 4.2 depicts the methodology adopted
to extract the functional and non-functional requirements. It consists of three main
stages: selection of use cases from Smart City domains, data collection and data
analysis.

Figure 4.2: Requirements Analysis Framework

4.3 EHealth Use Case

EHealth provides a new method for using health resources, such as information,
money, and medicines, with the aim to improve e�cient use of these resources using
ICT. EHealth systems has been thought to have great promise to improve upon tra-
ditional health communication through user-centred design and interactivity, broad
social connectivity, deeper understanding of what motivates behavior change and
the use of multimodal media that expand people's access to health information and
discourse across time, place, and cultures [135]. A typical EHealth system consists
of four components [136]:

1. Hardware devices, workstations and peripherals used to perform EHealth ac-
tivities, such as capturing medical information from patient's body. The ad-
vancement of semiconductor industry shrinking lithography continues to re-
duce chip-set cost and power consumption, and embeds more sensors into
devices used in di�erent aspects in our daily life.
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2. Users that have di�erent roles and means to use the system, i.e. clinicians and
patients.

3. Telecommunications link to connect users of the system and allow the exchange
of information. Many types of telecommunication links can be used to transmit
medical information; however wireless technologies are more suitable to allow
patient's mobility.

4. Policies and protocols: are also needed in EHealth system, to specify users
and operates roles and responsibilities, such as how patients pay the service
provider and who will take a charge if technical problems exist.

The market potential of EHealth is strong. According to BCC Research report,
the global telemedicine market has grown from $9.8 billion in 2010 to $11.6 billion
in 2011, and is expected to continue to expand to $27.3 billion in 2016, representing
a compound annual growth rate of 18.6% [137]. However, an evaluation study of the
bene�ts of EHealth programs and the cost-e�ectiveness of EHealth investments is
still missing [138]. Main motivations behind EHealth programs include: extending
geographic access to health care services; improving diagnosis, treatment and data
management; and facilitating patient communications [139]. There are enormous
di�erences in EHealth deployment at international levels, due to the digital gap
amongst developed and developing countries. Several barriers could prevent the
wider uptake of EHealth in low and middle-income countries such as the lack of the
necessary infrastructure to provide reliable electricity and internet access [139].

4.3.1 EHealth Service Classi�cation and Speci�cation

Many concepts and terms that have been propagated during the last decades con-
cerning the use of ICT in healthcare, among them Telemedicine; EHealth and
mHealth. Each provides a slightly newer attribute in the range of processing and
data exchange between participants [140]. In literature, EHealth services are mainly
classi�ed based on speci�c objectives into the following [141]:

1. Tele-diagnosis services: that are generally characterized by asynchronous
point-to-point communication (e.g., specialists at a remote site review trans-
mitted patient data and return a diagnosis report).

2. Tele-consultation: has a similar objective to the tele-diagnosis service, but
based on synchronous viewing and manipulation of medical multimedia data.

3. Tele-monitoring: which is the most popular service, refers to the transmis-
sion of a patient's vital bio-signals and other related data. Such services are
often targeted at treating patients with chronic diseases or for post hospital
home care, and may involve multi-parametric monitoring including patient vi-
tal signs (e.g., Electrocardiogram (ECG), blood pressure, saturation of periph-
eral oxygen (SpO2), glucose level, etc.), physical sensors (monitoring patient
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activity),and environmental sensors (e.g., air temperature, humidity, and air
pressure).

4. Tele-management: refer to a combination of advanced tele-monitoring and
tele-consultation services, such as those involving computer assisted medical
interventions and automatic surgical tools (i.e. tele-surgery), in addition to
accessing Electronic Health Record (EHR).

5. Tele-education: refers to any health-related education performed at a dis-
tance and in non-emergency situations.

In a typical tele-monitoring application, a set of wearable sensors aggregate bio-
medical measurements into patients' gateway to monitor the status of the user con-
tinually. A Smart phone could be used as a gateway to support mobility. Through
applying high-level analysis on these measurements it will allow the early discov-
ery of any critical health condition, and actuate di�erent actions according to the
detected situation consequently. Examples of such actions include: triggering the
medical sensors to increase the sampling rates so as to cope with the possible dan-
gerous situation in a timely manner, displaying warning messages to the patient
and his/her relatives with some urgent advices, or sending ambulance request to the
nearest healthcare provider with information about his/her location and situation.
Furthermore, the aggregated data could be reported to the medical personnel to
provide feedback and treatment support to the patient periodically.

A summary of �ndings related to the QoS requirements for listed EHealth ser-
vices is given in Table 4.1.

Table 4.1: QoS requirements for di�erent types of EHealth services

Service type Data Rate Delay
(Max)

Small
jitter

Loss Critical Aspect

Audio (tele-
consultation)

4�25 kbps 150�400ms No <3% Delay sensitive

Video (tele-
consultation)

32�384 kbps 150�400ms Yes <1% Mission criti-
cal

Vital signs
(tele-
monitoring)

1�32 kbps 300ms-1sec No zero Continues
transmission
and delay
sensitive

Access to EHR NA - - zero Privacy

Figure 4.3 depicts the interaction �ow between M2M nodes on a use case of
EHealth tele-monitoring service, which could be applied by a medical centre for
monitoring patients remotely. The applications of the client device registers �rst
to the corresponding M2M platform, i.e. the gateway at the �eld domain and the
back-end server at the network domain. The vital signs measured by the wearable
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sensors are sent to the gateway storage and assigned appropriate access right to it,
in order to prevent unauthorized access to patient's information (i.e. allow only the
patient and his/her physician to access). The application controlling the biometric
sensors attached to the patient's body should be con�gured to send aggregated
measurements to update the system at the back-end server. The EHealth application
used by the Medical personnel could subscribe to measurements of each patient with
specifying some �lter criteria that present a critical health situation of the patient
(e.g., heart beat more than X or less than Y). So when any suspicious measurements
in the patient record appear, the platform will send noti�cation to the EHealth
server. Consequently the system could actuate di�erent actions according to the
detected situation, such as: trigger the biomedical sensors to take more frequent
measurements, send messages to the patient with some urgent advices and notify
his/her physician, query for nearest healthcare provider to the patient taking his/her
location and situation into account. The patient's medical records could be fetched
from the platform upon request by the physician, who has granted permission of
access.

4.3.2 Challenges of EHealth Solution Development

Generally, medical sensors use Wireless Body Area Network (WBAN) such as Blue-
tooth or Zigbee, to forward measurements to a gateway device that has a Wide Area
Network (WAN) connectivity. Using a mobile capable gateway, such as a Smart mo-
bile devices, PDAs and tablet PCs, gives the users more �exibility to carry on with
their daily activities while monitoring their status constantly in real time. ETSI pro-
vided some EHealth use cases in [142] describing the requirements and information
�ow for each case.

The main challenges in developing a Health care communication systems could
be summarized in:

1. Heightening the communication interactivity with users to encourage their
active involvement in health care activities [135].

2. Interoperability of EHealth systems in order to ensure e�ectiveness and sus-
tainability of developed solutions over di�erent communication platforms [135,
143]. This rises the need of developing a robust, standard, and e�cient ecosys-
tem for EHealth systems covering the main environments.

3. Privacy is a major requirement in EHealth applications, as the user sensed
medical data transferring in wireless environment from the sensor to the plat-
form [144].

The existing research work related to cloud-base EHealth care worldwide, ad-
dresses advances in the �eld of medicine such as providing a reliable and cost e�ec-
tive personal health care [125, 145, 146]. IEEE has designed many standards in the
EHealth technology to help in creating devices and systems for disease management,
�tness tracking, health monitoring and independent living [147]. Among them the
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Figure 4.3: EHealth Monitoring Use Case

IEEE 11073 group of standards that address the interoperability of Personal Health
Devices (PHDs).

The integrated project Future Internet Social and Technological Alignment Re-
search in Healthcare (FISTAR) [125] have established several trials in the health
care domain based on FI technology leveraged on the outcomes of FIWARE FI-
PPP Phase 1 [12]. The main aim of FISTAR is to become self-su�cient by the end
of the project in 2015 and to continue with a sustainable business model operated
by several partners in the health care domain. In order to meet the requirements of
a global EHealth industry, FISTAR is using a fundamental reverse cloud approach.
Whereas the common cloud approach centralized data in unspeci�ed locations, FIS-
TAR aims to keep sensible patient data close to the hospital and instantiates requires
software functionalities within the hospital. The patient's data will be processed in
the hospital private data center cloud, without being transported to the public cloud.
FISTAR is characterized by use cases, each of them individually describing a speci�c
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scenario, in which FI technologies improve the State of the Art. Mobile telecom-
munication is a crucial part of this project to establish remote communication to
patients, in which e�cient connectivity management is required between the patient
and hospital.

4.4 Smart Energy Use Case

One of the main targets of the EU 2020 growth strategy is to increase the energy
e�ciency by 20% and the consumption share of renewable energy [148]. One of
the steps to achieve these goals is the European Smart Grid roll-out planned to
be completed by 2020. The concept of distributed generations have gained more
momentum recently, due to increasing energy demand and the move toward clean
energy production. Traditional power grids are used to carry power from a few cen-
tral generators to a large number of customers. Although this hierarchical structure
is highly reliable, it does not allow full utilization of distributed resources. Cur-
rently, there is an increasing trend from one-way communications and traditional
Automatic Meter Reading (AMR) systems to Smart Grid technology with advances
of Advanced Metering Infrastructure (AMI) [149]. Smart Grid aims to make the
existing power infrastructure more sustainable and autonomous by integrating ad-
vanced communication networks to enable Smart Grids to respond to events that
occur anywhere in the grid, such as power generation, transmission, distribution,
and consumption by adopting the corresponding strategy.

Generally, the Smart Grid can be de�ned as an

electric system that uses information, two-way, cyber-secure communica-

tion technologies, and computational intelligence in an integrated fashion

across the entire spectrum of the energy system from the generation to

the end points of consumption of the electricity. [150]

Based on the National Institute of Standards and Technology (NIST) conceptual
reference model, the Smart Grid consists of the following domains [151]:

• Customer: At customer domain, the electricity is consumed. This domain
is usually partitioned into sub-domains for home, commercial building, and
industrial premises.

• Market: This domain includes the operators and participants in electricity
markets. In this domain the grid assets are bought and sold.

• Service providers: Organizations that provide services to electrical customers
and utilities.

Smart Grid is one of many applications considered to bene�t from advance func-
tionalities provided by M2M platforms to enable e�cient and optimized operation.
In this regards, ETSI TC M2M has approved a document [152] that discusses several
detailed use cases relevant to a Smart Grid. A general architecture of a Smart Grid
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system is shown in Figure 4.4. As illustrated in the �gure, electricity consumers will
take part in producing electricity and putting it back into the grid. The two-way
communication and utilizing Smart meters will help in balance loads and optimize
the power consumption.

Figure 4.4: Mapping of M2M Platform to Smart Grid System

Figure 4.5 depicts the interaction modules within a substation automation use
case, where the distribution system operator have to control their substations in
order to detect malfunctions and avoid outages. The M2M back-end server can
be placed at the control center, and the control application registers to the M2M
server, subscribes to all the sensing data from the substations and also controls the
functionality of the substations. At the substations an M2M gateway is located
at each station as the central gateway. These are registering to the M2M back-
end server and are responsible for the data transmission from the substation to the
control center. The gateways and PMUs are connected to the control center via a
wide area network connection.

4.4.1 Requirements of Smart Energy Deployment

The development of new management applications on the Smart Grid domain can
leverage the technology and capabilities enabled by the infrastructure, in order to

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



4.4. Smart Energy Use Case 77

Figure 4.5: Substation Automation Use Case

improve energy e�ciency, balance between supplement and demand and reduce op-
eration costs. The new requirements and demands drove the electricity industries
and research organizations to study and de�ne roadmaps to interconnect distributed
energy technologies. Some good review of existing standards activities are presented
in [153] and [154]. The legacy power generation and transmission concept is con-
verting to a massively distributed energy generation landscape by integrating broad
number of variable and small renewable energy sources, such as wind and solar
panels at consumer side. Thus, the term �prosumer� was introduced to de�ne a
consumer with generation capability [155].

Form the technical perspective, Smart Grid tra�c could be categorized into �ve
major categories [156]:

1. Protection tra�c: Smart Grid systems control a critical resource in Smart
Cities, and therefore it's essential to provide a smarter protection system that
can support failure protection mechanisms, address cyber security issues and
preserve privacy at the substation and in distribution systems.

2. Control tra�c: produced from the �eld devices (sensors/actors) o�ering ser-
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vices to substations, high and low voltage distribution networks.

3. Monitoring tra�c: such as the Phasor Measurement Units (PMUs) over a
large distributed area covering the electricity distribution network.

4. Metering and billing tra�c: mostly servicing residential and industrial premises
through Smart Meters.

5. Demand management tra�c: serving di�erent applications such as electric
vehicles charging, energy storage systems, and scheduling renewable energy
sources.

Designing a communication system architecture that meets the complex require-
ments and challenges of Smart Grid is a key factor to the successful implementation.
The communication network will have to evolve to cope with both legacy and next
generation applications in order to provide: i) secure communication between in-
terworked energy subsystems, ii) su�cient QoS in terms of bandwidth and latency
levels to retrieve, manage, store and integrate the large amounts of data that Smart
Meters and devices will produce, and iii) reliable technology enabling the interop-
erability of needed standards and protocols.

The authors in [149, 157] compare wired and wireless communication technolo-
gies in terms of data rates and coverage ranges and identi�es their suitability to
enable some selected Smart Grid applications. For the Smart Energy communica-
tion network, latency is a critical technical requirement as some applications have
a latency constraint of less than 20ms [157]. Tables 4.2 lists the communication
requirements of some Smart Grid applications [149, 154].

Table 4.2: Requirements for Di�erent Smart Grid Applications

Application Required
Bandwidth

Delay Tra�c
patten

Critical Aspect

Substation
Automation

1Mbps (per
substation)

15-200ms Event
based/
multicast

Mission critical

AMI/AMR 10-100kbps
per node,
500kbps for
backhaul

Delay
tolerant

Multicast/
broadcast

Large number of
devices

Distribution
Automation

28-128kbps 20-200ms Periodic/
event based

Large number of
devices

Wide Area
Monitoring

600-
1500kbps

15-200ms Periodic Continuous
transmission

Distributed
Energy Resource
/ Electric Vehicle

9.6-56kbps 300ms-2sec Multicast/
broadcast

Mobility (e.g.,
EV roaming)
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4.4.2 Challenges of Smart Energy

A major challenge in the deployment of Smart Grids, is to engage customers to
participate in the dynamic energy market. By knowing their power consumption,
customers are able to decide whether to use energy or even to respond to price
changes and consequently to decrease their electricity bill and greenhouse gas emis-
sions. However, survey by software giant Oracle Corp. expressed that although
95% of electricity customers would like to have detailed data about when and how
they use power, only 20% are willing to pay for real-time information [158]. Mov-
ing forward, the EU needs to leverage their Smart Grid information and actively
involve the consumers. Technical challenges facing the Smart Grid communication
infrastructure include:

1. The Complexity of the communication infrastructure as it needs to support
multi-physics approach, dynamic and con�gurable models. As a matter of
fact, the power system is a tightly coupled non-linear system, therefore the
control system as well as the communication infrastructure must be designed
to manage uncertainty and inconsistencies to be resilient or gracefully degrade
when necessary [159].

2. The transmission of short data bursts from large number of devices is chal-
lenged on the existing communication networks, which have been designed to
support moderate number of nodes per base-station but with high data rates.
Some M2M communication standardization committees have already consid-
ered this critical issue, e.g. IEEE 802.16p and LTE-advanced (LTE-A) [160].
However, it is still an open research issue that needs further investigation [156].

3. The lack of security in the Internet is a major concern of all M2M/IoT appli-
cations. With consideration to the scale of damage that could be caused by
cyber attacks in Smart Grid system, the idea of using a separate network for
Smart Grid communication was proposed in some academic work such as [161].
However, standardization groups from International Electrotechnical Commis-
sion (IEC) and NIST are working towards generic polices and procedures for
a common control security system [159].

4.5 Smart Building Use Case

Automating building management is another key M2M application aiming to imple-
ment more comfort, convenience and secure environment in both private residence
and commercial buildings. A Smart Building system consists of devices that monitor
and control technical systems in the building automatically, using two way commu-
nication. Furthermore, di�erent physical and functional characteristics of a building
covering geometry, spatial relationships, light analysis, geographic information, etc.,
could be collected and represented within a Building Information Modelling (BIM)
as a data repository of the building. The need for robust characterization of energy
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use in buildings has gained attention mainly due to the need to reduce energy and
greenhouse gas, which is in line with the EU 2020 objectives [148].

Buildings are responsible for more than 40% of the global energy use [162]. Based
on Siemens experience [163], the transparency of the energy �ows and the actions
dependent on them should enable up to 20% of energy cost to be saved. With
integrating proper sensors and actuators, di�erent objects and activities inside the
building could be monitored and controlled. The objectives of such systems includes:
improving energy utilization e�ciency, reduce managements and energy costs, and
enhance comfort and security levels for inhabitants. For example, lights and air
conditions could be switched on/o� based on room occupation, smoke sensors can
be used to detect �re, etc. The data aggregated from various sensors to local M2M
gateway, will help in monitoring activates inside building and trigger corresponding
actions automatically, such as:

• Playing a dedicated audio alarm to alert the inhabitants in case of danger.

• Sending nomination to the emergency authorities including the event type and
location.

• Acting upon pre-set actions like shutting down the gas and electric appliances,
turning on electric light with accumulators.

• Following recommendations from the owner or the emergency authorities.

4.5.1 Requirements of Smart Building applications

Regarding the performance criteria of data throughput and latency, Smart Build-
ing applications have relaxed requirements. Since the control of HVAC (heating,
ventilation and air conditioning) has to deal with high system inertia anyway [164].
However, the cost prospective is highly important, especially for private residence,
to deliverer the requires performance at low system cost. Thousands of nodes might
be installed to provide automation for a building, so every single node has to be as
cheap as possible to make a sensible investment.

4.5.2 Challenges of Smart Building Deployment

The challenges of Smart Building deployment are driven mainly from the hetero-
geneity in connected devices and networking technologies. Wireless networking tech-
nologies are very popular in Smart building applications, as they o�er distinctive
advantages in terms of installation costs and �exibility in placing sensors where
cabling is not appropriate for aesthetic, conservatory or safety reasons. However,
the deployed technology must be tailored to the speci�c requirements of connected
sensors and actuators to deliver these bene�ts at an attractive price to performance
ratio. A lot of developments have emerged in this respect recently.
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Figure 4.6: Smart Building Use Case

A number of technologies that ful�ll the speci�c requirements of this class of
M2M service have reached commercial status, including IP and non-IP based, but
none of them is clearly in the lead [164]. Despite the fact that IP-based protocols
requires large memory footprint, the IP-base approach for home automation is gain-
ing more momentum in large-scale deployments in the context of IoT. This is due
to the interoperability and auto-con�guration supported features of IPv6 protocol
[165]. A survey of wide range of Smart Grid standards, proposed for home and
building automations systems, is presented in [166]. Among the existing standards
for home communications, it is highly likely that those standards, which combine
both wireless standards and the PLC, i.e. IEEE 802.11, IEEE 802.15.4 and IEEE
P1901, will be widely deployed in the near future.

From the data interoperability perspective, more challenges are rising as the
information exchange between architect, builder and maintenance organisations is
still in early phase. Although the popularity of BIM is growing, more work is needed
to adapt it to various applications [167].
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4.6 Environment Monitoring Use Case

Although ICT has many positive e�ects on the environment by making industry and
lifestyles more e�cient, it has a negative e�ects as well caused by ICT devices and
equipment, such as the consumption of energy and natural resources and generation
of waste. Towards constructing a Smart City from an environmental viewpoint,
the negative factors of ICT shall be minimized as much as possible. To this end,
both the positive and negative environmental aspects of ICT shall be quanti�ed to
enable further actions of improvement. The ITU-T recommendation L.1400 pro-
vides general principles of methodologies for assessing the environmental impact of
information and communication technologies [168].

Monitoring activities are used to detect changes in the environment for several
purpose. It is expected that the majority of the world's population growth will be
concentrated in urban areas in the next decades [169], therefore innovative manage-
ment and monitoring systems are required to enhance the citizen's quality of life.
Environmental data (temperature, humidity, air pollution, noise, etc.) are collected,
stored and analyzed by Smart City Platforms and rendered to other applications.
Few examples are presented in [29].

4.6.1 Requirements of Monitoring Services

Monitoring Services are mostly non-real time services. In some cases, data moni-
tored from sensors might be not critical, and its transmission to a service platform
can be simply delayed or even transferred few times a day without endangering
the consistency and sense of the information. In these cases, one can think on
opportunistic communication solutions to gather the data from the sensors when
connectivity is available. Some examples of services useful for citizens with mild
or no real-time requirements would be, for example, trash collection optimization,
street furniture maintenance or environmental monitoring.

On the one hand, some places where devices are located there is no reliable
network infrastructure available. Data can only be gathered from sensors by a
moving gateway installed on a vehicle and sent through a M2M connection to the
service platform. On the other hand, the sensors with restricted power capabilities
shall be periodically switched between active/sleep modes to preserve the battery
life. The collected data could be further analysed by Smart City Platforms and
rendered to other applications; few examples are presented in [29].

4.6.2 Challenges

The main challenge in deployment of such service is the lack of a �xed/mobile
infrastructure to gather data on some areas. Deploying an on-purpose infrastructure
to collect and forward the information from the sensors through the city might be
costly or infeasible. In these cases, providing ways for opportunistic networking
would be the alternative.
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4.7 Requirements Identi�cation and Analysis

This section summarizes high-level system requirements that have been derived out
from the analysis of the use cases presented in previous sections. Generally, cur-
rent communication platforms are optimized for H2H communications, and require
essential improvements to support the following properties of M2M applications:

• A new trend of tra�c patterns and interactions that include transmitting burst
short data from a great number of devices.

• The need to support multi-channels of communication.

• The ability of decoupling the diverse service domains from underlying access
technologies.

• Propagation of large amounts of data and resources that need e�cient man-
agement.

• The heterogeneous nature of connected objects and their capabilities.

Two major di�erences between M2M and H2H are worth mentioning in this re-
gard. Firstly, the uplink to downlink ratio is much higher for M2M tra�c compared
to traditional H2H/H2M tra�c. The downlink tra�c of M2M application are gen-
erated much less frequently as it consist mainly of device con�guration commands
and requests. Still there are some examples of downlink tra�c, such as �rmware up-
grade, change of charging tari�, etc. In the H2H communication the downlink tra�c
occupies the most bandwidth, which is not the case in M2M tra�c. Secondly, the
machines transmit on regular basis or on random intervals and their data consists
of packets with short payload lengths. In contrast, H2H usually involves continuous
�ow of information.

4.7.1 Functional Requirements

The following functional requirements have been derived from the use cases and
M2M applications presented previously. Functional requirements specify essential
functions of a system and its components. The requirements are listed here in sort
of their relativity to the dissertation objectives. In Table 4.3, a detailed functional
requirements list is analyzed for the use cases presented previously.

Internet-based Connectivity: Providing ubiquitous computing and communica-
tions is the main objective of the IoT system, therefore supporting multiple
protocols and sensor technologies is essential. The end-to-end IP architecture
is widely accepted as the best alternative available to support the design of
scalable and e�cient networks comprised of a large numbers of communicating
devices. IP enables interoperability at the network layer, but does not de�ne a
common application-layer standard. Consequently, it appears as the optimal
base for use in a wide variety of applications ranging across several industries
[90].
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Supporting of Multiple-Protocols: Connections with multiple bearers could be
established by an M2M node in order to supply di�erent QoS �ows or interop-
erability with di�erent servers. Supporting generic communication technolo-
gies is important for ensuring multiple protocol binding such as HTTP and
CoAP.

Adaptability: The system should support dynamically con�guration on M2M nodes
to adapt with application's tra�c change.

Data Reporting: An M2M platform is not only connecting electronic devices by
using communication networks, but also facilitating the data exchange between
them in order to enable systems with Smart capability to realize information
�ow between connected objects. Di�erent patterns of reporting should be
supported, i.e. periodical, event-base and on-demand.

Group Communication Support: M2M devices could send and/or receive fre-
quently or infrequently small amounts of data, some of them may be grouped
into groups that is subject to the operation. Multicast and broadcast commu-
nication shall be supported.

Support of Device Management: New technologies are needed to facilitate the
interaction between a decision making server and actuator clients to replace the
SMS-based protocols, which are still used for controlling devices over legacy
systems. A number of platform-independent device management protocols
have been speci�ed to be used in managing and con�guring devices over stan-
dardized interfaces.

Application Management: O�ering innovative services to control connected de-
vices in an interoperable manner, raises various challenges in designing open
and standardized service enablers for M2M. An abstraction layer for applica-
tion development shall be supported. Today service providers are building an
eco-system with 3rd party partners to o�er new innovative services.

Mobility Support: Connecting a broad range of physical objects, including cars,
robots, etc., requires mobility support in various levels within the M2M sys-
tems. This mobility should be accommodated at speci�c communication layers
like MAC, network and session layers in order to ensure session continuity for
mobile M2M nodes. In this regard, the user should be able to retrieve the
desired sensing information or send command to speci�c actuator irrespective
of the mobility of these objects.

Authentication and Authorization: M2M objects within the system should be
authenticated using existing security mechanisms. Each request originated
from an M2M node should be veri�ed before resources are granted.
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Table 4.3: Applicability of Functional Requirements to Surveyed Use Cases

Requirement EHealth Smart Energy Smart
Building

Environment
Monitoring

IP-based Required Required Required Required
Support of multiple
bearer

Required Not required Optional Optional

Adaptability
(Self-Con�guration)

Required Required Optional Optional

Data Reporting
Model

Periodical,
event-base and
on-demand

Periodical,
event-base and
on-demand

Periodical and
on-demand

Periodical

Group
communication

Unicast Multicast Multicast or
broadcast

Broadcast

Device Management
Mechanism

Optional Required Optional Optional

Application
Management

Required Required Required Required

Mobility support Vertical and
horizontal

Not required Not required Not required

Authentication and
Authorization

Required Required Required Not required

4.7.2 Non-functional Requirements

The non-functional requirements elaborate a performance characteristic of the sys-
tem. Following are the non-functional requirements that have been derived from
use cases presented above

Backward and Forward Compatibility: Compatibility with existing infrastruc-
ture is vital to IoT deployment. The system should support existing deploy-
ments as well as future standardized extensions.

Extensibility: Allowing the extension of the system by adding new components
and functionalities with minimal maintenance.

Interoperability: M2M systems should allow the interoperability between various
domains in Smart environments. This is a very important issue, as the di�erent
M2M nodes, i.e. gateways, core server and devices might come from di�erent
vendors, or use heterogeneous technologies, and they all have to be integrated
in the global IoT.

Scalability: Scalability refers to the ability of the solution to support growing
amount of work and the increasing demands for resources and services, such
as numbers of connected entities, or transactions among system entities. Due
to the rapid increase in the number of M2M connected objects coupled with
heterogeneity in sensor networks, scalability is a main technical requirement
for enabling ubiquitous access in large-scale deployment of M2M platforms.
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Service Deployment

Reliability: Several protocols have been integrated to the protocol stack to provide
a reliable bi-directional communication over the best-e�ort transport medium
that the Internet basically provide. These protocols incorporate error detec-
tion, retransmissions and �ow control. For the IoT to merge seamlessly into
the Internet, it needs to o�er high reliability from end-to-end. This is very im-
portant as several applications having restrict requirements on the end-to-end
delay of transmitting a packet.

Power E�ciency: A great amount of M2M objects powered by batteries are in-
tegrated in everyday life service. Consequently, �nding the needed energy to
power the processing and communication is a major challenge. Therefore, the
utilized protocol stack should exhibit a low average power consumption.

Security and Privacy: M2M systems are extremely vulnerable to attacks as they
are used in many sensitive sectors in home and industry. Furthermore, a
big amount of the integrated components are characterize by low power and
computation capabilities, and thus cannot implement complex security mech-
anisms. Authors in [54] categorize the main security vulnerabilities in M2M
systems. Generally, mechanisms of secure connection establishment and sen-
sitive data handling are required.

Considering the use cases discussed early in this Chapter, each one of the non-
functional requirements listed above have di�erent levels of importance. For exam-
ple, interoperability is highly requested within the Smart City context to enhance
the consolidation of vertical domains. Privacy is rather dispensable for environ-
ment monitoring applications, as the collected data are meant to be shared widely,
however, it is important to support security mechanisms to protect the system
topology from attacks. In Table 4.4, a summarized description of functional and
non-functional requirements is listed.
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Table 4.4: Summary of Functional and Non-Functional Requirements

Requirement Description

F
u
n
ct
io
n
a
l

IP-based Connectivity An end-to-end IP architecture is required to provide a scal-

able and e�cient M2M system comprised of large numbers

of communicating devices.

Supporting of

Multiple-Protocols

The system shall support multiple protocols and sensor

technologies to enable the integration of wide range of de-

vices.

Adaptability The capability of well-adaptation to di�erent services and

topologies.

Data Reporting The system shall allow connected nodes to perform data

reporting in di�erent patterns (e.g., periodical, on-demand

or event-base ).

Group

Communication

The system shall support the ability to multicast and

broadcast data noti�cations or management commands.

Support of Device

Management

The system shall support at least one platform-independent

DM protocol to enable managing and con�guring devices

over standardized interfaces.

Application

Management

Supporting an abstraction interface to e�ectively manage

application's deployment.

Mobility Support The capability of allowing continuous service for a node to

change its location (horizontal mobility) as well as a node

to change the used network technology (vertical mobility).

Authentication and

Authorization

Mechanisms for authenticating and authorizing M2M de-

vices/applications must be provided by the system.

Accounting and

Charging

Accounting and charging should be depend on an applica-

tion, rather than on time duration or data usage.

N
o
n
-F
u
n
ct
io
n
a
l Backward/Forward

Compatibility

The system should support existing deployments as well as

future standardized extensions

Extensibility The easiness of extending system's capabilities with mini-

mal maintenance.

Interoperability Supporting a certain level of interworking between various

domains in the Smart City context.

Scalability The ability of the system to handle the increase in the num-

ber of requests or connected devices.

Reliability The ability of the system to ful�l applications' require-

ments.

Power E�ciency Mechanisms to optimize the energy consumption shall be

deployed.

Security and Privacy Mechanisms for securing the connection and M2M de-

vices/applications must be provided by the system.
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5.1 Introduction

This chapter presents the design and speci�cation of the AdM2M framework intro-
duced in this dissertation. Based on the fundamental M2M communication concepts
and on the understanding of functional and non-functional requirements of M2M ap-
plications, presented in previous chapters, a new framework is designed enabling the
adaptability of M2M nodes to applications characteristic and requirements.

As remarked in previous chapters, the M2M communication is foreseen to in-
volve a large number of objects/entities with variant capabilities and functionalities.
Moreover, each device might be engaged in one or more application domain. Re-
cently, various protocols have been proposed to the M2M development aiming to
address speci�c issues of M2M communication, such as the requirements of integrat-
ing resource-constrained devices and supporting ubiquitous sensing service. How-
ever, there is no sophisticated guidelines for the protocol stack deployment for M2M
applications in the literature. Furthermore, most of existing M2M implementations
and solutions lack the interoperability feature as they have been built in a highly
vertical fashion using proprietary technologies. Thus, the integration of any-Thing
into a large-scale system is di�cult to implement and as a result, they form multiple
Intra-net of Things [11] instead of a global Internet of Things (IoT).

In Chapter 3, the current state-of-the-art in M2M service capability platforms
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is discussed to answer the question of how standardization e�orts can address the
requirements towards realizing a reliable and secure architecture for M2M services.
The oneM2M speci�cations [80] is considered as the basis of the AdM2M solution,
as it is the international standards for M2M communications and IoT that provides
a global service layer standard.

In Chapter 4, the requirements driven from the service's speci�cation and de-
ployment's challenges was presented. From an operational point of view, each use
domain has its special work model, stakeholders and technical requirements that
impact the design of the end solution. However, within a typical Smart city system,
interoperability of integrated systems and components is mandatory. Therefore,
an application-agnostic M2M middleware that implements the core service layer is
required to enable the large scale Smart City deployment.

5.2 Design Considerations

This section provides the fundamental considerations taken into account on the
scope of this work. These considerations place particular emphasis on ubiquitous
sensing coordination.

With reference to the characteristics of M2M systems discussed in Section 2.6,
the following key assumption on the involved M2M environment are made:

1. The connected M2M nodes will include both resource-constrained and resource-
rich devices. Consequently, their computation capabilities and storage size are
disparate.

2. The connected M2M nodes are autonomously involved in the system. Some
might be located in hard to access locations, others are supposed to work with
limited human intervention.

3. An M2M device/gateway could integrate several sensors and/or run more than
one application at the same time.

4. An M2M application might be registered to more than one platform server.

Figure 5.1 illustrates the basic parts of the design principles. The main ob-
jective of the AdM2M framework is to support the adaptability of M2M nodes to
application's requirements, and di�erent interactions patterns. The AdM2M uti-
lizes several resources that are provided by the modules and functional entities of
the hosting M2M Core middleware. These resources include data handling, ap-
plication enablements, device management, and authentication and authorization
mechanisms. The underling basis of the framework and core resources shall be in-
line with M2M standard architecture. The architecture of oneM2M is adopted as
the basis of the AdM2M framework. It is anticipated that the oneM2M standard
will become globally prevalent due to its international member partners.

Further features are introduced by AdM2M to the system that addresses the
need to handle heterogeneous tra�c patterns produced by di�erent entities within
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Figure 5.1: Design Principles for The Adaptable M2M Transport (AdM2M) Frame-
work

an M2M system. The dissimilarity in resources and capabilities of the connected
objects as well as applications' objectives has its clear impact on the overall system.
Thus, it in�uence the design process. The extendability of the system is supported
by adding new protocol libraries and binding functionality plug-ins.

By examining the communication requirements driven from the service's speci�-
cation and deployment's challenges, discussed in Chapter 4, and the variety in M2M
objects capabilities, the following major aspects are considered when designing the
AdM2M framework:

Internet-based Connectivity: The IP-based Internet is the largest network world-
wide, and there are great e�orts from standardization bodies and research
groups to connect WSNs into the Internet.

Standard Conformance: As previously discussed in Chapter 3, there are a num-
ber of bodies involved in the standardization of the M2M architecture and
technologies. The standard conformance of the proposed solution is an impor-
tant requirement in support the interoperation between di�erent vendors. To
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this end, the architecture of oneM2M is adopted as the basis of the AdM2M
framework to con�rm a degree of compliance with widely accepted industry
standards.

Adaptability: The main approach of AdM2M is to enhance the ability of M2M
nodes to adapt to operation circumstances.

Scalability: The M2M architecture will see a regular increment of connected ob-
jects and deployment of new services, resulting in a constant change in the
system environment. Any extension in the M2M architecture should consider
scalability issues to support the growth in objects.

Interoperability: The AdM2M shall ful�ll the Interoperability requirement, to
address the heterogeneity of M2M nodes.

Extensibility: The future growth of M2M communication protocols and technolo-
gies is taken into account, in order to enable supporting more functionalities
such as interoperability issues, operational problems, or security vulnerabili-
ties.

Reliability: Generally, the reliability is a core aspect of communication systems
that could be tackled at multiple levels. The system needs to be able to cope
with di�erent environments and topologies.

5.3 High-level Architecture

The High-Level Architecture of M2M system discussed in Section 1.3 and in Sec-
tion 2.3 is adapted to de�ne the detailed architecture of the proposed framework.
M2M middleware platforms are required as a key enabler of Smart City imple-
mentations, as it facilitates the collaboration of various stakeholders, increases the
e�ciency of administrative services, and assists in developing environment friendly
applications. Consequently, it is expected that variant applications will be deployed
on M2M entities and generate heterogeneous tra�c patterns. In this section, we
specify an adaptable framework to handle heterogeneous tra�c patterns within an
M2M system and support a reliable data delivery at the same time. Figure 5.2
depicts the High-level architecture of AdM2M framework within an M2M service
middleware. By de�nition, the AdM2M Framework is considered to be located in a
Middle Node (MN) e.g., a gateway, or in an Infrastructure Node (IN) e.g., backend
server, within an ETSI/oneM2M compatible system to enhance the communication
facility of the ETSI SCL/oneM2M CSE.

Today service providers are opening their core infrastructure to 3rd party devel-
oper through open APIs, giving the opportunity to connect thousands of developers
with millions of users [170]. In result, they gain new revenues from mediating the
application delivery, and reduce the time of developing new services. The same
concept is placeable in M2M platforms with a set of application enablement APIs
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to support the development of application by 3rd party. In the context of the roles
of ETSI mIa interface and oneM2M mca interface, the designed APIs have been
divided into three categories: Network, Device, and Data APIs [31]. These APIs
intend to provide a communication channel for applications at higher layers with
the Infrastructure Node (IN) or the Middle Node (MN) in the M2M system.

The prime functionalities of an infrastructure/middle M2M node, as speci�ed
by the oneM2M CSEs, are provided by the core middleware. Section 6.2.2 describes
the implemented capabilities within the prototype system. These functionalities are
inline with the oneM2M common service functions listed in Table 3.3.

An internal bus supports the inter-communication between the component by
sharing an inner-API based on events, where an internal subscribe/notify mechanism
enables internal components and plug-ins to be noti�ed about updated status. The
AdM2M framework provides di�erent transport protocol stacks dynamically, with
using HTTP and CoAP as plug-ins to support the communication with M2M devices
using the proper stack in each use case. The framework is extendable to add more
protocol libraries and plug-ins.

The Req/Res paradigm is widely used for information exchange in the Inter-
net. However, more protocols are emerging that adapts the Pub/Sub paradigm due
to the advantage of supporting asynchronous and one-to-many messages distribu-
tion. In subsection 3.3, a number of protocols commonly used in M2M systems
are reviewed. In most telecommunication networks, transactions happen between
several components or applications in a session based communication manner, as all
these components are always connected to the network and in on-state. The case
is di�erent in M2M networks, which connect huge number of devices with limited
capabilities (storages) and are more likely to face energy shortages. Such M2M de-
vices might not be able to stay connected all the time, and thus it can't interact
immediately to all transaction with other component in the network, this situation
will cause cancellation of the transaction and e�ects in all parties. The REST based
architecture provides a good solution to this problem in M2M networks, by handling
transactions in a resource-based communication. REST is based on the concept of
resources addressed by a URI, thus it provides to M2M devices a place to store their
states and data, which is always on and connectable [31]. The main idea is to let
transactions occur in a subscription/noti�cation manner. Applications willing to
start a transaction (e.g. getting data from remote device) subscribe in the SCL in
ETSI M2M systems or CSE in oneM2M system to a speci�c resource, and when
the data is ready by the SCL/CSE, it sends noti�cation to the component that
started the transaction i.e. had previously subscribed to that resource. Figure 5.3
presents part of the M2M resource tree, which is considered in our platform. Each
entity in the M2M system (i.e. gateway, application, or device) is presented by a
uniquely addressable resource in the hierarchical tree. For example, each gateway is
presented by one <scl> resource, while devices are presented by the attacheDevice
resource resides under the scl resource presenting the hosting gateway. Applications
are presented by the <application> resource that includes containers resources to
categories di�erent content instances under it. The data content is presented by the
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Figure 5.2: The Adaptable M2M Transport Framework Architecture

contentInstance resource. Finally, a subscription to any of these resources is pre-
sented by one subscription resource that resides under the corresponding resource.

Furthermore, the Pub/Sub architecture is presenting a dynamic and loose cou-
pling network paradigm to deliver sensor driven processed data to subscribers, facil-
itating exchange between sensor networks and cloud-based networks. The Pub/Sub
architecture is also implementing as an asynchronous and multi-point communica-
tion mechanism. It makes entirely decoupling communication among publishers and
subscribers on time, space and control �ow [171]. The content-based Pub/Sub model
to deliver sensor driven processed data to subscribers, facilitates exchange between
sensor networks and IoT platforms. It not only meets outstandingly requirements
of loose communication in large scale distributed system, but also supplies a need
of sharing e�ciently data in multi-distributed system in the same network.

Figure 5.4 depicts the mapping of the data and requests routing in an ideal M2M
system for the general interaction modules shown in Figure 2.4. Usually, sensors are
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Figure 5.3: M2M Resource Tree based on ETSI/oneM2M speci�cations

pushing their data in a telemetry interaction model toward the front-end gateway
via a data adapter, a response is returned to acknowledge the delivery of the data
to the adapter. Additionally, the re-targeting step is performed to announce the
availability of updated data to the Back-end platform, thus Network Applications
(NA) connected to the Internet could access this data. There are two interaction
modules to be used by NAs to receive the data. First option is using the inquire
module, where the NA send a request to receive the data of a speci�c sensor/device
and receive in response the requested data. The second module is based on the
noti�cation mechanisms, where the NA send a request to subscribe for the data
and get noti�ed later whenever the data is available. The later method is more
suitable for retrieving data that are generated in event-bases. With both models,
the NA could specify a set of �lter criteria within the request in order to narrow
the noti�cation messages to the needed amount and optimize the communication
channel usage.

Due to the fact that M2M work�ow is based on data acquisition, decision making
and controlling (Figure 2.1), a command sending interaction module is needed to
send commands from the server to connected devices. Commands are issued from a
decision making service that could be deployed on an NA, which executes a logic for
data analysis using the data aggregated from sensors and concludes the action(s)
needed to optimize and improve the provided service. The command request will be
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then forwarded to the devices via the hosting gateway. Additionally, the command
could be issued by the hosting gateway itself based on a previously de�ned policy.

Figure 5.4: Overview of Request Routing for M2M Interactions

5.4 Functional Entities

5.4.1 Communication Selection Module

Usually M2M devices, such as smart phones or portable devices, have multiple
connectivity capabilities spanning over new access networks and also allow various
application installations. Applications running on an M2M node (device or gate-
way) might be aware of the current allocated IP connection on the node, but they
are usually decoupled from the connectivity and mobility management components
for security reasons. As application requirements might collide in terms of QoS
requirements and data interactions, e.g., some require frequent real-time data ex-
change while others perform event-based data transmission, it is useful to enable
multiple connectivity options to meet di�erent needs. Nevertheless, the dynamic
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adaptability of con�guration settings in terms of transport management is required,
in order to minimize the human intervention in an M2M solution and increase ser-
vice reliability. Two approaches of dynamic adaptability on M2M nodes could be
developed. One is application-oriented; the M2M node applies provisioning policy
based on the Application ID. The second is tra�c-oriented; the M2M node adapts to
current application's tra�c and IP connectivity parameters. The second approach
is more suitable for M2M systems, due to the fact that some applications might
require the support of multiple interaction models (Table 4.3).

In the case of an M2M gateway serving multiple sensors/devices, it should adapt
to the heterogeneous tra�c generated from both upstream and downstream, and
engage into strategies to optimize the usage of available communication channels and
energy. One option is to con�gure provision policies based on the application identity
(i.e., originator of the request), to utilize the transport protocol that performs better
with the expected tra�c pattern of the application. The concept is based on a
connectivity management module used for handling heterogeneous Access Networks,
as depicted in Figure 5.5 [39]. The AdM2M framework consists of a Monitoring
Module that constantly collects a set of parameters related to the data stream
generated by registered ASN, i.e. rate and data size. The data are presented in
constanceInstance resources created in response to application's POST requests, as
speci�ed by oneM2M speci�cations. A Policy and Rules component is necessary to
store the provisioned or learned policies and rules, while the Connectivity Manager
operations enable and disable interfaces and plug-ins depending on the operating
system (Android or Linux) APIs.

Figure 5.5: Transport Policy Concept

Based on the application ID (originator of the request), the M2M gateway either
has provisioned policies stating the protocol to be used or learn what is the most
appropriate one and which parameters to use. For a normal HTTP transport the
connection time can be learned in order to meet the tra�c pattern of the application,
such as sending multiple chunks of data at a speci�c hour and for another time only
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a few. For example, in case of air quality monitoring use case, at night the interest
on pollution monitoring is decreased and the application might be instructed to
aggregate the data and send it less often than during the day.

When an ASN subscribes to receive noti�cations related to a new content or
updated information on the front-end server or back-end server, it could specify
a set of criteria to receive noti�cations in speci�c conditions only. Furthermore,
OneM2M de�ne more attributes to enable the ASN to control the rate of noti�-
cations to receive, however no speci�cation is provided on how to implement this.
These attributes, the rateLimit and batchNotify, are used by the AdM2M to select
a proper connectivity channel that matches the capability of application nodes and
the size of noti�cation payload [46]. The rateLimit attribute is used by the sub-
scriber application to limit the noti�cation rate, while batchNotify attribute is used
to enable the batching of noti�cations. The HTTP protocol will be selected for
sending batched noti�cation of big sized. For small high rate data packets, CoAP
will be selected. The thresholds of the rates and packet size will be continually
updated by the Monitoring Model. Figure 5.6 shows the process diagram of the
noti�cation mechanism.

Requests transmitted from the M2M �eld domain (ASNs or MNs) to the back-
end network domain can use one of various channels de�ned by the Access Network
providers. The retargeting mechanism is used to forward data from an M2M Gate-
way Application (GA) to other M2M nodes. An evaluation process is executed to
provide a decision on selecting which protocol to use in retargeting requests or for-
warding noti�cations. The AdM2M implements an algorithm to build rules de�ning
the transmission capability of the served devices in order to optimize the message
exchange. This is controlled by either the originating or destination application's
parameters used as a key of the learned rule: identity, IP or a Fully Quali�ed Do-
main Name (FQDN) address. Using the IP address would be recommended when
related to the served nodes.

M2M nodes will be characterized with variant sensing, actuating, processing
and communication capabilities. In term of the communication capabilities, some
devices will have the ability to connect directly to the Internet via cellular networks
2G/3G, LTE and 5G, while others will connect through a MN, e.g., a gateway,
forming a Local Area Network (LAN). In the latter case, radio technologies such as
ZigBee, WiFi, or Bluetooth will be used to access the MN that might use cellular
network to connect to the Internet. Regardless of the access technology in use by
the M2M nodes, a reliable path between data-producer nodes and time-consuming
nodes should be realized.

The messaging technologies discussed in Section 3.3 can be used by M2M nodes
in di�erent domains to interconnect them in a large-scale IoT via a range of wired
and wireless communication technologies. As depicted in Figure 5.7 each node could
include the deployment of one or more of these technologies depending on the node's
capability, use-case requirements and operating environment. In terms of reliable
delivery of data and events noti�cations, three levels of communications could be
analyzed:

Application-derived Communication Protocol Selection in M2M Platforms for
Smart Cities



5.4. Functional Entities 99

Figure 5.6: The Process Diagram of Noti�cation Mechanism

• Inter-Device communication: where messages exchange between device nodes
connected over LAN, e.g., between a device/sensor and the gateway.

• Intra-domain communication: message exchanges between two nodes con-
nected via a gateway.

• Inter-domain communication: message exchanges between gateway and the
backend server over the Internet.

• End-to-end communication: messages exchanges between data producers and
data-consumer in an IoT use case.
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Each messaging protocol addressed by this dissertation is suited for addressing one,
or all of the connectivity levels identi�ed above and illustrated in Figure 5.7.

Figure 5.7: Protocol Stack within The System Architecture

5.4.2 Multiple Data Flow

The state of the art procedure of data collection and transmission involves reading
datum from the sensor, processing it to a suitable format and creating a delivery
request holding the datum to be sent towards the middle/infrastructure node. The
�nal size of the datum unit depends on data encoding, encryption, local communi-
cation path selection policies. Moreover, it could be negotiated as in the case of the
blockwise transfer in CoAP [64]. This negotiation procedure is repeated every time
a measurement is taking place, thus leading to an ine�cient data transmission as
the application is not aware of the optimum data size to be used for transmission.
Although the CMDH function, brie�y described in Table 3.3, can use policies to
select a communication path, it is not aware of the data sampling rate or its priority
to be sent. Making the CMDH aware of all the possible data formats would make
the transmission complexity impossible to manage.

In [40], we propose a new class of resources named Bu�erResource that can
store each datum from each registered application temporarily. The Bu�erResource
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is designed to accept chunks of data with di�erent standardized priority class and
transmission delay tolerance or other criteria like synchronization between chunks
(useful in real time �ow synchronization). The data chunks will be organized into
child resources of the Bu�erResource. The child resources will have attributes con-
taining the delay tolerance, the priority, and the destination Resource to which the
data should be sent. The concept is depicted in Figure 5.8.

Figure 5.8: Distribution of Bu�erResource in Multiple Data Flows

In order to enable long term information exchange between the communication
modules of the M2M Gateway and M2M Server endpoints, the application starts a
transmission session in the communication module. The application can indicate at
session establishment the initial transmission criteria of the data to be sent. During
session establishment, the application will refer to the Bu�er Resource and the
communication module will monitor it, being aware of the whole available data to
be sent. The communication module will organize the data into multiple data �ows
according to their priority. The �ows will only become active if instructed from the
application by indicating transmission criteria characterizing the data to be sent. In
case the user or the back end application would request more details, the front-end
application will indicate to use another minimum priority of the data. This might
trigger the communication module to use another Access Network characterized as
delay tolerant or with lower expense to send the data with lower priority in separate
�ows. If new enabled �ows contain considerable amount of data and the current
communication path would become congested or too costly to accommodate the
new requested data, then another communication path might be used. This ensures
that data with higher priority can reach the target on time and the lower priority
data containing details would still reach the target with some delay.

5.4.3 Platforms Interworking Proxy

Several M2M solutions have been developed to serve a speci�c business application,
which resulted in vertical silos of proprietary technical solutions. This has motivated
the standardization work toward large scale M2M architecture to meet the expec-
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tations of new business and revenue opportunities while reducing maintenance and
resource costs. However, with the many initiation ongoing world-wide, interworking
proxies become essential to allow the seamless interoperability between in-compliant
devices and technologies.

IEEE de�nes interoperability as: �The ability of two or more systems or compo-

nents to exchange information and to use the information that has been exchanged.�

[17]. The Heterogeneity of integrated devices and application is one of the main
characteristic of M2M communication systems, taking in consideration the huge
amount of connected devices to the Internet. Therefore, it is likely that interoper-
ability enablers will be needed to overcome the challenge of exchanging information
between all connected devices, as well as to design a system that e�ciently addresses
the speci�c needs of the target environment.

Di�erent levels of interoperability have been de�ned in literature. A substantial
classi�cation is given by the Levels of Conceptual Interoperability Model (LCIM)
[172], which speci�ed 7 levels, starting from level 0 (No Interoperability) to level
6 (Conceptual Interoperability). As shown in Figure 5.9, the provided capabilities
increases at each level. Levels 1 and 2 address the interoperability based on con-
nectivity oriented concepts, levels 3 and 4 enables the data-centric interoperability,
while levels 5 and 6 reach the conceptual interoperability to support composable
services.

Figure 5.9: Levels of Conceptual Interoperability Model (LCIM), adapted from [172]

In the work presented here, we aim to achieve the level of Syntactic Interoperabil-
ity (level 2) between standard-based M2M platforms. M2M platforms are designed
to enable multiple applications to interact with single or multiple devices, therefore,
any shared data or information could be used in various manners depending on the
application's object and logic. Consequently, the semantic interoperability is the
highest level to be reached between M2M platforms. Thus, the interoperated sys-
tems could share the meaning of the data, which will promote deployment of the
Smart city framework. However, the usage of these data could vary depending on
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the application itself.
The interworking proxy works as a mediation gateway that performs two main

functions. First it maps the operation and protocol requests between interconnected
platforms, and the second mediates the data model used by the interconnected
platforms, as shown in Figure 5.10.

Figure 5.10: Interworking M2M platforms to Enable Large Scale IoT Implementa-
tions

By reference to the classical Network Interworking Proxy (NIP), de�ned by ESTI
speci�cation [50], the AdM2M Framework includes the design of a NIP, that supports
the seamless integration of M2M platforms within the Universities for Future Inter-
net (UNIFI) testbed [45, 33]. The NIP shall provide interoperability between non-
ETSI compliant devices or gateways and an ETSI compliant M2M server (NSCL).
The implementation of the NIP was developed as part of the UNIFI collaboration
activities between TUB and Chulalongkorn University-Thailand. As an example
of a non-ETSI compliant M2M system, the IEEE1888 M2M standards introduced
in Section3.2.5 were considered. The same design could be easily extended to be
integrated within an OneM2M INs as well as to support the interoperability with
di�erent M2M platforms.

The UNIFI project aims to address design, requirements and challenges of im-
plementing uni�ed Smart City Communication platforms. The project's approach
is based on building sustainable teaching and research infrastructures in the areas
of Future Internet and Smart Cities through global collaboration among academic
institutions. UNIFI partners from Chile, Vietnam, South Africa and Thailand have
developed di�erent research activities in collaboration with TUB in Germany. The
federation of seamless Labs that support Smart City prototyping is another impor-
tant goal of UNIFI [173]. The existence of distributed and seamless architectures
for communicational platforms that support Smart Cities prototypes at the Univer-
sities joining the UNIFI project, motivates the work to design and implement the
platform Interworking proxy.
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6.1 Introduction

Following the AdM2M framework speci�cation described in Chapter 5, this chapter
describes how the speci�cation was implemented in a prototype solution as part of
the OpenMTC platform and related research project.

First the background implementation of the hosted M2M communication plat-
form is presented and the overall structure is discussed. Afterwards, the main im-
plementation parts are explained.

6.2 Implementation Background (OpenMTC Platform)

The OpenMTC platform [41] is a prototype implementation of ETSI/oneM2M stan-
dard speci�cation for M2M service middleware. It has been designed to act as a
horizontal convergence layer supporting multiple vertical application domains, such
as transport, utilities, automotive, eHealth, etc., which may be deployed indepen-
dently or as part of a common platform [42]. OpenMTC features are aligned with
ETSI M2M Rel. 1 speci�cations [50, 174] and oneM2M Rel. 1 speci�cations [80],
providing an implementation of ETSI SCLs/oneM2M CSEs at both Front-end gate-
way (i.e. GSCL or MN-CSE) and Backend server (i.e. NSCL or IN-CSE) of an
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M2M architecture.
As illustrated in Figure 6.1, the OpenMTC platform includes a connectivity

management layer that controls the interaction between the front-end and back-end
over unmanaged access, as well as over managed Access Networks. This layer is
responsible for the communication establishment and messages relaying with other
M2M nodes (i.e. devices or gateways). It could be also extended to include more
sophisticated functionality to enhance the communication capabilities.

Figure 6.1: The OpenMTC Platform Architecture

Keeping in mind the diversity in computing capabilities of connected devices,
OpenMTC components are implemented with the support of various hardware plat-
forms, such as Android platform for mobile devices and Arduino platform for con-
strained devices. On the one hand, Android smartphones could be utilized as M2M
gateways for sensors and devices connected to the Personal Area Network (PAN),
such as eHealth sensors. On the other hand, Arduino provides a light platform for
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power constrained devices installed for long range monitoring and controlling us-
age, such as home automation to remote control / remote measure. OpenMTC can
be deployed in such devices and act as DSCL supporting their special requirements
and capabilities. While OpenMTC can be deployed on multiple Unix based systems,
most of this implementation were realized using Ubuntu GNU/Linux distribution
(12.04 LTS). Di�erent development packages are available with good support for
programming. It o�ers important con�gurations possibilities on every operating
system aspect. The LTS version of Ubuntu has been stable for the past years,
ful�lling the requirement of a stable system.

6.2.1 Platform Speci�c Packages

Implementing the OpenMTC platform and the set of functionalities de�ned in the
previous chapter was done using three programming languages: Python, Java and
C. While the majority of the code is written in Python, some functionalities and
libraries are accomplished with the remaining two. Python is a widely used general-
purpose high-level programming language. Its design philosophy emphasizes code
readability, and its syntax allows programmers to express concepts in fewer lines
of code than would be possible in other languages such as C++ or Java. Java is
an object-oriented programming language, that promised the "Write Once, Run
Anywhere" (WORA) concept by providing no-cost run-times on popular platforms.
The OpenMTC repository structure is listed below. It is split in several folders to
share some code base and also have a special code for the speci�c component and
applications.

/

apps

common

openmtc

lib

src

openmtc-etsi

doc

src

openmtc-onem2m

doc

src

doc

dscl-emulator

device-capability-scripts

generated-config

futile

legacy

openmtc-android

openmtc-app

openmtc-gevent
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openmtc-java

openmtc-GIP

OpenMtcSdk

OpenMtcSdkAndroid

openmtc-js

openmtc-openxsp

projects

openmtc-fistar

openmtc-trescimo

serializers

openmtc-etsi-bson

openmtc-etsi-msgpack

openmtc-onem2m-xml

server

openmtc-cse

openmtc-ngsi

openmtc-scl

openmtc-server

openmtc-unified

tests

util

The common package contains libraries used commonly by the platform such as
CoAP and LWM2M protocol libraries. Also, the XML Schema De�nition (XSD)
�les given with the standard speci�cations for both ETSI M2M and oneM2M are
placed here. These �les de�ne the object's structure as well as the various types of
Request-Indication objects and Response-Con�rmation objects. All these objects
adhere to the functional architecture speci�ed in [174, 175].

Two underlying platforms are used to manage events in the openMTC system:
GEvent , and OpenXSP . Both are event based libraries providing asynchronous
I/O API that can scale its number of execution units according to the processing
load. However, the former is often used in the Front-End for its speed and locality
as it is targeted for constrained devices, while the latter is an event platform that
provides a solution adapted to cloud deployment.

The server package contains the core functionality components as de�ned by
the standards to implement the back-end and front-end servers. The libraries and
structure de�ned in previous packages are used by this implementation.

For speci�c implementation related to Android OS, the Openmtc-android in-
cludes con�guration �les speci�c to mobile device's deployment of the platform;
this includes the python-for-android library (https://code.google.com/p/python-for-
android/), which includes a set of tools allowing python programs to run on mobile
devices. In addition, a Graphical User Interface (GUI) is developed to present the
aggregated data on a web interface based on users preferences, i.e. from one or more
gateways/sensors, as shown in Figure 6.2.
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Figure 6.2: OpenMTC Dashboard Interface

6.2.2 Core Service Capabilities

Following description of the main capabilities supported by the OpenMTC platform:

Register and Discovery: Both ETSI and oneM2M standards have adopted the
RESTful architecture style in their speci�cations. This style governs how
M2M Applications (xA) and/or xSCL are exchanging information with each
other. This information is presented by uniquely addressable resources, each
represents an entity in the system, such as application or SCL, or operation
related information e.g., access rights and subscriptions. Figure 5.3 shows
part of the M2M resource tree, which is considered in OpenMTC platform.
Each resource has a representation that shall be transferred and manipulated
with CRUD verbs (Create, Retrieve, Update and Delete). The operations
of the CRUD request and response primitives are implemented as described
in [174, 175]. The discovery functionality allows searching for applications
and devices based on information provided as part of associated resources
and attributes. The discovery request shall be sent as a retrieve request. The
obtained result depends upon the �lter criteria and is subject to access control
policy. The originator of the discovery request could be an AE or another
SCL/CSE.

Data Repository: The main object of this module is to store information related
to entities in the M2M system, i.e. applications, SCLs/ CSEs, and devices,
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as well as the data pushed from connected sensors/devices. To persistently
store data of any kind, OpenMTC internally uses a database abstraction layer.
By using di�erent database adapters, OpenMTC can be con�gured to store
data in di�erent data back-ends with di�erent characteristics depending on
the usage scenario at hand.

Subscription and Noti�cation: This capability manages the subscription and
noti�cation mechanism, which handles the notify process of updated data and
status to subscribed entities. Through this mechanism, M2M nodes are able
to receive event noti�cations asynchronously from devices and gateways. This
process is further enhanced in OpenMTC by the Store And Forward (SAF)
functionality that enables the handling of di�erent noti�cation streams based
on their priority. Requests from applications in network, gateway, or device
side are forwarded to this capability be means of the application enablement
capability, which serves as a single contact point for M2M applications.

Location: This capability allows AEs to obtain geographical location information
of di�erent nodes (e.g., ASN, MN) that could be used on some location-based
services. The device management server is used to issue commands to obtain
the current location from a Global Positioning System (GPS) module.

Device Management (DM): The OpenMTC platform integrates a DM imple-
mentation based on the OMA LWM2M protocol [67]. A library for LWM2M
message parsing and creating, and managing communication back to the reg-
istered clients is implemented on both front-end and back-end servers. The
LWM2M library creates tree dictionaries of the supported management ob-
jects and is easy to extend with another one by adding new entries in the
dictionary. The processing is then uniform for each of the management ob-
jects when it comes to parsing, storing, updating information related to the
management objects. The LWM2M client-server interaction is done using the
underlying data transfer protocol over CoAP/UDP, which decreases the mes-
sage's overhead and improves e�ciency [176]. The DM message's exchange
is based on RESTful operations on resources bound to the devices by follow-
ing the CoRE link format. The related resources are grouped together and
handled by objects. The prede�ned set of objects includes Access Control,
Connectivity Monitoring and Statistics, Device, Firmware Update and Loca-
tion management. In order to extend the model, organizations can de�ne and
propose new objects that could be important for a robust device management
platform.

Group Management: Responsible for handling group related requests in a One-
to-Many interaction model, where the request is sent to manage a group and
its membership nodes. Bulk operations include read, write, subscribe, notify,
device management, etc.

Application Management: The main function of this capability is to provide a
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single contact point for M2M applications to access the OpenMTC platform
and expose available functionalities implemented in all xSCL/SCEs. The ap-
plication management capability is responsible for routing the applications'
requests to corresponding capabilities in the platform, in addition to routing
requests between applications connected to the same domain. Through this
functionality, the service requirements and the speci�c data exchanged be-
tween the applications and the OpenMTC are forwarded to the appropriate
local handling functionality in both the devices and in the network platform.

Security: Two aspects of security have to be considered in the openMTC im-
plementation. The access control aspect including identi�cation, authenti-
cation and authorization is based on applying access policies as de�ned by
AccessRight resource (from ETSI resource tree) or accessControlPolicy re-
source (from oneM2M recourse tree), where a set of privileges is de�ned and
applied. Another aspect is using the Transport Layer Security (TLS) proto-
cols to support sensitive data handling over TCP and UDP. The TCP security
is commonly done using the SSL standard libraries and is applicable to both
HTTP and MQTT. Security over UDP raises the complexity because of the
nature of the communication. Since no connection is usually set up between
the end points, a new mechanism has to be built wrapping the classical UDP
socket. This is done using DTLS protocol.

6.2.3 Standardized Open Interfaces

OpenMTC supports a client/server based RESTful architecture with the hierarchi-
cal resource tree de�ned by ETSI M2M and oneM2M. The data exchange commu-
nication over open interfaces is independent of the transport protocol. OpenMTC
supports both of MIa interface speci�ed by ETSI as well as Mca interface speci�ed
by oneM2M. In order to support the development of M2M applications and make the
core assets and service capabilities available to 3rd party developers, the OpenMTC
application enablement layer de�nes a set of high-level abstraction APIs, which are
categorized under three groups: Device, Data and Network API [31], as shown in
Figure 6.1. These APIs hide the internal system complexity and allow the developer
to focus on the implementation of the application logic. The openMTC platform
supports both XML and JSON format for data representation.

In addition, OMA NGSI-9 and NGSI-10 interfaces for context management are
supported on the backend server, to allow seamless integration of M2M platforms
and other context management systems. The main bene�t of adopting the NGSI
standard API in OpenMTC is to enable the sharing of M2M data between hetero-
geneous context management platforms via standards interface points [170]. Thus,
data gathered from �things� (i.e. sensors and devices) can be managed by the same
services developed for other context-management platforms and supports the fusion
of M2M data to enterprise-level. The main operations of both NGSI-9 and NGSI-10
and how to map the OpenMTC APIs to OMA NGSI speci�cations was presented
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in [170].

6.3 Adaptable M2M Transport (AdM2M) Framework

The AdM2M framework is the author's own concept and the reference implementa-
tion was realized as part of the OpenMTC platform for connectivity management.
The connectivity management module of OpenMTC provides the fundamental com-
munication functionally to supporting interactions over managed or unmanaged core
using HTTP, which is widely considered as the de-facto Internet standard. Based
on the speci�cation from Section 5.4, the AdM2M framework could be integrated
into an ETSI/OneM2M compliant platform to enhance the adaptability of the con-
nectivity management component. Figure 6.3 shows the high level architecture of
OpenMTC and illustrates the position of the AdM2M framework within the con-
nectivity management layer.

Figure 6.3: The Adaptable M2M (AdM2M) Transport Framework Part of the Open-
MTC
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The overall architecture, core capabilities and standard interfaces of the Open-
MTC platform was described in a previous section. The connectivity management
layer is responsible for the communication establishment and messages relaying with
other interworkable M2M nodes; and the AdM2M framework will provide the pro-
posed adaptability feature into it. The AdM2M framework includes pluggable trans-
port protocols such as HTTP and CoAP, which could be dynamically plugged in
and out to adapt to the network and application conditions. The objective of this
functionality is to enable a more reliable end-to-end data delivery in Smart City
systems.

Figure 6.4 shows the internal architecture of the proposed framework for M2M.
The AdM2M framework consists of a Monitoring Module that constantly collects a
set of parameters related to the data stream generated by registered ASN, i.e. rate
and data size. The data are presented in constanceInstance resources created in re-
sponse to application's POST requests, as speci�ed by oneM2M. A Policy and Rules
component is necessary to store the provisioned or learned policies and rules while
the Connectivity Manager operations enable and disable interfaces and plugins de-
pending on the operating system (Android or Linux) APIs. The AdM2M framework
provides di�erent transport protocol stacks, such as HTTP and CoAP as plugins
to support the communication with M2M devices using the proper stack based on
tra�c condition. The framework is extendable to add more protocol libraries and
plugins.

Figure 6.4: High-level Architecture of Adaptable M2M Transport Framework
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6.3.1 Plug-in Protocols and Selection Module

As part of the AdM2M framework, several protocol libraries have been developed
and used as a pluggable component, Generally, the AdM2M framework is integrated
to a MN or an IN providing M2M core capabilities, the transport protocols shall be
enabled and con�gured as shown in Listing 6.1.

Listing 6.1: Con�guration of Transport Plugins
1 " p lug in s " : [

2 { "name" : "HTTPTransportPlugin" ,

3 "package" : "openmtc_scl . p lug in s . transport_gevent_http "

,

4 " d i s ab l ed " : f a l s e ,

5 " con f i g " : {

6 " connector s " : [

7 { " i n t e r f a c e " : "" ,

8 " host " : " l o c a l h o s t " ,

9 " port " : 14000 ,

10 "is_wan" : f a l s e } ,

11 { " i n t e r f a c e " : "" ,

12 " host " : " l o c a l h o s t " ,

13 " port " : 15000 ,

14 "is_wan" : t rue } ,

15 { " i n t e r f a c e " : "" ,

16 " host " : " l o c a l h o s t " ,

17 " port " : 16000 ,

18 "is_wan" : t rue ,

19 "key" : " c e r t s /CA_signed_certs/

http_server_loca lhost / se rver−keyce r t .

pem" ,

20 " c r t " : " c e r t s /CA_signed_certs/

http_server_loca lhost / se rver−c e r t . pem"

}

21 ]

22 }

23 } ,

24 { "name" : "COAPTransportPlugin" ,

25 "package" : "openmtc_scl . p lug in s .

transport_gevent_coap" ,

26 " d i s ab l ed " : f a l s e ,

27 " con f i g " : {

28 " c l i e n t−port " : 6684 ,

29 " connector s " : [

30 { " i n t e r f a c e " : "" ,

31 " host " : " l o c a l h o s t " ,

32 " port " : 14000 ,

33 "is_wan" : f a l s e

34 } ,

35 { " i n t e r f a c e " : "" ,
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36 " host " : " l o c a l h o s t " ,

37 " port " : 15000 ,

38 "is_wan" : t rue

39 } ,

40 { " i n t e r f a c e " : "" ,

41 " port " : 16000 ,

42 "is_wan" : t rue ,

43 "key" : " c e r t s /CA_signed_certs/

d t l s_se rve r / se rver−keyce r t . pem

" ,

44 " c r t " : " c e r t s /CA_signed_certs/

d t l s_se rve r / se rver−c e r t . pem"

45 }

46 ]

47 }

48 }

49 ] ,

In Figure 6.5, an overview of request �ow taking place between di�erent M2M
nodes is presented. M2M applications at ASNs could interact with the OpenMTC
front-end and back-end in di�erent ways such as sending data/measurements in a
telemetry manner, or receiving noti�cations in response to events that were previ-
ously subscribed to. Possible interactions of di�erent use cases have been discussed
in Chapter 4.

An ASN within the �eld domain could send requests to the IN-CSE directly or via
an MN-CSE (a gateway where the ASN is registered). In the latter case, the MN will
retarget these requests to the IN-CSE on behalf of the ASN. The request destination
address (represented by the resource URL) is analyzed and if it is not matched to
any address on the machine IP address list, the message will be forwarded to the
destination IP. This mechanism is implemented as a method to forward requests
on a multi-hop route, bringing the advantages of enabling also transport protocol
translation and channel selection based on di�erent criteria, such as the cost or
reliability. These channels could be also assimilated to physical interfaces, as Wi-Fi
or Ethernet. The ASN uses a transport protocol to send its request to the CSE,
where the corresponding server treats the requests and creates a RequestIndication.
This request is transferred to the MethodDomain, in charge of triggering the internal
process, like accessing or creating a resource. A ResponseCon�rmation is sent back
to the server, which converts it to a reply matching the original transport protocol
used. The format of the request and reply payload can be speci�ed by a client. Both
JSON and XML format are supported by OpenMTC.

The AdM2M framework includes a set of di�erent transport protocol stacks
(HTTP, and CoAP) that are implemented as plug-ins, which could be used based
on user's pre-con�guration or based on the policy status. The plug-ins are using
libraries, one for each protocol that provides the required logic for each. For example,
the CoAP plug-in is using the Coapy library that was updated to be compatible with
the latest version of the CoAP standard [64] and support the required features [177].
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Figure 6.5: Overview of Transport Request Routing between M2M Nodes

The changes developed include adding the Observe, Uri-Query, Uri-host and Uri-
port options, and updating the response codes names to the Y.XX format. On top
of the protocols libraries, the integration with GEvent was built to handle received
packets and convert to objects using the corresponding library. Similarly, objects
are encoded into properly formatted byte strings before being sent on UDP/TCP
channels. GEvent [178] is an event-based library providing asynchronous I/O API
that can scale its number of execution units according to the processing load. The
system could be easily extended to add more plug-ins for new protocols.

In Figure 6.6, the requests �ow of a common M2M scenario is depicted, which
illustrates the functionality of the AdM2M modules. As a �rst step, registration re-
quests are issued from the gateway towards the core server, and from the applications
toward associated front-end/back-end server (step ➀). The successful registration of
M2M nodes with unique IDs is required prior to further interactions. Applications
have the ability to create multiple Container resources that could be used later as
a mediator for data bu�ering.

Based on ETSI M2M and oneM2M speci�cations, resources presenting applica-
tions and containers at the gateway/MN shall be announced to other SCLs (step
➁). An announced resource shall point to the original resource and consists of only
a limited set of attributes such as the link to the original resource and searchStrings

(step ➂). Providing this information over announced resource, facilities the discov-
ery process speci�ed by ETSI/OneM2M for searching of data and devices. Thus,
the issuer of the discovery request does not have to contact all SCLs in order to �nd
the resources.

The monitoring model of AdM2M measures the response time of each request
issued by the gateway or core server as shown in step ➃. This measurement provides
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Figure 6.6: Requests Flow of a Common M2M Scenario

the M2M node with insights about the connection status and therefore used later
in selecting proper protocol in line with the de�ned policy.

Registered application starts to push data, aggregated from attached sensors, by
issuing a create ContentInstance resource request (step ➄). The AdM2M monitoring
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model measures the size of data and the sampling rate of the create ContentInstance
resource requests of each App, as shown in step ➅.

On the Network domain, applications interested in receiving noti�cations related
to data/events from applications/devices located in the �eld domain could send a
request to create Subscription resource. As the target resource of the subscription
request is not stored in the core server, the retargeting mechanism is used to forward
the request to its destination. Whenever the noti�cation process is triggered (i.e.
the speci�ed �lter criteria are met), an evaluation process is executed to provide a
decision on selecting which protocol to use in forwarding noti�cations (step ➇).

Similarity, the monitoring module shall collect measurements from forwarded
noti�cations (step ➈), to upgrade the policy rules and used this information to
plug-in transport protocol for further requests, such as sending a device management
request to devices (step ➉).

6.3.2 Interworking Proxy

The partners of the UNIFI project [173] have established several activities with
the aim of federate FI testbeds, as the objective of the UNIFI project is to build
sustainable teaching and research infrastructures in the areas of Future Internet and
Smart Cities through global collaboration among academic institutions. This project
also includes the creation of Competence Centers for a sustainable development and
bundling of local expertise in Chile, Vietnam, South Africa and Thailand with a
strong collaboration with TUB in Germany. Part of the activates within this project
was building a federation of labs that support Smart City prototyping. To this
end, an interworking proxy was required to support the interoperability of existing
testbeds.

The department of Electrical Engineering, faculty of Engineering at Chula-
longkorn University-Thailand has implemented a Building Energy Management Sys-
tem (BEMS), called �CUBEMS�, based on the IEEE1888 standard [84]. This system
is composed of 200 ZigBee and 6LowPan sensors and 20 smartmeters. Additionally,
4 points in-house displays are installed in three buildings of the Chulalongkorn Uni-
versity, and used by the CU-BEMS App for displaying overall energy consumption.

To design the interworking between IEEE1888 and ETSI M2M standards, two al-
ternatives exist depending on where the interworking process is instantiated, namely,
at the Front-end using a GIP (gateway interworking proxy) or at the Back-end server
using NIP (network interworking proxy).

In CU-BEMS, gateways are originally designed for collecting the sensor data from
ZigBee networks and converting to IEEE1888 format as well as �nally submitting
data to the IEEE1888 storage. The gateways have been implemented on speci�c
micro-controller platforms, Arduino Mega 2560, with limited processing capability
of 16 MHz and memory size of 256KBytes. Therefore, it was decided to implement
all the data synchronization logic within a NIP, rather than a GIP.

As speci�ed in Section 5.4.3, The interworking proxy performs two main func-
tions. First mapping the operation and protocol requests between interconnected
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platforms in both directions. Second mediating the data model used by the inter-
connected platforms, i.e. REST/JSON and SOAP/XML.

Figure 6.7 depicts the end-to-end request �ow for data transfer in the direction
from sensors connected to IEEE1888 gateway towards the ETSI M2M gateway.
Initially, The NIP sends a TRAP query to the IEEE1888 Storage component to
receive the sensor data when available (step ➀). In a similar way, the GIP at the ETSI
gateway sends a Create Subscription request for subscribe on Container resource(s)
used by the NIP to store updates received from interworking platform (step ➁). Upon
IEEE1888 gateway receives data from sensor, it sends the data to IEEE1888 Storage
component for collecting data using WRITE protocol (step ➂). Simultaneously,
IEEE1888 storage return the callback data to NIP TRAP protocol previously issued
(step ➃). The NIP mediates data to the supported model in the ETSI M2M structure
and sends Create requests to store the data in the server repository i.e. NRAR (step
➄). The back-end server forwards notify message to all subscribers, thus the GIP
receives the data noti�cations in step ➅. As a response the gateway sends actuating
commands to connected actuators.

Figure 6.7: Data Synchronization from IEEE1888 Platform to ETSI Repository

Similarity, Figure 6.8 depicts the end-to-end request �ow of exchanging data in
the other direction from ETSI M2M gateway to IEEE1888 gateway. Where the
IEEE1888 gateway and NIP receive updated data by TRAP protocol and NOTIFY
method, respectively. Initially, NIP sends Create request for data subscription to
NRAR after that IEEE1888 gateway send a TRAP query to IEEE1888 Storage.
The GIP stores the sensors data at the gateway repository (GRAR) using Create
requests receives. Simultaneously, the gateway returns noti�cation messages to NIP
and any other subscribers. The data received within the NOTIFY is encoded to
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base64 format within a JSON object, as shown below:

Listing 6.2: Noti�cation Received by The NIP
1 {"notify": {"statusCode": "STATUS_OK",

2 "representation":{"$t":"eyJkYXRhIjp7InRpbWVzdGFtcCI6

IjIwMTQtMTAtMTRUMTk6NTI6NDYuMDAwKzA3OjAwIiwiY29uc3

VtZWQiOiJPRkYifX0=",

3 "contentType": "application/json"},

4 "subscriptionReference":"/m2m/applications/NIPA_IEEE1888/containers/

elevetorfront_z1_sensor2_monitor_pir/contentInstances/

subscriptions/subscription5428231"}

5 }

The NIP converts the received data to IEEE1888 structure, as shown in Listing 6.3,
and send the data in XML format to be stored in IEEE1888 storage by using WRITE
protocol.

Listing 6.3: Noti�cation Converted to IEEE1888 Structure
1 <soapenv:Envelope xmlns:soapenv ="http:// schemas.xmlsoap.org/soap/envelope/">

2 <soapenv:Body >

3 <ns2:dataRQ xmlns:ns2="http://soap.fiap.org/">

4 <transport xmlns="http://gutp.jp/fiap/2009/11/">

5 <body >

6 <point

7 id="http://bems.ee.eng.chula.ac.th/eng4/fl13/corridor/

elevetorfront/z1/sensor2/monitor/pir">

8 <value

9 time="2014-10-14T19:52:41.000+07:00">

10 OFF

11 </value >

12 </point >

13 </body >

14 </transport >

15 </ns2:dataRQ >

16 </soapenv:Body >

17 </soapenv:Envelope >

As the IEEE1888 gateway has previously sent a TRAP query to the storage com-
ponent, the IEEE1888 storage component returns the callback data to the IEEE1888
gateway. Depending on the application logic, the IEEE1888 gateway sends actuation
command to actuators.
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Figure 6.8: Data Synchronization from ETSI Gateway to IEEE1888 Platform
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7.1 Introduction

This chapter presents the evaluation and veri�cation of the AdM2M system, which
has been speci�ed in Chapter 5, and based on the implementation described in Chap-
ter 6. To this end, a series of testbed deployment setups were conducted using the
FUture SEamless COmmunication (FUSECO) Playground at Fraunhofer FOKUS
institute, as well as the interworking testbed of the UNIFI and Testbeds for Reliable
Smart City Machine to Machine Communication (TRESCIMO) projects. The main
results have been published to certify the approach by the scienti�c community,
with some results based on [45, 39, 40, 44].

A proof-of-concept validation of developed components is presented to assess the
performance of the implemented platform and protocol libraries, as well as providing
insights on protocol selection when considering the usage scenario. Further, veri�ca-
tions on speci�c domains are evaluated in the context of research projects. Finally,
a comparison with other approaches of open source M2M platforms is summarized.
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7.2 Proof-of-Concept Veri�cation within the FUSECO

Playground

The FUSECO Playground o�ers an independent and open testbed for research and
prototype development of mobile broadband communication and service platform.
Due to the �exible and modular design of FUSECO Playground, simpli�ed Proof-of-
Concept validation spanning from devices over access and core network technologies
is possible [179]. It has been used on many academic and industrial projects as
an open environment for early prototyping of new services, related components,
protocols, and applications.

In this Section, the results of the conducted tests during this research are pre-
sented and results are discussed. The prototype implementation is deployed with
di�erent testbed setups and with consideration to various target scenarios. The
following subsections introduce these setups that validate the functionalities of the
reference implementation for delivering M2M services.

The testbed setup within the laboratory of FUSECO Playground, depicted in
Figure 7.1, is comprised of an M2M front-end gateway, an M2M back-end server and
several nodes to emulate device applications interacting with the front-end and back-
end server. For both the M2M front-end gateway and the M2M Back-end server, the
OpenMTC was used to operate the M2M service functionalities. In the performance
evaluation presented in this chapter, two types of hardware deployment was used
for the OpenMTC gateway: i) an embedded system operated with Raspberry Pi
(model B) BCM2708 processor, uses the ARMv6 instruction set with 400MB RAM,
and ii) a PC with 2.4GHz quad-core Intel processor, 8GB RAM.

As a �rst stage of verifying the performance of the implemented protocols plug-
ins and libraries, some experiments were executed using the M2M testbed. The

Figure 7.1: The M2M Testbed Architecture
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experiments support gaining a better understanding of the expected performance of
M2M applications associated with a special tra�c model when using any of these
protocols in sending or retrieving data to an M2M front-end server.

Apache JMeter [180] was used to carry out all evaluation scenarios. Apache JMe-
ter is a pure Java application designed for load testing and performance measurement
of di�erent servers/protocols such as HTTP, HTTPS, REST, etc. Also, it could be
extended to support other protocols, such as CoAP and MQTT through multiple
pluggable samplers. Additional sampler plugins for CoAP, MQTT and AMQP were
deployed to perform the presented performance evaluation in this chapter.

Part of tests were conducted using one device that interact with the M2M gate-
way over one-hop communication in order to observe the performance under speci�c
tra�c patterns. Moreover, to emulate the use case of having multi-devices con-
nected to the OpenMTC gateway, we have used the parallel JMeter Ant task. In
fact, Apache Ant is a Java library and command-line tool whose mission is to drive
processes described in build �les as targets and extension points dependent on each
other. For the high sample rates, we have used the JMeter distributed testing,
which involves running the same test scenario on di�erent virtual machines on the
cloud to overcome the one machine limitation. One machine (master) can control
any number of other machines (JMeterEngines/slaves) and collect all the data from
them. All the test machines clocks have been synchronized using the Network Time
Protocol (NTP).

7.2.1 E�ect of Payload Size

During the evaluation process, the tests consider two types of M2M transactions
between devices and a gateway. That include re-pushing data (telemetric interac-
tion) and retrieving data (inquiry interaction). Therefore, we will study the case of
having di�erent devices/sensors pushing/retrieving di�erent types of data to/from
the platform. All the interactions and the M2M tra�c exchange will be established
through both HTTP and CoAP protocols.

In this test, all testbed components attach to the same LAN and use a wired
Ethernet connection (1Gbps). By choosing wired connection we aim to eliminate
any problems related to the network transmission such as packet loss, congestion,
etc. Each test scenario lasts longer than 5 minutes and is repeated at least 5 times
in order to get accurate results. The aim of this test is to evaluate the e�ect of
the payload size on the performance of pushing data in a telemetric manner to the
gateway.

Figure 7.2 plots the response time and the 95% con�dence interval for POST
requests generated on a �xed sampling rate of 100Hz to the resource-rich gateway
against di�erent payload sizes. Similarly, Figure 7.3 shows the plots of the response
time and the 95% con�dence interval on a �xed sampling rate of 1Hz to the resource-
constrained gateway in di�erent payload sizes. It is clear that the impact of payload
sizes, smaller than 1 Kb, is negligible for both HTTP and CoAP protocols and
both platforms. The allowed block size with the CoAP block-wise transfer option
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is between 16 and 1024 bytes, which leads to sending only one block in each test
scenario (payload size<1Kb). In addition, the Ethernet MTU is equal to 1500
bytes at the network layer, leading to no IP fragmentation of CoAP messages (UDP
supports larger payloads through IP fragmentation), and no TCP fragmentation of
HTTP messages. Although CoAP has the advantage of a smaller overhead of only
4 bytes, the encoding/decoding time is slightly a�ected by the payload size. Similar
results were observed with the constrained-resource gateway for �xed sampling rate
of 1 Hz.

Figure 7.2: Response Time of Push Requests with Di�erent Payload Size on A
Resource-Rich Gateway (Linux PC)

Figure 7.3: Response Time of Push Requests with Di�erent Payload Size on A
Resource-Constrained Gateway (Raspberry Pi)

Table 7.1 presents the obtained results for di�erent payload sizes higher than
1Kb. The results prove the scalability of the OpenMTC gateway, deployed at both
platforms, to handle di�erent payload sizes in an acceptable period. On the other
hand, they show the slight e�ect of the packet fragmentation on the response time
using HTTP. However, as shown in Table 7.2 the response time was greater a�ected
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when using CoAP. The block-wise transfer option for CoAP allows for block size
between 16 Byte and 1024 Byte only, in this test the biggest block size (i.e. 1024byte)
was used.

Table 7.1: E�ect of High Payload Sizes on the Response Time Using HTTP

Platform Rate
(Hz)

Payload
Size (Kb)

Response
Time (ms)

Raspberry Pi 1 2 - 100 81 - 106
PC 1 2 - 100 6 - 9

500 - 10000 16 - 244
100 2- 20 17 � 25

30 - 100 344 � 1158

Table 7.2: E�ect of High Payload Sizes on the Response Time Using CoAP

Platform Rate
(Hz)

Payload
Size (kb)

Response
Time (ms)

Raspberry Pi 1 2 - 100 104 - 480
PC 1 2 - 50 12 - 181

100 - 300 369 - 1014
100 2 - 5 15 � 185

10 - 30 379 � 1113

7.2.2 E�ect of Request Rate

To study the e�ect of request rate on the performance of the data aggregation
process, POST requests have been sent at a �xed payload size of 200bytes, which
can be considered as the mean size of payload generated by sensors/devices likely
connected to M2M systems. In these tests, a slight increase in the response time
values is observed for the sampling rates lower than 250Hz (for CoAP) and 270 Hz
(for HTTP); this is followed by a strong surge that exceeds one second for rates
higher than 350Hz with both protocols. A deeper look at the changes behavior on
the response time over a speci�c period when using HTTP allows us to distinguish
between two states for rates lower than 270 Hz. At the beginning of each connection,
the delay is extremely high and unstable, and, later on, it settles with lower values
during the remaining time. These steep values at the starting of each connection
could be attributed to the fact that HTTP is transported on a TCP connection
which causes higher latency due to the connection setup process over the three-way
handshake. However, for rates higher than 280Hz, we have only one state as the
response time values remain high during the period. The processing time within
the OpenMTC platform becomes longer. Using CoAP, we notice a strong rise in
the delay values for rates beyond 250Hz. The same surge has also occurred with
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lower payload size messages (around 10 bytes). This could be related to the CoAP
protocol implementation according to [64] where it was mentioned that a 16-bit
size message can enable up to about 250 messages per second from one endpoint to
another with default protocol parameters similar to this case.

Figure 7.4 and Figure 7.5 plot the response time for pushing data request and
the 95% con�dence interval using Linux and Respberry Pi platform respectively.
The resources usage during the tests was also monitored. The memory usage is
relatively the same for both protocols and for di�erent sample rates. However, the
CPU utilization appears slightly higher when using HTTP. The resource consump-
tion di�erences between HTTP and CoAP is clear when using the Raspberry Pi.
Generally, CoAP performs better than HTTP for the high sample rates with both
platforms.

Figure 7.4: The Response time of Pushing Data to Resource-Constrained Gateway
(Raspberry Pi)

Figure 7.5: Response time of Pushing Data to Resource-Rich Gateway (Linux PC)
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Figure 7.6 plots the average response time for di�erent sampling rates using
multiple connected devices. The requests were pushing data to the OpenMTC
gateway deployed on Linux PC with �xed payload size of 200Bytes. The threshold
limit of connected devices could be observed from the plot for a given sampling
rate. Generally, it was noticed that the response time increases rapidly when the
number of total transactions is between 240 and 320 per second for HTTP. In the
case of using CoAP, the increment of the response time was variable depending on
the number of devices and sample rates.

Figure 7.6: Response Time of Multiple Nodes Connected to Resource-Rich Gateway
(Linux PC)

7.2.3 Discussion

Based on previously presented results, the deployment of the OpenMTC platform
is showing an acceptable level of reliability and scalability taking into account the
hardware resource-capabilities and number of connected sensor nodes. Furthermore,
the results provide more insight on the importance of selecting a proper protocol
stack with certain M2M use cases. The advantage of the CoAP protocol was more
noticeable on the resource-constrained gateway, as the response time of data push-
ing and retrieving requests is less a�ected than with HTTP. Similar observation is
obtained for the consumption level of hardware resources.

In general, HTTP is an ideal transport protocol for requesting data from known
sources over the Internet. However, the high demanding of bandwidth and com-
putation resources limits its suitability for a number of M2M applications. Also,
it does not provide scalable means for bi-direction communication such as sending
noti�cations, and the textual encoding of HTTP headers obtains unnecessary over-
head for parsing. Consequently, HTTP is a good choice for forwarding data over
a reliable connection to back-end servers, while CoAP is better suited to exchange
data and control commands between gateways and constrained-devices. For exam-
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ple, in the case of a Smart-Building gateway connected to multiple sensors nodes,
with limited resources, and forwarding aggregated data/events to a backup server
once a day. It is advisable to deploy a connectivity stack using CoAP to interact
with the sensors, while using an HTTP connectivity stack for forwarding the big
payload of aggregated data.

Similar tests have been conducted to evaluate the payload size in pushing data
using both MQTT and AMQP protocols which follow the Pub/Sub approach. The
RabbitMQ library [181] was used in these tests although the integration of MQTT
and AMQP library within the OpenMTC platform is dedicated to future work.
Both MQTT and AMQP were able to handle payload messages bigger than 100KB.
Table 7.3 shows the threshold limit of message rate with di�erent payload sizes. It
is observed that MQTT has a slightly higher message limit than AMQP, that is
mainly related to the di�erence in frame header sizes of each protocol, as shown in
Table 3.5. In contrast to CoAP and HTTP, MQTT performs much better with big
payload messages. However, CoAP is more e�cient in energy usage and produces
less extra tra�c in the case of small-size messages.

The ordering of messages delivered to subscribers is guaranteed with both pro-
tocols, only when using the same QoS level with MQTT, and the same queue in
AMQP. Both protocols provide e�cient mechanisms for transferring one-to-many
noti�cations, which makes them a good choice for forwarding noti�cations towards
network applications.

Table 7.3: Threshold Limits of Message Rate with MQTT and AMQP

Payload Size (Byte) AMQP
Message
rate (mps)

MQTT
Message
rate (mps)

10 1022 1044
100 1020 1039
1K 1002 1010
10K 1001 1005
100K 497 986
1M - 231

7.3 Speci�c Domain Experimentation

The experimental observations presented and discussed on the previous section has
helped in de�ning the guidelines of protocol and has supported the further imple-
mentation steps of the proposed framework. In the following subsections, further
experiments considering speci�c domains and use-case conditions are presented to
evaluate the system performance in the context of Smart City services.

The features of the AdM2M framework, integrated within the OpenMTC plat-
form, map to the requirements, previously de�ned in Table 4.4. Generally, The
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OpenMTC platform is compatible with both ETSI M2M speci�cations and oneM2M
speci�cation. The end-to-end architecture is based on IP protocol stack, however
the integration of non-IP access technologies is possible over inter-working proxies.
This enables the platform to support the interaction with heterogeneous devices
over multiple-protocols. Extending the AdM2M capabilities is possible by adding
further protocols and interworking proxies in a pluggable manner.

The developed noti�cation mechanism and the SAF functionality allow con-
nected nodes at both front-end and back-end to perform data reporting in di�er-
ent patterns (e.g., periodical, on-demand or event-based). This allows for well-
adaptation to di�erent services and topologies. Furthermore, the overall system is
able to handle the increase in the number of requests or connected devices to an
acceptable level.

The underlining design supports the need to perform accounting and charging
depending on application usage, however, the charging process is out of this thesis
scope.

7.3.1 Experimentation Related to Smart Energy Domain

In this section, a Smart Energy application is considered, which is the Substation
Automation application for monitoring, protection and control functions performed
on a Smart Grid substation and feeder equipment. The analysis of communication
requirements and tra�c loads for this application presented in [156] was adopted in
our experiment.

It was concluded, that CoAP is recommended to be used for pushing data �ows
at low rate frequency carrying small size payloads, while HTTP is recommended for
data �ows at high rate frequency with relative bigger payloads. In this experiment,
we measured the end-to-end response time of two data �ows: the �rst presents
sampling data from emulated sensor, the second �ow presents control signal �ow
from an OpenMTC front-end gateway. The data �ows are pushed over the testbed
using PC-Linux front-end OpenMTC. Each POST request carries a JSON formatted
payload similar to the example shown in Listing 7.1.

Listing 7.1: Example of ContentInstance Resource
1 {"contentInstance":

2 {"content":

3 {"$t":"eyJkYXRhIjp7InRpbWVzdGFtcCI6IjIwMTQtMTAtMTRUMTk6NTI6

NDYuMDAwKzA3OjAwIiwiY29uc3VtZWQiOiJPRkYifX0=",

4 "contentType": "application/json"}}}

Figure 7.7 [39] shows two plot diagrams for the response time of data �ows, that
represent aggregated data: i) sampling data (rate 1 sample/second and payload
size 1600Byte), ii) control parameters (rate: 100 request/s, payload size 200Byte).
As remarked in Table 4.2, the substation automation application is strictly delay
sensitive. Therefore, it is required that the delay remains in the level of 200ms or
less. The plots present the improvement on overall performing when using CoAP in
transporting the control interactions instead of HTTP.
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Figure 7.7: Performance of Emulated Substation Automation Application

7.3.2 EHealth Experimentations

In this section, the results of testing the concept of using multiple �ows of data
streams in an EHealth scenario is presented. In this case, the end user is assumed
to be using some attached sensor to monitor his/her heart ECG signals in a Remote
Patient Monitoring (RPM) service.

The tra�c in this case experiment consists of multiple simultaneous data �ows
with di�erent rates: 1, 10, and 100 req/s. The data �ows are pushed to the Open-
MTC front-end by a POST request. Figure 7.8 shows the response time of the
data �ows that represent aggregated data from: i) blood pressure sensor (rate 1
sample/second, sample size 16 bit), ii) ECG leads (rate: 1250 sample/s, sample
size 12 bit), and iii) oxi meter (rate: 75 sample/sec, sample size 5 byte). The plot
shows that the response time of all sent request during the experiment test was at
an acceptable level, which was not the case when using either HTTP or CoAP for
all �ows. This proves the need to support multiple protocols in M2M nodes even if
used in one type of application.

Usually, the data are stored in the user-owned gateway that implements some
data analysis to detect any emergency case. In addition, a set of accumulated
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Figure 7.8: Response Time of Remote Patient Monitoring Service of Three Flows

data shall be sent to the central server once per day for further analysis, and it
is possible that the gateway receives a software update, when available, from the
service provider. This backup or update tra�c has less priority than the vital signs,
but will produce a huge amount of tra�c with larger payload messages.

The measurements in Figure 7.9 plots the rolling average for the response time of
the Post requests used to push the data from the sensor adapter to the gateway [40].
In this experiment, the ECG signals were considered to be generated at a data rate
of 250 requests per second and a �xed payload size of 200 Bytes. The measurements
show three scenarios, the �rst one is when the data is pushed without the existence of
any background tra�c in/out of the gateway. In the second scenario, an additional
data �ow is taking place that present �rmware update downloading to the gateway
on a low rate (1 Post request/s, 5Kbyte payload). The third scenario is similar
but the proposed framework is splitting the update �ow into two �ows based on
the Bu�erResource parameters, as described on Section 5.4.2. From the plot, the
performance's improvement of the proposed framework is observed.

7.4 Interworking M2M Platforms Experimentations

The interoperable system was tested and evaluated in an end-to-end synchronous
data exchange scenario. The developed testbed is depicted in Figure 7.10. The data
aggregated from sensors connected to the OpenMTC gateway, shown on the left,
are mediated to control the actuators on the right side.

The system enables the control and data exchange in the reverse direction as well.
The message �ow between both platforms is presented in Figure 6.7 and Figure 6.8.
The gateways of the CU-BEMS system are designed to collect the sensor's data,
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Figure 7.9: Performance of Ehealth Service

convert it to IEEE1888 format and store it in the IEEE1888 storage component.
Similarly, the OpenMTC gateway was con�gured to forward sensor's data to the
back-end server.

The gateways have been implemented on speci�c micro-controller platform, Ar-
duino Mega 2560, with limited processing capability of 16 MHz and memory size of

Figure 7.10: Interworking Testbed Used within the UNIFI Project
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256 KBytes. The sensors are connected to the gateway via ZigBee network. As the
gateways were implemented in resource-constrained setup, we have chosen to imple-
ment all the data mediation process not on the gateway, but rather on the back-end
server as a Network Interworking Proxy (NIP). The NIP implementation can then
be ported easily to locate at the high-performance server currently responsible for
serving the central storage of CU-BEMS.

On the evaluating process, the measured parameters include the delay time,
bandwidth and CPU usage. Figure 7.11a and Figure 7.11b show the average delay
of end-to-end data exchange in both directions between ETSI M2M and IEEE1888
gateways.

The load test of the system was conducted by means of emulation of multiple

(a) Average Delay for Data Transfer Towards the IEEE1888 GW

(b) Average Delay for Data Transfer Towards the ETSI M2M

GW

Figure 7.11: Performance of IEEE1888 and ETSI M2M Interworking
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sensors to �gure out the saturation boundary of the system in terms of contacted
nodes pushing data simultaneously, while ensuring the receive of data noti�cations
on the other side with acceptable delay. The end-to-end delay was signi�cantly
higher in the case of transforming data to the IEEE1888 GW compared to the
case of transforming data to the ETSI M2M GW. That was due to the queuing
delay at the IEEE1888 storage to perform notify callbacks. However, the system
has successfully transformed data aggregated from 120 sensors at average delay of 1
second, which is considered acceptable for BEMS and Smart Building applications.

Figure 7.12a shows the average throughput of di�erent messaging �ows between
interworking components while Figure 7.12b shows the CPU utilization at gateways
of both interworking systems.

(a) Average Throughput for Data Transfer Towards the ETSI

M2M GW

(b) CPU Utilization at Gateways for Data Transfer Towards the

ETSI M2M GW

Figure 7.12: Resource Utilization of the IEEE1888 and ETSI M2M Interworking
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The Internetwork proxy was also tested within the premises of the Telecommu-
nication System Research Laboratory at Chulalongkorn University. The data of 28
sensors connected are part of the UNIFI testbed, the sensors consist of tempera-
ture, humidity, luminance and passive infra-red (PIR) movement detection which
send data to the gateway once per minute with 28 Bytes payload. Moreover, the
PIR sensors send data immediately upon a change of people motion being detected
with 22 Bytes per time. This action results in an asynchronous data transformation
that could be used for a real-time lighting actuator control.

7.5 Federated Testbed for Smart Cities

The need for large-scale testbeds for testing and evaluating Smart City services has
been recognized by industry and academia [5, 43]. The FP7 TRESCIMO project
[182] aims to create an infrastructure for the experimental evaluation of di�erent
Smart City related use cases [183]. The project mainly focuses on the collaboration
between Europe and South Africa in building a federation of testbeds for Smart
Cities applications. The federated testbed allows for experimentation with enabling
technologies, standardized platforms and Smart Cities applications with di�erent
con�gurations. TRESCIMO approach to address di�erent issues in the context of
both developing and developed world is to interweave a sophisticated Smart City
platform developed by Council for Scienti�c and Industrial Research (CSIR) and
the ETSI/OneM2M compliant M2M communication framework Open Machine Type
Communication [41] as well as a Delay-Tolerant Networks with the M2M framework.

The TRESCIMO federated testbed, depicted in Figure 7.13, consists of three
interconnected sites, namely the TUB testbed located in Berlin (Germany), CSIR
testbed in Pretoria (South Africa) and the UCT testbed in Cape Town (South
Africa). The three testbeds are interconnected via a Virtual Private Network (VPN)
connection that is managed by OpenVPN [184], which is an open source program for
handling of VPN connections. At each site, various physical devices and an Open-
Stack installation are available. The latter is used to provide virtualized instances of
the Smart City Platform, OpenMTC Server, OpenMTC Gateway, OpenMTC IWP
(Inter Working Proxies) and emulated devices depending on the resources available
at the location [185].

The reference architecture was designed to allow multiple vertical domain and
heterogeneous devices to use a common infrastructure stack providing Smart City
services. The architecture was used to deploy applications implemented as part
of a Smart Energy trial in the Gauteng (South Africa) and a Smart Green City
trial in Sant Vicenç dels Horts (Barcelona, Spain) respectively [186]. As a proof of
concept, Smart City applications for other domains such as eHealth, Smart Home,
Educational M2M system have been developed using the TRESCIMO federated
Testbed. Due to the fact that the interconnected testbeds are located at di�erent
continents, the connection was subjected to di�erent problems and limitations. Part
of these problems is due to the reliability of sea cables. Latency is certainly a
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Figure 7.13: TRESCIMO Federated Architecture, based on [185]

problem because of the great distance and number of routers between testbeds and
the limitation due to the speed of light. However, this leveraged the realistic behavior
of the obtained results [43].

The TRESCIMO Educational M2M platform provides an on demand M2M in-
frastructure for students to do in class experiments by utilizing resources (i.e. devices
and servers) from di�erent testbeds. In an education use case scenario, a univer-
sity teacher wants to provide an on demand M2M infrastructure for his class, thus
enabling the students to experiment M2M state of the art technology. The teacher
thereby uses the jFed experimenter client (http://jfed.iminds.be/) developed in the
scope of the Fed4Fire project [187]. This client utilizes the Slice Federation Archi-
tecture (SFA) interface of the TRESCIMO testbed provided by FITeagle platform
[188]. After login with a valid X509 certi�cate the teacher creates a new experiment
and speci�es the topology to be used in class. After successfully creating the topol-
ogy, the teacher then provides the students with details of the accessible resources
and their endpoints. Figure 7.14 shows the result of successful provision of selected
resources across two testbed site [186].

As part of the Smart Energy System developed as proof-of-concept experiments
in the South African context, the CSIR Smart City Platform was used as depar-
ture point for the technical implementation. The used sense and actuating devices
include a built-in CoAP library used to communicate metering and actuating infor-
mation. The high-level APIs provided by the Smart City Platform could be used to
interact with active components and OpenMTC over HTTP and CoAP. One par-
ticular design consideration for applications executing on the Smart City Platform
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Figure 7.14: Snapshot of Successful Provisioning of Resources in Educational Use
Case of TRESCIMO Project[186]

is the potential impact on home-owners. When in�uencing load utilization through
actuation on Internet connected devices (e.g. house-hold appliances), the home-
occupant might be adversely a�ected. This can lead to the home-owner overriding
or disabling the devices leading to poorer impact than what was expected [189].

Furthermore, an application for environmental monitoring, named the Green
City application, has been deployed in order to provide a visualization tool for the
environmental data collected in the TRSCIMO trial at the EU. Data collection
is performed by an OpenMTC gateway device installed in a public transportation
bus in Sant Vicenç dels Horts-Spain. The gateway is equipped with a DTN-based
gateway and allows for bidirectional interaction with the low-power wake-up sensor
units to get the reported information and allow the con�guration of the devices. The
gateway uses JSON coding and HTTP/CoAP for data communication on the uplink
direction. For the downlink direction for con�guration of the gateway, Lightweight
M2M protocol (LWM2M) over CoAP was considered. Several environmental pa-
rameters could be monitored using the integrated sensors including temperature,
humidity and UV intensity [189]. Each time the bus gets close to a sensor station,
the gateway sends a wake-up signal to it, receives the monitored information and
forwards it, through the OpenMTC platform, to the remote Smart City Platform.
The OpenMTC server, which is located in the TUB Cloud, was used as the M2M
platform for this trial. The communication between the data collector and the
OpenMTC server is performed through a VPN connection for enabling noti�cations
coming from the OpenMTC platform based on the created subscriptions.

Asma A. Elmangoush



140 Chapter 7. Evaluation

7.6 Comparison with other Solutions

In this section, the OpenMTC platform is assessed against the developments pro-
posed by other researchers as part of individual solutions and standard solutions,
which are reviewed in Section 3.5. The approaches are classi�ed based on the core
M2M capabilities and functionalities discussed in Chapter 2. For each solution, a
summative assessment is presented in Table 7.4 based on the core M2M capabilities
and functionalities.

The OpenMTC platform combined with the AdM2M framework ful�ll all the
functional and non-functional requirements listed in Table 4.4. The overall system
provides an end-to-end IP connectivity that could support interoperability between
di�erent M2M platforms based on several standardized protocols. The AdM2M
framework handles the adaptability of the M2M node to according to the service
requirements and connection status by using pluggable transport protocols. The
framework is designed to allow extendability by adding more protocols libraries and
plugins, as well as interworking proxies. The �rst implementation of the OpenMTC
platform was based on the ETSI M2M release 1 speci�cations and has been upgraded
to the oneM2M speci�cation later on. Nevertheless, the references interfaces of both
standards are supported by OpenMTC platform.

Data reporting and noti�cation could be performed in di�erent patterns using
OpenMTC. The subscription and noti�cation mechanism, as speci�ed by ETSI and
oneM2M, allows applications to de�ne certain criteria to �lter the received noti�-
cation. Furthermore, the SAF function is allowing better control on forwarding the
noti�cation streams.

Generally, the reliability and scalability of the OpenMTC platform have been
veri�ed by the conducted performance evaluation tests and deployments within sev-
eral M2M/IoT related research projects.
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This dissertation has extensively studied the M2M communication and related
protocols, discussed Smart City services and the impact of M2M communication to
realize large-scale deployments, and proposed a novel approach to adaptable M2M
communication.

This research work contributed to several research projects such as EU FP7
TRESCIMO and DAAD UNIFI. A large amount of the research in the form of
practical realization was included in the Fraunhofer FOKUS OpenMTC toolkit,
which is used as the basis for several projects such as FI-PPP FI-WARE, FI-PPP
FI-STAR, EU FP7 TRESCIMO, and EU H2020 reTHINK. This chapter summarizes
achievements of this work and describes ongoing future extension directions in some
of the research projects.

8.1 Summary Overview

This dissertation proposed an adaptable M2M framework (AdM2M) that addresses
the need to manage heterogeneous tra�c patterns within an M2M system. The
objective of the framework is to increase the adaptability of M2M nodes in handling
�ows of requests from di�erent objects, being resource-constrained or resource-rich,
and di�erent applications demanding heterogeneous QoS requirements. The devel-
oped adaptable functionality aims to enhance the data transmission process between
di�erent M2M entities by dynamically plugging in and out transport protocols to
match the network conditions in order to enable a reliable end-to-end data delivery.
This work can be considered as a foundation for an M2M-based Smart City platform
that addresses the requirements of heterogeneous vertical domains.

In order to ensure the ability of M2M nodes to intercommunicate with as little
as possible human intervention, it was important to understand the fundamentals of
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M2M communication and di�erent interaction patterns commonly used. In Chap-
ter 2, common interaction models of M2M tra�c was illustrated and a conceptual
classi�cation of di�erent M2M tra�c classes was discussed. The signi�cant level of
heterogeneity in M2M networks in terms of capabilities of connected devices and
QoS requirements of emerging applications was mentioned. Furthermore, the dis-
seminated estimations of global M2M connections in the next decade imply that
M2M systems will be challenged by the number of connected objects as well.

Mainly, M2M applications are driven from enterprise or government needs. While
the enterprise focus is on e�ciency and cost reduction, the government focus is on
sustainability, safety and socio-economic impacts. Thus, features and requirements
of M2M applications di�er in multiple aspects, and therefore the associated data
�ows will demand the assignment of di�erent levels of priorities. It might be the
case that these requirements di�er based on the desire of the user or project owner
and the available budget. For the deployment of an M2M system in any domain,
such as health care, Smart Home or Industry, it's important to start by specifying
the environment conditions and requirements. The understating of operating spec-
i�cations including the integrated devices, tra�c pattern, samples rate, and delay
tolerance level, have a great impact on designing the �nal solution. Many options
are available when selecting the components, platform capabilities and access tech-
nologies to be used in the system. The work here is motivated by the evolution of the
M2M ecosystem towards Smart City realization which presumes a high number of
heterogeneous devices communicating anywhere and anytime and interacting with
various services.

The main outcome of the research work pursued is a framework to manage het-
erogeneous M2M tra�c produced by a wide range of vertical application domains
within a Smart City context. The framework consists of a set of plug-ins to ad-
just the communication stack used by an M2M node, based on the application
requirements and priorities. The objective of the framework is to select the proper
communication technology based on the exchanging tra�c pattern from sensors/de-
vices and gateways to an M2M server platform. The following contributions to the
�eld of M2M communication have been made as part of this dissertation:

• An adaptable framework for M2M connectivity management that could be
extended to support more protocols and IoT systems is speci�ed.

• A validated generic M2M platform that has been deployed on several research
projects in the context of Smart City services.

• A classi�cation and analysis of M2M communication interaction models and
guideline of M2M protocol usage in di�erent Smart City applications.

In Section 1.5, two main research questions were highlighted. The �rst question,
�Are the current standardized protocols su�cient to support di�erent kinds of Smart

City services including those which comprise real-time M2M streams? � To answer
this question, it was required to analysis both requirements of M2M applications and
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capabilities of existing protocols. The requirements and constraints of the communi-
cation services required by M2M/IoT systems raise new challenges to the traditional
transport protocol layer. Several protocols have been proposed and standardized,
each focus on a speci�c aspect of M2M/IoT communication. A sophisticated proto-
col able to handle all heterogeneous aspects related to this kind of communication
and satisfying requirements of real-time streaming is still missing. Such protocol
shall provide mechanisms to support self-con�guration and self-adaptability to var-
ious network resources (e.g. wireless network systems) and various devices' capa-
bilities. Additionally, it should be light enough to operate on resource-constrained
devices. Nevertheless, a persistent connection might be essential for some cases.
The approach proposed in this dissertation was to enable M2M nodes to adjust
the utilized communication stack by using pluggable protocols libraries, in order
to overcome the lack of su�cient protocol to di�erent M2M/IoT applications. The
proposed framework aims to enhance the adaptability of M2M nodes, in order to
accommodate the needs of M2M communications and applications.

The second research question was: �to which level could the interoperability of

M2M application-agnostic platforms be realized? �. To answer this question, some
standards e�orts and research projects, which provide a middleware service layer
for Smart City applications, have been surveyed. Theoretically, the interoperability
and data sharing between di�erent M2M platforms could be realized on multiple
levels. The scope of work in this research was limited to connectivity oriented
interoperability in large-scale M2M/IoT testbeds by supporting a syntactic level
of interoperability. This level of interoperability allows interoperated systems to
exchange data and events information, either by using a common protocol structure
or by mediating the data format speci�ed by each system. However, both systems
are not aware of the meaning of the shared data. For an application-agnostic M2M
system, a syntactic level of interoperability is adequate to provide data sharing
service to multiple application domains, where the usage and interpretation of the
data could vary depending on the applications logic.

Nevertheless, semantic interoperability could also be realized by using ontologies
for terminology management in M2M application-agnostic platforms. This level of
data-centric interoperability upgrades the M2M platforms to the Internet of Things
(IoT) level. Pragmatic interoperability indicates the awareness of data usage and
processing in interoperated systems. Therefore, it could be realized in application-
speci�c platform only. From an application-agnostic M2M platform perspective,
the semantic interoperability is the highest level to be reached between integrated
platforms.

In the course of the research for this dissertation, several related publications
have been disseminated that present the work within the topic of interest: eight
conference papers re�ecting the main contributions ([42, 43, 5, 32, 45, 46, 40, 39]),
one book chapter ([190]) and six conference papers about related �elds of application
in the context of Smart City services ([24, 31, 35, 29, 38, 176]), and seven joint papers
with other research projects members ([191, 136, 36, 37, 43, 44, 192]).
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8.2 Future Work

M2M communication is an exciting �eld with outstanding possibilities and various
challenges. This section explores some issues that have not been addressed in detail
in this work. These issues are beyond the scope of this dissertation, and outline
the basis for future work. Figure 8.1 depicts an overview of possible future work
subjects based on the achieved framework.

The current wireless communication systems including 3G and LTE cannot sat-
isfy the requirements of highly demanding M2M service such as Smart industry,
Smart agriculture, and Smart transportation. The 5G system will combine multiple
Radio Access Technology (RAT) networks including LTE, allowing more �exibility
in radio resource utilization. This shall enable the prioritization of massive M2M
tra�c, in order to meet the ultra-low end-to-end latency requirements (less than
5ms). Three di�erent radio access types are considered for Massive Machine Com-
munications (MMC) within 5G systems [193]: i) Direct access (MMC-D) to the
access network, ii) access via Accumulation point (MMC-A) that accumulates the
tra�c locally and send it to the access point, and iii) direct M2M communication
(MMC-M) between M2M devices using Device-to-Device (D2D) communication.
The MMC-D is suitable for devices with a high level of transmitting power. While
the MMC-A type is more common to be used for low-power devices. The accumu-
lation point can either be a dedicated gateway, a smartphone connecting personal
devices, or a dynamically selected device. D2D communication requires a very high

Figure 8.1: Potential Future Work Overview
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protocol e�ciency (i.e., very low signaling overhead) and devices with long battery
life, in order to allow the creation of an ad-hoc mesh network. There are many
open research issues to be addressed for the realization of this device-tier interac-
tion [194]. However, it shall bring signi�cant improvements in developing emergency
applications and vehicle-to-vehicle (V2V) communication.

The M2M communication is seen to be one of the key drivers to guide the
design of 5G network. However, during the work of this dissertation, the focus
was on the transport messaging protocols of M2M. The constraints and capabilities
rising from various access networks were considered out of scope. Nevertheless,
the AdM2M framework could be further developed to cover the adaptability in
utilizing communication resources. Initial work in this direction has been started
by integrating Device Management protocols such as LWM2M, in order to control
the M2M device connectivity with the radio signaling for 5G networks [176].

From the State-of-the-Art analysis presented in this dissertation, the competi-
tion of numerous standards in the �eld of M2M must be mentioned. It will be
bene�cial to all stakeholders in the M2M market if cooperation in this �eld would
be signi�cantly increased. Therefore, future work should focus on achieving seman-
tic interoperability of M2M systems in order to share the meaning of the exchanged
data. Semantic interoperability is achievable through the de�nition of a common
set of ontologies that describe various system entities and the data produced, ex-
changed, and consumed by these entities. In this direction, the oneM2M partnership
project aims to provide data abstraction and semantic interoperability in speci�ca-
tion Release 2. The Semantic Sensor Network (SSN) ontology [195] provides the
most important core vocabulary for sensing data and de�nes the notion of sen-
sors and physical devices in general. However, several other initials are proposing
ontologies for IoT [196, 197].

Security is an important aspect of IoT and Smart City services, where nearly all
exchanged information should not be threatened by any kind of attack. With the
quick spreading of IoT throughout home equipment, cars, and even human bodies,
new vulnerabilities seem to emerge almost daily [198]. Cryptographic protocols de-
signed for computer networks, such as TLS and DTLS, could be used to create an
authenticated and encrypted channel between M2M nodes. However, such proto-
cols have been designed for the Web and require further adaptation to be used on
embedded devices with very limited resources.

Furthermore, a general security framework is required to realize the implementa-
tion of the "Internet of Secure Things" and avoid privacy violation. The IoT is not a
single-use nor single-ownership system, a framework to secure-IoT shall incorporate
e�cient authentication, authorization, network policy and control components.
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