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und bitte für den Thunfisch
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Abstract

Today, security-relevant electronic systems like computers, smartphones, electronic
access systems, or electronic banking, concern our whole life. Therefore, ordinary
users, not only professionals, have to use such systems in a correct way to not harm
their own security. Hence, these systems not only have to be secure, but also usable.
System design has to balance security and usability at the same time, which is a
challenge. In the usable security research community, it is common sense that both
characteristics are mostly counter-directional: more security leads to less usability
and vice versa. Hence, it is important to understand what influences the users’ per-
ception, in terms of usability and security, of such systems, and what influences the
decision to use a certain system. With this knowledge, more secure and at the same
time more usable systems can be developed. Formalizing such knowledge in terms
of models which can be used in the development process, ideally considering the
usability engineering lifecycle, may lower the development costs and result in bet-
ter (i.e., more secure and more usable) products.

With this work, the author provides a basis to tackle the challenge to understand
the users of security-relevant electronic systems. First, a theoretic examination of
the user and possible influencing factors on his perception and usage behavior when
interacting with security-relevant electronic systems was performed. With the gath-
ered knowledge, a taxonomy of influencing factors was created. From this taxon-
omy, a theoretic model was derived. Based on this, an evaluation method to ex-
amine a mobile payment system was developed, which comprises a questionnaire
and an experimental setup. With this evaluation method, five experiments with 88
participants were conducted. After every experiment, the questionnaire and the ex-
perimental setup were reviewed and potential enhancements were applied. Using
the data of the experiments, statistical models were calculated to identify significant
influencing factors. Furthermore, the theoretic model was adapted during the mod-
eling process to reflect findings and inaccuracies of the initial model. Based on the
calculated models and influencing factors, a final version of the evaluation method
was constructed.

To conclude, this thesis contributes a taxonomy of potential influencing factors of
the user perception and user behavior. An empirical evaluation method compris-
ing of a questionnaire and an experimental setup is presented. Furthermore, two
models of user perception, and one model of user behavior have been calculated to
identify significant influencing factors on the users’ perception and behavior. These
factors are personality traits (openness, conscientiousness, risk perception, positive
attitude) and service-related characteristics (usability perception, security percep-
tion, categorial price, service provider, and perceived financial loss magnitude).
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Zusammenfassung

Sicherheitsrelevante elektronische Systeme wie Computer, Smartphones, elektro-
nische Zugangssysteme und eBanking betreffen heute unser ganzes Leben. Deshalb
werden diese Systeme heute nicht nur von professionellen, sondern auch gewöhn-
lichen, Anwendern benutzt und beide müssen sie korrekt benutzen, um ihre eigene
Sicherheit nicht zu gefährden. Daraus folgt, dass diese Systeme nicht nur sicher,
sondern auch benutzbar sein müssen, und das Systemdesign die Herausforderung
erfüllen muss, eine Balance zwischen Sicherheit und Benutzbarkeit zu finden. In
der Forschung zur Benutzbarkeit von Sicherheitssystemen (usable security) herrscht
Einigkeit, dass beide Eigenschaften meist entgegengesetzt wirken: mehr Sicher-
heit führt oft zu weniger Benutzbarkeit und umgekehrt. Deshalb ist es wichtig zu
verstehen, welche Faktoren die Nutzerwahrnehmung in Bezug auf Sicherheit und
Benutzbarkeit und welche Faktoren die Entscheidung, ein solches System zu be-
nutzen, beeinflussen. Mit diesem Wissen können sicherere und gleichzeitig besser
benutzbare Systeme entwickelt werden. Die Formalisierung dieses Wissens in Form
von Modellen, die während des Entwicklungsprozesses benutzt werden (idealer-
weise unter Beachtung des Usability Engineering Lifecycles), kann helfen, Kosten
zu senken und bessere (also sichere und benutzbare) Produkte zu entwickeln.

Mit dieser Arbeit liefert der Autor eine Grundlage, um die Nutzer von sicherheitsre-
levanten elektronischen Systemen zu verstehen. Als erstes wurde eine theoreti-
sche Analyse des Nutzers und möglicher Einflussfaktoren auf seine Wahrnehmung
von und sein Nutzungsverhalten im Umgang mit diesen Systemen durchgeführt.
Das gesammelte Wissen floss in eine Taxonomie dieser Faktoren und von dieser
wurde ein theoretisches Modell abgeleitet. Um das theoretische Modell mit Daten
zu füllen, wurde eine Evaluationsmethode, bestehend aus einem Fragebogen und
einem Experimentalaufbau, entwickelt. Damit wurden fünf Experimente mit ins-
gesamt 88 Versuchsteilnehmern durchgeführt. Nach jedem Experiment wurden der
Fragebogen und der Experimentalaufbau überprüft und gegebenenfalls angepasst.
Mit den Daten aus den Experimenten wurden statistische Modelle berechnet, um
signifikant einflussreiche Faktoren zu identifizieren. Des Weiteren wurde das theore-
tische Modell während des Modellierungsprozesses auf Grundlage der Resultate
angepasst. Zuletzt wurde die Evaluationsmethode überarbeitet, um die Ergebnisse
der Modellierung und die gefunden Einflussfaktoren widerzuspiegeln.

Zusammenfassend steuert diese Arbeit eine Taxonomie potentieller Einflussfak-
toren auf Nutzerwahrnehmung und -verhalten, eine empirische Evaluationsmetho-
de, bestehend aus einem Fragebogen und einem Experimentalaufbau, zwei Modelle
der Nutzerwahrnehmung und ein Modell des Nutzerverhaltens zum Forschungsfeld
usable security bei. Die in dieser Arbeit identifizierten signifikanten Einflussfak-
toren sind zum einen Persönlichkeitsmerkmale (Offenheit, Gewissenhaftigkeit, posi-
tive Einstellung) und den Dienst betreffende Eigenschaften (wahrgenommene Ge-
brauchstauglichkeit, wahrgenommene Sicherheit, kategorialer Preis, Dienstanbieter
und wahrgenommene Größe eines finanziellen Schadens).
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Chapter 1
Introduction and Motivation

This chapter motivates the research presented in this work. It starts in Section 1.1
with an introduction to the topic of usable security and the problems which will be
examined in this thesis. Afterwards in Section 1.2, the research objectives of this
work and how they will be covered are presented. Lastly, the outline is depicted in
Section 1.3.

1.1 Motivation

Today, everyday life is pervaded by electronic systems. Computers, smartphones
and other electronic systems are used at work and also during spare time. The use
cases are infinite and span from direct communication over social networking to
games and buying goods or performing banking transactions. A commonality of
most of these use cases, but especially of the last two, are that they need some secu-
rity mechanisms to secure privacy, data and funds of the user.

Therefore, service offering companies and developers have to design their system
in a way that users can easily use them without being threatened. To achieve this,
the research field usable security [34] has gotten more and more in the focus of re-
searchers in the last 15 to 20 years. Usable security combines the two fields usability
and security.

Usability is defined by the ISO standard 9241-11 [51] as:

”The extent to which a product can be used by specified users to achieve specified goals
with effectiveness, efficiency and satisfaction in a specified context of use”

Whereas, the terms effectiveness, efficiency and satisfaction are defined as:

Effectiveness: ”The accuracy and completeness with which specified users can
achieve specified goals in specified environments.”

1
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Efficiency: ”The resources expended in relation to the accuracy and completeness
of the goals achieved.”

Satisfaction: ”The comfort and acceptability of the system to its users and other
people affected by its use.”

Nielsen defined the usability engineering lifecycle in 1992 in [115]. It consists of
several steps in the development process of a system. Möller depicted this lifecycle
in [105], which can be seen in Figure 1.1.

Fig. 1.1: Usability engineering lifecycle (from Möller [105])

The lifecycle introduces usability methods like expert evaluation and empirical test-
ing in the development process and reiterates the different steps, until a satisfying
quality of the developed system is achieved:

Analysis: usually the first step of each cycle is to analyze the given development
task and desired product or system as well as the user of it, specify requirements,
and start the usability engineering lifecycle

Design: (re-)design of the wanted system or software

Prototyping: development of a prototype, either as mockup or running prototype
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Expert Evaluation: assessment of the prototype by usability experts to detect de-
sign flaws

Empirical Testing: conducting experiments with subjects to see how users inter-
act with the system and gather usability-related data

Iterative Design: use the gathered data and feedback to enhance the prototype
and/or build a first production-ready system

Feedback from Field: gather feedback from in-field interaction and usage

Analysis: analyze the interaction and usage data to identify flaws and possible
enhancements of the system and restart the usability engineering lifecycle

The noted English dictionary Merriam-Webster [71] defines security, amongst other
things not related to this work, as:

• freedom from fear or anxiety
• something that secures
• measures taken to guard against espionage or sabotage, crime, attack, or escape

Based on this, there are several definitions of security for different domains. For
this work, computer security (see [15], [14]) with its subcategories internet security,
information security, mobile security and network security, is taken into account.
Computer security includes all processes and mechanisms to protect hardware, in-
formation and services from threats, i.e. ensure physical integrity, data confidential-
ity, data integrity and data availability.

Computer security can be achieved by a structured design and development process
of concepts, protocols, hardware and software. As an example, the software devel-
opment process Trustworthy Computing Security Development Lifecycle [94] with
additional security design considerations is shown in Figure 1.2. In the arrow, the
steps of a software development process are depicted and for every step security-
relevant actions are assigned.

Requirements: gather requirements the software needs to fulfill (functionally and
security-related)

Design: design the software’s architecture, security architecture and threat mod-
els

Implementation: implement the software’s functions and security mechanisms
based on the design guidelines

Verification (Beta): review threat models and code and perform attack testing
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Release: review threat models, fix bugs and perform penetration testing

RTM (ready to market): release production-ready software

Response: evaluate tools, processes and vulnerability reports and take necessary
actions to close existing and prevent further vulnerabilities

Fig. 1.2: The Trustworthy Computing Security Development Lifecycle (from Lipner
[94]).

As can be seen, there are parallels between the usability engineering lifecycle and
the security development lifecycle: in the beginning a requirements analysis is per-
formed and based on this, an initial prototype (usability lifecycle) or a beta version
(security lifecycle) is designed and implemented. Then, the system is reviewed by
experts. Afterwards, the main difference between both lifecycles occur in terms that
the usability lifecycle now includes real users to get feedback before releasing the
system. The final step is very similar, both lifecycles use the feedback gathered from
real usage to reevaluate the system.

Nevertheless, often usability is not taken into account when developing security-
relevant systems. Therefore, the research field usable security emerged in the mid-
dle of the nineties [156] [155] [1] [164]. Usable security combines both topics by
putting the user in the forefront, conducting usability experiments with security-
relevant systems and introducing usability engineering techniques in the develop-
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ment process. Also, as they are quite similar, both lifecycles can and should be
combined. A possible combination of both is depicted in Figure 1.3.

Fig. 1.3: Combination of the usability engineering lifecycle and the security devel-
opment lifecycle.

As usability engineering methods with real users (experiments, focus groups, etc.)
are costly and time consuming, researchers model user behavior and user perception
to be able to simulate and predict it [105] [107] [154] in the expert evaluation phase
of the usability engineering lifecycle. With a model of the user behavior, usability
experts and developers can test and enhance their prototypes before starting with
expensive user tests and therefore, save time and money. Especially in the devel-
opment of security-relevant systems, models can be very useful as security-relevant
systems have special requirements and thus, are often cumbersome to use (e.g. spe-
cial technical terms or additional interaction steps which are not the users primary
task, like in email encryption: primary task is sending an email, secondary task is
encrypting the email, see [155] [135]). Furthermore, with a deeper understanding of
the influencing factors on user perception and user behavior, such systems can be
developed easier and improved.

Nevertheless, before researchers can build a model, the influencing factors have
to be identified and quantified. Especially, the quantification comprises specific chal-
lenges. Data has to be gathered in user tests and these tests are always subjective
and influenced by a multitude of factors. For example, the hawthorne or observer
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effect [92] [100] leads to a modified and potentially improved behavior of subjects
being aware of being observed. While the pygmalion or rosenthal effect [125] [19]
describes the phenomenon that the experimenters attitude can affect the behavior
of the subjects and therefore, the results of the experiment. Obviously, such effects
must be avoided or at least lowered. Thus, the experimental setup must be thought-
fully designed.

Nowadays, to the authors knowledge, there are no comprehensive statistical mod-
els of the user perception and behavior when interacting with security-relevant elec-
tronic systems available. With statistical models, systems can be tested during the
development process. Furthermore, the understanding of the user interacting with
security-relevant electronic systems will increase during the modeling process by
identifying significantly influential factors. With this knowledge securer systems
can be designed while additional security will not affect the usability and therefore,
the willingness to use these systems. Moreover, models can be used in the design
and development process to evaluate which design changes have an effect before
implementing and testing prototypes. Thus, these models can be integrated in the
usability lifecycle [105] (see Chapter 1.1) for security-relevant electronic systems.

Therefore, this work aims to contribute the basis for such a model by develop-
ing the theoretic foundation in terms of a taxonomy of influencing factors, a theo-
retic model, an extendable, adaptable, and suitable evaluation method for security-
relevant electronic systems and first models of user perception and behavior when
interacting with security-relevant electronic systems by using the developed evalu-
ation method to gather data with a mobile payment system, as first security-relevant
system, and calculate statistical models. In the following, the research objectives
will be described in more detail.

1.2 Research Objectives

Based on the motivation, this work aims to achieve the following research objec-
tives.

1. Build a taxonomy and a theoretic model of the factors influencing user per-
ception and user behavior when interacting with security-relevant electronic
systems

The first step in this research was to identify factors influencing user perception and
user behavior. To find these factors, an extensive literature research was performed
as well as usability studies like user experiments with security-relevant systems, fo-
cus groups and interviews. The gathered factors were used to build a taxonomy to
examine and show the interconnections between the different factors. From this tax-
onomy, a theoretic model of the factors was derived to know which data has to be
gathered in experiments.
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2. Develop an evaluation method to gather data of the identified influencing
factors

Based on the theoretic model, an evaluation method was designed to fulfill two main
requirements: 1. Being able to gather all data needed to convert the theoretic model
into statistical models of user perception and user behavior. 2. Overcome the main
disadvantages of a classic laboratory experiment, like boredom during the exper-
iment or artificiality of the experimental situation. Therefore, a questionnaire was
designed to survey user perception and a simulated real-life scenario was created to
distract subjects as much as possible from the artificial situation.

3. Calculate statistical models of user perception and user behavior based on
gathered data

Using the developed evaluation method, five experiments with a mobile payment
system as security-relevant electronic system were conducted while changing pa-
rameters between the different experiments. Then, the gathered data and the the-
oretic model were used to calculate regression models of user behavior and user
perception. Afterwards, the theoretic model was refined based on the results of the
regression modeling, and structural equation models of the user perception were
calculated. As mentioned, focus of the modeling in this work was on data gathered
with a mobile payment system which serves as first security-relevant system in the
models. Future research can extend the models by using different security-relevant
systems and incorporate data gathered with these systems in the presented models.

1.3 Outline

This thesis is structured as follows. In Chapter 2 an overview of the field of us-
able security, the security and usability of smartphones, and user judgment and user
behavior modeling is given. Several related research results in these fields are pre-
sented and described. Chapter 3 describes the taxonomy of factors influencing user
perception and user behavior and the theoretic model which is the basis for the eval-
uation setup and the statistical modeling. Both, taxonomy and theoretic model are
build upon an extensive literature research, focus groups and usability tests. After-
wards, Chapter 4 depicts the evaluation method developed to gather user percep-
tion and user behavior data while using security-relevant electronic systems. This
includes the prototypical mobile payment system used in the experiments, the ex-
perimental setup consisting of four shops, the questionnaire used to gather user sen-
timents, the tasks subjects had to fulfill, and the cycle of the experiments. Chapter
5 describes the five experiments which were conducted with the evaluation method,
changes of the evaluation method between the experiments, and the results of these
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changes. Then, in Chapter 6 models describing user perception and user behavior
are presented. Five models were calculated: three models describing the user per-
ception and two models describing the user behavior when interacting with a mobile
payment system. At last, Chapter 7 sums up this thesis with a summary of the mod-
eling and the evaluation setup, a discussion of the results, shortcomings of this work,
and an outlook on future work.



Chapter 2
Related Work

This chapter gives an overview of research related to this work and puts it into con-
text. First, an overview of usable security is presented in Section 2.1, including a
definition, historic introduction, and selected research papers. Then, the focus in
Section 2.2 is on research of usable security on smartphones. Afterwards, a descrip-
tion of different modeling approaches is given in Section 2.3. At last, in Section 2.4
this chapter is summarized including a conclusion and reasoning which modeling
approach will be used in this work.

2.1 Usable Security

History, Definition, Challenges

The terms usable security, usability of/for security or user-centered security refer to
applying usability engineering techniques as described by Nielsen [116] on security-
relevant systems.
Very early work can be found analyzing the usability of security systems. Already
1989, Mosteller et al. [110] analyzed messages from a security system and Karat
[79] performed usability testing on a security application. Nevertheless, the works
of Whitten and Tygar [156], [155], Adams and Sasse [1] and Zurko and Simon [164]
can be seen as the foundation of the research field usable security.
Zurko and Simon introduced the term user-centered security in 1996 [164] to re-
fer to security-related mechanisms and systems which have usability as a primary
motivation, because users will not use security products which are unusable and not
easy to understand. They did a literature review and sorted their findings in three
categories:

• ”Applying Usability to Secure Systems”
• ”Applying Security to Usable Systems”
• ”User-Centered Design of Security”

9
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They also evaluated the implications of user-centered design on a security-relevant
system, namely an authorization engine called MAP (Management of Authorization
for Site Policy).

In 1998, Whitten and Tygar published a technical report [156] about usable security
and one year later in 1999 the famous ”Why Johnny Can’t encrypt: Usability Eval-
uation of PGP 5.0” [155] on the USENIX conference. In their work, they stated that
building usable and secure systems does not only mean to apply usability mecha-
nisms to security systems, but it needs a new usability standard. Also, they gave the
first comprehensive definition of usability for security:

”Security software is usable if the people who are expected to use it:

1. are reliably made aware of the security tasks they need to perform;
2. are able to figure out how to successfully perform those tasks;
3. don’t make dangerous errors; and
4. are sufficiently comfortable with the interface to continue using it.”

They identified inherent problematic properties of security systems which make
them a difficult challenge in terms of user interface design and have to be taken
into account while designing such systems:

1. ”The unmotivated user property”
Security is not the primary goal of a user, it is always a secondary goal. Users
want to perform their task and want to be secure while doing this. If a security
mechanism is incomprehensible or makes the primary task cumbersome, users
will avoid the security task.

2. ”The abstraction property”
Computer security management is a task with abstract rules which common
users are not familiar with.

3. ”The lack of feedback property”
Feedback is needed to avoid dangerous errors, but giving useful feedback for
non-experienced users on a complex task like security management is nearly
impossible. Either the feedback is too complex, but gives all the needed infor-
mation, or the summary is understandable, but lacks precision. Moreover, it is
not always possible to estimate what the user wants.

4. ”The barn door property”
Interfaces must make sure that users understand the security implications to
keep them away from making errors, as it is possibly costly to correct errors
after an incident. The name is derived from the proverb: ”locking the barn door
after the horse has gone”.

5. ”The weakest link property”
A network is only as good as its weakest component and therefore, users have
to be guided through all aspects of their security.

Based on these statements and definitions Whitten and Tygar evaluated the email en-
cryption tool PGP (Pretty Good Privacy) 5.0. They used this software and version as
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its user interface is, from a usability point of view, reasonably designed. Therefore,
it should show if pure usability meets the requirements of usable security.

A cognitive walkthrough and a user study were performed to find flaws in the de-
sign. They discovered that the standard of user interface design is not appropriate for
designing the interface of a security-related system. Furthermore, standard usability
evaluation methods put the focus on the primary task and therefore, have to be at
least adapted to meet the goal to assess the usability of a secondary task like security.

Adams and Sasse [1] conducted a web survey to gather initial data about password
usage, followed by semi-structured interviews in two companies. The results of
password usage were manifold and ended up in the main conclusion that there is
a need of user-centered design for security. The main problem they observed was
that the companies’ IT-departments saw the user as ”inherently insecure” and there-
fore, did not train and inform them about the security-related mechanisms of their
systems. This results in users not understanding the security implications of their
actions and therefore, bad security decisions. Even rules and obligations (e.g. length
of passwords and need to change the password on a monthly basis) made things
worse, because users do not understand why they have to make such additional ef-
fort and circumvent it with the effect of security flaws (e.g. writing the password
down, choosing a weak password, sharing passwords). In conclusion, they stated
that it is important to challenge the view that users are never motivated to behave in
a secure manner and that it is important to see that most users are security-conscious
as long as they perceive the need to behave in a secure manner. Thus, users have to
be treated as partners and security has to comply with the users’ work practice.
Finally, they gave following recommendations:

1. ”Password content”

• train users how to set up memorable and secure passwords
• provide feedback during password creation including explanations

2. ”Multiple Passwords”

• multiple passwords decrease memorability and increase cognitive overhead
• 4 or 5 passwords are the maximum of unrelated, regularly used passwords
• if more passwords are needed, single sign-on or smart card based access

should be considered

3. ”Users’ perception of security”

• users have to be aware of system security, e.g. providing feedback during
a password creation process leads to secure passwords and security aware-
ness as well as a notion of security importance.

• users should be informed about existing and potential threats and sensitiv-
ity of companies’ data. Awareness of threats and potential losses raises the
users’ perception of the importance of security systems instead of perceiv-
ing them as tedious and cumbersome.
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• the users’ awareness of security threats and importance of security has to
be kept up-to-date. Circumventing security mechanisms should not be pun-
ished, but be challenged in a constructive manner to avoid the feeling of
security as not needed anyway.

• train users which systems and information are important and sensitive and
explain why. Otherwise, users will judge systems and information on their
own with arbitrary results.

4. ”Work Practices”

• password mechanisms must be compatible with work procedures. Users
should know when to use individual and when to use shared passwords.

An important step in creating usable security systems is the notion of the user as
the weakest link in the security chain. Whitten and Tygar [155] already mentioned
the weakest link property. Adams and Sasse [1] mentioned that hackers start to
concentrate on the user as entry point to hack into security systems and Schneier (as
member of the security research community) acknowledges in [132]:

”...security is only as good as its weakest link, and people are the weakest link in the chain.”

Since these early days of usable security research, a lot of work was performed and
a lively community has been formed. Since 2005 the community has its own sym-
posium, the SOUPS (Symposium On Usable Privacy and Security). Furthermore,
a good summary of work performed until 2007 is given in the book ”Security and
usability: Designing secure systems that people can use” [34].

Nevertheless, due to fast evolving computer and communication technologies
new challenges arise constantly. Therefore, more research is needed and conducted.
In the following, papers of the main research fields of usable security will be pre-
sented.

Passwords

As passwords are the main authentication method nowadays, a lot of work is put
into researching their strengths and weaknesses as well as introducing new ways to
enter them.

Kuo et al. [91] analyzed the security of mnemonic passwords, i.e. passwords
based on a sentence to increase memorability. Including a web survey, they found
that mnemonic passwords are actually more secure than non-mnemonic passwords,
but nevertheless are prone to dictionary attacks. This is, because a lot of users build
their mnemonic passwords based on quotations from the media (e.g. movies, music,
literature, etc.) and even with the limited resources of their study it was possible to
build a dictionary which cracked around 8% of the chosen passwords. Compared
to 19% cracked passwords of the control group, who chose their password without
advice, it is an increase in security, but still too many insecure passwords.
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To increase the security of password entry, Kumar et al. [90] introduced ”EyePass-
word” which uses gaze-based entry of passwords to reduce the threat of shoulder
surfing (observing the password when it is entered). They implemented their system
on Microsoft Windows using an eye tracker. In a study with 18 subjects they found
that it takes about 5 times the duration to enter a password with gaze instead with
keyboard, but with similar error rates. Nevertheless, they stated that their EyePass-
word is still faster than other systems aiming on preventing shoulder surfing. So, as
usual, security is achieved by a tradeoff with usability.

Shay et al. [134] evaluated user behavior and user attitude when being forced to
change passwords based on stronger requirements. They used the opportunity when
the Carnegie Mellon University introduced new password rules and asked users
about their sentiment and about their new passwords.

They concluded, that users are annoyed by being forced to change their pass-
words, but still felt more secure. Nevertheless, 19% had forgotten their new pass-
word shortly after changing it, adding work to the administrators. They also found
that users are less likely to write their passwords down than to share or reuse them
on different accounts. Also, users tend to share their password over time, at least
25% reported to have shared their old password in comparison to 12% who reported
that they already had shared their new password. Furthermore, new passwords tend
to be modifications of old passwords and 80% of the respondents reported that they
used words or names and just added special characters.

Further research on passwords was performed, amongst others, by Wright et al.
[160] evaluating the possibility of combining a recognition-based graphical pass-
word scheme with text passwords, Shay et al. [133] exploring the usability of
system-assigned passphrases, Forget et al. [52] evaluating how to improve text pass-
words by persuasion, De Luca et al. [36], like Kumar et al. [90], presenting a gaze-
based mechanism to enter passwords, Stobert et al. [142] evaluating the password
lifecycle and how users behave in managing passwords, Haque et al. [59] applying
psychometrics to measure comfort while choosing passwords, Fahl et al. [44] evalu-
ating the ecological validity of password studies, and Thorpe et al. [147] inspecting
the usability of a geographic location-based password scheme.

In the field of passwords, another topic are graphical passwords which utilize images
as characters or special points on photographs to authenticate a user. Biddle et al.
gave a comprehensive overview of graphical passwords in [13]. In [141], Stobert and
Biddle evaluated how different schemes influence the memorability and usability of
graphical passwords. They examined three types:

• Recall-based graphical passwords: the user has to reproduce a drawing on a
grid

• Cued recall-based graphical passwords: the user has to click on specified points
in a picture

• Recognition-based graphical passwords: the user has to select images which
form his password
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Their studies showed that cued recall-based graphical passwords are faster and
more memorable than recall-based graphical passwords, and that recognition-based
graphical passwords are more memorable than recall-based graphical passwords.
Furthermore, combining recall- and recognition-based graphical passwords yielded
good memorability while reducing login times.

Tari et al. [145] compared the perceived and real shoulder surfing risk between nor-
mal passwords and graphical passwords. They used PassFaces (a commercial imple-
mentation of graphical passwords) in mouse or keyboard configuration as graphical
password mechanism to compare it to non-dictionary and dictionary passwords. In
a study with 20 participants the task was to shoulder surf a password entered in
four different setups (PassFaces keyboard, PassFaces mouse, dictionary password
(weak), non-dictionary password (strong). After every shoulder surfing session, the
participants were asked to enter the password once to gather data on the effective-
ness of the shoulder surfing. In the end, the participants were asked how they per-
ceive the security of the different password types. Table 2.1 depicts the results of the
study which show that it depends on the configuration how prone a mechanism is to
shoulder surfing, and that users can estimate the vulnerability of the methods quite
well. This fact does not hold in every situation in usable security.

Table 2.1: Real and Perceived Vulnerability of normal passwords and graphical
passwords (from Tari et al. [145])

Number of Correct Characters Entered in
Correct Order During Shoulder-Surfing Task

(more characters = worse security)
Authentication type Average Std. Dev.

non-Dictionary Password 3.65 1.631
PassFaces with Mouse 3.1 1.119
Dictionary Password 1.3 0.923

PassFaces with Keyboard 0.55 0.510
Perceived Vulnerability

System being Vulnerable to shoulder surfing Attacks
(1= Not Vulnerable at All, 7=Extremely Vulnerable)

Authentication Type Average Std. Dev.
PassFaces with Mouse 5.2 1.005

non-Dictionary Password 5.05 0.945
Dictionary Password 4.85 1.309

PassFaces with Keyboard 2.3 1.129

Further research on graphical passwords was conducted, amongst others, by Suo et
al. [144] giving an early overview of graphical passwords, Chiasson et al. [28] eval-
uating the usability of graphical passwords, Nali and Thorpe [112] analyzing users’
choices in recall-based graphical passwords, Wiedenbeck et al. [157] exploring the
effects of the used image and the tolerance in accuracy in a cued recall-based graph-
ical password scheme, Moncur et al. [108] evaluating the memorability of multiple
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recognition-based graphical password schemes, and Zakaria et al. [163] proposing
and inspecting three techniques to defend against shoulder surfing when entering a
recall-based graphical password.

User interfaces

User interfaces play an important role in the balance between usability and security.
If a user interface is badly designed users cannot or are not willing to use the sys-
tem correctly and hence, security is possibly reduced. On the other hand, if a user
interface is too easy to use, users could possibly not recognize security threats or the
security is reduced by omitting important functions or settings.

DeWitt et. al evaluated Polaris in [37]. Polaris was developed by Hewlett-Packard
to make Microsoft Windows more secure against threats by viruses and malicious
code. It is designed based on POLA (Principle Of Least Authority [162]), i.e. the
rights of programs to alter files is restricted to the needed minimum. Furthermore,
the developers of Polaris aimed to make it highly usable and secure by ensuring that
”the user should not be aware that Polaris was providing protection” [140].

They conducted a usability study with 10 participants. From the results, the re-
searchers concluded that even a security software designed to be especially usable
has several usability problems and is not as transparent as the designers hoped. It
is not always clear to the user when security decisions have to be made. Therefore,
these decisions should not be taken by the user, but by the system. Nevertheless,
this has to be done carefully to not interfere with the user and his intentions. They
suppose a visual indicator to show the level of security. Furthermore, they recog-
nized the willingness of the users to compromise security if that means that a task
can be fulfilled faster without caring for security. The study also showed that users
quickly dismiss confusing error messages, because they see them as obstacles. Their
final conclusion is that making Microsoft Windows’ security usable is unlikely as
usability considerations are made after finishing the security system. This is seen as
bad practice in usable security as the usability should be taken into account during
the design process and not afterwards.

Bravo-Lillo et al. [22] wanted to improve computer security by designing and evalu-
ating attractors. Attractors are user interface elements which help to attract the users’
attention to focus on the most important information when making security-relevant
decisions. Background of this research is that users become careless when getting
too many security warnings and dismiss them without reading and processing them.

Therefore, they designed nine different attractors based on a security warning
of Microsoft Windows. Five of them are inhibitive as they require additional user
interaction or waiting time to be able to perform the actual, possibly harmful, action.
With these attractors, they performed three online-based experiments. Experiment 1
and 2 were designed to test the effectiveness of the attractors and combinations of
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them. Two experiments lead to the conclusion that all designed attractors perform
better than the control attractor and the inhibitive attractors work best.

Experiment 3 was designed to test the habituation of dialog messages. Thus,
the participants had to answer several questions in these messages, before getting a
question with enabled attractors. The researchers counted how often the participants
answered the test question wrong before answering correct. Again, the inhibitive at-
tractors had a much better performance with 44% to 74% being detected at the first
time of appearance, against a maximum of 20% for the non-inhibitive attractors.

Further research of the user interface’s influence on the security and usability was
conducted, amongst others, by Falk et al. [46] analyzing financial websites for user-
visible design flaws, Jaferian et al. [73] giving design guidelines for IT security
management tools, Karvonen et al. [81] presenting an understandable firewall in-
terface for home users, Brustoloni and Villamarin-Salomon [24] evaluating how se-
curity decisions can be improved by polymorphic and audited dialogs, Wong [159]
analyzing the firewall configuration problem and Maurer et al. [99] raising online
security awareness based on the entered data type.

Further research on usable security

Another research topic in usable security is encryption. In this field ”Johnny” got
famous. In the work of Whitten et al. ”Why Johnny can’t encrypt” [155] from 1999,
they evaluated the usability of the email encryption tool PGP (Pretty Good Privacy)
5. Later in 2005, Garfinkel and Miller [54] evaluated the usability of PGP in com-
bination with Outlook Express and called their work ”Johnny 2”. While in 2006,
Sheng et al. [135] repeated the evaluation of PGP from Whitten et al. [155], but in
its newer Version PGP 9. As the name of their work ”Why Johnny still can’t en-
crypt” suggests, the developers were not able to solve all challenges found in the
earlier study. Much later, Fahl et al. [45] took Johnny in the world of social net-
works and evaluated the needs of an encryption mechanism for messages on Face-
book, suggested and implemented a solution, and tested their solution in a usability
experiment. Furthermore, Johnny was the ”hero” of more research, mostly in the
field of encryption ( [127] [31] [67] [130] [128] ).

Biometric authentication pose the possibility to be as secure as usable. Therefore,
usable security researchers work in this field, too. Prabhakar et al. [120] gave an
overview of biometric authentication mechanisms, Coventry et al. [33] evaluated
the usability of biometrics at the ATM, Matyavs et al. [98] developed a classifica-
tion system to rate biometric systems and discussed their advantages and disadvan-
tages, Toledano et al. [148] evaluated multimodal biometric systems, Patrick [119]
analyzed the usability and acceptability of biometric systems, Heckle et al. [66] in-
spected the acceptance of fingerprint biometric authentication, and Moskovitch et
al. [109] presented a biometric authentication system based on keystroke dynamics.
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Of course, this overview is not complete and there is much more research conducted
in the field of usable security. Moreover, there are more areas like phishing, privacy
protection, authentication, verification, and authorization. Furthermore, usable se-
curity on mobile phones emerged with the wide distribution of smartphones. This
topic will be covered in the following section.

2.2 Usable Security on Smartphones

As every computer, smartphones are threatened and need to be protected. A first
line of defense is the SIM-card in each smartphone which needs to be unlocked us-
ing a PIN (personal identification number) to establish a connection to the cellular
network to avoid misuse. But, smartphones evolved and now keep a lot of personal
data which has to be protected. Therefore, usable security research is conducted for
smartphones, as well. Examples of research in the fields of graphical passwords,
biometrics, and multiple levels of security on smartphones are presented next.

A PIN can be used to lock the screen, but the touch interface seems predestined
for graphical passwords. For example, Google Android uses a graphical password
scheme since a long time. Schaub et al. analyzed and described the design space of
graphical password schemes on mobile phones in [131]. Furthermore, they imple-
mented five of them and conducted usability tests with these.

They distinguished three groups of aspects and divided them in further subgroups:

1. password characteristics (including security and usability)
2. design features (including cognitive mechanism, information display, and inter-

action method)
3. smartphone capabilities (including input and output capabilities, context of use,

device-related user constraints)

These characteristics partially affect each other. To demonstrate this impact, they
created Figure 2.1

With this theoretical background, the researchers wanted to evaluate how smart-
phone capabilities affect design features. Therefore, they conducted a usability ex-
periment with six existing password schemes and a shoulder surfing experiment.
Based on the theoretical work and the experiments, they formulated seven guide-
lines:

1. ”cued-recall and recognition schemes strike a better balance between security
and usability and are preferable over drawing-based recall schemes on smart-
phones

2. grid items or touch targets should be as small as possible, while still being
usable, to enhance security

3. randomized positioning of items is not preferable in terms of usability or secu-
rity
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4. spatial and temporal arrangement must be balanced to maintain usability for
stronger passwords

5. there is no evidence that changing cues are preferable over fixed backgrounds
in terms of security or usability

6. longer passwords increase observation resistance
7. visible grids improve usability (less entry time) for stronger passwords”

Fig. 2.1: Smartphone-specific design space and interrelations (taken from Schaub et
al. [131], published with permission of the authors)

Schaub et al. gave valuable advice how graphical password schemes should be used.
Attacks which they did not consider are smudge attacks. Aviv et al. [7] evaluated the
possibility of smudge attacks, i.e. using the oily residues that a finger leaves on the
touchscreen when authenticating, to restore the entered graphical password.

Using Google Android’s draw a secret graphical password scheme, they per-
formed three experiments: ideal conditions (lighting from different angles and tak-
ing pictures from different angles), simulated usage (best angles from experiment 1,
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but usage of the telephone application after unlocking the phone, i.e. touching and
scrolling) and removing smudges (same angles as in experiment 2, but also swiping
the smudges away and/or putting the phone in the pocket). With their three exper-
iments they showed that in 40% to 96% of the pictures at least a partial pattern
could be detected. Experiment 2 showed that especially entering the password over
the noise produced by application usage increases the detection rate and putting the
phone to the face and entering the password afterwards yielded perfect detection
results. In their last experiment they wanted to remove the smudges intentionally
leading to the loss of information about the direction in which the pattern was en-
tered, but not hindering the identification of the pattern itself.

PINs, passwords and graphical passwords are important for smartphones and, de-
pending on the type of input and form factor, have their own possibilities and chal-
lenges. Thus, a lot more work in usable security is conducted on this topic. For
example, Oakley and Bianchi evaluated multi-touch graphical passwords on mobile
devices in [117]. They extended Google Android’s pattern lock authentication sys-
tem by allowing to start and end off-target and allowing multiple swipes at once.
They conducted a user test with their implementation. 10 Participants had to choose
a password after a trial period. They had to repeat it five times. The performance of
the system was good with a mean entry time of 1.8 seconds and only 4 errors, which
resulted from slipping fingers off target and only one time from wrong entry. Never-
theless, the subjects were reluctant to multi-touch entry as they see it as impractical.
But, they recognized the improved security of such an authentication mechanism.

In 2010, Dörflinger et al. [38] presented a study about different levels of security
and biometric authentication on mobile phones. They conducted focus group stud-
ies with 19 participants. In these focus groups they presented eight authentication
mechanisms and let the participants rate these methods. The results of this study are
depicted in Table 2.2. As can be seen, biometric mechanisms outperform the others
in terms of perceived security. Nevertheless, the perceived security of a mechanism
does not necessarily correlate with the willingness to use it. Furthermore, the per-
ceived security does not implicitly match the actual security of a method. For ex-
ample, fingerprint sensors are rated very high, but are often easy to circumvent, as
the Chaos Computer Club [32] and Fladsrud et al. [50] reported. Regarding differ-
ent levels of security, Dörflinger et al. concluded, that a leveled security mechanism
does not meet great approval, but most participants want to guard their data with
the securest mechanism. Nevertheless, as the authors stated, one has to carefully
interpret their findings as they only gathered qualitative data.

Hayashi et al. [65] performed a similar experiment with focus groups and 20
participants. They used a mobile phone to demonstrate their authentication mecha-
nisms in scope. Their results were quite similar to Dörflinger’s in terms that the par-
ticipants liked the authentication methods other than PIN. In contrast to the results
of Dörflinger et al. [38], about half of their subjects liked to have some applications
and data be available without authentication, i.e. having different levels of security.
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Table 2.2: Percentage of positive responses for different authentication methods
(from Dörflinger et al. [38])

I think this I think this I think I
Authentication method authentication authentication would use this

method is secure method is good authentication method
Retina Scan 100% 37% 26%

Fingerprint Authentication 95% 89% 95%
Speaker Recognition 68% 47% 37%

Face Recognition 64% 27% 27%
Activity-Based Verification 63% 53% 42%

2D-Gestures 63% 68% 63%
3D-Gestures 42% 53% 37%

Recognition-Based Authentication 37% 47% 47%

Biometric authentication mechanisms can be used by smartphones with their large
amount of sensors. For example, the camera, the microphone, a fingerprint sensor
or the display can be used to measure biometric data and authenticate the user. And
there are even more possibilities: a (today) exotic biometric authentication mecha-
nism can be built upon the gyroscope most modern smartphones include. Guse et
al. [57] [56] [58] and Kirschnick et al. [84] [85] [86] proposed a mechanism us-
ing the gyroscope to collect biometric data of 3D-movements of the mobile phone
to authenticate users. They tested the mechanism with an external gyroscope, im-
plemented a version on a smartphone with Google’s Android operating system and
performed several experiments to evaluate the performance, suitability of different
gestures, usability and acceptance of such a mechanism (Figure 2.2 shows a set of
3D-gestures used in one of the experiments). With a false acceptance rate (FAR)
of 5% and a false rejection rate (FRR) of 18% they showed, that this mechanism
is able to differentiate between users. Nevertheless, at the moment the rates are too
high to be used as a secure authentication mechanism. But, with more research low-
ering these values, this method seems promising. Moreover, the acceptance survey
showed that users would use 3D-gestures to authenticate if it is secure enough. Most
respondents stated that they would use it in public, actually.

Fig. 2.2: Set of 3D-gestures used in a usability experiment of a 3D-gesture authen-
tication mechanism (taken from Guse et al. [56]).
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Further research on usable security of smartphones was conducted, amongst others,
by Ben-Asher et al. [11] evaluating the acceptance of different authentication mech-
anisms and the users’ protection requirement of different applications and data in
an online survey, Chin et al. [29] analyzing the users’ confidence in security and
privacy of smartphones, Felt et al. [48] evaluating Google Android’s permission
system and if users pay attention to it and understand it, van Bruggen et al. [149]
exploring users locking behavior and how to change it, Chiang and Chiasson [27]
inspecting graphical password schemes and propose a new one, Lin et al. [93] in-
vestigating mobile phone users’ privacy preferences and propose privacy profiles,
Angulo et al. [5] evaluating so called trusted user interfaces including a biometric
touchscreen system, Felt et al. [47] exploring smartphone users’ concerns conduct-
ing a large online survey, Dunphy et al. [40] studying recognition-based graphical
passwords on mobile phones, Jedrzejczyk et al. [74] inquiring the impact of real-
time feedback on the behavior of users of a location sharing-application, Angulo
and Wästlund [4] exploring touch-screen biometrics on smartphones, Balebako et
al. [8] evaluating users’ awareness of data sent by their smartphones and supposed
mechanisms to rise the it, Harbach et al. [60] inspecting users’ (un)locking behav-
ior in an online survey and a field study, and Xu et al. [161] experimenting with
continuous authentication based on touch biometrics.

2.3 Mental Models, User Perception Modeling and User
Behavior Modeling

In general, it is assumed that user perception and user behavior are determined by
the user’s mental model of a system [123]. Investigating this mental model can lead
to a better understanding of the user and therefore, better systems.

For example, Asghapour et al. [6] examined the mental model of computer
users in terms of security threats. They conducted an online-based card sorting
experiment to let experienced and inexperienced users assign threat-related terms
to classes. With this experiment, they found a difference in the mental models of
both user groups. The mental models of firewall users were examined by Raja et
al. [123]. They compared the Microsoft Windows standard firewall interface with
a self-designed firewall prototype interface to find differences in the formed men-
tal models. They concluded, that badly designed interfaces pose a security threat as
the users do not properly understand the software. Another example of research of
mental models of security-relevant systems is the investigation of the user’s mental
models of security warnings by Bravo-Lillo et al. [21] finding qualitative differences
in how novice and advanced users observe and react to warnings.

As mentioned, with an understanding of the users’ mental model of a system, an
appropriate method can be chosen to model user behavior and user perception. As
there are different goals of models, modeling techniques differ in their level of ab-
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straction and their results. Well-known modeling techniques are cognitive models,
GOMS-models, statistical models and rule-based models.

Cognitive models: Cognitive models are used in psychology, cognitive sciences
and human computer interaction to model cognitive resources used by humans to
perceive, decide and act [129]. Such models are build up by a set of perception,
cognitive and action components. These components interact with each other.
The parameters of a particular interaction are based on empiric and theoretic re-
search in psychology or related research areas [82]. To use cognitive models, a
task, that a user wants to perform, has to be defined. Then, the model describes
the elemental actions, resources and the needed time to fulfill the task. Exam-
ples for cognitive models are EPIC [103], ACT-R [3] [2] and SOAR [113] [124].
For an efficient use of cognitive models, several tools were developed, e.g. the
CogTool [76] [146] for ACT-R. Cognitive models mainly describe ideal user be-
havior. They are mainly focused on metrics of effectiveness (task success) and
efficiency (execution time and cognitive load).

GOMS models: GOMS is an acronym for Goals, Operator, Methods and Selec-
tion rules. This type of model is based on a theory of the human ability to solve
problems. It is mainly used by psychologists and human computer interaction
experts [25]. The fundamental assumption is that the interaction with a system
is influenced by the goals of the user. These goals can be achieved by execut-
ing basic actions (operators), like pushing a button or selecting an item from
a list. Methods are sequences of basic actions which are needed to achieve the
goal. If there is more than one basic action which would lead to the achievement
of the goal, the next basic action is chosen using selection rules. A systematic
overview of variations of GOMS is given by John et al. in [75]. To build a GOMS
model for a specific goal, the methods to reach that goal have to be defined by
an expert. Afterwards, descriptions of the user behavior can be inferred from the
method representation. Tools for GOMS models are, for example, GLEAN [83],
QGOMS [10] and HCI [158].

Statistical models: Statistical models [101] are widely used to simulate user per-
ception and user behavior. These models are based on techniques of machine
learning of empirical or simulated data to predict probable user behavior and
perception. They are often relatively easy to build, but need a large amount of
data to be trained. Examples are:

Regression models [111] [61] [53] describe the relationship of a dependent
variable to one or more independent variables, i.e. how the dependent vari-
able changes if one of the independent variables is altered. The regression
analysis results in a function of the weighted independent variables predicting
the dependent variable. There are several types of regression models: linear
regression, nonlinear regression, least squares regression, binary regression,
logistic regression, etc. They are often used for prediction and forecasting.
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Decision trees [118] [121] [122] consist of decision nodes, chance nodes and
end nodes. These nodes build up a tree-like structure to analyze how decisions
lead to a specified goal and which consequences arise. Therefore, they are
often used in operational research and decision analysis.
Cluster analysis [26] [42] [43] groups objects similar to each other in clusters.
It is used in data mining, pattern recognition image analysis and information
retrieval. Several cluster analysis techniques exist: k-means clustering, hierar-
chical clustering, mean-shift clustering, etc.
Neural networks [102] [104] [39] are statistical learning models inferred from
biological neural networks. They consist of several neural nodes connected as
a network and are used for approximation of functions depending on (possibly
large numbers of) inputs.
Structural equation models [68] [97] [18] are designed to test conceptual or
theoretic models. They define latent variables as not directly measured, but
statistically composed of other observed variables. These latent variables build
the measurement model, while the structural regression model links the latent
variables together.

Rule-based models: A fourth class of models is based on rules which describe
prototypical user behavior [95] [30] [72]. These models can not only be used to
predict ideal user behavior, but also seemingly ”wrong” behavior. Here, ”wrong”
does not mean a real error, but a different behavior than the ideal interaction path
would be. The cause of the ”wrong” behavior normally is not on the user side, but
caused by the developer who did not foresee the variation in ideal usage [96]. The
ideal behavior and deviations of it are represented as rules. Such deterministic
rule-based models can only describe one path of interaction and therefore, do not
show intra-individual differences in user behavior. To overcome this constraint,
rule-based approaches can be combined with a probabilistic choice of user ac-
tions [95] [96]. An example of a rule-based model with probabilistic choice of
user actions is the MeMo workbench. [41] [107]. The MeMo workbench was
used in the domain of usable security by simulating the trade-off between usabil-
ity and security in a microworld [106] [12].

2.4 Summary

This chapter gave an overview of usable security research beginning with an intro-
duction to its history. Major topics (passwords, user interfaces of security-relevant
systems, biometrics, encryption, etc.) and several research results were presented.
Then, because the system used for all experiments of this thesis is an application
on a smartphone, an introduction to usable security research for smartphones was
given. As this work will lead to models of user perception and user behavior, an
overview of modeling techniques was presented, as well.
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Regarding the modeling it has to be mentioned that in this work statistical modeling,
namely linear regression modeling and structural equation modeling will be used.
The main reason to use these techniques was that this is, to the authors knowledge,
the first attempt to model such a broad amount of factors in usable security research.
Therefore, some good to handle models were chosen. Furthermore, the other tech-
niques have disadvantages considering the focus of this work:

Cognitive models are very fine grained to model the cognitive workload. There-
fore, they are mainly used for limited tasks. Although, the interaction with the appli-
cation is very limited (just a few taps to select the right options and authorization of
the payment transaction), the whole experimental setup includes a lot of interaction
and decision making which renders cognitive models unfeasible.

GOMS models are goal-driven, but especially in security-relevant applications,
users always must have the choice to cancel the task, either being in a real threat or
at least feeling threatened. Furthermore, GOMS only applies for skilled users, but
this thesis does not only take experts into account.

An attempt to use a rule-based model on the presented topic was made by a
colleague of the author (see a description by Sieger et al. in [138]). Therefore, this
approach is not in focus of this thesis.



Chapter 3
Taxonomy and Theoretic Model

After presenting work related to this research, the following chapter will build the
theoretic foundation of this thesis by presenting means to identify factors influenc-
ing the user perception and user behavior and building a taxonomy as well as a
theoretic model of these. User perception and user behavior are both examined in
this work because it is assumed that they are directly related, i.e. perception influ-
ences the behavior. Also, the developed experimental setup (see Chapter 4) allowed
to gather data about user perception and user behavior and the developed taxonomy
and theoretic model are applicable for both. Nevertheless, although they are always
depicted in one factor in the theoretic model, separate statistical models were calcu-
lated.

In Section 3.1, the factors are presented, and it is described how they were dis-
covered. Furthermore, a taxonomy of the factors influencing the user perception and
user behavior is built and explained. Derived from this taxonomy, a theoretic model,
which will be used to apply statistical modeling, is presented in Section 3.2. Then,
the chapter is summarized in Section 3.3.

3.1 Taxonomy of Influencing Factors When Interacting with
Security-Relevant El. Systems

To identify factors influencing user perception and user behavior, preliminary work
was conducted in two research projects and by literature research. The two projects
were Activity-Based Verification (ABV) and Graded Security for Mobiles (GSM++).
In both of these projects the author was involved and conducted or helped in usabil-
ity tests, surveys, or focus groups. Furthermore, the project Usable Security (US)
from Meyer and Möller et al. gave valuable insights.

In the project Activity-based Verification (ABV) (see Moskovitch et al. [109]), a
biometric authentication mechanism based on keyboard and/or mouse input was de-
veloped. This mechanism should be able to authenticate users upfront as well as
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continuously during usage. To gather typing data (to train and test the algorithms)
and to evaluate the acceptance of such a mechanism, a user test was conducted by
the author. Users had to type several texts as well as to answer a questionnaire.
In this questionnaire not only questions regarding the authentication system were
asked, but also regarding security behavior and sentiment.

The users were asked about:

• their fear of data misuse, data theft and loss of privacy when using several elec-
tronic systems and services

• their typical use of several electronic systems and services
• their experience with several electronic systems and services
• their trust in several electronic systems and services
• factors influencing their behavior

After analyzing the surveyed data, several factors with a potential influence on the
user perception and user behavior when interacting with security relevant electronic
systems were identified, e.g. experience, intention, perceived risk, trust and so on.
In the following description of the taxonomy’s factors it is indicated which factors
were identified in the course of this project.

The project Graded Security for Mobiles (GSM++) [11] [38] [137] [87] aimed to
develop a level-based security scheme for smartphones, i.e. applications, data and
services were grouped in different security levels and only the needed level had to be
unlocked. These levels should be secured by different authentication mechanisms,
like PINs, passwords, and also biometric authentication mechanisms, depending on
their confidentiality and need of protection.

A large online survey was conducted (with the help of the author) to ask users
about their sentiment of a leveled security system, but also of several (biometric) au-
thentication mechanisms (I would use this mechanism, I trust this mechanism, etc.).
Furthermore, influencing factors were surveyed. Additionally, focus groups were
conducted (with the help of the author) to get a deeper insight about the thoughts
of users than an online survey could deliver. Therefore, these focus groups exam-
ined the same authentication mechanisms and questions as the online survey, but
gave the participants the possibility to inspect the presented mechanisms. In the
end, there was quantitative and qualitative data about wishes, thoughts, fears and
sentiments of the users against several authentication mechanisms.

Again, the surveyed data and the data gathered during the focus groups were
evaluated to identify potential influencing factors, like experience, trust, reputation,
and so on.

Another project to evaluate factors influencing the user perception and user behav-
ior was Usable Security conducted by Meyer and Möller et al. [12]. They used a
microworld to evaluate the tradeoff between usability and security by letting the
participants play the game Tetris for money, but included attacks and the possibility
to secure already won money with the disadvantage of loosing game time. Potential
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influencing factors identified by analyzing this work were, e.g. intention, perceived
risk, amount of loss, frequency of attacks, and so on.

Another step to find influencing factors was to search the usable security literature
for clues about possible factors. Particularly, models about the user acceptance of
technology like the technology acceptance model (TAM) [35] [151] [150] and the
unified theory of acceptance and use of technology (UTAUT) [152] have to be men-
tioned here (indicating the use of intention, usability and experience as factors). In
the following listing of identified influencing factors, appropriate literature will be
referenced with the corresponding factors.

Based on the preliminary work, a taxonomy of the identified influencing factors
was developed. It has two parts: the user part and the attacker part. The user part
is presented in Figure 3.1. The influencing factors are set up tree-like around the
user and affect each other in the direction of the arrows. They will be shortly de-
scribed and (in brackets behind the factors) the preliminary work or research papers,
in which the respective factor was identified, is given. The abbreviated projects are:
Activity-based Verification (ABV), Graded Security for Mobiles (GSM++) and Us-
able Security (US).

Fig. 3.1: Taxonomy of factors influencing the user perception and user behavior
when interacting with security-relevant electronic systems.
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User
The user is the attacked entity. He is characterized by his personality traits and his
intention, which is affected by trust, the perceived risk, and the cost of security.

Personality (Weber et al. [153], Venkatesh et. al [152])
Personality traits describe every person. These can be his technological affin-
ity, anxiety, personality traits (for example, the Big Five [55] [77]) or how the
person takes and perceives risks.

Experience (ABV, GSM++, Venkatesh et. al [152] [150])
Experience in this context means which experiences a user has with threats of
technological equipment like computers, smartphones, and so on. It is defined
by the factors: was he already attacked and had lost money or data, how often
did he experience this, and how severe were these incidents.

Forgetting (Rubin et al. [126]
Forgetting regarding experience takes into account that experiences dimin-
ish over time or are subject to being altered in a positive or negative way,
e.g. a theft is not perceived as bad after a year as it is right after the incident.

Knowledge (Raja et al. [123], Whitten et al. [156])
The knowledge of a user dealing with technologies like computers, smart-
phones, and so on, and also security related topics like encryption, passwords,
and so on.

Forgetting (Rubin et al. [126])
Like experience, knowledge is subject to forgetting. Acquired knowledge
can fade when it is not used regularly or due to illness.

Intention (ABV, US, [35])
The intention of the user is the actual stimulation of the user to perform an ac-
tion. In the context of this work, that means conducting a security-relevant ac-
tion like online banking, using a debit card, e-commerce, and so on. As these
actions are security-relevant, mechanisms are needed to protect the transac-
tion, but this induces in most cases at least one more step in the interaction
and normally this step is not directly connected to the primary objective of
the user, e.g. buying goods online (primary task) needs a registration or log-in
(secondary task).

Perceived Risk (ABV, US)
Perceived risk describes how the user assesses the risk of the transaction,
which is influenced by the amount of loss (how much money or data can
get lost) and the frequency of how often the incident happens/can happen
(influenced by knowledge and experience).

Amount of Loss (US)
The amount of loss describes how much money, time, data, reputation,
or privacy can get lost when performing a transaction. For example, pay-
ing for goods online with a credit card (credit card credentials can get
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stolen and a big financial loss can occur) versus paying by bill (without
the risk of stolen credentials).

Frequency (US)
The frequency means how often losses occur in the perception of the
user. In this context, it is determined by the (assumed) knowledge and
the experience with fraud.

Cost of Security (US)
Cost of security means how much time, money, effort has to be made ex-
tra in comparison to not applying security measures (e.g. using TAN-lists
versus using an HBCI-reader vs circumventing the security mechanisms if
possible).

Financial (US)
Financial effort can be introduced by extra hardware or security soft-
ware like anti-virus scanners or encryption programs.

Usability (US, Davis et al. [35])
Often, there is a tradeoff between usability and security. Therefore, a
balance between security or usability must be find in most systems or
applications. Adding too much security can lead to not used or, even
worse, circumvented security mechanisms adding possibilities to attack
the user. In turn, too weak security mechanisms impose a built-in secu-
rity threat.

Trust (ABV, GSM++)
Trust is seen as factor positively influencing (security) perception of a sys-
tem and therefore, the usage, too. It determines if the user has trust in the
applied protective means. This factor is affected by four categories.

Object (ABV, GSM++)
Defines if the object, e.g. the mobile phone and the running operating
system, is secure or seen as secure.

Process (ABV)
Defines if the process is secure, but also, if the user understands the
process.

Individual (ABV)
Defines which protective means the individual user has applied to secure
himself and how he perceives these protective means.

Institution (ABV)
Defines if the user has trust in the institution providing the security
mechanisms, e.g. anti-virus software, credit cards, smartphones and
their operating system, encryption software.

Reputation (ABV)
The reputation of the manufacturer of the protective solution influ-
ences the trust. A company with a high reputation is trusted more in
delivering secure solutions.
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As mentioned earlier, the user is only one part of a threat or attack. Therefore, a
taxonomy for the attacking part was developed as well, and is depicted in Figure
3.2. The attacker can be seen to influence the user with all his connected proper-
ties by representing the overall threat. Therefore, when putting both taxonomies in
one figure, there would be a direct line between user and attacker indicating this
connection. Nevertheless, the single properties (e.g. the type of threat) also have an
influence on the user’s perception and behavior.

Attacker
As the name suggests, the attacker is the entity which performs an attack on the
user. He is characterized by his origin (individual, institution) and constitutes a
type of threat (e.g. on finances, privacy, and so on). The threat constituted by
the attacker is normally not restricted to only one type (for example, hacking a
smartphone is a privacy threat for the user and can, additionally, be a financial
threat). He and his properties influence the user perception and behavior, espe-
cially the type of threat is assumed to have an influence as this is the, by the user,
most noticed property. Also, the type of threat can have different severeness in
the view of the user, i.e. one threat can be tolerated, while another is seen as cri-
terion to not use a system (e.g. not using a PIN to secure a smartphone, while not
storing account data on it: the privacy threat is accepted by not using the PIN.
On the other hand, a financial threat is avoided by not storing account data on the
phone).

Device (GSM++)
A threat to the device can make it unusable, leaving the user unable to com-
municate or work. This threat is connected to the financial threat as a new
device must be bought, the data threat as important data can be lost, and the
time threat as a new device must be acquired and the data must be recovered
or even reproduced.

Finances (US, ABV)
A threat to the user’s finances costs him money. This can be done by com-
promising account data of bank or e-commerce accounts, and by transferring
money or buying goods on behalf of the user.

Data (ABV, GSM++)
Data can be stolen, which also causes a privacy threat. Data can also be deleted
or used to blackmail someone to get ransom for unlocking the data. Also a
time threat is connected to a data threat. Furthermore, the reputation of a user
can be damaged by intimidating data.

Time (US)
A time threat costs the user time either by buying a new device (device threat),
recovering or reproducing data (data threat), recovering from a reputation
threat or other bureaucratic processes like announcing the damage to the po-
lice.

Reputation (ABV, GSM++)
The reputation can be threatened by stolen intimidating or secret data. Also
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financial losses can reduce the reputation in case of bad checks or problems
with scoring agencies. This also causes a loss of time for the user.

Privacy (ABV, GSM++)
Privacy threats occur if the attacker steals data from the user’s device or eaves-
drops his communication. It is connected to the loss of reputation and the theft
of data.

vs. an Institution (ABV, GSM++)
Institutional privacy threat means that the attacker wants to get information
about an institution like the government or a company. In this case, the user
is not the target of the attacker, but the intermediary. Therefore, company
internal and confidential information is the target of the attack.

as Individual (ABV, GSM++)
Individual privacy threats target the user directly by stealing data from him
or eavesdropping his personal communication.

as Individual (ABV, GSM++)
Individual attackers work on their own and it can be assumed that in most cases
criminal intentions are pursued.

as Institution (ABV, GSM++)
Institutional attackers are, e.g., governmental institutions like intelligence ser-
vices or companies. The main difference between these two institutional attack-
ers is that companies attacking users or other institutions act illegal, while intel-
ligence services are (mostly) authorized to infiltrate devices or eavesdrop com-
munication.

Reputation (ABV, GSM++)
The reputation of the institutional attacker can open attack vectors because if
users trust an institution (i.e. it has a high reputation), it can be quite easy for
the institution to attack the users by exploiting this trust.

Fig. 3.2: Taxonomy of factors influencing the attacker and threats presented by him.
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3.2 Theoretic Model of the User Perception and User Behavior
Based on the Taxonomy

One objective of this work is to calculate statistical models of the user perception
and user behavior. With statistical models, systems can be tested during the develop-
ment process by evaluating which design changes have an effect before implement-
ing and testing prototypes. Thus, these models can be integrated in the usability
lifecycle [105] (see Chapter 1.1) in the expert evaluation phase for security-relevant
electronic systems.

To achieve this objective, based on the presented taxonomy of the influencing
factors (Section 3.1), a theoretic model of the user perception and user behavior
was derived which can be seen in Figure 3.3. To be able to use statistical modeling,
some changes had to be applied, like introducing three levels of factors, whereas,
the factors of level 1 are influenced by the factors of level two and so on. On one
hand, this reflects the hierarchical structure of the taxonomy best and on the other
hand, it enables to use regression modeling on the first level of the model, i.e. with
the factors which are seen as influenced by the underlying levels. At the same time,
the underlying levels can be included in structured equation models to evaluate their
influence on the higher level factors.

Moreover, it is not possible to assess all factors with a single evaluation method,
e.g. cost of security is hard to simulate and assess, especially, in a real life scenario
which was used in this work and is presented in Chapter 4.2. Therefore, simplifi-
cations were performed and some factors of the taxonomy were left out Thus, the
theoretic model was designed to reflect most of the taxonomy while allowing to
survey as many factors as possible.

Following is a list describing shortly which factor of the taxonomy corresponds
to which factor in the theoretic model:

• As the user perception and user behavior has to be calculated, only the user side
of the taxonomy is taken into account.

• The intention of the user is divided into perceived risk and gain/degree of need
fulfillment of an interaction with a security-relevant electronic system. Intention
of this was that perceived risk is a counter-part of gain/degree of need fulfill-
ment. The user wants something (gain/degree of need fulfillment), but his fear
(perceived risk) is possibly hindering him to do it.

• The gain/degree of need fulfillment of the transaction is influenced by the urge of
use/motivation of the user and the usability of the system. Usability is composed
of ease of use and joy of use as described by Wechsung [154].

• The perceived risk is composed of perceived threat and perceived security as
it is assumed that these are related, but contrary, concepts. Perceived threat in-
creases the perceived risk, while perceived security decreases it.

• Perceived threat is influenced by type of threat (the only factor from the at-
tacker’s side of the taxonomy) and the two factors perceived frequency of an
attack/threat and perceived loss magnitude of time/money/privacy when expe-
riencing an attack.
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• Perceived security is influenced by type of service provider (reflecting the trust
and the reputation in a third party), personal experience (representing the ex-
perience and knowledge of the user), security information (more information
in the application or process means more knowledge about it and thus, a better
assessment of the security can be performed by the user) and type of protection
(can be related to trust as users have different levels of trust in different security
mechanisms (see [38])).

• Personality, experience, and knowledge compose a factor personal disposition
on the first level of the model.

This model was designed to understand the user, and to have a basis to develop an
evaluation setup to gather data and then, use it with two statistical modeling meth-
ods: (1) regression modeling [53] and structural equation modeling [18] [97]. In a
first step regression modeling will be used to calculate a model of the user behavior
and user perception for the first level of this model (gain, perceived risk and per-
sonal disposition). Afterwards, the model will be adapted based on the results and
structural equation modeling will be applied to find the influence of the second and
possibly third level of the theoretic model. The modeling results are presented in
Chapter 6.

As this is the first approach to build such a comprehensive model, not all factors can
be evaluated in this work. Therefore, a lot of possibilities to enhance the model, to
extend it with other systems and to alter it to different use cases will be available on
basis of this research.

3.3 Summary

In this chapter, the theoretical basis of this work is described beginning with prelim-
inary studies in several projects researching usable security. Based on this, factors
influencing user perception and user behavior were identified and assembled into an
easily extendable taxonomy. This taxonomy was then used to derive a theoretical
model which can be used with statistical modeling tools like regression modeling
and structural equation modeling.

The theoretical model focuses on the user and how his perception and behavior is
influenced. Therefore, the attacker’s side is mainly left out. The assumed main in-
fluencing parts are the user’s personal disposition, his perceived threat while using
the system, and the gain/degree of need fulfillment when using the system.

With this basis the next step will be to create an experimental environment including
a questionnaire to conduct user studies with a security-relevant electronic system.
Then, with the gathered data, the model can be calculated quantitatively to select
the factors that have a significant influence, and to improve the experimental setup.



34 3 Taxonomy and Theoretic Model

Fig. 3.3: Theoretic model of factors influencing the user perception and user behav-
ior when interacting with security-relevant electronic systems.



Chapter 4
Initial Evaluation Method

This chapter depicts the initial evaluation method used in the experiments. Section
4.1 describes the mobile payment system prototype. In Section 4.2, the laboratory
setup consisting of four shops is shown. The questionnaire to gather data about
user perception and user behavior is presented in Section 4.3. In Section 4.4, the
actual cycle of an experiment is described including the tasks the participants have
to fulfill. At last, Section 4.5 summarizes this chapter.

4.1 Mobile Payment System Prototype

One objective of this work is to build models of the user perception and user behav-
ior when interacting with security-relevant electronic systems. Therefore, the sys-
tem used in the experiments had to be of this type. There was the possibility to use a
mobile payment system prototype of a large German telecommunications company
(a basic evaluation of this mobile payment system was presented by Sieger et al.
in [139]). This application brought several advantages to the experimental setup:

• A mobile payment system is a security-relevant electronic system and mobile
payment is a emergent type of payment.

• Payment is a security-relevant and emotional process as the user is in a potential
financial threat using electronic systems for payment.

• Mobile payment is a potentially risky action and is subject to financial, privacy,
and time threat.

• Using a payment system, the loss magnitude can be easily controlled and mea-
sured.

• Different protection measures can be introduced to secure the payment process.
• A mobile payment system has a defined user interface which usability can be

changed to identify changes in user perception and user behavior.
• There was an existing mobile payment system prototype which could be used

without developing an own system.
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• The mobile payment system is a non-fictional system, i.e. it was planned to be
used in real life and furthermore, nowadays several mobile payment systems are
in use on the market. Therefore, a practical relevance is given.

• The source code of the mobile payment system was at hand. Thus, changes
to the existing system could be applied (e.g., adding a simulated fingerprint
authentication method).

• Additionally to the mobile payment system application, a POS (point of sale)
application was at hand, enabling the easy and fast setup of shops for the exper-
imental setup.

• Mobile payment applications have to be secured in some fashion. Being able
to alter the source code, it was possible to test different authentication mech-
anisms. In this work: no authentication, PIN (personal identification number)
and fingerprint authentication.

• The mobile usage of the mobile payment system enabled an experimental setup
imitating the real life in contrast to fixed settings where users have to sit in front
of a computer and perform completely artificial tasks.

The simplified workflow using the mobile payment system can be seen in Figure 4.1.
From upper left to lower right: (a) unlocking of the phone (eventually with some se-
curity mechanism as well), (b) selection of the mobile payment system application,
(c) authentication to enter the mobile payment system, (d) selection of supported
category like payment (which could be combined with identifying to identify like
with the ID card or to proof legal age, access to open doors or cars, etc., events to
store tickets for concerts or the cinema, etc., travel, to store travel tickets, etc.), (e)
selection of a deposited credit or debit card or key, (f) overview of the selected card
or key, and (g) authorization to start the payment process. The step to authorize a
transaction was altered during the experiments between no authorization, PIN, and
fingerprint authorization. After the authorization event (g), the phone had to be held
against a wireless reader to finish the payment (and possibly identification) transac-
tion or access request.

Drawbacks of using the mobile payment system prototype and the evaluation
method in general were that the motivation could not be addressed in a satisfactory
manner. The tasks given to the subjects are derived from real life tasks, but in the
artificial situation they are not intrinsically motivated. Therefore, the gain (degree
of need fulfillment) is later reduced to be only usability. A lack of realism also stems
from the type of service provider as it is clear to the user that no real service provider
is offering the used mobile payment system. Moreover, difficult to simulate and con-
trol is the perceived frequency of attacks. Further drawbacks of the mobile payment
system are on one hand its prototypical stage. Payments could not be performed
completely realistic and had to be faked. Furthermore, it meant a specialization to
mobile payment applications and therefore, the results and models should only be
used for this use case until further research on other security-relevant systems is per-
formed and integrated. Nevertheless, this is a beginning to build a comprehensive
model which then can be extended to other use cases.
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Fig. 4.1: Process to pay with the mobile payment system.

4.2 Test Design: Building the Shops

Aim of the experiments was to gather interaction data that would be as realistic as
possible. Studies about the difference between laboratory and field studies come to
different results. While Kjeldskov et al. [89] concluded that there is only little added
value when performing field studies in comparison with studies which recreate cen-
tral parameters of the in-field usage context, Nielsen et al. [114] came to the contrary
result.

Field studies are very complex and costly. Furthermore, there was no live mobile
payment method available at the time the experiments were conducted so that a
complete infrastructure would have been to be created. Therefore, it was decided to
create a laboratory testing environment that simulates a real shopping situation.

As the system under test was a mobile payment system, it was decided to create
shops and send the subjects from one shop to another and let them buy several goods.
Four different shops (cinema, citizen center, kiosk, supermarket) were created and
can be seen in Figure 4.2.
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Fig. 4.2: The four shops of the experiment setup (from upper left to lower right:
cinema, citizen center, kiosk and supermarket).

All shops were equipped with goods the subjects had to buy, several suitable decora-
tions and accessories for each shop and an electronic point of sale (POS), which can
be seen on the monitors in the upper right and lower left images of Figure 4.2. The
POS was a system delivered with the mobile payment client, but the connection be-
tween both could not be established. Therefore, the payment process had to be faked
by handing self-created bills to the subjects after the payment interactions. Never-
theless, all goods the subjects had to buy were integrated in the POS and showed
the correct price on the display. The identification and the access requests had to be
faked, as well.

Figure 4.3 shows the floor plan of the experimental setup with four shops. The sub-
ject had an extra place to answer the questionnaires and then walked from shop to
shop depending on what he had to buy.

Although a field test was favored, this setup was a compromise combining the ad-
vantages of both testing paradigms, while lowering their disadvantages:

Advantages:

• less expensive and time-consuming than a field test
• simulating a realistic setting
• subjects do not just sit in front of a computer, but walk around and are distracted

from the laboratory conditions
• suiting the mobile nature of the system under test
• easily adoptable to other applications
• better controllable setting than in a field test
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Fig. 4.3: Floor plan of the experimental setup with four shops.

Disadvantages:

• just simulating a field test, i.e. less realistic
• still an artificial laboratory setting
• more complex (two experimenters) and time-consuming than a normal labora-

tory study
• no random events which could occur in reality

4.3 Questionnaire to Gather User Perception and User Behavior

Based on the theoretic model described in Chapter 3.2, a questionnaire was designed
to reflect the factors and to gather the data needed to calculate statistical models.
Therefore, attention was paid to find or create questions for every part of the model.
The questionnaire was split in three parts: the first part (Section 4.3.1) mainly asked
about the personality, knowledge, and experience of the user to get this data before
any bias was introduced. The middle part (Section 4.3.2) consisted only of a few
questions as it was filled in during the interactions with the mobile payment system
and asked about the direct experience with the prototype. The last part (Section
4.3.3) mostly referred to the experience with the mobile payment system as well, but
in general and not relating to the performed interactions in detail. As the experiments
took place in Berlin, Germany, the questionnaire was developed in German to ensure
understandability and to avoid translation mistakes and ambiguities. The complete
initial questionnaire in German can be found in Appendix A. In the following, italic
text in brackets pinpoints the factor of the theoretic model (see Figure 3.3 in Chapter
3.2).
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4.3.1 First Part of the Questionnaire

The first part of the questionnaire was designed to evaluate the participants’ demo-
graphic data, experience with and usage of electronic systems, risk awareness and
personality traits. The demographic data assessed was:

• gender
• age
• occupation
• native language
• do you own a mobile phone? yes/no
• is it a smartphone? yes/no
• do you use a PIN to lock your screen? yes/no
• manufacturer of the mobile phone
• occupation

Then, the experience with and usage of electronic systems was asked with the fol-
lowing items on a 5-point Likert scale from little over medium to much to get input
on the experience of the users (experience, knowledge):

• experience using computers
• experience using the internet
• experience using mobile phones
• usage of the telephony function
• usage of SMS
• usage of mobile internet
• usage of email
• usage of the calendar
• usage of the contacts application
• usage of the camera
• usage of MP3
• usage of app stores

Afterwards, three items about security perception of mobile phones were given on
a 5-point Likert scale from does not apply at all to fully applies to get input on the
risk awareness of the users (personal disposition):

• Even using a PIN, my mobile phone is in danger.
• Using a PIN is a secure method to secure my mobile phone.
• I do not use all functions of my mobile phone, because I am worried about my

personal data.

Then, it was asked how much several factors affect the willingness to use an elec-
tronic system in general (i.e. all types of electronic systems) on a 5-point Likert
scale from does not apply at all to fully applies to evaluate influencing factors (type
of service provider, type of protection, security information):
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• type of system
• urgency of usage
• risk of usage
• severity of the possible damage
• possibility of protection against damage
• type of protection mechanism
• consistency of the interaction
• familiarity with the interaction
• predictability of the interaction
• ease of use of a system
• design of a system
• familiarity with a system
• credibility of a system
• company or institution behind the system

Moreover, participants were allowed to propose influencing factors in a textbox.
The remainder of the questionnaire’s first part was constructed by already existing
questionnaires:

• Big 5 inventory [55] [77] (personal disposition)
• TA-EG [80] (personal disposition)
• DOSPERT-G [153] [16] [78] (personal disposition)

Big 5 Inventory - SOEP (socio-economic panel): The Big Five inventory [55] [77]
is designed to assess the five big personality traits openness, conscientiousness, ex-
traversion, agreeableness and neuroticism. Openness describes the openness to new
experiences, conscientiousness describes the tendency to be dependable and orga-
nized in contrast to be spontaneous and easy going, extraversion describes talkative-
ness, positive emotions and sociability, agreeableness describes the tendency to be
compassionate and cooperative and neuroticism describes emotional stability and
impulse control. Here, the BFI-S (Big Five Inventory - Socio-Economic Panel) was
used. It is a short version of the standard BFI and includes 15 questions to assess
the five personality traits.

Technical Affinity - Electronic Devices: The questionnaire Technikaffinität - elek-
tronische Geräte (TA-EG) [80] (technical affinity - electronic devices) assesses the
technical affinity regarding electronic devices, that means attitude and sentiment
against new electronic devices. With nineteen questions, it measures four dimen-
sions: enthusiasm, competency, negative attitude and positive attitude.

Domain-Specific Risk-Taking Scale: The Domain-Specific Risk-Taking scale
(DOSPERT) [153] [16] [78] was developed to assess the individual’s behavioral
likelihood, risk perception and expected benefit of performing risky behavior in five
domains: ethical, financial, health/safety, recreational and social. 40 items are used
to assess the five domains, i.e. three times 40 questions are given to the participant.
Risk perception and expected benefit can be used to calculate the individual’s risk
attitude.
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4.3.2 Middle Part of the Questionnaire

The middle part of the questionnaire was used several times during the experiment.
In the first experiments, after each of four blocks of shopping tasks (see Section 4.4),
this questionnaire was given, i.e. participants had to fill it in four times during the
experiment. There were three questions on a continuous 7-point Likert scale [17]
[105] from very bad to ideal to answer. The scale in German is depicted in Figure
4.4.

Fig. 4.4: Continuous 7-point Likert scale in German (from extremely bad to ideal).

The three questions rating the used mobile payment system were:

• overall rating (overall rating)
• impression of the usability (usability)
• impression of the security (perceived security)

Between the experiments, the questionnaire was reviewed and more questions were
added. Furthermore, in later experiments, this part was given after every shopping
task to get more data points as well as more direct feedback on the system in scope.
This change and the complete evolution of the experimental setup and the question-
naire based on the different experiments is described in the next chapter.

4.3.3 Last Part of the Questionnaire

The last part of the questionnaire focused completely on the usability of the mobile
payment system prototype. First, the overall usability was assessed using the Sys-
tem Usability Scale (SUS) (usability) [23]. The SUS was developed to allow fast,
easy and low cost usability evaluations. Based on ten questions a global score is
calculated. Isolated, this score itself has, as meant by the developer, no meaning,
but can be used to compare different versions of a system or interface to see which
impact changes represent. Nevertheless, Bangor et al. [9] evaluated how the SUS
score correlates to an adjective-anchored Likert scale, being able to map the scores
to adjectives from worst imaginable to best imaginable.

Then, the different functions of the mobile payment system were assessed using
the AttrakDiff mini questionnaire [63] [62] [64]. The AttrakDiff mini questionnaire
consists of ten questions, while the AttrakDiff questionnaire consists of 28 ques-
tions. In both cases, the questions are bipolar on a 7-point scale. Both questionnaires
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were developed to assess the pragmatic quality (referring to ease of use), hedonic
quality - stimulation, hedonic quality - identity (both together referring to joy of use)
and attractiveness of a system. Pragmatic quality corresponds to the usability, while
the other aspects are different quality aspects.

The questionnaire was asked for the following functions (four times all ten items):

• usage of the mobile payment system (usability, ease of use, joy of use)
• paying with the mobile payment system (usability, ease of use, joy of use)
• identifying with the mobile payment system, instead of identifying with an ID

card (usability, ease of use, joy of use)
• access with the mobile payment system (usability, ease of use, joy of use)

At last, a continuous 7-point Likert scale (see Figure 4.4 in Section 4.3.2) was used
to assess the overall perception with the following items:

• overall rating (overall rating)
• overall impression of the usability (usability)
• overall impression of the security (perceived security)
• overall impression of the interaction (usability)

Finally, the participants were able to give comments on their overall impression in
a textbox.

4.4 Cycle of the experiment

The experiments consisted of 3 parts. The complete process of an experimental cycle
which was performed by every single subject is shown in Figure 4.5. The three parts
are described, afterwards.

Fig. 4.5: Process of an experiment run.
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1. part: introduction and first questionnaire In the first part, the users are wel-
comed, get a short introduction in what they will do during the experiment, and
have to sign the informed consent. Furthermore, they get the first questionnaire
described in Section 4.3.

2. part: actual interactions In this part, the users perform shopping tasks in the
shops. The tasks are given by the experimenter. A short list of exemplary tasks
can be found in Table 4.1 and the complete list is given in Appendix B. The
participants get three payment methods: the mobile payment system, a debit card,
and cash. The tasks are split up in four blocks. The first block is to train the
subjects with the different payment methods. Therefore, the payment method
to be used is specified. In the second block the subjects are free to choose which
payment method they want to use. The method they choose is always recorded by
the experimenter to gather data about the usage frequency. In most experiments,
the third block is used to add attacks on the different payment methods by giving
a wrong bill. This is done to bias the subjects towards threats and therefore, to
see if their behavior changes after the attacks. To be sure every payment method
is affected, the payment method is instructed by the experimenter. Moreover, if
the subjects do not recognize the wrong bills, it is pointed out to them. In the
fourth block, the subjects can choose again which payment method they want
to use. As can be seen in Table 4.1 the shopping tasks differed in the amount
the subjects have to pay, which is categorized in low (<= 10 Euro), medium
(>10 Euro, <= 50 Euro) and high (>50 Euro). The different amounts are used
to be able to collect data on how the perceived loss magnitude will influence
the behavior. Depending on the experiment, there is given a short questionnaire
(3 to 6 questions) either between the different blocks or after every interaction.
Detailed descriptions of the different experiments is given in Chapter 5.

3. part: last questionnaire and leave-taking In the end, the subjects have to fill
in the last part of the questionnaire described in Section 4.3, are interviewed
about the experiment, get their payment and are bid farewell.

Table 4.1: Exemplary tasks of the experiments.

Good to buy Price in Euro Price range
access to the room
vodka + identification 9.00 low
headphones 250.00 high
book 20.00 medium
gaming console 200.00 high
sweets 2.00 low
computer mouse 25.00 medium
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4.5 Summary

This chapter describes the initial evaluation method used to gather user data while
interacting with a security-relevant electronic system. In this work, a mobile pay-
ment system was used. The mobile payment system is described as well as the ex-
perimental setup consisting of four shops build up in laboratory rooms. This design
was chosen, because the users should not focus on the security mechanisms or the
potential damage, but be in a possibly realistic situation. Therefore, shopping and
wandering between the different shops should distract the participants. Moreover,
the first version of the questionnaire is presented. This questionnaire was designed
to gather data needed to calculate statistical models based on the theoretic model
presented in Chapter 3.2. Figure 4.6 depicts the theoretic model with the factors
covered by the initial questionnaire (marked green).

With this evaluation method, five experiments were conducted. As only theoretic
considerations were incorporated into the development of the initial version of this
evaluation method, it changed after the single experiments. The experiments as well
as the evolution of the evaluation method will be described in the next chapter.
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Fig. 4.6: Theoretic model with coverage of the initial questionnaire. Covered factors
are marked green.



Chapter 5
Experiments and Evolution of the Evaluation
Method

This chapter describes five experiments conducted between 2011 and 2013 at the
Technical University Berlin (find a short description of the results of the first two
experiments in Sieger et al. [139]). The experiments were conducted with the eval-
uation method presented in the previous chapter. As the experimental method way
incrementally modified after each of the experiments, the following analysis aimed
to identify differences of the user perception and behavior induced by the changes
and therefore, to identify which of the different evaluation method designs suits the
task best to gather data needed for the modeling performed after gathering enough
data. The single changes of the evaluation method and the analyses are described in
the respective sections of this chapter.

The questions which should be answered in this chapter are directly derived from
the second research objective (develop an evaluation method to gather data of the
influencing factors):

• How can the evaluation method be improved?
• Which changes can be performed without changing the user perception and

behavior?
• Does the evaluation method provide meaningful results?

It was decided to analyze the ratings of the middle questionnaire (see Chapter 4.3)
after block 2 as it is assumed that they best reflect changes of the rating behavior in
consequence of changes of the evaluation setup. In this block, the subjects were not
forced to use the mobile payment system, but could choose between cash, debit card,
and the mobile payment system which is in contrast to blocks 1 and 3. Therefore,
they are not pressured to rate something which they do not want to use. Furthermore,
in contrast to block 4, in block 2 the user were not threatened by an attack. Sieger
evaluated the differences in the users’ security perception and usage rates of the
mobile payment system before and after the attacks (i.e. in block 2 and block 4) and
also the influence of the security method used to authorize the payment transaction
in [136]. Thus, and because it is assumed that the users are biased by the attacks,
block 4 was not chosen. Instead, block 2 is seen as resembling a baseline of the

47
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experiments and therefore, will give suitable insights in the changes of the user
perception between the experiments. The actual analyzed items are:

• overall rating of the mobile payment system
• impression of the usability of the mobile payment system
• impression of the perceived security of the mobile payment system

Of course, other meaningful items were analyzed as well, but the three mentioned
items gave enough insights to check differences between the experiments, explain
the results, draw conclusions, and formulate changes for future experiments.

The statistical analysis was performed by using Student’s t-test [20] [49] and
Mann-Whitney’s U-test [20] [49]. Both tests are used to determine if two samples
are significantly different from each other. While Student’s t-test presupposes that
both samples are normally distributed, Mann Whitney’s U-test does not need nor-
mal distributed data. Therefore, it has to be checked if the normal distribution is
given for every sample which is done with Shapiro-Wilk’s test [20] [49]. Based on
its results, it is decided which test will be used. Furthermore, Student’s t-test pre-
supposes equal variances of the samples which is tested with Levene’s test [20] [49].

Moreover, the usage rates of the mobile payment system were compared. To do this,
the cases in which a subject used the mobile payment system in block 2 (free choice
before the attack) and block 3 (free choice after the attack) were counted and divided
by the amount of free choices. Again, Student’s t-test and Mann-Whitney’s U-test
were used to calculate whether there is a difference between the experiments.

All statistical results of the experiments are described and interpreted in the cor-
responding sections. Furthermore, consequences for the evaluation setup are formu-
lated and changes of the setup are described.

As human beings were part of the conducted experiments, ethical considerations
had to be taken into account. At the time the experiments were conducted, it was
not needed by the Technical University Berlin to consult an ethics committee. There-
fore, the ethical acceptability of the evaluation method was judged by the author and
his colleagues.

Letting the participants perform payment transactions was seen as not critical
as they were given a fake debit card and fake money and therefore, there was no
threat to their own money. Also, the possibility of physical damage to the user was
not more than in real life, as the laboratory setup with the shops reproduced the
real world. A possible ethically questionable fact of the experiments was, that the
participants were not informed about the actual focus of the research. They were told
that the experiments are about the usability of the mobile payment system, but the
focus was also on the security perception and the participants’ behavior. Therefore,
there was the risk that the participants could feel kind of cheated. Informing some
of the participants after the experiment about the actual focus, it showed that this
did not hold true.

In summary, it can be said, that the evaluation method and the experiments are
ethically unproblematic.



5.1 Experiment 1: Preliminary Laboratory study 49

Section 5.1 depicts the preliminary laboratory study to assess the feasibility of the
questionnaire and the experiment process. Then, Section 5.2 describes the first ex-
periment with the complete experimental setup with four shops. In Section 5.3, an
experiment to increase the realism of the evaluation setup is presented. Afterwards,
Section 5.4 specifies the next experiment with only two shops. The last experiment
is presented in Section 5.5, which introduced a change in surveying the user senti-
ment during the interactions. At last, Section 5.6 summarizes this chapter and gives
an outlook on the modeling.

5.1 Experiment 1: Preliminary Laboratory study

The first experiment was conducted as a preliminary experiment to evaluate the test-
ing methodology, especially the questionnaire. Thus, this experiment did not include
the shops, but participants were invited and sat one after another together with the
experimenter, used the mobile payment system, and answered the questionnaires.

The process of the experiment was as described in Chapter 4.4: the participant was
welcomed and answered a first questionnaire. Then, the simulated shopping tasks
were performed in four blocks, while after each block the participant had to answer
the three questions of the middle questionnaire. In the end, the final questionnaire
was given, the participant received his compensation, and was bid farewell. As men-
tioned, this test did not make use of the shops designed to distract the participants,
but the experimenter told the subjects what they have to buy, showed them a printout
of the good and asked them to answer spontaneously which payment method they
would use to buy this good.

12 subjects participated in the experiment, 6 male and 6 female. The age distri-
bution was from 19 to 40 years with a mean of 26.6 years. The participants were
recruited using posters at bulletin boards of the Technical University Berlin. They
received a compensation of 20 Euro for their participation. One experimenter con-
ducted the experiment. The mobile payment system was configured to not need an
extra authorization to permit the payment processes. The third block was used to
bias the users with attacks by direct them to use a specific payment method and
hand them back wrong change or a wrong bill.

Especially the time needed to perform an experiment, the understandability of the
questionnaire, and the reasonableness of the tasks were in focus of this experiment.
The time of an experiment was around 45 minutes per subject. Answering all ques-
tionnaires did not show any problems and therefore, it was used without changes in
the second experiment.

The descriptive statistics of experiment 1 regarding the mobile payment system are
found in Table 5.1. As in this experiment only the mobile payment system was rated,
there is no possibility to compare the different payment methods.
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Table 5.1: Descriptive statistics of the mobile payment system’s overall rating, us-
ability rating, security rating, and usage of experiment 1 (all ratings were gathered
on a 7-point Likert scale). MPS: mobile payment system, debit: debit card.

N Mean std. dev.
overall rating 12 5.4 0.905

usability rating 12 5.6 1.105
security rating 12 4.2 1.174

MPS cash debit
# of usages (total: 72) 27 32 13

5.2 Experiment 2: Shopping Environment

The second experiment was the first one with the complete evaluation setup: the
questionnaire, the mobile payment system, the four shops, and the shopping tasks.

20 subjects participated in this experiment, 12 male and 8 female. Their age ranged
from 20 to 49 years with a mean of 26.9 years. Again, they were recruited using
posters at bulletin boards of the Technical University Berlin and received a com-
pensation of 20 Euro. A single run lasted around one hour. Two experimenters con-
ducted the experiments as cashiers in four shops. The payment system was con-
figured like in the first experiment, i.e. without additional authorization before the
payment transactions. Also, the third block was used to bias the participants with
attacks.

In this experiment the whole evaluation method presented in Chapter 4 was used.
After the welcoming and the first questionnaire, the subjects wandered around in
the laboratory to go from shop to shop. They bought goods as directed by the ex-
perimenters. At the same time, the experimenters played the roles of cashiers in
the shops. As there were two experimenters, both of them were responsible for two
shops. This shows a disadvantage of the evaluation setup as for every test run two
people were needed. Also, the task of switching between the shops while keeping
focus on the progress of the experiment, giving the right tasks, checking if the par-
ticipant produces errors and recording which payment method they used, was quite
error prone and very exhausting. Furthermore, needing two experimenters increases
the costs of such an experiment.

Statistics of the mobile payment system’s ratings are depicted in Table 5.2. Again,
only ratings of the mobile payment were gathered. Therefore, no comparison to the
other payment methods is possible. Comparing the mean values of experiment 1 and
experiment 2 shows very similar values for overall rating and usability rating. The
averaged security rating (experiment 1: 4.2, experiment 2: 3.3) and the usage rate
(experiment 1: 0.38%, experiment 2: 0.29%) are quite different. If the ratings and
usage are significantly different will be analyzed in the following.
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Table 5.2: Descriptive statistics of the mobile payment system’s overall rating, us-
ability rating, security rating, and usage of experiment 2 (all ratings were gathered
on a 7-point Likert scale). MPS: mobile payment system, debit: debit card.

N Mean std. dev.
overall rating 16 5.2 0.766

usability rating 16 5.5 0.693
security rating 16 3.3 0.970

MPS cash debit
# of usages (total: 120) 35 75 10

Because experiment 1 was only a preliminary study to test the process and question-
naire, it was checked whether there are differences between the laboratory situation
(subject sits with the experimenter at a table and has to put himself mentally into
the context of buying goods) and the simulated shopping situation. Therefore, a sta-
tistical evaluation was performed using Student’s t-test and Mann-Whitney’s U-test.
The results of these tests are depicted in Table 5.3. Student’s t-test reported a sig-
nificant difference in the data of perceived security (t = 2.266, df = 24, p = 0.033)
while Mann-Whitney’s U-test reported no significant difference in the data of us-
ability (U = -1.033, p = 0.336) and overall rating (U = -1.014, p = 0.336). Therefore,
if only the usability or the overall rating of the mobile payment system should be
tested, a simple laboratory study would be sufficient. As this work has a focus not
only on usability but also security, and the perceived security significantly changed
between the experiments, the evaluation setup with the shopping environment was
kept. Another indication to keep the shopping environment rises by looking at the
mean ratings of the security question of both experiments. In experiment 1 the av-
erage security rating is 4.21 (SD = 1.17), while in experiment 2 the average security
rating is 3.25 (SD = 0.97). Therefore, the participants perceive the mobile payment
system in the laboratory setup as more secure than in the shopping environment.
As they do not really use the system in the laboratory study and the shopping en-
vironment introduces a more realistic experience, it is assumed that the results of
experiment 2 are more realistic.

Furthermore, the difference of the usage rates of both experiments was analyzed.
The usage of the mobile payment system during block 2 and block 4 (in both blocks
the subjects could choose which payment method they use) were counted and di-
vided by all interactions in these blocks. Then, Student’s t-test or Mann-Whitney’s
U-test was used to calculate whether there is a difference between the usage rates of
the mobile payment system in the two experiments.

As the two samples were, according to Shapiro-Wilk’s test, normally distributed
(experiment 1: W = .883, df = 12, p = .097, experiment 2: W = 0.953, df = 20,
p = 0.408), Student’s t-test was used to compare them. It reported that there is no
significant difference (t = 0.658, df = 30, p = 0.515) between the usage rates of the
mobile payment system in the two experiments.
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Table 5.3: Statistics of the differences between experiment 1 and experiment 2. Re-
sults of the questions of the middle questionnaire (overall rating, usability and per-
ceived security) given after block 2 (free choice of payment method) of the interac-
tions and the usage rates of blocks 2 and 4.

Factor Number Shapiro-Wilk Levene Student’s Mann-Whitney
of samples Test Test t-Test U-Test

# p F p t df p U p
Exp 1 / Exp 2 Exp 1 / Exp 2

overall rating 10 / 16 .009 / .200 -1.014 .336
usability 10 / 16 .003 / .272 -1.033 .336
security 10 / 16 .720 / .357 .326 .573 2.266 24 .033

usage rate 12 / 20 .097 / .408 .765 .389 0.658 30 .515

5.3 Experiment 3: More Distraction

Although it was aimed to reduce the amount of shops to be able to run an experiment
with one experimenter, this was not done for the third experiment. In a university
course students were recruited to help as experimenters. The four shops were kept
and every shop got its own cashier. This was seen as distracting the subjects more
from the laboratory context as the participants did not meet the same experimenter
as cashier in two shops. Furthermore, it was decided to raise the distraction by let-
ting two participants conduct the experiment at the same time. This was seen as
more realistic, because on a shopping tour one will also meet other persons.

17 subjects participated in the third experiment, 6 male and 11 female. Their age
was ranging from 19 to 34 years with a mean of 23.7 years. The mobile payment
system was configured for half of the participants without additional authorization
before a payment transaction. The other half had to authorize the payment process
with a PIN. Moreover, the third block of interactions was half-and-half with and
without attacks. Therefore, all combinations of with and without PIN and with and
without attacks were present, but only in a small number of cases. The participants
were recruited using posters at bulletin boards of the Technical University Berlin.
An experimental run lasted around one hour and the subjects were compensated
with 10 Euro.

Descriptive statistics of the ratings of the mobile payment system are presented in
Table 5.4. Again, in this experiment only the ratings of the mobile payment system
were assessed and no comparison with the other payment methods is possible. All
factors and also the usage rate are very similar for both experiments. The security
rating of the mobile payment system in experiment 3 is a bit higher than in experi-
ment 2 (experiment 2: 3.3, experiment 3: 3.9). This is, because in experiment 3, half
of the users had to authorize payment transactions by entering a PIN. If there is a
significant difference between the ratings and the usage will be analyzed next.
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Table 5.4: Descriptive statistics of the mobile payment system’s overall rating, us-
ability rating, security rating, and usage of experiment 3 (all ratings were gathered
on a 7-point Likert scale). MPS: mobile payment system, debit: debit card.

N Mean std. dev.
overall rating 11 5.3 0.568

usability rating 11 5.5 0.873
security rating 11 3.9 1.086

MPS cash debit
# of usages (total: 102) 29 56 17

With 4 cashiers and two subjects shopping in parallel, this experiment introduced
more realism to the evaluation setup. Therefore, it was analyzed whether the in-
crease in realism had an effect on the ratings of the mobile payment system. For all
three exemplary questions from block 2 (free choice) of the experiment Student’s
t-test was calculated comparing the results of experiment 2 and experiment 3. Table
5.5 depicts the results. As can be seen, for none of the three items overall rating (t
= -0.452, df = 25, p = 0.655), usability (t = 0.102, df = 25, p = .920) and perceived
security (t = -1.585, df = 25, p = .126) a significant difference between the two
experiments was detected.

Remembering the results of the comparison of experiment 1 and experiment 2,
this is not surprising. Even the change from the laboratory setting to the shopping
environment did not impose a significant difference in the usability and overall rat-
ing. Therefore, it is comprehensible, that adding more realism does not change the
rating behavior. Furthermore, the more realistic setting did not even show a signifi-
cant difference for the perceived security of the mobile payment system. Therefore,
the conclusion of this experiment is that it does not make sense for this kind of ex-
periment to make more effort to get a more realistic scenario as this effort does not
change the subjects’ perception.

This is also strengthened by the comparison of the usage rates of the mobile
payment system during the two experiments. According to Shapiro-Wilk’s test, the
sample of experiment 3 is not normally distributed (W = 0.877, df = 17, p = .029).
Therefore, Mann-Whitney’s U-test was calculated to compare the samples and it did
not indicate a significant difference between them (U = -0.109, p = .913).

Surprising are the results of the analysis of the ratings of the mobile payment sys-
tem with and without PIN using Student’s t-test. Both groups show no significant
difference for all items (usability: t = -1.1, p = .279; security: t = 0.011, p = .991;
overall: t = -1.488, p = .157). This has to be kept in mind when analyzing the differ-
ences of this experiment with experiment 4 as this result indicates some problems
during the experiment which could not be determined out of the data.
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Table 5.5: Statistics of the differences between experiment 2 and experiment 3. Re-
sults of the questions of the middle questionnaire (overall rating, usability and per-
ceived security) given after block 2 (free choice of payment method) of the interac-
tions and the usage rates of blocks 2 and 4.

Factor Number Shapiro-Wilk Levene Student’s Mann-Whitney
of samples Test Test t-Test U-Test

# p F p t df p U p
Exp 2 / Exp 3 Exp 2 / Exp 3

overall rating 16 / 11 .051 / .421 .254 .618 -.452 25 .655
usability 16 / 11 .272 / .907 .667 .422 .102 25 .920
security 16 / 11 .357 / .850 .174 .680 -1.585 25 .126

usage rate 20 / 17 .049 / .029 -0.109 .913

5.4 Experiment 4: Less Effort and Complexity

Based on the experiences from the past three experiments, the evaluation method
received a major update. The shopping environment was reduced to two shops and
the questionnaire was altered to survey more factors of the theoretic model. The
changes are described in detail in Section 5.4.1. The results of these changes are
presented in Section 5.4.2.

20 subjects participated in the fourth experiment, 12 male and 8 female with ages
from 20 to 48 years and a mean age of 27.4 years. The mobile payment system
was configured to require a PIN to authorize payment transactions. Furthermore,
the third block of the payment transactions was used to introduce attacks on all of
the payment methods. Two experimenters conducted the experiment as cashiers for
two shops. The participants were recruited using posters at bulletin boards of the
Technical University Berlin. An experimental run lasted around one hour and the
subjects got a compensation of 10 Euro for their participation.

5.4.1 Changes of the Evaluation Method

As the shopping environment with four shops would always need at least two exper-
imenters, which means higher effort and costs, it was reduced to two shops. There-
fore, a single experimenter could conduct the experiment. The cinema and the cit-
izen center were removed and only the kiosk and supermarket were kept. These
two were chosen as they provided the best possibility to buy different goods and
therefore, to create several tasks for the subjects. The new floor plan of this setup is
depicted in Figure 5.1.
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Fig. 5.1: Floor plan of the experimental setup with two shops.

Based on the experience with the earlier experiments and to reflect the changes
from four shops to two shops, the task list was adapted and enhanced, too. The tasks
now only refer to the supermarket and the kiosk and the balance between the price
categories was increased. There are now only three tasks in block 1 (training) and
block 3 (attacks) as the former experiments showed that one training run with and
one attack on each of the three means of payment are enough to get the subjects
familiar with it or biased, respectively.

Furthermore, during the experiments it was realized that using several functions
of the mobile payment system (payment, access, identification) leads to confusion
of the participants. The reason for this maybe was the not working implementation
of the functions. Furthermore, the gathered data for this functions were very sparse
(only little usage). Therefore, it was decided to put the focus of the experiments
solely on the payment interactions and to remove the access and identification tasks
at all. The new list of tasks list can be found in Appendix F.

Furthermore, to better reflect the initial theoretic model (see Figure 3.3 in Chapter
3.2) and to survey more of its factors, the questionnaire had to be adapted. Therefore,
the following changes were applied to the parts of the questionnaire (italic text in
brackets pinpoints the corresponding factor of the theoretic model). Here, only the
added categories are listed. The detailed additions are listed in Appendix C.



56 5 Experiments and Evolution of the Evaluation Method

First Questionnaire

A lot of questions on a 5-point Likert scale from does not apply at all to fully ap-
plies were added to gather data of more factors of the theoretic model. They were
regarding:

• additional influencing factors (personal experience)
• the fear using the payment methods cash and debit card (personal disposition,

type of threat)
• the importance of security information (security information)
• the personal experience with fraud (personal experience, perceived frequency,

personal disposition)
• the perceived security of security-relevant electronic systems (perceived secu-

rity)
• the service provider (service provider)

At last, one part of the DOSPERT questionnaire surveying the expected benefit of
risky behavior was removed, as the questionnaire was already very long and due to
the added items even grew. Furthermore, the theoretic model did not bear a reason
to use this part. Nevertheless, the parts surveying behavioral likelihood and risk
perception of performing risky behavior were kept.

Middle Questionnaire

A major change of the middle questionnaire was that it now was given after every
shopping task. Therefore, the users did not only rate the mobile payment system, but
also data about the other payment methods was gathered. Furthermore, the rating
was directly after the interaction and not, what happened in the earlier experiments,
after some other interactions in which the mobile payment system was not used.

Furthermore, the item surveying the impression of the interaction was removed.
Instead, questions about the perception of the risk to pay with the chosen payment
method and the perception of the risk to suffer damage when paying with the chosen
payment method were added. Therefore, the following five questions built the new
middle questionnaire:

• impression of the usability (usability)
• impression of the security (perceived security)
• impression of the risk to pay with the payment method (perceived risk)
• how high do you estimate the danger to suffer damage when you pay with the

payment method (perceived threat)
• overall rating (overall rating)
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Last Questionnaire

Because the focus of the experiments was now solely on payment, the AttrakDiff
questionnaire was only used to assess payment with the mobile payment system and
not the other functions, i.e. it was removed for the functions access, identification,
and so on.

Furthermore, many questions regarding the payment process and the payment in-
teractions were asked on a 5-point Likert scale from does not apply at all to fully
applies:

• the perceived frequency of a threat (perceived frequency)
• the type of damage that occurred (perceived loss magnitude, type of threat)
• the trust the subject has (type of service provider)
• the type of damage the subject is afraid of (type of thread)
• the motivation of the subject (urge of use/motivation)
• the information the subject had and got from the mobile payment system (secu-

rity information)
• the perceived security of the payment methods (perceived security)

The final part of this last questionnaire was altered like the middle part of the ques-
tionnaire, i.e. the question regarding the interaction was removed. Instead, questions
surveying the perceived risk and the perceived danger to suffer damage were added.

As the questionnaire changed after the fourth experiment and after the modeling of
user perception and user behavior, a final version will be described in the conclu-
sion in Chapter 7.2 and is presented in German in Appendix D and in English in
Appendix E.

5.4.2 Results of the Changes

The descriptive statistics of experiment 4 are depicted in Table 5.6. In this experi-
ment, the subjects rated the used payment method after every interaction. Therefore,
ratings for every payment method are available. As can be seen, cash got the best
rating in every category, but was not used most. On the other hand, the ratings of
the mobile payment system and the debit card are very similar. Comparing the rat-
ings of the mobile payment system’s ratings of experiment shows that the security
rating shows a high difference (experiment 3: 3.9, experiment 4: 5.1). The explana-
tion for this is, that in experiment 3 half of the subjects did not need to authorize
the payment transaction with an addition security method and therefore, the secu-
rity ratings are higher in experiment 4. Following, it will be analyzed if there are
significant differences in the ratings and the usage of the mobile payment system.
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Table 5.6: Descriptive statistics of the payment methods’ overall rating, usability
rating, security rating, and usage of experiment 4 (all ratings were gathered on a
7-point Likert scale). MPS: mobile payment system, debit: debit card.

N mean std. dev.
MPS cash debit MPS cash debit MPS cash debit

overall rating 52 61 67 5.2 5.8 5.5 0.865 0.646 0.715
usability rating 52 61 67 5.5 5.7 5.6 0.838 0.668 0.723
security rating 52 61 67 5.1 5.8 5.2 1.064 0.590 0.942

MPS cash debit
# of usages (total: 180) 52 61 67

As the questionnaire was altered to better reflect the factors of the theoretic model,
the analysis of the results will only take the changes in the experimental setup into
account. To remember, the shopping environment was reduced from four to two
shops to reduce the complexity, although this reduces the realism of the scenario.

Again, the ratings of experiment 3 and experiment 4 were compared by using
Student’s t-test and Mann-Whitney’s U-test (see Table 5.7). Student’s t-test for the
item overall rating (t = 0.960, df = 28, p = 0.345) and Mann-Whitney’s U-test for the
usability rating (U = -0.216, p = 0.832) did not show significant differences. How-
ever, Students’ t-test for the item security (t = -2.555, df = 28, p = 0.016) showed
a significant difference between the samples of the two experiments. This could be
seen as indication that using only two shops reduces distraction of the subjects and
therefore, the realism. Instead, it is assumed that the changes in the configuration
of the mobile payment system caused this difference. In experiment 3 only half of
the participants, while in experiment 4 all of them, had to use a security mechanism
to authorize payment transactions. Evaluating the means of the item surveying per-
ceived security for both experiments (experiment 3: mean = 3.882, experiment 4:
mean = 4.931) gives a strong indication that not the change of the shopping envi-
ronment, but of the configuration of the mobile payment system’s security method
caused this alteration of the ratings. But, as detected in Section 5.3, the security
ratings between the groups with PIN and without PIN of experiment 3 showed no
significant difference. Therefore, because in Section 5.3 it was assumed that there
were problems with the gathered data, the security ratings of experiment 2 (4 shops,
no PIN) and experiment 4 (2 shops, PIN) are also compared with Student’s t-test.
The result shows a significant difference between the security ratings (t = -4.797,
p = .000). With this result, it can be concluded, that the difference in the security
rating is not induced by the change from four shops to two shops, but by the change
of the security mechanism.

At last, the comparison of the usage rates of the mobile payment system in the
two experiments was conducted. Experiment 3 is not normally distributed, accord-
ing to Shapiro-Wilk’s test (W = 0.877, df = 17, p = 0.029). Therefore, Mann-
Whitney’s U-test was used to calculate whether there is a difference of the usage
between the two experiments. The result did not indicate a significant difference
between the two samples (U = -0.597, p = 0.550). Therefore, it has to be concluded
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that a significantly better security rating (together with a comparable overall and
usability rating) does not necessarily imply a higher usage of a security-relevant
electronic system.

As neither the ratings nor the usage rates showed an indication that two shops
deliver worse results than four shops, it was decided to go on with only two shops
to reduce the complexity of the experiments and the effort to run them.

Table 5.7: Statistics of the differences between experiment 3 and experiment 4. Ex-
emplary for the questions of the middle questionnaire (overall rating, usability and
perceived security) given during the second block (free choice of payment method)
of the interactions and the usage rates of blocks 2 and 4.

Factor Number Shapiro-Wilk Levene Student’s Mann-Whitney
of samples Test Test t-Test U-Test

# p F p t df p U p
Exp 3 / Exp 4 Exp 3 / Exp 4

overall rating 11 / 19 .421 / .144 1.660 .208 .960 28 .345
usability 11 / 19 .907 / .011 -.216 .832
security 11 / 19 .850 / .200 .007 .934 -2.555 28 .016

usage rate 17 / 20 .877 / .029 -0.597 .550

5.5 Experiment 5: Avoid Bias when Rating Interactions

In experiment 5 the process of handing out the middle questionnaire was changed.
It was suspected that the linear listing would influence the rating behavior of the
subjects as they could be biased by the preceding question. An analysis of the cor-
relations between the items in experiment 4 and experiment 5 is given later and all
correlations are depicted in Table 5.9. Therefore, small booklets were assembled,
i.e. the questions were printed on individual sheets of paper and stapled together.
Therefore, the participants saw and had to rate only one question at a time and had
to turn over a page before answering the next question. Nevertheless, the questions
and the order of them were the same after each interaction, but the rating could not
be made more or less automatically. Furthermore, they could not check the consis-
tency of their ratings.

19 subjects participated in the fifth experiment, 11 male and 8 female. They were
aged between 20 and 48 years with a mean of 27.4 years. The mobile payment sys-
tem was configured to force the users to permit every payment transaction using
fingerprint authentication. The fingerprint authentication was faked as no appro-
priate mobile phone with fingerprint reader was available at that time. To use this
mechanism, the subjects had to put their finger on the touchscreen of the smart-
phone. Then, an animation representing the scan of the fingerprint was played. The
mockup was configured to have a failure rate of 10%. Again, the third block of inter-
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actions was used to introduce attacks on every payment method. Two experimenters
conducted the experiment as cashiers in two shops. The participants were recruited
using posters at bulletin boards of the Technical University Berlin. The experiment
runs lasted around one hour and the participants received a compensation of 10 Euro.

Descriptive statistics of experiment 5 are shown in Table 5.8. Again, the used pay-
ment method was rated directly after the interaction and therefore, ratings for all
payment methods are available. Like in experiment 4, cash got the best ratings,
while the mobile payment system and the debit card are rated very similar. Com-
pared to experiment 4, the mobile payment system got on every scale worse ratings.
It has to be assumed that this is because of the fingerprint recognition which was
introduced for the first time to authorize payment transaction. If there are signifi-
cant differences of the mobile payment system’s ratings between experiment 4 and
experiment 5 will be analyzed next.

Table 5.8: Descriptive statistics of the payment methods’ overall rating, usability
rating, security rating, and usage of experiment 5 (all ratings were gathered on a
7-point Likert scale). MPS: mobile payment system, debit: debit card.

N mean std. dev.
MPS cash debit MPS cash debit MPS cash debit

overall rating 63 70 37 4.9 5.6 5.0 0.782 0.844 0.847
usability rating 63 70 37 4.9 5.6 5.2 0.843 0.711 0.679
security rating 63 70 37 4.6 5.7 4.8 0.829 0.658 0.866

MPS cash debit
# of usages (total: 170) 63 70 37

The results of the statistical analysis of the differences between experiment 4 and
experiment 5 are depicted in Table 5.10. Student’s t-test for the overall rating (t =
0.526, df = 35, p = 0.602) and perceived security (t = 1.265, df = 35, p = 0.214) re-
ported no significant difference. However, Mann-Whitney’s U-test for usability (U
= -2.266, p = 0.022) reported a significant difference between the two experiments.
It has to be kept in mind, that the configuration of the mobile payment system dif-
fered from experiment 4 to experiment 5. In Experiment 4, the users had to authorize
payments with a PIN before a payment transaction. In experiment 5, the users had
to authorize payments with their fingerprint. Although fingerprint authentication is
normally rated as very usable (compare [38]), the usability rating of the mobile pay-
ment system in experiment 5 is lower (4.9) compared to the rating in experiment 4
(5.5). It has to be supposed that the mockup implementation of the fingerprint reader
did not suit the expected usability of the subjects. Moreover, it was assumed that the
list-wise presentation of the items of the middle questionnaire biases the subjects,
therefore small booklets were built to hide the preceding question. Comparing the
correlations of succeeding items of the middle questionnaire of experiment 4 and
experiment 5 (depicted in Table 5.9) shows that in most cases the correlation is a
little less high in experiment 5, but overall they are still very correlated. As this is
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the case, it is assumed that the authorization with fingerprint caused this difference
in the usability ratings and not the altered presentation of the middle questionnaire.
Thus, the effort to build the booklets and the cumbersome digitization of these can
be skipped as the ratings are not influenced by handing out the middle questionnaire
as a list.

Also, the change to fingerprint authentication did not impose a significant differ-
ence in the usage rate of the mobile payment system between the two experiments.
Shapiro-Wilk’s test calculated a normal distribution for both experiments (experi-
ment 4: W = 0.953, df = 20, p = 0.408, experiment 5: W = 0.933, df = 19, p =
0.196). Therefore, Student’s t-test was calculated. It did not prove a significant dif-
ference in the usage rates (t = -1.438, df = 37, p = 0.159) of the two experiments.

Table 5.9: Correlations between the successive items of the middle questionnaire
of experiment 4 and experiment 5 (usability: impression of the usability; security:
impression of the security; risk: impression of the risk to pay with the payment
method; danger: how high do you estimate the danger to suffer damage when you
pay with the payment method; overall: overall rating).

Correlation
Experiment 4 Experiment 5

usability / security 0.761 0.683
security / risk -0.909 -0.873
risk / danger 0.910 0.916

danger / overall 0.879 -0.635

Table 5.10: Statistics of the differences between experiment 4 and experiment 5. Ex-
emplary for the questions of the middle questionnaire (overall rating, usability and
perceived security) given during the second block (free choice of payment method)
of the interactions and the usage rates of blocks 2 and 4.

Factor Number Shapiro-Wilk Levene Student’s Mann-Whitney
of samples Test Test t-Test U-Test

# p F p t df p U p
Exp 4 / Exp 5 Exp 4 / Exp 5

overall rating 19 / 18 .144 / .451 1.084 .305 .526 35 .602
usability 19 / 18 .011 / .450 -2.266 0.022
security 19 / 18 .200 / .491 2.315 .137 1.265 35 .214

usage rate 20 / 19 .408 / .196 0.508 .480 -1.438 37 .159
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5.6 Summary

This chapter described the five performed experiments and the statistical analysis of
the different experimental runs as well as the conclusions inferred from the results.
Based on these conclusions, the experimental setup was stepwise enhanced from
experiment to experiment.

The basic data of the five experiments are summarized in Table 5.11. In the be-
ginning a preliminary laboratory study was performed to test the questionnaire and
experimental process. Then, the second experiment introduced the shopping envi-
ronment with four shops and two cashiers, while the mobile payment system did not
use authorization before payment transactions. The third experiment added more
realism to the shopping environment as four cashiers were in the shops and two
subjects performed the experiment in parallel. Also, for around half of the subjects,
the mobile payment system was configured to require a PIN for authorization be-
fore performing a payment transaction. The fourth experiment introduced changes
to the questionnaire to be able to gather data for more of the factors of the theoretic
model. Furthermore, two shops were removed to reduce the effort and to be able
to let one experimenter run the experiment. The mobile payment system required a
PIN to authorize every payment transaction. In the fifth experiment, it required fin-
gerprint authorization, while the rest of the shopping environment did not change.
Nevertheless, the middle part of the questionnaire was altered as it was supposed
that the style of presenting the questions would influence the subjects. Comparing
the correlations of succeeding items of the middle questionnaire of experiment 4
and experiment 5 yielded in both cases very high values and therefore, changing the
presentation style of the middle questionnaire was not necessary.

Table 5.11: Overview of the five experiments’ participants and parameters.

Experiment 1 2 3 4 5
# of participants 12 20 17 20 19

# of male participants 6 12 6 12 11
# of female participants 6 8 11 8 8
min. age of participants 19 20 19 20 20
max. age of participants 40 49 34 36 48
mean age of participants 26.6 26.9 23.7 24.4 27.4

authorization method no no no/PIN PIN fingerprint
attacks yes yes no/yes yes yes
shops 0 4 4 2 2

cashiers 0 2 4 2 2
participants in parallel 1 1 2 1 1

All three research questions from the beginning of this chapter were addressed: the
evaluation method was incrementally improved while checking the meaningfulness
and changes in the user perception ratings and behavior. In the next chapter, the
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theoretic model and the gathered data will be used to perform statistical model-
ing of user perception and user behavior using regression and structural equation
modeling. As this modeling will advise further changes to the evaluation method,
a summary of the evaluation method will be given in the conclusion of this work
(Chapter 7) together with suggestions to further improve it.





Chapter 6
Modeling User Perception and User Behavior

This chapter describes the modeling process and the statistical models of the user
perception and user behavior based on the gathered data (see Chapter 5). A linear
regression model was calculated for the user perception based on the first level of
the theoretic model (see Figure 6.1), while for the user behavior a logistic regression
model was calculated, because of the binary nature of this variable (usage or no
usage). Based on the results, the theoretic model was adapted and structural equation
modeling (SEM) was used to also include the second level of the theoretic model.
An early stage of the modeling using the theoretic model and the data gathered in
the experiments is presented by Kirschnick et. al [88].

IBM SPSS Statistics 23 [70] was used to analyze the data and calculate the linear
and logistic regression models. IBM SPSS Amos 23 [69] was used to perform the
structural equation modeling.

These models were used to gather valuable knowledge about the user behavior (us-
age or no usage of the mobile payment system) with security-relevant electronic
systems and the perception of these. The models can be used during the develop-
ment of such an electronic system to optimize them by an improved design to be
more usable and more secure at the same time.

While cross-validation is a reasonable step in a modeling process, it was not used
in this work to not reduce the for the modeling available data, i.e. no prediction or
simulation using the calculated models was performed. Nevertheless, the models
can be used for simulation and prediction of the user perception and behavior and
model-based simulation and prediction can be introduced in the usability lifecycle
(see Figure 1.1 in Chapter 1.1) to test design assumptions, be able to adapt the de-
sign early and avoid expensive and time consuming usability tests in early stages of
the development process.

To prepare the modeling process, the samples were screened to determine which
data of the experiments should be used and to pre-process the appropriate samples.
It was decided to use the data of experiment 4 and 5, as these experiments survey

65
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most of the factors included in the theoretic model. Furthermore, before these ex-
periments major changes were applied to the experiment setup while the changes
between these two experiments were minor and the evaluation of them did not show
differences in the data (see Chapter 5.5). Moreover, in these experiments the users
rated the payment method right after the interactions. Therefore, a lot more, and
more precise samples about the payment methods were gathered. The single inter-
action runs were treated as independent samples and combined with the appropriate
subjects’ ratings of the other questionnaires’ items to generate 681 samples in total.
227 of these were ratings of paying with the mobile payment system, 253 were rat-
ings of paying with cash and 201 were ratings of paying using a debit card. To build
the model of the user rating, only the samples rating the mobile payment method
were taken into account, while for the user behavior all samples were used to be
able to differentiate between the payment methods.

As the ratings between the interactions are an important factor in the modeling
process, they were further investigated. There was a suspicion that the items im-
pression of the security, impression of the risk to pay with the payment method and,
how high do you estimate the risk to suffer damage when you pay with the payment
method are too similar and that the subjects cannot differentiate between them. Cal-
culating Pearson’s correlation for these three items (see Table 6.1) supported this
assumption. All three items are highly correlated. Therefore, it was decided to drop
the risk item and the danger item and go on with the single item about perceived
security, because it represents the most general term.

The model was adapted to this finding. Thus, the factors perceived risk and per-
ceived threat were removed and all subsequent factors grouped below the factor
perceived security. Furthermore, the factor urge of use / motivation could not be
simulated or measured with the experiment. Therefore, it was removed and with
it the factor gain (degree of need fulfillment) as it was left only being defined the
factor usability. Hence usability goes up to level 1. The adapted theoretic model is
depicted in Figure 6.1.

Table 6.1: Pearson’s correlation between the three items impression of the security
(security), impression of the risk to pay with the payment method (risk) and, how
high do you estimate the danger to suffer damage when you pay with the payment
method (danger) of all samples (n = 681). (*: significant (2-tailed), p < .01)

security risk danger
security 1 -.663* -.672*

risk -.663* 1 .856*
danger -.672* .856* 1
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Fig. 6.1: Adapted theoretic model of factors influencing the user perception and user
behavior.



68 6 Modeling User Perception and User Behavior

The applicable dimensions of the used questionnaires like the BIG 5 inventory, the
DOSPERT scale, the AttrakDiff, the SUS and the TA-EG were calculated as given
in the instructions of the respective questionnaires. Furthermore, several items of
the other parts of the questionnaires were merged into dimensions as well. This was
done based on the factors of the theoretic model and the applicability of the items
to them. If a merged factor is used in the modeling process, the items of the ques-
tionnaire used to construct it will be given at that point. Furthermore, there will be
a summary of the final questionnaire in the conclusion in Chapter 7.2.

The modeling process starts with a linear regression model of the user perception
(overall rating) in Section 6.1 followed by Section 6.2 describing a logistic regres-
sion model of the user behavior (usage). Then, the modeling gets more profound
with a structural equation model of the user perception (overall rating) in Section
6.3. Last, Section 6.4 summarizes the modeling process and the discovered findings.

6.1 Regression Modeling of User Perception

The user perception was modeled using linear regression modeling [49] utilizing the
samples of the interactions in which the mobile payment system was used. Further-
more, only the first level of the model was taken into account. Therefore, a model
based on the usability perception, the security perception and the personal disposi-
tion was created (see Figure 6.2). The data was not standardized or normalized, as
this is not necessary for regression modeling. Nevertheless, the resulting coefficients
will also be presented standardized to allow interpretation of them.

Fig. 6.2: Simplified theoretic model of the user perception (overall rating).

As there was no single question about personal disposition in the questionnaire, it
was evaluated which of the questionnaires DOSPERT, BIG 5 and TA-EG deliver
results that perform best. Later (see Section 6.3), by using structural equation mod-
eling, it was evaluated if there is a combination of these questionnaires’ dimensions
to construct the factor personal disposition.

In a first step, all available factors were included (forced entry) in the model to
see which of these do have an influence. In the second step, the significant factors
were used to calculate the model to see if the data produce a reasonable model. To
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check the result of this procedure, the model was also calculated using stepwise
inclusion, yielding the same result. The linear regression modeling produced the
model presented in Figure 6.3 (standardized coefficients (β ) to allow interpretation)
and Equation 1 (unstandardized coefficients (B)). More detailed results can be found
at the end of this section in Table 6.2

Fig. 6.3: Linear regression model of the user perception (overall rating) with stan-
dardized coefficients (β ).

The model statistics indicate a reasonable model. The adjusted R2 is 0.707, meaning
that more than 70% of the variance in the overall rating is explained by the iden-
tified factors. Also, the Durbin-Watson statistic = 1.876 is close to 2, indicating a
valid model.

As expected, usability and security have a significant influence. The influence of us-
ability (β = 0.573) is nearly twice as high as the influence of security (β = 0.343).
As significantly influencing factor of the personal disposition, the dimension open-
ness of the BIG 5 inventory was identified, while the other factors resulting from the
BIG 5 inventory as well as the factors resulting from the questionnaires DOSPERT
and TA-EG were discarded being not significantly influential. Although the influ-
ence is low with β = 0.086, openness is a reasonable factor as the personality trait
openness includes openness towards electronic systems and thus, raises the chance
to adapt instead of refusing such technologies. In combination with the fact that all
other factors representing personal traits are discarded, it seems as if the personality
does have a lesser influence than assumed.

overall rating = 0.555× vusability

+ 0.290× vperceived security

+ 0.060× vopenness(BIG5)

+ 0.506

(1)

Both experiments used a different mechanism (PIN or fingerprint) to authorize pay-
ment transactions. This factor was not included in the model, as it is assumed that
the differences in perception of these methods will be included in the usability and
security ratings. For a detailed comparison of the two experiments see Chapter 5.5.
It was found that usability has a significant difference between both experiments.
Therefore, even that security has no significant difference, the assumption that the
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authorization method is included in the ratings and do not need a separate factor
seems valid. Nevertheless, the overall rating showed no significant difference be-
tween both experiments. Another finding is, that the usability perception is the most
influential factor and way higher than perceived security. It was assumed that the
security perception has a high influence on the overall rating, but the usability per-
ception outperforms it by nearly a factor of 2. Therefore, it has to be concluded, that
security-relevant electronic systems have to be designed to be usable at first and than
help users to feel secure. This underlines the usual conflict of usability and security,
as it is most often told that more security lowers usability, but these results show
that both factors have to be befriended to provide the user with a secure and usable
experience.

Table 6.2: Statistics of the linear regression model of the user perception (overall
rating). Adjusted R2 = 0.707, standard error = 0.434, Durbin-Watson = 1.876

factor B standard error β p
constant 0.506 0.220 0.022
usability 0.555 0.045 0.573 0.000

perceived security 0.290 0.039 0.343 0.000
openness (BIG 5) 0.060 0.025 0.086 0.018

6.2 Regression Modeling of User Behavior

Again, for the model of the user behavior (usage of no usage of the mobile payment
system) only the first level of the theoretic model was included (see Figure 6.4), but
extended on level 1by the new factor price, as it was assumed, due to observations
during the experiments, that the price will have an impact on the decision which pay-
ment method is used. It was included with its actual value as well as categorized as
low (<=10 Euro), medium (>10 Euro and <=50 Euro) and high (>50 Euro) value.
Due to the categorical nature of the predicted variable (mobile payment system,
debit card, cash) a multinomial logistic regression model [49] was calculated. Be-
yond that, no further preparation of the data was performed. For logistic regression
modeling, the samples have to be independent. Due to the use of the usage data of a
lot of interactions from the same persons, this assumption is not met. Therefore, the
data could suffer overdispersion. Overdispersion [49] can lead to Type I errors, i.e.
believing in a genuine effect while there is none. And it can lead to bad goodness-of-
fit statistics of the model. These possible effects were accepted as calculating single
data points for every subject (by calculating the mean of his ratings) would have led
to few and very averaged samples. On the other hand, conducting experiments with
far more subjects performing only one interaction with every payment method was
not feasible. Thus, this model of the user behavior has to be interpreted carefully,
but will give further details about influencing factors. In the future, more studies
will enhance this model to be able to precisely predict the usage rates.
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Fig. 6.4: Simplified theoretic model of the user behavior (usage) including the newly
introduced factor price on level 1.

At first, all suitable predictors were included in the model to identify the factors
with a significant influence. Moreover, it was tested which presentation of the price
(exact value or categorical) yield better results. Afterwards, the most promising pre-
dictors were used to find the best model of the user behavior.

The final model of the user behavior includes the categorical price, the security
rating of the mobile payment system and the BIG 5 inventory dimensions conscien-
tiousness and openness. The model is depicted in Equation 2 and 3. These equations
depict the standardized regression weights indicating the change in probability to
not use the mobile payment system (MPS) if the price or ratings change. Further
details of the model can be found in Table 6.3.

usage o f cash vs. MPS = −0.682× vconscientiousness (BIG5)

− 0.697× vopenness (BIG5)

+ 1.370× vsecurity rating

− 0.034× vusability rating

+ 3.215× vprice (low)

− 1.865× vprice (high)

− 2.405

(2)

usage o f debit card vs. MPS = −0.130× vconscientiousness (BIG5)

− 0.066× vopenness (BIG5)

− 0.066× vsecurity rating

+ 0.430× vusability rating

− 1.315× vprice (low)

+ 0.733× vprice (high)

− 1.345

(3)
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The goodness-of-fit statistics Pearson’s χ2 = 849.697, df = 1026, p = .002 and de-
viance’s χ2 = 849.697, df = 1026, p = 1.000 assume that there is a problem with the
model as Pearson’s χ2 is statistically significant and therefore, assumes that the data
are not well fit by the model. Nevertheless, both dispersion parameters from these
statistics (χ2/d f ) are much lower than 2. But still, the model has to be interpreted
and used with care, because the used samples are not independent.

Though, the model seems reasonable and gives interesting insights. All signif-
icant coefficients have confidence intervals not crossing 1. This is important as it
shows that the direction of their influence in unambiguous.

The first part of the table shows the regression weights and the odds to use cash or
the mobile payment system to pay. Here, the conscientiousness (BIG 5), the open-
ness (BIG 5), the security rating and the categorized price have a significant in-
fluence. If the security rating increases, the odds to use cash instead of the mobile
payment system rises, which is underlined by the average security ratings of these
two methods (mobile payment system = 4.92, cash = 5.64). It was observed during
the experiments that the subjects tended to use the mobile payment system for high
prices while using cash for cheap goods. This is reflected by a very high impact. If
the price changes from medium to low, it is around 25 times more likely that cash
is used instead of the mobile payment system. So price is by far the most influential
factor. The factor conscientiousness (BIG 5) yields an interesting result. For this fac-
tor it holds that if it increases, the odds to use the mobile payment system increases,
too. The opposite could be expected as conscientious people could be characterized
as careful regarding their money and thus, rather use cash. Perhaps this assumption
is not wrong, but conscientious people also check other options better, have a better
awareness of them and therefore, are more certain that it is secure to use the mo-
bile payment system. This can not be proven with the gathered data and has to be
checked with future studies. Not surprising is the fact, that if persons are more open
(openness (BIG 5)) they also are more likely to use the mobile payment system.

The lower half of Table 6.3 depicts the regression weights and the odds to use
the debit card instead of the mobile payment system. Here, only the price has a
significant influence. If the price is low and (as seen from the upper part of the table)
cash is not used, the mobile payment system is more likely to be used than the debit
card which was also observed during the experiments. On the other hand, if the price
is high, the model predicts that the debit card is more often used. Nevertheless, the
influence of the price is not nearly as high as for the decision between cash and the
mobile payment system. This is also reflected in Table 6.4 showing the classification
results of the model. Furthermore, with the security perception having no influence
it was assumed, that the subjects perceived both methods as similarly secure which
is reflected by the average security rating (mobile payment system = 4.9, debit card
= 4.8), whereas cash got a higher average security rating of 5.6.
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Table 6.3: Statistics of the multinomial logistic regression model of the user be-
havior (usage) for cash, debit card and mobile payment system. R2 = .563 (Cox &
Snell), .634 (Nagelkerke). Model χ2 = 563.727, df = 12, p = .000

std. 95% CI for Odds Ratio
Factor B error p Lower Odds Ratio (exp(B)) Upper
cash vs. mobile payment system
constant -2.405 1.320 .068
conscientiousness (BIG 5) -0.697 0.143 .000 0.376 0.498 0.660
openness (BIG 5) -0.454 0.126 .000 0.496 0.635 0.813
security rating 1.370 0.243 .000 2.444 3.935 6.334
usability rating -0.034 0.260 .897 0.581 0.967 1.608
high (price) -1.865 0.453 .000 0.064 0.155 0.376
low (price) 3.215 0.333 .000 12.973 24.909 47.828
medium (price) 0

debit card vs. mobile payment system
constant -1.345 0.923 .145
conscientiousness (BIG 5) -0.153 .097 .113 0.710 0.858 1.037
openness (BIG 5) -0.066 0.093 .480 0.780 0.936 1.124
security rating -0.066 0.129 .262 0.727 0.936 1.206
usability rating 0.430 0.162 .008 1.120 2.538 2.110
high (price) 0.733 0.208 .000 1.286 2.082 3.127
low (price) -1.315 0.566 .020 0.089 0.268 0.813
medium (price) 0

Interesting is that the usability score showed only an influence when deciding be-
tween debit card and mobile payment system. Then, if the usability of both systems
would be the same, it is 1.5 times more likely that the user uses a debit card and
not the mobile payment system. In contrast, there is no significant influence on the
decision between cash and mobile payment system.

Table 6.4 underlines the findings derived from the coefficients. If the price is low,
cash is mostly used. Therefore, the model has a high accuracy of 85.4% to predict
whether cash is chosen to pay. Unfortunately, it is not good in discriminating be-
tween the usage of debit card and mobile payment system, which was also seen by
interpreting the coefficients. With 59.7% and 48.0% correct predictions for using a
debit card or the mobile payment system this is not better than tossing a coin. This
decreases the overall correct prediction rate to be as low as 65.3%.

Therefore, based on the coefficients and the prediction rates, it is assumed that
there is not a big difference between debit cards and the mobile payment system
in the users’ perception. There is no clear explanation of this finding. It could be
that both methods are considered as electronic payment and therefore, the users do
not see a big difference in them. Or there is no difference, because the users had
to select the debit or credit card in the mobile payment system (see Chapter 4.1)
and therefore, it is very similar to paying with the debit card. Only the ”hardware”
(smartphone or debit card) is different, but in the end a banking card is used. Espe-
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cially for Germany this could be the case as paying with debit cards is accepted, but
most people still pay with cash and credit cards are not widespread and often used
in foreign countries, only.

Table 6.4: Classification table of the multinomial logistic regression model predict-
ing the usage of payment methods as calculated by IBM SPSS (find the correspond-
ing model in Table 6.3).

Predicted
Mobile

Debit payment Percentage
Observed Cash card system correct
Cash 216 8 29 85.4%
Debit card 13 120 68 59.7%
Mobile payment system 38 80 109 48.0%
Overall percentage 39.2% 30.5% 30.2% 65.3%

These assumptions can not be evaluated with the gathered data and have to be
checked in further experiments. But if the assumption that users do not make a
difference between debit cards and mobile payment is seen as true, then the predic-
tion rates should be quite good if both methods are merged in the class electronic
payment. Therefore, a binary logistic regression model of the user behavior was
calculated to predict the usage of cash or electronic payment.

It is, including exp(B) values, depicted in Figure 6.5 and with more details de-
scribed in Table 6.5. It has to be noted that the orientation (in the multinomial logis-
tic regression model: use cash/debit card instead of the mobile payment system) has
changed in this binary logistic regression model to use electronic payment instead
of cash and therefore, the signs are inverted. The resulting equation is presented in
Equation 4.

Fig. 6.5: Binary logistic regression model of the usage of cash or an electronic pay-
ment system with odds ratios (exp(B)).
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Probability to use electronic payment = 0.630× vconscientiousness (BIG5)

+ 0.439× vopenness (BIG5)

− 1.290× vsecurity rating

+ 3.556× vprice (medium)

+ 5.816× vprice (high)

− 0.466

(4)

For this model, the fit statistics indicate no problems. Hosmer-Lemeshow’s χ2 =
10.797, df = 8, p = .213 and therefore, the model is not rejected.

As expected, the included factors do not differ much from the parameters of the
multinomial logistic regression model. Again, price is most influential on the behav-
ior with exp(B) = 335.493 for high prices and an exp(B) = 35.015 for medium prices.
This means, if the price increases, the probability that a user uses an electronic pay-
ment system increases as well. From low prices to high prices this increase is by 335
times. Furthermore, the security rating has a significant influence. The change in the
probability to use electronic payment decreases 0.275 times if the security is rated
one scale value higher. Also, the usability rating has no significant influence, which
was supposed based on the earlier results. There, it was only significantly influential
when choosing between debit card and mobile payment system. This choice is no
longer there as these two payment methods were summarized in this model.

Table 6.5: Statistics of the binary logistic regression model of the user behavior (us-
age) for cash and electronic payment. R2 = .537 (Cox & Snell), .733 (Nagelkerke).
Hosmer and Lemeshow Test χ2 = 10.797, df = 8, p = .213

.

std. 95% CI for Odds Ratio
Factor B error p Lower Odds Ratio (Exp(B)) Upper
constant -0.466 1.189 0.695 0.628
conscientiousness (BIG 5) 0.630 0.135 .000 1.441 1.878 2.448
openness (BIG 5) 0.439 0.120 .000 1.225 1.551 1.964
security rating -1.290 0.180 .000 0.193 0.275 0.392
high (price) 5.816 0.491 .000 128.117 335.493 878.542
medium (price) 3.556 0.315 .000 18.889 35.015 64.907
low (price) 0

Again, the two personality traits conscientiousness (BIG 5) and openness (BIG 5)
have a significant influence, but only a small one compared to the influence of the
price. Furthermore, usability has no influence as well.

Table 6.6 depicts the classification accuracy of the binary logistic regression model
for the options paying with cash and paying with an electronic payment system. As
can be seen, the correct classification rate increased as expected and now achieves
an overall correct classification rate of 88.8%.
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The generalization of debit card and mobile payment system to electronic pay-
ment achieved a huge increase in prediction accuracy. Nevertheless, it will be de-
pendent on the use case which model should be chosen to test assumptions. At least
for the German citizenship, the second model seems more appropriate due to the
high usage of cash when paying goods with small prices. Nevertheless, for different
countries, the models could be quite different in terms of predicting the usage of
cash or electronic payment. Also, different influencing factors could become signif-
icant if the price is not as dominating as in these models. Thus, to generalize the
models to different cultural areas or countries, studies in these countries or cultural
areas have to be conducted and integrated into the model. If studies in different cul-
tural regions prove this assumption, an influencing factor representing the culture
has to be introduced.

Table 6.6: Classification table of the binary logistic regression model predicting the
usage of payment methods (find the model in Table 6.5).

Predicted
Electronic Percentage

Observed Cash payment correct
Cash 206 47 81.4%
Electronic payment 29 399 93.2%
Overall percentage 88.8%

6.3 Structural Equation Modeling of User Perception

The last two sections used a simplified theoretic model to calculate models of the
user perception and user behavior. In these models only the first level of the theoretic
model was used. Now with the structural equation modeling, also the second level
is considered. As a reminder, the full theoretic model is depicted in the introduction
of this chapter in Figure 6.1.

Structural equation modeling (SEM) can be used, like factor analysis [143], in two
ways:

confirmatory SEM Confirmatory means that the model is solely defined based
on theory. Then, gathered data is used to accept or reject this model, but no
changes based on the data will be performed on the model. Moreover, the data
gathering and the underlying hypothesis have to be defined in advance.

exploratory SEM The exploratory approach is not as strict as the confirmatory
approach. It can be used to find a model if the theory is not known completely,
by changing the theoretic model based on findings during the analysis and eval-
uation process.
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The exploratory analysis can be used as preparatory method of the confirmatory
analysis. Therefore, in this work an exploratory SEM will be used to identify under-
lying factors. To conduct this analysis IBM SPSS Amos [69] is utilized. IBM SPSS
Amos is specialized on confirmatory SEM, but also brings tools for exploratory
analyses.

The same data as in the regression modeling will be used, i.e. 227 samples rating
the interaction with the mobile payment system.

Figure 6.6 depicts the model (including standardized regression weights, covari-
ances and R2 values) calculated based on the gathered data and the theoretical
model. Further details can be found in Table 6.7.

This model uses the standard way to find latent variables. It is assumed that there
is a latent variable influencing a certain set of measured items. In this case, it is
assumed that there are latent factors security perception and personal disposition. A
latent variable usability perception was not introduced as the usability rating would
be the only influenced variable. For illustrative purposes the variable usability rating
is depicted below the other measured variables, although, it belongs to the same level
as security perception and personal disposition.

The identified factors influenced by the latent factor security perception are trust
in the mobile payment system (polled by the item ”I think the mobile payment sys-
tem is secure”), service provider (mean value of the polled items ”the provider of
a service is important to me”, ”trust in the service provider has to be high to use a
service”, ”the reliability of the selling point where I use the mobile payment system
is important” and ”to use a service at a selling point, my trust in the selling point has
to be high”) and security information (mean value of the polled items ”the mobile
payment system indicates enough information about the payment processes”, ”the
mobile payment system indicates enough security advices”, ”the mobile payment
system should indicate which data is transmitted” (inverted), ”the mobile payment
system should indicate more responses” (inverted) and ”I get angry about the se-
curity advices of the mobile payment system” (inverted)), while factors influenced
by the latent factor personal disposition are conscientiousness (BIG 5) and positive
attitude (TA-EG), similar to the results of the regression modeling.

The goodness of fit statistics do not indicate a sufficient model with TLI = 0.946
< 0.95, RMSEA = 0.065 > 0.05 and an AIC difference between the default and the
saturated model of 0.417 < 2. Therefore, this model has to be interpreted carefully
and should be used to design a more appropriate model. All found factors have a
low significance at a 0.1 level and the whole model is not rejected with p = 0.059.
The regression weights are small, but still reasonable. Furthermore, an R2 = 0.72 for
the overall rating is a good value, i.e. the used factors explain 72% of the variance
of the overall rating.
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Fig. 6.6: Structural equation model of the user perception with standardized regres-
sion weights, covariances and R2 values.

Furthermore, there is a huge concern with this model. The calculated correlation
between security perception and personal disposition (r = 0.89) is very high. This
means, these two latent factors are quite similar. Therefore, it is questionable if these
factors of the theoretic model can be split up in this way. Also, during the analysis
it appeared that the usability ratings depend on the personal disposition, too.

Moreover, the approach of this model is, that there are latent factors security per-
ception and personal disposition influencing the factors on the left side (trust in the
mobile payment system, service provider, and so on). But, the research presented in
this work aimed to find influencing factors on the perception of the users.

Table 6.7: Statistics of the first structural equation model of the user perception.
χ2 = 13.583, degrees of freedom = 7, p = .059, CMIN/DF = 1.940, TLI = 0.946,
RMSEA = 0.065 (90%-C.I: low = 0.00, high = 0.93), AIC(default) = 55.583,
AIC(saturated) = 56.000.

regression standardized
weight S.E. C.R. p regression weight

trust <- security 1.000 .646
security information <- security .550 .178 3.089 .002 .391
positive attitude (TA-EG) <- pers. disposition .953 .526 1.813 .070 .370
conscientiousness (BIG 5) <- pers. disposition 1.000 .227
service provider <- Security .526 .166 3.166 .002 .350
overall rating <- usability rating .764 .038 19.999 .001 .794
overall rating <- personal disposition -1.592 .896 -1.776 .076 -.465
overall rating <- security 1.000 .634
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Therefore, the theoretic model was adjusted to reflect these findings and disadvan-
tages. The factors assumed to influence the security perception were added to the
construct personal disposition, while this construct is assumed to influence the us-
ability perception and security perception. Then, the latter factors determine the
overall rating. This new theoretic model is shown in Figure 6.7. Also, the direc-
tion of the influence was reversed so that the latent factor personal disposition is
influenced by the underlying factors. Thereby, indirect effects of the lowest level of
factors on the usability rating, security rating and the overall rating can be given,
too.

Fig. 6.7: Adapted theoretic model with one factor personal disposition (level 2)
influenced by all underlying factors (level 3).

Based on this new theoretic model, exploratory structural equation modeling was
performed, again. The best model found is depicted in Figure 6.8 and the detailed
statistics can be found in Table 6.8.

This time, the fit statistics indicate a valid model. It is not rejected with p = 0.279.
Furthermore, TLI = 0.990 > 0.95, RMSEA = 0.029 < 0.5 and the difference be-
tween the AIC of the default model and the saturated model is 11.416 > 2. Also, R2

= 0.69 of the overall rating is reasonably high and therefore, this model explains a
large part of the variance of the overall ratings.

Having a look at the regression weights shows that the security rating as well as
the usability rating have significant influence on the overall rating. Also, the stan-
dardized regression weights are both positive, if either of these ratings increase the
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overall rating increases as well. Furthermore, the findings of the regression model-
ing of the user perception are confirmed as the standardized regression weight of
usability is much higher than the one of security.

Fig. 6.8: Second structural equation model of the user perception with standardized
regression weights, covariances and R2 values.

As expected from the earlier structural equation modeling approach, the latent factor
personal disposition has a strong and significant influence on the security rating and
the usability rating. The influence on the usability rating is higher while the variance
explained by the personal disposition is lower for the usability rating as for the
security rating. This could either mean that usability perception is not that much
influenced by the personality of the user as it is the case for security perception, or
including foremost security related parameters induced this effect. Nevertheless, this
is a hint that usability and security are strongly connected and can not be changed
independently.

The most interesting fact of this model is the composition of the personal dis-
position out of all included factors. All of these factors show a significant influence
on at least a 0.05 level. The highest standardized regression weight has the posi-
tive attitude (TA-EG) (0.429) followed by risk perception (DOSPERT) (0.344) and
conscientiousness (BIG 5) (0.250). These factors are not very high, but have a rea-
sonable influence. The factors perceived financial loss magnitude (polled with the
item ”the occurred damage was financially high”) and service provider (mean value
of the polled items ”the provider of a service is important to me”, ”trust in the ser-
vice provider has to be high to use a service”, ”the reliability of the selling point
where I use the mobile payment system is important” and ”to use a service at a sell-
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ing point, my trust in the selling point has to be high”) have only very small negative
standardized regression weights. They do not have a large, but on a 0.05 level sig-
nificant influence. An explanation why the coefficient of the factor service provider
is negative could be that if the user’s expectation of the service provider is generally
high, than the actual service provider has to meet this expectation. Therefore, if the
user senses the service provider as important it will lead to a lower overall rating.
More apparent is the explanation of the negativity of the factor perceived financial
loss magnitude. If the user perceives a high loss magnitude, than the overall rating
decreases. Therefore, service providers and developers have to make sure, that the
users do not have the feeling that a large financial damage can occur.

Table 6.8: Statistics of the second structural equation model of the user perception.
Chi-square = 16.584, degrees of freedom = 14, p = .279, CMIN/DF = 1.185, TLI =
0.990, RMSEA = 0.029 (90%-C.I: low = 0.00, high = 0.73), AIC(default) = 60.584,
AIC(saturated) = 72.000. pers. disp. = personal disposition

regression standardized
weight S.E. C.R. p regression weight

pers. disp. <- positive attitude (TA-EG) 1,000 .429
pers. disp. <- service provider -0.258 0.127 -2.031 .042 -0.137
pers. disp. <- risk perception (DOSPERT) 1.290 0.315 4.097 .001 0.344
pers. disp. <- conscientiousness (BIG 5) 0.339 0.106 3.199 .001 0.250
pers. disp. <- perc. financial loss magnitude -0.218 0.091 -2.401 .016 -0.160
usability rating <- pers. disp. 0.424 0.078 5.450 .001 0.734
security rating <- pers. disp. 0.556 0.092 6.022 .001 0.844
overall rating <- usability rating 0.556 0.045 12.247 .001 0.574
overall rating <- security rating 0.294 0.040 7.392 .001 0.346

Table 6.9 depicts the standardized indirect effects of the influencing factors on the
factors usability rating, security rating and overall rating. All these effects are quite
low and also, the indirect effects of the factors service provider and perceived finan-
cial loss magnitude are negative with the possible explanation described earlier.
The identified factors influencing the latent factor personal disposition are conscien-
tiousness (BIG 5), positive attitude (TA-EG) and risk perception (DOSPERT) with
a rather high positive influence. Furthermore, the factors perceived financial loss
magnitude and service provider have a low negative influence. This model can give
qualitative insights, which factors have an influence and where to search for more
and different factors. Especially, the results of the security related items are not very
convincing, as only two of them (service provider and perceived loss magnitude) are
included and only with a small influence. This can be because of the wrong selec-
tion of possible items or the way they were measured. Therefore, both possibilities
(selection and measurement) have to be considered in future research.
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Table 6.9: Standardized indirect effects of the influencing factors on the usability
rating, security rating and overall rating.

conscient. pos. attitude risk perception perc. financial service
(BIG 5) (TA-EG) (DOSPERT) loss magnitude provider

security rating 0.211 0.362 0.290 -0.135 -0.116
usability rating 0.183 0.315 0.252 -0.117 -0.101
overall rating 0.178 0.306 0.245 -0.114 -0.098

6.4 Summary

This chapter presented the different modeling approaches to identify factors influ-
encing the user behavior and user perception when interacting with security-relevant
electronic systems. Furthermore, the resulting models and an analysis of them were
described.

Five models were calculated:

• linear regression model of the user perception (see Section 6.1)
• multinomial logistic regression model of the user behavior (see Section 6.2)
• binary logistic regression model of the user behavior (see Section 6.2)
• structural equation model of the user perception based on the initial theoretic

model (see Section 6.3)
• structural equation model of the user perception based on an adapted theoretic

model (see Section 6.3)

Beginning with the first level of the theoretic model (see Chapter 3.2) a linear re-
gression model (see Section 6.1) was calculated. This model provided reasonable
results and model statistics. The identified influencing factors are usability, security
and openness (BIG 5). The influence of usability is nearly twice as high compared
to security. Furthermore, openness has only a very small influence.

The next modeling step was to calculate a logistic regression model of the user
behavior (see Section 6.2). It became apparent that the price has by far the highest
impact on the decision of the user which mean of payment he uses. The identified
factors were price, security rating, conscientiousness (BIG 5) and openness (BIG 5).
Interestingly, the usability rating did only show a significant impact in this model
when the user has to choose between debit card and mobile payment system.

This model indicated that combining debit card and mobile payment system
in one construct (electronic payment), would increase the classification accuracy.
Therefore, another logistic regression model was calculated with this construct. This
model indicated reasonable fit statistics and a much higher classification accuracy.
The included factors were, again with the highest influence, price, and also security,
conscientiousness (BIG 5) and openness (BIG 5). Again, usability was discarded
because of insignificance.
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Then, the second level of the theoretic model was additionally taken into account
by calculating an exploratory structural equation model (see Section 6.3). The first
model indicated not very robust fit statistics and a huge correlation between the
constructs personal disposition and security rating. Therefore, it became apparent
that usability was also influenced by personal disposition.

Thus, the theoretic model was adapted, so that the personal disposition became
the second level influencing the factors usability perception, security perception on
the first level. All other factors constitute the third level. With this new theoretic
model another structural equation modeling attempt was conducted. This time, the
model showed reasonable results and statistics. As in the models before, usability
had a bigger influence on the overall rating than security and both were influenced
by personal disposition. The identified influencing factors are conscientiousness
(BIG 5), positive attitude (TA-EG), risk perception (DOSPERT), service provider
and perceived financial loss magnitude.

Although some of the models have to be interpreted carefully, valuable insights
on the influencing factors of the user perception and user behavior can be derived.
Therefore, a concluding summary and discussion of the models and the influencing
factors will be given in the conclusion of this work in Chapter 7.1. Afterwards,
based on these result, an enhanced version of the evaluation method will be given in
Section 7.2.





Chapter 7
Conclusion

This chapter concludes this work by giving a final summary of the calculated mod-
els, the final evaluation method (including the final questionnaire, the final experi-
ment setup, the final task list, and the final experiment process), and a discussion of
this work together with shortcomings and future work.

Section 7.1 sums up and discusses the results of the modeling and the identified
influencing factors on the user perception and user behavior. Final versions of the
experiment setup, the questionnaire, the task list and the experiment process, as well
as a discussions of them, are given in Section 7.2. Then, Section 7.3 finalizes the
work with a discussion of the results. In Section 7.4, shortcomings of the presented
work are pointed out and an outlook on next steps and potential future work is
presented in Section 7.5.

7.1 Summary of the Modeling

One major contribution of this work is the modeling of user perception and user
behavior when interacting with security-relevant electronic systems. Five models
were calculated while three of them yielded meaningful results. In the following,
these three models are presented and interpreted.

The first model is a linear regression model of the user perception depicted in
Figure 7.1 and described in detail in Chapter 6.1.

This model considered only the first level of the initial theoretic model (see Figure
3.3 in Chapter 3.2). The factors significantly influencing the users’ perception of the
mobile payment system are:

• usability perception
• security perception
• openness (BIG 5) [77]

85
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Most influential is usability perception (β = 0.573) followed by security percep-
tion (β = 0.343). The personality trait openness (BIG 5) has only a small influence
(β = 0.086). As reflected by the theoretic model, it was expected that usability and
security have influence on the user perception. An interesting result is that the per-
sonality traits are only influential with one factor and only with a very small impact.

Fig. 7.1: Linear regression model of the user perception (overall rating) with stan-
dardized coefficients (β ).

The second model is a binary logistic regression model predicting the usage of cash
or an electronic payment system (debit card and mobile payment system). It is de-
picted in Figure 7.2 and described in detail in Chapter 6.2.

The first calculated logistic regression model differentiated between all three means
of payment and showed that users seem to not see a significant difference between
a debit card and the mobile payment system. This was reflected by a poor classifi-
cation rate of these two methods. Furthermore, the usability rating of both had no
significant influence of the decision which one to use to pay. Why this is the case can
only be speculated, possibly, users ignore the hardware (card or smartphone) while
paying. Nevertheless, another model, combining debit card and mobile payment
system to ”electronic payment”, was calculated. The identified influential factors on
the user behavior are:

• security perception
• openness (BIG 5) [77]
• conscientiousness (BIG 5) [77]
• categorical price (low, medium, high)

The price has by far the most influence on the users’ decision how to pay. If the
price changes from low to medium, it is 35 times more likely that they use elec-
tronic payment, and if it changes from low to high the probability raises 335 times.
As the price is such a dominating factor, the other factors have only minor influence.
If the security rating increases the users are only 4 times more likely to use cash.
Again, the personality traits have the smallest influence although, there are two sig-
nificantly influential factors. If the openness (BIG 5) of a user increases by one scale
value the probability to use electronic payment raises only 1.6 times, while it raises
only 1.8 times if the conscientiousness (BIG 5) increases.
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Fig. 7.2: Binary logistic regression model of the usage of cash (encoded as 0) or an
electronic payment system (encoded as 1) with standardized coefficients (exp(B)).

The third model is a structural equation model of the user perception depicted in
Figure 7.3 and described in detail in Chapter 6.3.

This model included, in contrast to the former models, the second level of the theo-
retic model. Also, based on earlier analysis, the theoretic model was changed funda-
mentally (see Figure 7.6 in Section 7.3). The identified factors influencing the user
perception are:

• risk perception (DOSPERT) [16]
• conscientiousness (BIG 5) [77]
• positive attitude (TA-EG) [80]
• service provider
• perceived financial loss magnitude

With the new theoretic model, all these factors influence the personal disposition of
the user and the personal disposition then influences the usability rating and security
rating. It showed that the personality traits have a higher influence on the personal
disposition than the other included factors. Positive attitude (TA-EG) has a stan-
dardized weight of 0.43, risk perception (DOSPERT) of 0.34 and conscientiousness
(BIG 5) of 0.25, while service provider has a negative weight of -0.14 and perceived
financial loss magnitude of -0.16. Therefore, it can be supposed that the integra-
tion of all factors of the second level into one factor personal disposition is not the
ideal solution. Nevertheless, with the available data, these integration yielded the
best modeling results. Another possible explanation of this finding can be that the
personality traits were surveyed with existing and validated questionnaires, while
items assessing other factors were created by the author. Therefore, it is assumed
that better constructs to survey security-related factors will lead to better results and
possibly a second factor on the second level. Nevertheless, these results show, that
personality traits do not only influence the security perception of users, but also the
usability perception.

As already mentioned, the items to survey security-related constructs are possibly
not the most appropriate to measure these dimensions. Therefore, better constructs
should be found, either by developing them or by using related questionnaires, to in-
crease the accuracy of these dimensions and therefore, increase the fit and accuracy
of the models. This would also increase the knowledge about influencing factors
and give further insights on how to develop security-relevant electronic systems.
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Fig. 7.3: Structural equation model of the user perception with standardized regres-
sion weights.

7.2 Summary of the Evaluation Method

One of the objectives of this work was to develop an evaluation method to assess
influencing factors on the user perception and user behavior when interacting with
security-relevant electronic systems. The developed evaluation setup consists of an
experiment setup, a questionnaire, a task list, and the experiment process. In the be-
ginning, an initial evaluation method was created which was enhanced during the
experiments to reflect experienced drawbacks and findings of the data analysis. The
complete evolutionary process is described in Chapter 5.

At first, the questionnaire was designed to survey most factors of the theoretic
model. During the experiments several questions were added to cover even more
factors. In the end, based on the findings of the modeling, the questionnaire was
reduced to questions needed to gather the required data for the models. This final
version of the questionnaire can be found German in Appendix D and in English in
Appendix E. Nevertheless, it came apparent during the modeling that the question-
naire still has to be enhanced as constructs measuring security-related dimensions
seem to be not as good as they should be to reflect their real influence. This is as-
sumed to be the reason for the small influence of these factors while the personality
traits have a much higher influence.

The initial experiment setup consisted of four shops: a supermarket, a cinema, a
citizen center and a kiosk. Based on the findings during the experiments, it was re-
duced from four to two shops keeping only the supermarket and the kiosk to be able



7.2 Summary of the Evaluation Method 89

to run the experiments with only one experimenter. Analysis of the data gathered
before and after this change showed that the reduction of the number of shops did
not influence the ratings of the users.

At first, the task list consisted of 25 tasks (it can be found in Appendix B) including
simple shopping tasks and combined tasks to buy something and to identify to an
authority (for example ordering a passport). During the experiments it came appar-
ent that the identify function will not be in scope of this work and that the shopping
tasks could be more balanced (better distribution of prices and better sequence of
visited shops). Furthermore, the list had to be adapted to be usable with only two
shops. The final balanced and for two shops adapted list contains 24 tasks and is
presented in Appendix F.

The process of the experiments was adapted once during the experiments to increase
the accuracy of the ratings after the single interactions. Instead of letting the sub-
jects only rate the mobile payment system after a block of interactions, the middle
questionnaire was given after every shopping task. Therefore, the rating was issued
directly after the payment, increasing the accuracy. Moreover, data about all means
of payment was gathered, too. The final experiment process is depicted in Figure 7.4.

This setup is still no field-test, but the data showed (compare Chapter 5) that bring-
ing the users in a more realistic situation than just sitting on a table increases the
accuracy of the data. To test this effect and to compare it to field data, a field study
with a mobile payment system should be conducted and then evaluated together with
the data from the laboratory experiments. Nevertheless, even if realism improves the
experiments’ results, it seems that this effect has an upper bound. Four shops did not
yield better results than two shops, but increased the complexity of the experiment.

Fig. 7.4: Final adapted process of the experiments.
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7.3 Conclusion

This work was performed to achieve three objectives. In the following, these objec-
tives are reviewed and the achievements are described:

1. Build a taxonomy and a theoretic model of the factors influencing user per-
ception and user behavior when interacting with security-relevant electronic
systems

Based on literature research and preliminary studies a taxonomy of factors influenc-
ing the user perception and user behavior when interacting with security-relevant
electronic systems was created. This taxonomy is depicted in Figure 7.5 and de-
scribed in detail in Chapter 3.1. Furthermore, a taxonomy of the attacker (who in-
fluences the user perception and behavior) was presented in Figure 3.2 in Chapter
3.1. Although they are based on thorough research, they will be subject to changes
when the knowledge about the user and the attacker increases. Nevertheless, they al-
ready gave valuable insights where to start with experiments and deeper analysis to
identify influencing factors on the user perception and user behavior when interact-
ing with security-relevant electronic systems, e.g. which factors could be influential
and therefore, has to be considered when developing an evaluation method. To be
able to perform the next step of this research, a theoretic model was derived from
this taxonomy.

Fig. 7.5: Taxonomy of factors influencing the user when interacting with security-
relevant electronic systems.
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2. Develop an evaluation method to gather data of the identified influencing
factors

The theoretic model was the basis to develop an evaluation method (find a detailed
description of it in Chapter 4) to be able to gather data needed to calculate statistical
models. With the initial evaluation method (consisting of a questionnaire, an experi-
ment setup, a task list, and an experiment process), five experiments were conducted.
Between the different experiments, the evaluation method was enhanced based on
experiences obtained during the experiments and analysis of the gathered data. For
a detailed description of the experiments, the analysis between the experiments, and
the changes applied to the evaluation method see Chapter 5. A description of the
final evaluation method is given earlier in Section 7.2.

3. Calculate statistical models of user perception and user behavior based on
gathered data

Using the developed evaluation method, five experiments were conducted while
changing parameters between the different experiments. With the data of experi-
ments 4 and 5, regression and structural equation modeling based on the initial the-
oretic model was performed to identify factors influencing the user perception and
user behavior when interacting with a mobile payment system. During the model-
ing process, the theoretic model was adapted to reflect findings of the analysis of
the data. The statistical models are described and discussed in detail in Section 7.1
and the complete modeling process can be found in Chapter 6. The final theoretic
model is presented in Figure 7.6. Due to the findings, it changed a lot compared
to the initial model. The data indicated, that the latent factor personal disposition
does not directly influence the user perception and user behavior, but influence the
security perception and usability perception as well. This is reflected in the model
by introducing a new level containing personal disposition which interconnects the
underlying factors with the security perception and the usability perception, while
the latter two compose the overall rating.

Based on the statistical models, the following factors indicated a significant influ-
ence on the user perception (in brackets: the factor in the model in Figure 7.6):

• usability rating (usability)
• security rating (security)
• openness (BIG 5) [77] (personality)
• conscientiousness (BIG 5) [77] (personality)
• risk perception (DOSPERT) [16] (personality)
• positive attitude (TA-EG) [80] (personality)
• service provider (type of service provider)
• perceived financial loss magnitude (perceived loss magnitude)



92 7 Conclusion

Fig. 7.6: Adapted theoretic model with one factor personal disposition influenced
by all underlying factors and the identified influential factors marked green.

While the following factors indicated a significant influence on the user behavior:

• security rating (security)
• openness (BIG 5) [77] (personality)
• conscientiousness (BIG 5) [77] (personality)
• categorial price (high, medium, low)

At last, this review of the targeted objectives shows that they were achieved. Nev-
ertheless, there are drawbacks of the models and the evaluation setup. Therefore, a
summary of shortcomings of this work and possible future work follows.

7.4 Shortcomings

A major shortcoming of the presented work was discovered in the small impact of
security-related factors.A possible reason for this finding is that there were no val-
idated questionnaires available to assess security features and security perception,
which is in contrast to the assessment of personality traits using existing question-
naires. This is, because there are only few applicable questionnaires available and
the DOSPERT was the only one found in validated also in German language. There-
fore, most security-related factors were surveyed by not validated items developed
by the author. Thus, to assess security-related factors, more questionnaires should be
developed and validated. It is assumed, that security-relevant factors will get more
impact if they are assessed more properly.
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To start with the modeling, the focus of this work was on mobile payment. There-
fore, the evaluation method was tailored to this use case. There will be changes
needed to it to conduct experiments with other security-relevant electronic systems.
Money-related mobile systems will can be evaluated without changes, while other
mobile services like mobile stock trading or mobile e-commerce will need changes
in the experimental method, as the shopping environment will not suit the needs of
these. Nevertheless, e.g. for the mobile e-commerce use case, the shopping envi-
ronemtn can be used to distract the subjects from the actual use case. Furthermore,
the experimental setup is easily extendable to a lot of other systems, e.g. access
systems or authentication systems (password, biometric authentication, etc.) by in-
troducing access scenarios during the shopping tasks (like in the first three experi-
ments presented in this work) or by changing the application on the smartphone and
securing it with the authentication mechanism in scope. Nevertheless, the question-
naire is usable in its final version and can be extended and improved by adding other
questions to better reflect different systems.

Another drawback of this work is the missing validation of the models with inde-
pendent data. More experiments need to be conducted to resolve this. Nevertheless,
the goodness-of-fit statistics showed reasonable models and therefore, the models
fulfill their main goal to identify influencing factors. To enhance the validity, more
data should be gathered and the models should be validated with this data.

The data assume that the experiment setup works better than a normal laboratory
setup. Unfortunately, the presented work can not give hints about how well the new
setup converges to reality and field tests. To investigate this, a field test has to be
conducted and the results of this field test has to be compared with the results of
the last two experiments. This would give valuable insights if and how well the
presented method can replace field studies.

The results showed that the users pay small prices mostly with cash. This be-
havior can be because of the German cultural background. In Germany cash is the
most favored payment method, while in other countries (for example Sweden) debit
or credit card payment is much more common. Therefore, the models can only be
applied for users with a certain cultural background. To generalize the model, fur-
ther experiments with the evaluation method have to be conducted in other cultural
regions and countries. If this assumption proves true, another factor has to be intro-
duced to reflect the users’ cultural background.

7.5 Future Work

This work was the first attempt to include so much different factors into models of
user perception and user behavior when interacting with security-relevant electronic
systems. Furthermore, the evaluation method was newly developed. Therefore, there
are a lot of possible next steps. Some of them stem directly from the shortcomings
described above, others are logic extensions of this work.
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First of all, further experiments should be conducted to enlarge the data basis used
to calculate the models and therefore, increase their accuracy. Also, more data could
be used to validate the models.

Furthermore, this work is a first step towards a bigger model. Therefore, it is sure,
that more and other influencing factors on the user perception and user behavior
can be found. To do this, more theoretic research has to be performed identifying
different possible influential factors and the questionnaire and the evaluation method
has to be extended to assess these factors. Afterwards, the experiments have to be
repeated with the new factors in scope. If the analysis of the data indicates new
influential factors, they have to be incorporated in the existing model.

At the moment, the questionnaire was used in German (find the final version
in German in Appendix D and in English in Appendix E). Using the translated
questionnaire requires more experiments, as the language can have a significant
influence on the ratings. Therefore, the first step to use the English version would
be to perform preliminary experiments and compare the results to the existing data.

To generalize the evaluation method, further use cases have to be taken into ac-
count. At the moment the focus is solely on mobile payment systems, but other
security-relevant electronic systems (for example biometric authentication systems)
will have different requirements. Nevertheless, the distraction by the shopping tasks
showed reasonable results and therefore, this should be used as basis for extensions.

In this work, only the user side was in scope, but as mentioned in Chapter 3.1
there is always an attacker threatening the user. Therefore, further research should
be performed to also investigate this side and to either include it in the existing
model or create a separate model for the attacker.

A further valuable extension would be to include different security and authenti-
cation mechanisms into the model. With this information, developers could test their
systems with different authentication and security mechanisms to find the most suit-
able one for the given use case before implementing it and therefore, save costs and
time.

During the analysis and the modeling, some questions arose which could not
be answered with the existing data. For example, it became apparent, that users
with a higher conscientiousness (BIG 5) are more likely to use the mobile payment
system or electronic payment systems in general. The reason for this behavior was
speculated to be that conscientiously people check the mobile payment system more
thorough and decide that it is secure. This assumption or the actual reason can be
examined with further user tests.
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Experiment zur Gebrauchstauglichkeit eines 
mobilen Bezahlsystems 

 

Angaben zur Person 

Geschlecht      ___________________ 

Alter       ___________________ 

Muttersprache      ___________________ 

Besitzen Sie ein Mobiltelefon?      Ja      Nein 

Wenn ja, ist es ein Smartphone?    Ja      Nein 

Nutzen Sie die Bildschirmsperre (PIN)  beim Telefon?  Ja      Nein 

Hersteller des Mobiltelefons    ___________________ 

Beruf       ___________________ 

 

 wenig  mittel  viel 

Erfahrung in der Benutzung von Computern     

Erfahrung in der Benutzung des Internets     

Erfahrung in der Benutzung von Mobiltelefonen     

Benutzung von Telefonfunktionen     

Benutzung von SMS     

Benutzung des mobilen Internets     

Benutzung von Email     

Benutzung von Kalender     

Benutzung von Kontaktanwendungen     

Benutzung von der Kamera     

Benutzung von MP3     

Benutzung von Appstores     

  
 
Risikobewusstsein 
 


Trifft gar 

nicht zu
  

Trifft voll 

zu

Mein Mobiltelefon ist trotz PIN in 

Gefahr. 
     

Die PIN ist eine sichere Methode um 
mein Mobiltelefon zu schützen. 

     

Ich benutze nicht alle Funktionen 

meines Mobiltelefons, weil ich Sorge 
um meine persönlichen Daten habe. 

     



Einflussfaktoren 
 
1. Meine Bereitschaft ein elektronisches System zu benutzen wird bestimmt von: 
 


Trifft gar 

nicht zu
  

Trifft voll 

zu

Art des Systems      

Dringlichkeit der Benutzung      

Risiko der Benutzung      

Schwere des möglichen Schadens      

Möglichkeit des Schutzes vor Schaden      

Art der Sicherheitsvorkehrungen      

Konsistenz der Interaktion      

Vertrautheit der Interaktion      

Vorhersagbarkeit der Interaktion      

Einfache Benutzbarkeit des Systems     

Design des Systems     

Vertrautheit des Systems     

Glaubwürdigkeit des Systems     

Firma oder Institution hinter dem 

System 
    

 
 

Anderes: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Persönlichkeitsmerkmale 

Hier sind unterschiedliche Eigenschaften, die eine Person haben kann. Wahrscheinlich 
werden einige Eigenschaften auf Sie persönlich voll zutreffen und andere überhaupt nicht. 
Bei wieder anderen sind Sie vielleicht unentschieden. 

Antworten Sie bitte anhand der folgenden Skala. 

Der Wert 1 bedeutet: trifft überhaupt nicht zu 

Der Wert 7 bedeutet: trifft voll zu 

Mit den Werten zwischen 1 und 7 können Sie ihre Meinung abstufen. 

 

Ich bin jemand, der… 1 2 3 4 5 6 7

gründlich arbeitet        

kommunikativ, gesprächig ist.        

manchmal etwas zu grob zu anderen ist.        

originell ist, neue Ideen einbringt.        

sich oft Sorgen macht.        

verzeihen kann.        

eher faul ist.        

aus sich herausgehen kann, gesellig ist.        

künstlerische Erfahrungen schätzt.        

leicht nervös wird.       

Aufgaben wirksam und effizient erledigt.       

zurückhaltend ist.       

rücksichtsvoll und freundlich mit anderen umgeht.       

eine lebhafte Phantasie, Vorstellung hat.       

entspannt ist, mit Stress gut umgehen kann.       

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

Technikaffinität – elektronische Geräte 
 

 

 

 

 

 

 

 

 

 

 

 

 



Trifft 
gar 

nicht 
zu

  

Trifft 

voll 
zu

Ich informiere mich über elektronische Geräte, auch wenn ich 
keine Kaufabsicht habe.  

     

Ich liebe es, neue elektronische Geräte zu besitzen.       

Ich bin begeistert, wenn ein neues elektronisches Gerät auf den 
Markt kommt.  

     

Ich gehe gern in den Fachhandel für elektronische Geräte.       

Es macht mir Spaß, ein elektronisches Gerät auszuprobieren.       

Ich kenne die meisten Funktionen der elektronischen Geräte, 
die ich besitze.  

     

Ich habe bzw. hätte Verständnisprobleme beim Lesen von 
Elektronik- und Com-puterzeitschriften.  

     

Es fällt mir leicht, die Bedienung eines elektronischen Geräts zu 
lernen.  

     

Ich kenne mich im Bereich elektronischer Geräte aus.       

Elektronische Geräte helfen, an Informationen zu gelangen.       

Elektronische Geräte ermöglichen einen hohen 
Lebensstandard.  

     

Elektronische Geräte erhöhen die Sicherheit.       

Elektronische Geräte machen unabhängig.       

Elektronische Geräte erleichtern mir den Alltag.      

Elektronische Geräte verringern den persönlichen Kontakt 
zwischen den Men-schen.  

     

Elektronische Geräte verursachen Stress.       

Elektronische Geräte machen krank.       

Elektronische Geräte machen vieles umständlicher.       

Elektronische Geräte führen zu geistiger Verarmung.       



Risikobewusstsein 

 
Geben Sie für jede der folgenden Aussagen an, mit welcher Wahrscheinlichkeit Sie der 
genannten Aktivität oder Verhaltensweise nachgehen würden. 
 
Benutzen Sie dafür bitte folgende Skala von 1 bis 5: 
_______________________________________________________ 
      1          2         3      4        5 
    sehr        unwahr-          nicht             wahr-            sehr wahr-   
   unwahr-            scheinlich         sicher        scheinlich          scheinlich 

  scheinlich                                      
               

 

 1 2 3 4 5

zugeben, dass Ihr Geschmack anders ist als der Ihrer Freunde? 
     

in der Wildnis fernab von Zivilisation und Campingplätzen zelten? 
     

ein Tageseinkommen beim Pferderennen verwetten? 
     

eine illegale Droge für den eigenen Gebrauch kaufen? 
     

bei einer Prüfung schummeln? 
     

einen Tornado mit dem Auto verfolgen, um dramatische Bilder machen zu können? 
     

10% Ihres Jahreseinkommens in einen mäßig wachsendes Wertpapierdepot 

investieren? 
     

fünf oder mehr Gläser Alkohol an einem einzigen Abend zu sich nehmen? 
     

einen bedeutenden Betrag vom Einkommen nicht in der Steuererklärung angeben? 
     

bei einem wichtigem Thema anderer Meinung sein als Ihr Vater? 
     

bei einem Pokerspiel ein Tageseinkommen aufs Spiel setzen? 
     

eine Affäre mit einem verheirateten Mann oder einer verheirateten Frau haben? 
     

die Unterschrift von jemandem fälschen? 
     

die Arbeit von jemand anderem als die eigene ausgeben? 
     

in einem Dritte-Weltland Urlaub machen, ohne die Fahrt und die Hotel Unterbringung 
vorgeplant zu haben? 

     

über eine Angelegenheit mit einem Freund/einer Freundin diskutieren, über die er/sie 
eine andere Meinung hat? 

     

eine Skipiste befahren, die Ihre Fähigkeiten übersteigt oder geschlossen ist? 
     

5% Ihres Jahreseinkommens in eine sehr spekulative Aktie investieren? 
     

Ihren Chef um eine Gehaltserhöhung bitten? 
     

illegal Software kopieren? 
     

während der starken Wasserströmung im Frühling an einer Wildwasser-Schlauchboot-

Tour teilnehmen? 
     

Ihr Tageseinkommen auf das Ergebnis eines Sport-Ereignisses (Fußball, Basketball, etc.) 
setzen? 

     

Einem/r Freund/in erzählen, dass dessen/deren Partner Dir Avancen gemacht hat? 
     

5% Ihres Jahreseinkommens in eine konservative Aktie investieren? 
     

einen kleinen Gegenstand (Lippenstift, Füller etc.) aus einem Geschäft stehlen? 
     

gelegentlich provokative oder unkonventionelle Kleidung tragen? 
     

sich auf ungeschützten Sex einlassen? 
     

von einer bezahlten Kabelleitung fürs Fernsehen eine weitere illegale Leitung 
     



 

 

 
 
 
Menschen sehen in bestimmten Situationen ein Risiko, falls Unsicherheit hinsichtlich 
möglicher Ergebnisse oder Konsequenzen besteht und für Sie 'ungünstige' Folgen 
auftreten können. Das Risiko wird jedoch sehr persönlich und intuitiv wahrgenommen, 
und wir möchten gerne erfahren, wie risikoreich Sie jede der Situationen einschätzen. 
Schätzen Sie für jede der folgenden Aussagen den Risikograd ein. Benutzen Sie dafür 
folgende Skala von 1 bis 5: 
____________________________________________________________ 
     1              2                 3                     4                  5 
überhaupt                                   ein gewisses                       sehr hohes  
kein Risiko                Risiko              Risiko 
 

abzweigen? 

sich auf dem Beifahrersitz im Auto nicht anschnallen? 
     

10% Ihres Jahreseinkommens in Staatsanleihen (Schatzbriefe) investieren? 
     

regelmäßig gefährlichen Sport (wie z. B . Klettern, Fallschirmspringen etc.) treiben? 
     

ohne Helm Motorrad fahren? 
     

das Einkommen einer Woche im Casino verspielen? 
     

einen Job, der Spaß macht, einem Job mit Prestige aber weniger Spaß vorziehen? 
     

eine heikle Sache, an die Sie glauben, bei einem öffentlichen Anlaß verteidigen? 
     

sich der Sonne aussetzen, ohne sich eingecremt zu haben? 
     

wenigstens einmal Bungee-Jumping ausprobieren? 
     

Ihr eigenes, kleines Flugzeug fliegen, wenn Sie die Gelegenheit hätten? 
     

nachts alleine durch einen unsicheren Stadtteil nach Hause gehen? 
     

regelmäßig hoch cholesterinhaltiges Essen zu sich nehmen? 
     

 1 2 3 4 5

zugeben, dass Ihr Geschmack anders ist als der Ihrer Freunde? 
     

in der Wildnis fernab von Zivilisation und Campingplätzen zelten? 
     

ein Tageseinkommen beim Pferderennen verwetten? 
     

eine illegale Droge für den eigenen Gebrauch kaufen? 
     

bei einer Prüfung schummeln? 
     

einen Tornado mit dem Auto verfolgen, um dramatische Bilder machen zu können? 
     

10% Ihres Jahreseinkommens in einen mäßig wachsendes Wertpapierdepot 

investieren? 
     

fünf oder mehr Gläser Alkohol an einem einzigen Abend zu sich nehmen? 
     

einen bedeutenden Betrag vom Einkommen nicht in der Steuererklärung angeben? 
     

bei einem wichtigem Thema anderer Meinung sein als Ihr Vater? 
     

bei einem Pokerspiel ein Tageseinkommen aufs Spiel setzen? 
     

eine Affäre mit einem verheirateten Mann oder einer verheirateten Frau haben? 
     

die Unterschrift von jemandem fälschen? 
     

die Arbeit von jemand anderem als die eigene ausgeben? 
     



 
 
 
 
Schätzen Sie für jede der folgenden Aussagen ein, wie hoch der Nutzen ist, den Sie 
meinen, aus der Situation ziehen zu können. Benutzen Sie dafür folgende Skala von 1 
bis 5: 
___________________________________________________ 
      1        2        3   4   5 
 gar kein               einen gewissen           großer  
 Nutzen         Nutzen           Nutzen 

in einem Dritte-Weltland Urlaub machen, ohne die Fahrt und die Hotel Unterbringung 
vorgeplant zu haben? 

     

über eine Angelegenheit mit einem Freund/einer Freundin diskutieren, über die er/sie 

eine andere Meinung hat? 
     

eine Skipiste befahren, die Ihre Fähigkeiten übersteigt oder geschlossen ist? 
     

5% Ihres Jahreseinkommens in eine sehr spekulative Aktie investieren? 
     

Ihren Chef um eine Gehaltserhöhung bitten? 
     

illegal Software kopieren? 
     

während der starken Wasserströmung im Frühling an einer Wildwasser-Schlauchboot-

Tour teilnehmen? 
     

Ihr Tageseinkommen auf das Ergebnis eines Sport-Ereignisses (Fußball, Basketball, etc.) 
setzen? 

     

Einem/r Freund/in erzählen, dass dessen/deren Partner Dir Avancen gemacht hat? 
     

5% Ihres Jahreseinkommens in eine konservative Aktie investieren? 
     

einen kleinen Gegenstand (Lippenstift, Füller etc.) aus einem Geschäft stehlen? 
     

gelegentlich provokative oder unkonventionelle Kleidung tragen? 
     

sich auf ungeschützten Sex einlassen? 
     

von einer bezahlten Kabelleitung fürs Fernsehen eine weitere illegale Leitung 

abzweigen? 
     

sich auf dem Beifahrersitz im Auto nicht anschnallen? 
     

10% Ihres Jahreseinkommens in Staatsanleihen (Schatzbriefe) investieren? 
     

regelmäßig gefährlichen Sport (wie z. B . Klettern, Fallschirmspringen etc.) treiben? 
     

ohne Helm Motorrad fahren? 
     

das Einkommen einer Woche im Casino verspielen? 
     

einen Job, der Spaß macht, einem Job mit Prestige aber weniger Spaß vorziehen? 
     

eine heikle Sache, an die Sie glauben, bei einem öffentlichen Anlaß verteidigen? 
     

sich der Sonne aussetzen, ohne sich eingecremt zu haben? 
     

wenigstens einmal Bungee-Jumping ausprobieren? 
     

Ihr eigenes, kleines Flugzeug fliegen, wenn Sie die Gelegenheit hätten? 
     

nachts alleine durch einen unsicheren Stadtteil nach Hause gehen? 
     

regelmäßig hoch cholesterinhaltiges Essen zu sich nehmen? 
     

 1 2 3 4 5

zugeben, dass Ihr Geschmack anders ist als der Ihrer Freunde? 
     

in der Wildnis fernab von Zivilisation und Campingplätzen zelten? 
     

ein Tageseinkommen beim Pferderennen verwetten? 
     



eine illegale Droge für den eigenen Gebrauch kaufen? 
     

bei einer Prüfung schummeln? 
     

einen Tornado mit dem Auto verfolgen, um dramatische Bilder machen zu können? 
     

10% Ihres Jahreseinkommens in einen mäßig wachsendes Wertpapierdepot 
investieren? 

     

fünf oder mehr Gläser Alkohol an einem einzigen Abend zu sich nehmen? 
     

einen bedeutenden Betrag vom Einkommen nicht in der Steuererklärung angeben? 
     

bei einem wichtigem Thema anderer Meinung sein als Ihr Vater? 
     

bei einem Pokerspiel ein Tageseinkommen aufs Spiel setzen? 
     

eine Affäre mit einem verheirateten Mann oder einer verheirateten Frau haben? 
     

die Unterschrift von jemandem fälschen? 
     

die Arbeit von jemand anderem als die eigene ausgeben? 
     

in einem Dritte-Weltland Urlaub machen, ohne die Fahrt und die Hotel Unterbringung 

vorgeplant zu haben? 
     

über eine Angelegenheit mit einem Freund/einer Freundin diskutieren, über die er/sie 

eine andere Meinung hat? 
     

eine Skipiste befahren, die Ihre Fähigkeiten übersteigt oder geschlossen ist? 
     

5% Ihres Jahreseinkommens in eine sehr spekulative Aktie investieren? 
     

Ihren Chef um eine Gehaltserhöhung bitten? 
     

illegal Software kopieren? 
     

während der starken Wasserströmung im Frühling an einer Wildwasser-Schlauchboot-
Tour teilnehmen? 

     

Ihr Tageseinkommen auf das Ergebnis eines Sport-Ereignisses (Fußball, Basketball, etc.) 

setzen? 
     

Einem/r Freund/in erzählen, dass dessen/deren Partner Dir Avancen gemacht hat? 
     

5% Ihres Jahreseinkommens in eine konservative Aktie investieren? 
     

einen kleinen Gegenstand (Lippenstift, Füller etc.) aus einem Geschäft stehlen? 
     

gelegentlich provokative oder unkonventionelle Kleidung tragen? 
     

sich auf ungeschützten Sex einlassen? 
     

von einer bezahlten Kabelleitung fürs Fernsehen eine weitere illegale Leitung 
abzweigen? 

     

sich auf dem Beifahrersitz im Auto nicht anschnallen? 
     

10% Ihres Jahreseinkommens in Staatsanleihen (Schatzbriefe) investieren? 
     

regelmäßig gefährlichen Sport (wie z. B . Klettern, Fallschirmspringen etc.) treiben? 
     

ohne Helm Motorrad fahren? 
     

das Einkommen einer Woche im Casino verspielen? 
     

einen Job, der Spaß macht, einem Job mit Prestige aber weniger Spaß vorziehen? 
     

eine heikle Sache, an die Sie glauben, bei einem öffentlichen Anlaß verteidigen? 
     

sich der Sonne aussetzen, ohne sich eingecremt zu haben? 
     

wenigstens einmal Bungee-Jumping ausprobieren? 
     

Ihr eigenes, kleines Flugzeug fliegen, wenn Sie die Gelegenheit hätten? 
     

nachts alleine durch einen unsicheren Stadtteil nach Hause gehen? 
     

regelmäßig hoch cholesterinhaltiges Essen zu sich nehmen? 
     



 
 

1. Gesamturteil 

 

2. Eindruck zur Benutzbarkeit 

 

3. Eindruck zur Sicherheit 

 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Benutzung des mobilen Bezahlsystems 

1. Benutzbarkeit des mobilen Bezahlsystems 

 

 
Nachfolgend finden Sie Wortpaare, mit deren Hilfe Sie die mWallet bewerten können. Sie 
stellen jeweils extreme Gegensätze dar, zwischen denen eine Abstufung möglich ist. 
 

Ein Beispiel: 

einfach     X   kompliziert  

Diese Bewertung bedeutet, dass die mWallet für Sie eher kompliziert ist. 

 

Denken Sie nicht lange über die Wortpaare nach, sondern geben Sie bitte die Einschätzung 
ab, die Ihnen spontan in den Sinn kommt. 
Vielleicht passen einige Wortpaare nicht so gut auf die mWallet, kreuzen Sie aber trotzdem 
bitte immer eine Antwort an. Denken Sie daran, dass es keine "richtigen" oder "falschen" 
Antworten gibt - nur Ihre persönliche Meinung zählt! 

 

Bitte kreuzen Sie nur jeweils ein Kästchen an! 

 

 


Trifft gar 
nicht zu

  
Trifft voll 

zu

Ich denke, dass ich dieses System 

gerne häufig nutzen würde. 
     

Ich fand das System unnötig 

komplex. 
     

Ich denke, das System war einfach 
zu benutzen. 

     

Ich denke, ich würde die Hilfe 

eines Technikers benötigen, um 
das System benutzen zu können. 

     

Ich halte die verschiedenen 
Funktionen des Systems für gut 

integriert. 

     

Ich halte das System für zu 
inkonsistent. 

     

Ich kann mir vorstellen, dass die 

meisten Leute sehr schnell lernen 
würden, mit dem System 

umzugehen. 

     

Ich fand das System sehr mühsam 
zu benutzen. 

     

Ich fühlte mich bei der Nutzung 

des Systems sehr sicher. 
     

Ich musste viele Dinge lernen, 

bevor ich das System nutzen 

konnte. 

     



2. Benutzung des mobilen Bezahlsystem 

Bitte geben Sie mit Hilfe der folgenden Wortpaare Ihren Eindruck zur Benutzung des mobilen 
Bezahlsystems wieder.  

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

3. Bezahlen mit dem mobilen Bezahlsystem 

Bitte geben Sie mit Hilfe der folgenden Wortpaare Ihren Eindruck zum Bezahlen mit dem 
mobilen Bezahlsystem wieder.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 1 2 3 4 5 6 7  

einfach        kompliziert 

hässlich        schön 

praktisch        unpraktisch 

stilvoll        stillos 

voraussagbar        unberechenbar 

minderwertig        wertvoll 

phantasielos        kreativ 

gut        schlecht 

verwirrend        übersichtlich 

lahm        fesselnd 

 1 2 3 4 5 6 7  

einfach        kompliziert 

hässlich        schön 

praktisch        unpraktisch 

stilvoll        stillos 

voraussagbar        unberechenbar 

minderwertig        wertvoll 

phantasielos        kreativ 

gut        schlecht 

verwirrend        übersichtlich 

lahm        fesselnd 



 

4. Identifizieren mit dem mobilen Bezahlsystem 

Bitte geben Sie mit Hilfe der folgenden Wortpaare Ihren Eindruck zum Identifizieren mit dem 
mobilen Bezahlsystem wieder.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

5. Zugang mit dem mobilen Bezahlsystems 

Bitte geben Sie mit Hilfe der folgenden Wortpaare Ihren Eindruck des mobilen Bezahlsystems 
wieder.  

 

 
 
 

 

 

 

 

 1 2 3 4 5 6 7  

einfach        kompliziert 

hässlich        schön 

praktisch        unpraktisch 

stilvoll        stillos 

voraussagbar        unberechenbar 

minderwertig        wertvoll 

phantasielos        kreativ 

gut        schlecht 

verwirrend        übersichtlich 

lahm        fesselnd 

 1 2 3 4 5 6 7  

einfach        kompliziert 

hässlich        schön 

praktisch        unpraktisch 

stilvoll        stillos 

voraussagbar        unberechenbar 

minderwertig        wertvoll 

phantasielos        kreativ 

gut        schlecht 

verwirrend        übersichtlich 

lahm        fesselnd 



Gesamteindruck des mobilen Bezahlsystem 

4. Gesamturteil 

 

5. Gesamteindruck zur Benutzbarkeit 

 

6. Gesamteindruck zur Sicherheit 

 

7. Gesamteindruck zur Interaktion 

 
 

6. Sie können Kommentare zu Ihrem Gesamteindruck abgeben 

 

 

 

 

 

 

 

 



Appendix B
Initial List of Tasks

Block 1: Training (subjects get familiar with the payment methods)

Good to buy / access Price in Euro Price range Payment method
access to room mobile payment system
cinema ticket 8.00 low debit card
cigarettes + identification 5.00 low mobile payment system
ID card + identification 30.00 medium debit card + ID card
drink at the cinema 3.00 low cash
train ticket 90.00 high mobile payment system
bottle of vodka + identification 9.00 low cash + ID card
prepaid card 30.00 medium debit card
clearance certificate + ident. 10.00 low mobile payment system + ID card
access to room key

Block 2: First free choice (subjects can choose how to pay)

Good to buy / access Price in Euro Price range Payment method
access to room
cinema ticket 8.00 low
cigarettes + identification 5.00 low
birth certificate + identification 5.00 low
bus ticket 3.00 low
Kinder surprise egg 1.00 low
prepaid card 30.00 medium
access to room
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110 B Initial List of Tasks

Block 3: Attacks (subjects get wrong bills back)

Good to buy / access Price in Euro Price range Payment method
access to room mobile payment system
cinema ticket 8.00 low debit card
cigarettes + identification 5.00 low mobile payment system
ID card + identification 30.00 medium debit card + ID card
drink at the cinema 3.00 low cash
access to room key

Block 4: Second free choice (subjects can choose how to pay)

Good to buy / access Price in Euro Price range Payment method
access to room
bottle of vodka + identification 9.00 low
coffee to go 2.00 low
post-its 2.50 low
register new flat + identification 1.00 low
video game (PEGI 18) + identification 50.00 medium
passport + identification 5.00 low
headphones 250.00 high
access to room



Appendix C
Changes of the Questionnaire between
Experiments 3 and 4

To better reflect the initial theoretic model (see Figure 3.3 in Chapter 3.2) and to
survey more of its factors, the questionnaire had to be adapted. Therefore, the fol-
lowing changes were applied to the parts of the questionnaire (italic text in brackets
pinpoints the factor of the theoretic model).

First Questionnaire

A lot of questions on a 5-point Likert scale from does not apply at all to fully ap-
plies were added to gather data of more factors of the theoretic model. They were
regarding:

• additional influencing factors (personal experience):

– security information
– experience with the system
– type of possible damage
– utility of the system
– perceived frequency of cases of damage
– perceived security
– perceived threat
– readiness to assume risks

• the fear using the payment methods cash and debit card (personal disposition,
type of threat):

– I am afraid loosing my wallet
– if I loose my wallet, I fear...

· the financial damage by loosing cash, credit card,...
· the damage on the privacy by loosing the ID card, drivers license,...
· the timely damage by re-getting the wallet, ID card, credit card,...
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112 C Changes of the Questionnaire between Experiments 3 and 4

• the importance of security information (security information):

– I regularly check my account statement
– I immediately check bills/cash register receipts
– information on who gets my data is important to me
– I get angry on security advices on my computer
– I get angry on security advices on my mobile phone

• the personal experience with fraud (personal experience, perceived frequency,
personal disposition):

– I often get wrong change
– I often get wrong debit card/credit card receipts
– I trust security-relevant electronic systems
– I already was victim of debit card-/credit card fraud
– money got already stolen from me on the internet
– I share my personal information with friends (Facebook)
– I already was victim of internet fraud
– I know a lot of persons which were defrauded on the internet

• the perceived security of security-relevant electronic systems (perceived secu-
rity) with the introduction ”I think the following security-relevant electronic
systems are secure”:

– passwords
– encryption
– fingerprint sensors
– debit cards/credit cards
– internet
– mobile phones
– electronic payment
– email
– online banking
– social networks

• the service provider (service provider):

– the provider of a service is important to me
– trust in the service provider has to be high to use a service
– the reliability of the selling point where I use the mobile payment system is

important
– to use a service at a selling point, my trust in the selling point has to be high
– my trust in ... is rather high

· civil center/administration
· cinema
· kiosk in a mall
· supermarket
· greengrocer
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· station kiosk
· snack bar
· bank
· health insurance
· doctor’s office
· provider of a service
· telecommunications provider

At last, one part of the DOSPERT questionnaire surveying the expected benefit of
risky behavior was removed, as the questionnaire was already very long and due to
the added items even grew. Furthermore, the theoretic model did not bear a reason
to use this part. Nevertheless, the parts surveying behavioral likelihood and risk
perception of performing risky behavior were kept.

Middle Questionnaire

In the middle questionnaire, a major change was that it now was given after every
transaction. Therefore, the users did not only rate the mobile payment system, but
also data about the other payment methods was gathered. Furthermore, the rating
was directly after the interaction and not, what happened in the earlier experiments,
after some other interactions in which the mobile payment system was possibly not
used.

Furthermore, questions about the perception of the risk to pay with the chosen pay-
ment method and the perception of the risk to suffer damage when paying with the
chosen payment method were added. Therefore, the following five questions built
the new middle questionnaire:

• impression of the usability (usability)
• impression of the security (perceived security)
• impression of the risk to pay with the payment method (perceived risk)
• how high do you estimate the danger to suffer damage when you pay with the

payment method (perceived threat)
• overall rating (overall rating)

Last Questionnaire

It was decided to put the focus of the experiments solely on the payment interac-
tions. Therefore, the AttrakDiff questionnaire was only used to assess payment with
the mobile payment system and not the other functions, i.e. it was removed for the
functions access, identification, and so on.

Moreover, many questions regarding the payment process and the payment interac-
tions were asked on a 5-point Likert scale from does not apply at all to fully applies:
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• the perceived frequency of a threat (perceived frequency):

– I often received wrong change
– I often received wrong debit card/credit card bills
– the mobile payment system’s receipts were often wrong

• the type of damage that occurred (perceived loss magnitude, type of threat):

– the occurred damage was...

· financially high
· timely high
· high regarding my privacy

• the trust the subject has (type of service provider):

– I have trust in the provider of the mobile payment system
– the trustability of the selling point ... was high

· kiosk
· supermarket

• the type of damage the subject is afraid of (type of thread):

– I am afraid to loose my mobile payment system/mobile phone
– if I loose my mobile payment system/mobile phone, I am afraid of...

· the financial damage by loosing cash, credit card,...
· the damage on the privacy by loosing the ID card, drivers license,...
· the timely damage by re-getting the wallet, ID card, credit card,...

• the motivation of the subject (urge of use/motivation):

– my motivation to conduct the performed shopping was rather high
– the urgency of the shopping was rather high

• the information the subject had and got from the mobile payment system (secu-
rity information):

– the mobile payment system indicates enough information about the pay-
ment processes

– the mobile payment system indicates enough security advices
– the mobile payment system should indicate which data is transmitted
– the mobile payment system should indicate more responses
– I get angry about the security advices of the mobile payment system

• the perceived security of the payment methods (perceived security):

– I think the mobile payment system is secure
– I think debit cards are secure
– I think cash is secure

The final part of this last questionnaire was altered like the middle part of the ques-
tionnaire, i.e. the question regarding the interaction was removed. Instead, questions
surveying the perceived risk and the perceived danger to suffer damage were added.
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Experiment zur Gebrauchstauglichkeit eines 
mobilen Bezahlsystems 

 

Angaben zur Person 

Geschlecht      ___________________ 

Alter       ___________________ 

Beruf       ___________________ 

Muttersprache      ___________________ 

Besitzen Sie ein Mobiltelefon?      Ja      Nein 

Wenn ja, ist es ein Smartphone?    Ja      Nein 

 

Hier sind unterschiedliche Eigenschaften, die eine Person haben kann. Wahrscheinlich 
werden einige Eigenschaften auf Sie persönlich voll zutreffen und andere überhaupt nicht. 
Bei wieder anderen sind Sie vielleicht unentschieden. 

Antworten Sie bitte anhand der folgenden Skala. 

Der Wert 1 bedeutet: trifft überhaupt nicht zu 

Der Wert 7 bedeutet: trifft voll zu 

Mit den Werten zwischen 1 und 7 können Sie ihre Meinung abstufen. 

 

Ich bin jemand, der… 1 2 3 4 5 6 7

gründlich arbeitet        

kommunikativ, gesprächig ist.        

manchmal etwas zu grob zu anderen ist.        

originell ist, neue Ideen einbringt.        

sich oft Sorgen macht.        

verzeihen kann.        

eher faul ist.        

aus sich herausgehen kann, gesellig ist.        

künstlerische Erfahrungen schätzt.        

leicht nervös wird.       

Aufgaben wirksam und effizient erledigt.       

zurückhaltend ist.       

rücksichtsvoll und freundlich mit anderen umgeht.       

eine lebhafte Phantasie, Vorstellung hat.       

entspannt ist, mit Stress gut umgehen kann.       

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 



Trifft 

gar 
nicht 

zu

  

Trifft 

voll 

zu

Ich informiere mich über elektronische Geräte, auch wenn ich 
keine Kaufabsicht habe.  

     

Ich liebe es, neue elektronische Geräte zu besitzen.       

Ich bin begeistert, wenn ein neues elektronisches Gerät auf den 
Markt kommt.  

     

Ich gehe gern in den Fachhandel für elektronische Geräte.       

Es macht mir Spaß, ein elektronisches Gerät auszuprobieren.       

Ich kenne die meisten Funktionen der elektronischen Geräte, 
die ich besitze.  

     

Ich habe bzw. hätte Verständnisprobleme beim Lesen von 
Elektronik- und Computerzeitschriften.  

     

Es fällt mir leicht, die Bedienung eines elektronischen Geräts zu 
lernen.  

     

Ich kenne mich im Bereich elektronischer Geräte aus.       

Elektronische Geräte helfen, an Informationen zu gelangen.       

Elektronische Geräte ermöglichen einen hohen 
Lebensstandard.  

     

Elektronische Geräte erhöhen die Sicherheit.       

Elektronische Geräte machen unabhängig.       

Elektronische Geräte erleichtern mir den Alltag.      

Elektronische Geräte verringern den persönlichen Kontakt 
zwischen den Menschen.  

     

Elektronische Geräte verursachen Stress.       

Elektronische Geräte machen krank.       

Elektronische Geräte machen vieles umständlicher.       

Elektronische Geräte führen zu geistiger Verarmung.       



Menschen sehen in bestimmten Situationen ein Risiko, falls Unsicherheit hinsichtlich 
möglicher Ergebnisse oder Konsequenzen besteht und für Sie 'ungünstige' Folgen 
auftreten können. Das Risiko wird jedoch sehr persönlich und intuitiv wahrgenommen, 
und wir möchten gerne erfahren, wie risikoreich Sie jede der Situationen einschätzen. 
Schätzen Sie für jede der folgenden Aussagen den Risikograd ein. Benutzen Sie dafür 
folgende Skala von 1 bis 5: 
____________________________________________________________ 
     1              2                 3                     4                  5 
überhaupt                                   ein gewisses                       sehr hohes  
kein Risiko                Risiko              Risiko 
 

 1 2 3 4 5

zugeben, dass Ihr Geschmack anders ist als der Ihrer Freunde? 
     

in der Wildnis fernab von Zivilisation und Campingplätzen zelten? 
     

ein Tageseinkommen beim Pferderennen verwetten? 
     

eine illegale Droge für den eigenen Gebrauch kaufen? 
     

bei einer Prüfung schummeln? 
     

einen Tornado mit dem Auto verfolgen, um dramatische Bilder machen zu können? 
     

10% Ihres Jahreseinkommens in ein mäßig wachsendes Wertpapierdepot investieren? 
     

fünf oder mehr Gläser Alkohol an einem einzigen Abend zu sich nehmen? 
     

einen bedeutenden Betrag vom Einkommen nicht in der Steuererklärung angeben? 
     

bei einem wichtigen Thema anderer Meinung sein als Ihr Vater? 
     

bei einem Pokerspiel ein Tageseinkommen aufs Spiel setzen? 
     

eine Affäre mit einem verheirateten Mann oder einer verheirateten Frau haben? 
     

die Unterschrift von jemandem fälschen? 
     

die Arbeit von jemand anderem als die eigene ausgeben? 
     

in einem Dritte-Welt-Land Urlaub machen, ohne die Fahrt und die Hotel Unterbringung 

vorgeplant zu haben? 
     

über eine Angelegenheit mit einem Freund/einer Freundin diskutieren, über die er/sie 

eine andere Meinung hat? 
     

eine Skipiste befahren, die Ihre Fähigkeiten übersteigt oder geschlossen ist? 
     

5% Ihres Jahreseinkommens in eine sehr spekulative Aktie investieren? 
     

Ihren Chef um eine Gehaltserhöhung bitten? 
     

illegal Software kopieren? 
     

während der starken Wasserströmung im Frühling an einer Wildwasser-Schlauchboot-
Tour teilnehmen? 

     

Ihr Tageseinkommen auf das Ergebnis eines Sport-Ereignisses (Fußball, Basketball, etc.) 

setzen? 
     

Einem/r Freund/in erzählen, dass dessen/deren Partner Dir Avancen gemacht hat? 
     

5% Ihres Jahreseinkommens in eine konservative Aktie investieren? 
     

einen kleinen Gegenstand (Lippenstift, Füller etc.) aus einem Geschäft stehlen? 
     

gelegentlich provokative oder unkonventionelle Kleidung tragen? 
     

sich auf ungeschützten Sex einlassen? 
     

von einer bezahlten Kabelleitung fürs Fernsehen eine weitere illegale Leitung 
abzweigen? 

     

sich auf dem Beifahrersitz im Auto nicht anschnallen? 
     



 
 
 


Trifft gar 

nicht zu
  

Trifft voll 

zu

Der Anbieter eines Dienstes ist mir 
wichtig 

     

Um einen Dienst zu nutzen muss das 
Vertrauen in den Anbieter hoch sein 

     

Die Vertrauenswürdigkeit der 
Verkaufsstelle an der ich das mobile 

Bezahlsystems nutze ist mir wichtig 

     

Um einen Dienst an einer 
Verkaufsstelle zu nutzen muss mein 
Vertrauen in diese hoch sein 

     

 

10% Ihres Jahreseinkommens in Staatsanleihen (Schatzbriefe) investieren? 
     

regelmäßig gefährlichen Sport (wie z. B . Klettern, Fallschirmspringen etc.) treiben? 
     

ohne Helm Motorrad fahren? 
     

das Einkommen einer Woche im Casino verspielen? 
     

einen Job, der Spaß macht, einem Job mit Prestige aber weniger Spaß, vorziehen? 
     

eine heikle Sache, an die Sie glauben, bei einem öffentlichen Anlass verteidigen? 
     

sich der Sonne aussetzen, ohne sich eingecremt zu haben? 
     

wenigstens einmal Bungee-Jumping ausprobieren? 
     

Ihr eigenes, kleines Flugzeug fliegen, wenn Sie die Gelegenheit hätten? 
     

nachts alleine durch einen unsicheren Stadtteil nach Hause gehen? 
     

regelmäßig hoch cholesterinhaltiges Essen zu sich nehmen? 
     



 
Eindruck zur Benutzbarkeit der Bezahlmethode 

 

Eindruck zur Sicherheit der Bezahlmethode 

 

Gesamturteil zu der Bezahlmethode 

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 



Benutzung des mobilen Bezahlsystems 


Trifft gar 
nicht zu

  
Trifft voll 

zu

Der entstandene Schaden war…      

finanziell hoch      

zeitlich hoch      

meine Privatsphäre betreffend hoch      

 
 
 


Trifft gar 

nicht zu
  

Trifft voll 

zu

Ich halte das mobile Bezahlsystem für 
sicher 
 

     

Ich halte EC-Karten für sicher 
 

     

Ich halte Bargeld für sicher 
 

     



Gesamteindruck des mobilen Bezahlsystems 

 

Eindruck zur Benutzbarkeit des mobilen Bezahlsystems 

 

Eindruck zur Sicherheit des mobilen Bezahlsystems 

 

Gesamturteil zu des mobilen Bezahlsystems 

 

 

Sie können Kommentare zu Ihrem Gesamteindruck abgeben 
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Experiment to assess the usability of a 
mobile payment system 

 

Personal Data 

Gender       ___________________ 

Age       ___________________ 

Occupation      ___________________ 

Native language     ___________________ 

Do you own a mobile phone?      Yes      No 

Is it a smartphone?      Yes      No 

 

 

Here are some characteristics that may describe you. Read each statement and mark the 
score that most accurately indicates the extent to which you agree or disagree with that 
statement. The scoring key is as follows: 
 
1 means: disagree strongly 
7 means: agree strongly 
 

I see myself as someone who: 1 2 3 4 5 6 7

is reserved        

is generally trusting        

tends to be lazy        

is relaxed, handles stress well        

has few artistic interests        

is outgoing, sociable        

tends to find fault with others        

does a thorough job        

gets nervous easily        

has an active imagination       

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 



Disa

gree 
stro

ngly

  

Agree 
strong

ly

I gather information about electronic devices even if I do not 
want to buy them.  

     

I love to own new electronic devices.       

I’m excited when a new electronic device becomes available.       

I like visiting shops specialized on electronic devices.       

I enjoy to test electronic devices.       

I know most of the functions of the electronic devices I own.       

I have or would have problems understanding journals about 
electronics or computers.  

     

It is easy for me to learn the handling of an electronic device.       

I know a lot in the field of electronic devices.       

Electronic devices help to get information.       

Electronic devices enable a high standard of living.       

Electronic devices increase security.       

Electronic devices make independent.       

Electronic devices facilitate everyday live.      

Electronic devices reduce the amount of contact between 
people.  

     

Electronic devices cause stress.       

Electronic devices facilitate illness.       

Electronic devices make a lot more cumbersome.       

Electronic devices lead to intellectual depletion.       



For each of the following statements, please indicate the likelihood that you would engage in 
the described activity or behavior if you were to find yourself in that situation. Provide a 
rating from Extremely Unlikely to Extremely Likely, using the following scale: 
 
     1              2                 3                     4                  5 
Not at all              Somewhat           Extremely 
   Risky                Risky                Risky 
 

 1 2 3 4 5

 Admitting that your tastes are different from those of a friend      

 Going camping in the wilderness      

 Betting a day’s income at the horse races      

 Investing 10% of your annual income in a moderate growth mutual fund      

 Drinking heavily at a social function      

 Taking some questionable deductions on your income tax return      

 Disagreeing with an authority figure on a major issue      

 Betting a day’s income at a high-stake poker game      

 Having an affair with a married man/woman      

 Passing off somebody else’s work as your own      

 Going down a ski run that is beyond your ability      

 Investing 5% of your annual income in a very speculative stock      

 Going whitewater rafting at high water in the spring      

 Betting a day’s income on the outcome of a sporting event (F)      

 Engaging in unprotected sex      

 Revealing a friend’s secret to someone else      

 Driving a car without wearing a seat belt      

 Investing 10% of your annual income in a new business venture      

 Taking a skydiving class      

 Riding a motorcycle without a helmet      

 Choosing a career that you truly enjoy over a more secure one      

 Speaking your mind about an unpopular issue in a meeting at work      

 Sunbathing without sunscreen      

 Bungee jumping off a tall bridge      

 Piloting a small plane      

 Walking home alone at night in an unsafe area of town      

 Moving to a city far away from your extended family      

 Starting a new career in your mid-thirties      

 Leaving your young children alone at home while running an errand      

 Not returning a wallet you found that contains $200      

 Admitting that your tastes are different from those of a friend      

 Going camping in the wilderness      

 Betting a day’s income at the horse races      

 Investing 10% of your annual income in a moderate growth mutual fund      



 
 
 
 
 


Disagree 

strongly
  

Agree 

strongly

The provider of a service is important 
to me 

     

Trust in the service provider has to be 
high to use a service 

     

The reliability of the selling point 
where I use the mobile payment 
system is important 

     

To use a service at a selling point, my 
trust in the selling point has to be high 

     

 Drinking heavily at a social function      

 Taking some questionable deductions on your income tax return      

 Disagreeing with an authority figure on a major issue      

 Betting a day’s income at a high-stake poker game      

 Having an affair with a married man/woman      

 Passing off somebody else’s work as your own      



 
Overall rating 

 

Impression of the usability 

 

Impression of the security 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 



Usage of the mobile payment system 


Disagree 
strongly

  
Agree 

strongly

The occurred damage was... 
 

     

financially high 
 

     

timely high 
 

     

high regarding my privacy 
 

     

 
 
 


Disagree 

strongly
  

Agree 

strongly

I think the mobile payment system is 
secure  

     

I think debit cards are secure 
 

     

I think cash is secure  
 

     



Overall perception of the mobile payment system 

Overall impression of the usability 

 

Overall impression of the security 

 

Overall rating 

 

 

You can give comments regarding you overall perception: 

 

 

 

 

 

 

 

 



Appendix F
Final List of Tasks

Block 1: Training (subjects get familiar with the payment methods)

Good to buy Price in Euro Price range Payment method
sweets 2.00 low mobile payment system
bus ticket 3.00 low debit card
soft drink 1.50 low cash

Block 2: First free choice (subjects can choose how to pay)

Good to buy Price in Euro Price range Payment method
2 cinema tickets 16.00 medium
headphones 250.00 high
Kinder surprise egg 1.00 low
soft drink 1.50 low
book 20.00 medium
video game console 200.00 high
video game 40.00 medium
newspaper 1.00 low
clock 150.00 high

Block 3: Attacks (subjects get wrong bills back)

Good to buy Price in Euro Price range Payment method
sweets 2.00 low debit card
bread roll 1.00 low cash
coffee to go 2.00 low mobile payment system
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132 F Final List of Tasks

Block 4: Second free choice (subjects can choose how to pay)

Good to buy Price in Euro Price range Payment method
cigarettes 5.00 low
computer mouse 25.00 medium
smartphone 179.00 high
2 theater tickets 140.00 high
video game 50.00 medium
post-its 2.50 low
t-shirt 15.00 medium
shoes 99.00 high
paper clips 2.50 low
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107. Sebastian Möller, Roman Englert, Klaus-Peter Engelbrecht, Verena Hafner, Anthony Jame-
son, Antti Oulasvirta, Alexander Raake, and Norbert Reithinger. MeMo: Towards automatic
usability evaluation of spoken dialogue services by user error simulations. In Ninth Interna-
tional Conference on Spoken Language Processing, 2006.
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