Technische
Universitat
Berlin

A Structure for Protection of Security-
Sensitive ICs against Attacks through

Silicon Backside

vorgelegt von
M. Sc.

Elham Amini
ORCID: 0000-0002-4580-4243

an der Fakultat IV — Elektrotechnik und Informatik
der Technischen Universitat Berlin
zur Erlangung des akademischen Grades
Doktor der Ingenieurwissenschaften
- Dr.-Ing. —

genehmigte Dissertation

Promotionsausschuss:
Vorsitzender: Prof. Dr. Roland Thewes

Gutachter:
Gutachter:
Gutachter:
Gutachter:

Prof. Dr. Christian Boit

Prof. Dr. Bernd Szyszka

Prof. Dr. Jean-Pierre Seifert

Prof. Dr. Navid Asadi, University of Florida

Tag der wissenschaftlichen Aussprache: 26. Juni 2020
Berlin 2021






Helmholtz #7473
Research et
School on E P
Security Technologies

This dissertation was started as a part of Helmholtz Research School on Security
Technologies (HRSST) and supported by this school.






Dedicated to my family






Abstract

Security sensitive integrated circuits (ICs) are subject to hardware attacks on secure
data. In the past few years, optical signal tracking methods accessing the IC through the
chip backside have become the most successful attack risks.

Modern ICs are equipped with various hardware and software countermeasures to
protect secret data and intellectual property (IP) against known attacks. These
countermeasures include protective mesh layers, different sensors, shields, and
physically unclonable functions (PUFs). However, the chip backside is still exposed,
and proper and affordable protection of the IC backside against focused ion beam (FIB)
and optical attacks is missing. Accordingly, the available countermeasures can be
circumvented by attacks through the silicon back surface.

This work presents, realizes and develops an efficient and cost-effective structure to
protect ICs against hardware attacks through the chip backside. Since there is no cost-
efficient way to connect the backside to the frontside electrically, a proper protection
structure for the backside must be based on optics. The structure presented here is an
optically active thin film that is deposited on the IC back surface. The integrity of the
layer is checked by an optical signal generated and detected inside the chip using IC
elements. The protective layer is opaque to the infrared light and provides an angle-
dependent reflectivity. Thus, the laser light cannot penetrate the IC, and the photon
emission of the IC structure cannot leave the IC through the silicon backside. In the
developed protection method, the IC structures are administrated as a light-emitting
device and light-sensing devices. A p-n junction is forward-biased to emit an optical
signal in all directions toward the IC backside. The light reflected from the IC backside
is absorbed by several reverse-biased p-n junctions (drain or source of the transistors),
creating a photocurrent. The layer changes the intensity of the reflected light depending
on the angle of incidence of the light. Therefore, the photocurrent of the detectors is a
signature of the layer. If the layer is damaged or removed, the signal of the detectors
will change. Then, the device will not be able to confirm the integrity of the layer.
Subsequently, the secret data stored on the device will be destroyed. In order to achieve
an efficient protection structure, parameters including optical signals, the light emitter,
detectors, the protection layer, and the position of the structures are optimized together.
In this work, two optically active thin films that are qualified for this purpose are
designed and produced by the sputtering method. The layers are characterized by
ellipsometry and the Automated reflectance/transmittance analyzer (ARTA). The
concept of the protection mechanism is evaluated by electrical measurements on the IC
structure. The photocurrent of the detectors is analyzed when the layer is deposited on
the IC backside and when the layer is removed. The results have confirmed the effect
of the layer on the photocurrent of the detectors. Hence, any harms to the layer can be
detected by electrical measurements on the IC circuit. This work also discusses the



advantages and drawbacks of the protection mechanism, and possibilities for its
application are examined.

These investigations lead to the conclusion that the protection structure, after
optimization of the critical parameters, becomes a comprehensive countermeasure. It
would be a very low-cost process and capable of preventing both physical and optical
attacks through the chip back surface. This protection structure can be used for all types
of security-sensitive ICs with different size, technology, and bulk thickness.
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Zusammenfassung

Sicherheitsempfindliche integrierte Schaltkreise (ICs) sind Hardware-Angriffen auf
sichere  Daten  ausgesetzt. In den letzten Jahren sind  optische
Signalverfolgungsmethoden, die iiber die Chip-Riickseite auf den IC zugreifen, zu den
grofiten Angriffsrisiken geworden.

Moderne ICs sind mit verschiedenen Hardware- und Software-Gegenmafinahmen
ausgestattet, um geheime Daten und geistiges Eigentum (IP) vor bekannten Angriffen
zu schiitzen. Diese GegenmaBnahmen umfassen Gitterschichten, verschiedene
Sensoren, Abschirmungen und Physically Unclonable Functions (PUFs). Die
Chipriickseite ist jedoch immer noch ungeschiitzt, und es fehlt ein angemessener und
erschwinglicher Schutz der Chip-Riickseite gegen fokussierte Ionenstrahlen (FIB) und
optische Angriffe. Dementsprechend konnen alle verfiigbaren Gegenmafinahmen
mittels Angriffen durch die Silizium-Riickseite umgangen werden.

In dieser Arbeit wird eine effiziente und kostengiinstige Struktur zum Schutz von ICs
gegen Hardware-Angriffe durch die Chip-Riickseite vorgestellt, realisiert und
entwickelt. Da es keine kostengiinstige Moglichkeit gibt, die Riickseite mit der
Vorderseite elektrisch zu verbinden, muss eine geeignete Schutzstruktur flir die
Riickseite auf optischen Prinzipien basieren. Die hier vorgestellte Struktur ist ein
optisch aktiver Diinnfilm, der auf der IC-Riickseite aufgebracht wird. Die Intaktheit der
Schicht wird durch ein optisches Signal tiberpriift, das im Inneren des Chips mit Hilfe
von IC-Elementen erzeugt und detektiert wird. Die Schutzschicht ist fiir Infrarotlicht
undurchldssig und bietet eine winkelabhingige Reflektivitit. Dadurch kann das
Laserlicht nicht in den IC eindringen, und die Photonenemission der Schaltung kann
den Chip nicht durch die Silizium-Riickseite verlassen. Fiir die entwickelte
SchutzmafBnahme werden IC-Strukturen als lichtemittierende und lichtempfindliche
Bauelemente verwendet. Ein p-n-Ubergang wird in Vorwirtsrichtung vorgespannt, um
ein optisches Signal in alle Richtungen zur IC-Riickseite zu emittieren. Das von der IC-
Riickseite reflektierte Licht wird von mehreren in Sperrichtung vorgespannten p-n-
Ubergingen (Drain oder Source der Transistoren) absorbiert, wodurch ein Fotostrom
erzeugt wird. Die Schicht verdndert die Intensitit des reflektierten Lichts in
Abhéngigkeit vom Einfallwinkel des Lichts. Daher stellt der Fotostrom der Detektoren
eine Signatur der aufgebrachten Schicht dar. Wenn die Schicht beschéddigt oder entfernt
wird, dndert sich das Signal der Detektoren und folglich kann die Integritét der Schicht
nicht mehr bestitigt werden. In der Folge kann der IC alle auf dem Gerét gespeicherten
vertraulichen Daten 16schen. Um eine effiziente Schutzstruktur zu erreichen, werden
Parameter wie optische Signale, Lichtsender, Detektoren, die Schutzschicht, und die
Position der Strukturen gemeinsam optimiert.

In dieser Arbeit werden zwei dafiir geeignete optisch aktive Diinnschichten entworfen
und im Sputterverfahren hergestellt. Die Schichten werden durch Ellipsometrie und
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Automatisierter Reflexions-/Durchléssigkeitsanalysator (ARTA) charakterisiert. Das
Konzept des Schutzmechanismus wird durch elektrische Messungen an der IC-Struktur
bewertet. Der Fotostrom der Detektoren wird sowohl analysiert, wenn die Schicht auf
der IC-Riickseite aufgebracht ist, als auch wenn die Schicht entfernt wurde. Die
Ergebnisse bestitigen den Einfluss der Schicht auf den Photostrom der Detektoren.
Folglich kdnnen eventuelle Schiadigungen der Schicht durch elektrische Messungen an
der IC-Schaltung nachgewiesen werden. In dieser Arbeit werden auch die Vor- und
Nachteile des Schutzmechanismus diskutiert und Mdglichkeiten der Anwendung
untersucht.

Diese Untersuchungen lassen den Schluss zu, dass die Schutzstruktur, nach der
Optimierung der kritischen Parameter, zu einer vollstindigen GegenmafBnahme wird.
Es wiire ein sehr kostengiinstiges Verfahren und in der Lage, sowohl physische als auch
optische Angriffe durch die Chip- Riickseite zu verhindern. Diese Schutzstruktur kann
fiir alle Arten von sicherheitsempfindlichen ICs mit unterschiedlicher GroBe,
Technologie und Dicke verwendet werden.
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Summary of the Thesis

1. Idea and Motivation

This research work aims to develop an efficient and cost-effective protection structure
of ICs against hardware attacks through the chip backside.

1-1. Why is the security of the backside so important?

In recent years it has been proven that attacks from the chip backside are a significant
risk for security devices. One of the reasons is that because the optical techniques on
the backside are able to produce quantitatively significant signals, adversaries can drive
any nodes and extract the information. Such attacks are performed through the backside
not only because the backside is unprotected, but also the nodes can be easily accessed
through the backside, and the precision can be increased. All countermeasures
implemented on the IC frontside can be circumvented by attacks through the silicon
backside. This fact reveals how the security of the backside is significant.

A review of the attacks carried out from the chip backside indicates that such assaults
can be divided into two categories: the first category involves all the attacks which
physically damage the IC backside, for instance, through milling the silicon substrate
or making a hole using FIB and microprobing. The second category contains attacks
that are carried out without any physical tampering (without chip preparation or silicon
thinning), using optical techniques through the silicon backside.

1-2. What are the features of an appropriate protection structure for the chip
backside?
An appropriate protection structure to shield the device against infiltration would have
to detect any external interference to the chip backside and must be opaque to the
infrared (IR) wavelength. IR is the wavelength of the photoemission from silicon
devices; the silicon substrate, which makes up the IC backside, is transparent to the IR
lasers as well. Furthermore, the protection structure should be inexpensive and should
not present area overheads.



2 Summary of the Thesis

A cost-efficient way to electrically connect the backside to the frontside of an IC
currently does not exist, except with through-silicon via (TSV), which is expensive. So,
the backside is not easily electrically protectable. Therefore, the natural way to design
a protection structure should be based on optics. In other words, it is necessary to have
a structure on the chip backside as well as optics to provide a signal that is specific to
this structure.

2. Introduce, develop, realize and evaluate a protection structure for the

backside

2.1 Backside protection enters the new ground, and basic research is required

Designing a protection structure based on light is not an easy job, and it has many
requirements. First, the optical signal must be generated inside the chip so, a light
emitter inside the IC is needed. Second, the optical signal must travel through the silicon
bulk; hence, the optics must be in the range of the wavelength to which silicon is
transparent. The third requirement is that the optical signal should carry some
information about the IC back surface. Thus, the optics must interact with the backside,
and the back surface must affect the optical signal. The fourth necessity is a detector
that is capable of detecting the optical signal and converting it to the measurable
electrical signal by the IC. In order to have a successful protection structure, all these
four parameters need to be optimized. All these critical factors influence each other and
must be optimized together.

2-2. Light emitter

In order to generate the optical signal inside the semiconductor chip, it is necessary to
have a light emitter that is able to emit inside the chip in a spectral range that silicon is
transparent to. The only available structures within the IC are located on the circuitry
side, i.e., the IC elements. Thus, an IC structure must be used as a light emitter. In each
modern IC, there are plenty of transistors - devices that contain a drain, a source, and a
gate. The drain and the source of the transistors are the regions where an n-type
semiconductor is doped into the p-type silicon bulk (for n-type transistors). The
boundary of the doped area in the silicon bulk forms a p-n junction. A forward-biased
p-n junction is a light emitter device that is capable of emitting photons. As almost all
available chips are made of silicon, the only option is to use a silicon p-n junction as a
light emitter (LE in Fig 0. 1). Although silicon is an indirect semiconductor,
electroluminescence still occurs. However, to generate sufficient photons, a high-level
of voltage must be applied to a silicon p-n junction. A forward-biased silicon p-n
junction creates photon energies close to the silicon bandgap (infrared region) with a
deviation of around 0.1eV. The generated photons are partly absorbed by silicon bulk



Summary of the Thesis 3

when traveling inside the chip. The intensity of the photon in each point inside the
silicon strongly depends on the energy of the photons, traveling length, and properties
of the silicon bulk. When the silicon bulk is low doped, the absorption rate in the silicon
bulk is lower. To generate an optical signal inside IC, which must be transportable inside
the silicon bulk and detectable by detectors, some parameters of the light source such as
the size of the device and input power to the light emitter must be optimized. The
generation and transportation of photons in silicon are discussed in more detail in
Chapter 2.

2-3. Light detector

To observe the IC back surface optically, the optical signal that carries information
about the backside must be detected and transformed into a measurable electrical signal.
For this purpose, the drain and the source of transistors can be used as light detectors
(PDs in Fig 0. 1). A reverse-biased p-n junction acts as a photodetector, where the
absorbed photons create a current. The current is directly proportional to the intensity
of the incident light. Therefore, measuring the photocurrent of detectors provides
specific information about the backside.

2-4. Protection structure

As mentioned before, a proper protection structure for the IC back surface must be
opaque to the IR light. This structure can be an opaque layer coated on the chip
backside. Since the backside is not electrically controllable, the monitoring of the
coated layer must be performed optically. Hence, the optical signal must carry some
information about the protection structure. The opacity of the layer is necessary but not
enough; in addition to opacity, the layer coated on the back surface must affect the
optical signal. Therefore, the protection layer must be optically active and change the
optical signal. Both light-emitting and light-sensing devices are placed on the circuitry
side of the IC. The light emitted by the sender travels toward the IC backside, and after
interacting with the back surface reflects toward the circuity side, which will be detected
by the detectors. Therefore, the backside layer must change the reflection of the light.
As can be seen Fig 0. 2 infrared reflectivity of the silicon-air interface versus angle
(blue line) shows that for angles larger than 17°, there is a total reflection. The most
interesting property that the protective layer may provide could be angle-dependent
reflectivity. The optical signal generated by the light emitter after traveling through the
silicon bulk reaches the backside; then, it must be affected by the protective layer.
Since, in the absence of the layer, the reflectivity for the angles larger than 17° is 100%,
the layer must reduce the reflectance. In order to take advantage of the angle-dependent
reflectivity property, the reduction must be dependent on the angle of incidence.
Accordingly, the light detectors must be located at different intervals from the light
emitter to detect light with the different angles of incidence. The story is illustrated



4 Summary of the Thesis

schematically in Fig 0. 1. A critical issue about the layer is that how the reduction in
the reflectance should be, in order to be beneficial in this method; the reflectivity
depends on the generated optical signal, the dimension of the chip, and the depth of the
bulk silicon which determines light path length and location of the detectors. The light
that needs to be detected in a wide angle must travel considerable lengths inside the
silicon (especially when the silicon bulk is very thick), which exponentially reduces the
intensity of the light. Consequently, the ratio of the noise to the signal on the detector
increases. Therefore, for the layer to have a noticeable effect on the signal of the
detector, it would be beneficial for the layer to provide a substantial reduction in
reflectivity at large angles. On the other hand, to have a strong enough optical signal at
greater distances, a higher power must be applied to the light emitter, which is
unfavorable. One needs to make a trade-off between applied power to the light emitter
and reduction of the light intensity made by the layer.
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Protection layer with the property of angle-dependent reflectivity

Fig 0. 1 Schematic of the protection concept: the cross-section of the IC where the IC backside is
protected by a protection layer that provides angle-dependent reflectivity. The drain of a transistor (LE)
is operated in forward bias condition and acts as a light emitter, emitting light in all directions inside the
silicon towards the IC backside. The light reflected on the chip backside travels through silicon bulk and
is absorbed by the drain of the transistors placed at different intervals from the LE operating in reverse
bias mode and acting as detectors.

2-5. Design and production of the protection layer

In order to achieve a proper protection layer, several parameters need to be defined,
such as which kind of material to use and which technology to use for depositing the
layer. The thickness of the layer and the condition of the deposition process (e.g.,
temperature, pressure, power) must be optimized. There is a wide range of materials
that must be tested. In this work, the reflectivity of several materials like aluminum
(Al), gold (Au), titanium (T1), and, silver (Ag) as well as their combination with the
oxide layers such as TiO,, ITO, SiO», are investigated by using a simulation technique.
Among them, a layer of silver sandwiched between two layers of indium tin oxide (ITO-
Ag-ITO) and a layer of titanium sandwiched between two layers of titanium dioxide
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(Ti02-Ti-TiO2) can provide the angle-dependent reflectivity property and can be
opaque to the infrared light. Fig 0. 2 illustrates the reflectivity of the silicon coated by
the mentioned layers. The required thickness of the layer has been determined by a
model. In this work, the layers are deposited on the IC backside by the magnetron
sputtering at room temperature. The deposition process is optimized to achieve the layer
with the needed thickness and properties defined by modeling. The deposition
technique, optimization, and characterization of the layer are discussed in the third
chapter.

[y
o
T

Si

=]
Qo

=]
Qo

B
[=]

Si-TiO2-Ti-Ti02

N
(=)

%R
TN T T T U A N O A O A O

o

0 20 40 60 80
Angle (°)

Fig 0. 2 Calculated reflectivity of silicon back surface (blue line), silicon coated with ITO-Ag-ITO (green
line), and silicon coated with TiO2-Ti-TiO2 (red line) at a wavelength of 1110nm, the light source and
detector are assumed inside the silicon.

2-6. Attack detection

In this protection mechanism, the integrity of the protection structure is checked by
observing the signal of the detectors. For this purpose, the photocurrent of detectors is
measured, while the backside is covered by the protection layer. A pattern of the ratio
of these photocurrents is stored on the IC. To check the integrity of the layer, each time
the same measurement on the detectors is performed and compared to this pattern. The
pattern must be the ratio of the photocurrent of the detectors, but not the absolute value
of the photocurrents to avoid the effect of the changes in the input voltage on the pattern.
According to Fig 0. 1, the pattern can be:

I I I
1/,2 & 2/13& 1/13 E-1
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where “I” is the photocurrent of a detector after the layer is coated on the IC backside
and is intact. As long as the ratio of the measured photocurrents is the same as the
pattern and confirms the angle dependence of the intact coating, the integrity of the
coating is verified, so no attack has occurred.

If the layer on the IC backside is somehow destroyed, the intensity of the reflected light
will change. The changes in the light intensity result in changes to the photocurrent of
the detectors. Consequently, the ratio of the signals of the detectors would not be the
same as the pattern stored on the IC, which indicates that an assault happens, as shown
in E-2. Therefore, the device should be disabled, or the sensitive data should be cleared
away by disabling circuitry that may be included in the device to prevent the attackers
from accessing the secret data.

I I I I I I
1/,,2 & 2/1,3& 1/1,3 + 1/12 & 2/,3& 1/,3 E-2

2-7. Test Structure

Another factor that plays a significant role is the dimension of the chip that must be
protected. In this method, at least three detectors are needed, which should be placed at
different intervals from the light emitter to provide a variety of angles of detection.
Considering the angle-dependent reflectivity of the layer illustrated in Fig 0. 2, it is not
recommended to use detectors that detect light with an angle of incidence (AOI) below
17°, as reflectivity is constant for this range of angles. Therefore, detectors must be
chosen in the distances that detect light with an AOI greater than 17°. In order to use
the angle-dependent property of the layer, the detectors must detect light with different
AOIs larger than 17°, i.e., the angles that provide a different reduction in the reflectance,
such as 25°, 45°, and 65°. Thus, the angle dependence property of the layer is a very
crucial factor because it determines the place of the detectors as well as the distance
that light has to travel. When the chip is very thick, the light must travel a long distance
to get to the detectors; consequently, absorption of light in silicon increases, so a higher
light intensity must be provided by the light emitter. One solution to detect light with a
wide angle of incidence and a short light path length is to thin the silicon bulk. Another
benefit of having a thin silicon bulk is that absorption in the silicon bulk is reduced;
hence, less light intensity is required. A smaller light emitter or a lower power to apply
to the light emitter can be used. For instance, in an IC with a thickness of 300um to
detect light with AOIs of 25°, 45°, and 65°, detectors should be placed at a distance of
280um, 600um, and 1287um respectively from the light emitter. These distances
change to 47um, 100um, and 215um for a chip with a thickness of 50um. Fig 0. 3
shows this schematically. Therefore, this protection mechanism is suitable for both
small devices like smartcards and large devices like FPGAs. Clearly, the size of the
light emitter, location of the detectors, intensity and energy of the optical signal,
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properties of the protection layer, and dimension of the chip are not independent of each
other and must be optimized together.
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Fig 0. 3 Schematic cross-section of the location of light emitter (LE) and three detectors. The location of
the detectors is determined by the properties of the layer and thickness of the chip. To detect the light
with AOI of 25°, 45°, and 65°, the distance between the LE and detectors (x) must be 47pum, 100pum, and
215um respectively in an IC with a thickness of 50um (PDs) and distances 280pum, 600pum, and 1287um
when the thickness is 300um (PDs").

2-8. Proof of attack detection and optimizing the parameter

This work also investigates the attack detection ability of the proposed protection
mechanism. The optically active layers of ITO-Ag-ITO and TiO2-Ti-TiO2 are
evaluated separately. Each layer is deposited on the IC backside as the protection
structure. A drain of a transistor driven in forward bias condition is utilized as a light
source. The photocurrent of several reverse-biased p-n junctions is measured in the
presence and absence of the layer. The effect of the layer on the photocurrents is
analyzed. The photodetectors are chosen at different intervals from the light emitter,
which provides detection of light at different angles of incidence. The light emitter is a
high-doped silicon p-n junction, and the generated photons have energy close to the
silicon bandgap (1.1 eV). Besides the fact that silicon is not an efficient light emitter as
it is an indirect bandgap semiconductor, the generated photons are partly absorbed by
silicon bulk before reaching the detectors. Therefore, it is necessary to apply high
forward bias to the light emitter to get enough light at the farthest detector. The first
issue that came up in the experiment was the degradation of the transistor, whose drain
was used as a light emitter. When a high forward-bias was applied to the drain, a large
number of the carriers injected into the device and damaged the gate of the transistor.
To overcome this issue, an individual p-n junction is designed in the test device and
utilized as the light emitter. Another issue with the light source is that when a high
forward bias applied to the emitter, it may create a leakage current that travels in parallel
with the light. When the light travels a long distance, this current is insignificant, but
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when the detector close to the light source, the current cannot be ignored. The next issue
is that the light source emits in all directions; hence, some radiation can travel directly
from the emitter to the detectors. This radiation has no interaction with the backside, so
it does not carry any information on the backside. To prevent such problems, a structure
similar to an n-well, here called guard ring (GR), is designed around the light source.
This guard ring partially restricts the direct passage of light between the light-emitting
and light-sensing devices and decreases the leakage current. Furthermore, the guard
ring helps to keep the regular IC structure close to the light source safe from the side
effects of driving a p-n junction (LE) in a high forward bias. The concept of the
optimized protection mechanism is illustrated schematically in Fig 0. 4, where a single
p-n junction surrounded by a guard ring is utilized as the light emitter.
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Fig 0. 4 Schematic of the protection concept: an individual p-n junction is utilized as a light emitter to
generate the optical signal inside the IC, with an n-well designed around the light emitter as a guard ring.
An optically active layer that is opaque to the IR light and provides angle-dependent reflectivity is
deposited on the IC backside to affect the intensity of the reflected light. The drains of the transistor at
different distances from the light source are chosen as the detectors, which enables light detection at a
variety of angles of incidence.

After optimizing the parameters mentioned above, the attack detection ability of the
protection layer is evaluated. Since this work is an exploration of a research base, and
the electrical measurements are done externally via long cables to overcome the noise
generated by equipment, a larger device is utilized as a prototype chip. The two devices
that are used in this work are produced with 250nm BiCMOS technology. The full
circuitry covers in an area of 0.5mmx 4mm in one chip and Immx2mm in another one.
The ICs were thinned and polished to a remaining silicon thickness of 330um and
300um, respectively. The light emitter and detectors were the individual p-n junctions,
all a size of 8umx20um. The protection layers were deposited via the sputtering method
at room temperature on the backside of the IC. A forward-biased p-n junction
surrounded by a grounded guard ring is utilized as the light emitter. The photocurrent
of the detectors is measured before and after the depositions of the optical layer. Then,
the layer is removed from the backside of the chip by chemical etching. The same
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electrical measurements are repeated. All measurements (before and after coating, and
after removing the layer) are repeated three times on different days. A comparison of
the value of currents proves that the measurements are repeatable and reliable.

2-9. Results

The results of the electrical measurements after all optimizations and improvements of
the parameters of the method are presented in Fig 0. 5. The results indicate that the
photocurrent of the detectors reduces after applying the protection layer, and the
reduction depends on the AOI of light that is absorbed by the detectors. The changes in
the photocurrents are in good agreement with the changes in the reflectivity of the layer
coated on the silicon backside. The results confirm that the detectors absorb the
reflected light from the backside and that the coated layer changes the intensity of the
reflected light, affecting the photocurrent of the detectors. The results prove that the
current of the detectors is not the leakage current between emitter and detector but
created by the detected light from the reflections. In other words, the optically active
layer coated on the chip back surface specifies the photocurrents of the detectors, and
any changes to the layer (that may result from tampering) produce variations in the
photocurrents and can be detected by the electrical measurements on the circuitry side
of the IC.
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Fig 0. 5 Percentage of photocurrent of the detectors (Iph) when the chip backside coated by the optical
layer (red dots), when the optical layer is removed, when the backside is exposed (brown squares), the
reflectivity of the silicon (blue dashed line), and the silicon coated with TiO2-Ti- TiO2 (black dashed
line)
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2-10. Advantages and drawbacks

This method has many advantages. 1) It monitors the IC backside in an optical way that
does not require any electrical connection between the backside and the circuitry side
of the IC. 2) This method employs the electronics of the IC to signal the violation of
back-surface protection. These elements are generally available on the circuitry side of
the IC, even if they do not exist, making them does not require an additional step for
manufacturing. 3) In consideration of contemporary technology, preparing the optical
film is not expensive, and therefore, this technique is cost-effective. Furthermore, the
coating process is done at room temperature, so the IC structures are not damaged by
overheating. 4) There are no restrictions on the IC application and packaging since only
a thin layer is deposited on the IC backside, and there is no need to encapsulate the IC.
5) There is no limitation for the silicon bulk, so the designer can utilize any thickness
they want.

6) Furthermore, the signal of the detectors, which is configured by the protection
structure, can be used as an identifier or a secret key to encode sensitive data. In this
case, accessing the data requires a flawless protection layer. If some random roughness
is created on the IC back surface before coating the layer, the reflection varies from one
device to another, and the ratio of the photocurrents in each IC would be unique so that
the protection mechanism would be a physical unclonable function (PUF).

Although this method has many advantages, there is a drawback as well. In most ICs,
silicon is the base material. Silicon has an indirect bandgap, and consequently, the
electroluminescence intensity is low. Therefore, a silicon p-n junction should be
operated in a high forward bias condition to emit light sufficiently. Running the light
emitter in high forward bias condition may result in the degradation of the p-n junction.
It may be advantageous to assign more than one light emission spot, conduct norming
measurements, and substitute the light emitter in case of device degradation. A non-
silicon light source installed on the circuitry side of the IC in contact with the silicon is
another alternative for generating an optical signal. The material and the characteristics
of such a light source are described in the main text of this thesis. The steps of preparing
the chip, the experiments, and the results of the measurements are described in detail in
the fourth chapter. Furthermore, in this chapter, the advantages and drawbacks of the
presented protection mechanism are discussed, and possible options to improve the
method are proposed.

All in all, to achieve a proper protection mechanism, all required parameters including
a light emitter, light detectors, transparency of the silicon to the optical signal, and a
protection structure on the IC backside must be optimized together. In the end, when
all these critical parameters are optimized together, the protection concept is attractive
as it would be a very low-cost process and capable of protecting the IC against all kinds
of attacks that target the IC through the chip backside.
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2-11. Further research and developments

As a continuation of this work, a test structure with different sizes for transistors and p-
n junctions as detectors, and an optimized light source has been designed. This test
structure is produced in 180nm technology and will be used to evaluate the protection
mechanism for the case that the detectors are not the same structures. In this test
structure, the drain and the source of the general transistors of different sizes and single
p-n junctions with different doping levels are employed as detectors.

Furthermore, a non-silicon LED has been designed and fabricated. The LED is based
on GaAs that is a direct bandgap semiconductor. The LED is designed to emit light at
a wavelength of 1070nm to which the silicon bulk is partly transparent to and which the
IC structures can absorb. This LED will be installed on the IC frontside as an external
light source. More details about the design and fabrication of the external LED are
presented in Chapter 4.

An interesting development that can be made in this protection mechanism is to create
random roughness on the silicon back surface before applying the protective layer. This
random roughness creates a different reflection in each IC and the signal of the detectors
in each device is unique. So, the protection mechanism would be a physical unclonable
function (PUF). This technique is in development.






Chapter 1: Introduction

1-1 Motivation and background

Integrated circuits (ICs), also called semiconductor chips are used in a wide range of

applications such as military, banking, computers, industrial internet of things (IloT),
communication devices, passports, cars, power plants, and many other devices.
Nowadays, security-sensitive IC’s are used not only for control purposes but to protect
the confidentiality and integrity of sensitive information as well. This information may
include private data, company secrets, or intellectual property (IP). Therefore, modern
ICs are a popular target for adversaries to hack into.
One of the goals of hardware attacks is IP theft, for counterfeiting and overbuilding the
target products. This concerns both manufacturers and end-users; manufacturers, lose
their market, and end-users end up with a non-genuine product. Another motive is to
get access to trade secrets to produce a competitive product or to steal the service and
abuse the product [1]. In general, the aims of attacks are theft of service, cloning and
overbuilding, IP piracy, and denial of service [3],[4]. The importance of the safety of
the data stored on the chip indicates that adequate attention must be paid to the security
of the device.

So far, many countermeasures and IC authentication techniques have been developed
to protect a system from hacking and cloning in hardware attacks [5]. Most defenses
focus on the security of the IC frontside, while the IC backside is wholly unprotected.
Furthermore, attackers have access to many physical means that enable them to extract
confidential information. Over the years, different methods for thwarting the available
countermeasures and attacking the device have been presented by both manufacturers
and researchers. They have shown that physical attacks can circumvent these protection
mechanisms through silicon backside. This work aims to introduce and realize a
protection structure to defend the IC against hardware attacks that target the chip
through the IC back surface.

This chapter is designed to give the reader a brief overview of attacks on the
hardware, the means needed for the assaults, and available countermeasures against
such attacks. Then, a protection mechanism is presented.

13
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1-2 Hardware security attacks, required equipment, and countermeasures

1-2-1 Hardware attacks

In general terms, hardware attacks can be grouped into three categories based on the
degree of the required device modification before analysis: non-invasive attacks,
invasive attacks, and semi-invasive attacks. The attacks can be either passive or active.
Passive attacks are also called side-channel attacks and monitor the analog
characteristics of a chip or the electromagnetic radiation from the device during regular
operation [6]. Examples of such attacks include power analysis and timing attacks. If
attackers play around with the signal applied to the device, such as with the supply
voltage and the clock signal, the attack is active.

In the non-invasive category, device preparation is not required, and the attacked
device is not physically harmed. The attackers can analyze the device by plugging it
into a test circuit or by tapping the wire. The means that attackers use for such threats
are standard electrical engineering tools such as a soldering/desoldering station,
multimeter, oscilloscope, power supply, logic analyzer, prototyping boards, and signal
generator.

The invasive attacks require direct access to the internal component like memory.
They need device preparation before the attack. If the device is packaged, the packaging
should be removed. Then by using focused ion beam (FIB), chemical etching or laser-
cutting allow for access to the wire that is under the passive layers of the chip. Now,
the device is ready for probing and modifying. Depending on the device under attack,
this attack category can be more expensive compared to the non-invasive category.
Attacks like micro-probing and reverse engineering are examples of invasive attacks
[7]. The equipment necessary for these attacks include tools and material for
decapsulating and depackaging, micro-probing stations, optical microscope, digital
camera, and micro-positioners installed on a platform.

The third category of attacks is semi-invasive attacks. These attacks are harder to
implement compared to the non-invasive attacks, but much less expensive equipment
1s needed than for invasive attacks. In the semi-invasive methods, adversaries need to
gain access to the chip surface and does not require making contact with the internal
lines. Therefore, the passive layer of the chip remains intact. Attacks such as disabling
security fuses using ultraviolet (UV) light, laser stimulation, and optical fault injection
to modify the contents of the memory or change the state of each individual transistor
are grouped in the semi-invasive category [8]. Advanced imaging techniques like IR
microscopy, laser scanning, and thermal imaging can also be considered semi-invasive
attacks as well [9],[10]. Hardware attacks can be performed through both the frontside
and backside. Due to available countermeasures on the frontside and lack of backside
protection, attacks are mostly executed through IC backside.

Following are some of the attacks carried out using failure analysis tools and
techniques through the IC back surface.
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a) Micro-probing attacks

Microprobing attack is an invasive attack. Microprobing is performed by attaching
microscopic needles onto the internal wiring or structures of an IC. This enables
attackers to read out the internal confidential information or can be used for injecting
fault attacks [11],[27]. Utilizing micro probing enables adversaries to capture the
decrypted data directly from the data bus of the target IC’s CPU core and circuit edit to
set the security and configuration fuses of the device to arbitrary values. For
microprobing attacks from the frontside, attackers need to remove any layer covering
the signal of interest. Performing microprobing from the IC backside has the advantages
that metallization and countermeasures are not employed on the backside, and chemical
etching is not needed. Furthermore, the bond wiring on the frontside remains intact.
Nonetheless, backside preparation and trenching through bulk silicon substrate are
required. The equipment necessary for such an assault includes a microscope, probe
station, tools for thinning and milling the substrate, micro-positioner, and amplifiers. In
[12], the authors utilized backside microprobing for recovering data from the IC. They
recovered unencrypted data from the location where the data has already been
deciphered by the hardware. They also made circuit edits through chip backside by
using FIB and changing the value stored within the device’s configuration and security
fuses. Such modifications can be utilized to disable the hardware security function and
countermeasures. This kind of attack can circumvent all countermeasures employed on
the IC frontside such as active meshes.

b) Optical attacks

The second group of attacks that target the IC from the backside is optical attacks.
Attacks such as laser fault injection (LFI), laser stimulation, photon emission
microscopy (PEM), laser voltage probing (LVP), laser voltage imaging (LVI), and
electro-optical frequency mapping (EOFM) fall in this category. Executing such attacks
does not require expensive laser equipment and can even be performed with a second-
hand laser. The attacker should have access to the laser scanning microscope (LSM).
Optical techniques enable adversaries to set or reset any individual bit of SRAM in a
microcontroller, as well as induce faults into the cryptographic system and disrupt the
process’s control flow. Such attacks do not require electrical contact with the metal
surface, although the silicon surface must be exposed. Thus, there is no mechanical
damage to the silicon. In some cases, silicon thinning, or polishing may be required.

Laser fault injection (LFI)

One way to inject a fault into the IC operation is by using laser fault injection. In this
method, a laser beam with photon energy greater than the silicon bandgap energy is
focused into the IC’s semiconductor regions. Absorption of the photon causes electron-
hole generation in the active area of the devices. The generated carriers change the
internal voltages, currents, and device parameters like switching speed, which leads to
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the faulty behavior of the device. Accordingly, attackers can defeat the security features
of the device by manipulating the device behavior [13][14].

Laser stimulation (LS)

Laser stimulation is a failure analysis technique utilized in security analysis as well.
This technique employs a laser to influence the device parameters and then examines
the changes in device properties, for example, by analyzing the current or voltage
consumption [15]. This results in the extraction of data or secrets from the device.
Unlike fault injection attacks, such attacks do not interrupt regular device operation and
do not change the data. The effect of laser stimulation can be varied depending on the
laser wavelength. When the photon energy is larger than semiconductor bandgap,
stimulation will generate photocarriers. This is known as photoelectric laser stimulation
— PLS [16][17]. Otherwise, the photon energy of the laser induces a thermal vibration
in the semiconductor device. This is referred to as thermal laser stimulation-TLS
[18][19].

Optical probing attacks

Optical probing techniques are mostly used to capture the light emitted by transistors
during device operation. For instance, photon emission analysis allows attackers to
extract the signal processed by transistors. Photon emission analysis (PEM) is purely
passive observation, which makes it difficult to detect. In addition to photon emission
analysis, attack scenarios that employ laser voltage probing and electro-optical
frequency mapping actively illuminate the switching transistors and drive the data by
observing the reflected light. Optical probing techniques can be utilized to identify the
activity map of a device to reverse-engineering the circuit. As these methods provide
access to the internal signals of an IC, it can be used to extract the sensitive data stored
in the device. Unlike laser fault injection and laser stimulation, in optical probing
attacks, information is directly extracted from the probing beam [20][90].

1-2-2 Tools and techniques

Attackers execute physical and optical assaults using failure analysis tools and
techniques such as focused ion beam (FIB), laser fault injection, and photon emission
microscopy (PEM). These means enable one to study the internal operation and
processes running on the hardware. FIB can be used to cut the metal layer, and
polysilicon interconnects as well as to apply modifications to the IC structure with
submicron precision [21][22]. Chips can be thinned and polished from the rear side
down to a thickness of a few micrometers. Using FIB makes it possible to create probing
points inside the chip and contact the transistors through the silicon substrate or modify
the IC structure [23][24]. The PEM technique is widely used in side-channel attacks to
read out the state of the transistors and to extract the data. These attacks are passive and
cannot be detected by the device [25],[26]. A PEM analysis can be performed either
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through the frontside or the backside. In modern ICs, multiple metal layers on the
frontside block the light path. Therefore, observing photons through the frontside is
almost impossible, and the analysis must be performed through the IC backside.
While these techniques are mostly expensive and generally only accessible in industry
and academia, some old tools are available at a lower price in second-hand markets or
can even be rented hourly.

1-2-3 Countermeasures

Over the past years following the emergence of the hardware attacks, a number of
countermeasures have been integrated into the chip or proposed to mitigate the attacks
[27]. For instance, in modern security devices, memory has been encrypted [28].
Technological developments in fabrication technology also provide effective defense
mechanisms. For instance, smaller feature size and glue logic design makes reverse
engineering much harder and increases the cost of the attacks. Existing multiple
interconnects layers on the IC frontside obstructs the light path, making attacks through
the frontside less feasible. So, the layers need to be removed before an attack can
proceed.

Modern security-sensitive devices include clock frequency sensors to prevent clock
glitching attacks, random clock jitter to make power analysis harder, internal voltage
sensors to protect the device against power glitch attacks, and internal bus hardware
encryption to make data analysis more difficult. Another countermeasure is the use of
active shields, which are implemented on top of the metal layer. These shields carry
digital signals which are monitored continuously to detect any harms or milling in the
metal layer. If there is a disconnection or modification in the shield, the chip will not
operate anymore [29]. Analog shields and sensors such as probe attempt detectors
(PAD) and low area probing detectors (LAPD) use analog features like capacitance
measurement or RC delay on wires to detect probing attacks [30][31].

Most mentioned defenses focus on the security of the IC frontside and are ineffective
against attacks that target the IC backside. Due to the increasing number of
interconnected levels and implemented countermeasures on the IC frontside, executing
attacks through frontside has become significantly more complicated. On the other
hand, lack of backside protection and the existence of mounting technology like flip-
chip and ball grid arrays have made the IC backside more suitable for the attacks.

Although several countermeasures against attacks targeting the IC backside have been
proposed by researchers, no approach has so far been applied commercially. The
reasons for this include overhead from fabrication costs, area, durability and
manufacturability concerns, and issues with the reliability of such countermeasures.

One countermeasure is to include ring-oscillator PUFs as sensors to detect the
incident laser signal and trigger an alarm on attacks [32][33]. Another countermeasure
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proposed by Manich et al. is to add a backside polishing detector to monitor the
thickness of the bulk silicon existing below the active regions. This countermeasure
protects the ICs only against mechanical polishing [34]. The pyramid structure
proposed in [35] is a pyramidized silicon layer or pyramidized metal layer between
dielectrics materials on the frontside or on the bottom of the first metal layer (M1) to
mitigate the optical probing attacks. This structure scatters the incident laser light,
leading to incorrect information being extracted and making optical attacks practically
infeasible.

In [36], an anti-tampering encapsulation for the ICs has been proposed where the IC
is encapsulated with a light-transmissive material, possessing a plurality of randomly
distributed property-modifying particles and covered by reflective material. This
protection structure can be opaque to the IR light but restricts the application range for
the IC, as the IC must be surrounded by such a structure. In 2012, Frank Zachariasse
proposed a backside tamper protection for semiconductor devices [37]. He suggested
equipping the chip back surface with a light-modifying structure such as lenses, large
surface roughness, or reflective particle. Then the integrity of the back surface can be
checked by utilizing the IC structures to emit and detect light inside the IC. This
countermeasure can prevent physical attacks that damage the IC backside but is unable
to block light penetration through the chip back surface.

1-3 Scientific Contribution

This work introduces, realizes, and develops a protection structure to defend the IC
against all kinds of attacks on the IC backside. Attacks targeting the chip backside can
be divided into two categories: the first category involves all attacks which physically
harm the IC backside, such as through milling the silicon substrate or making a hole with
FIB and microprobing. The second category contains attacks that are carried out without
any physical tampering (without chip preparation or silicon thinning), using optical
techniques through the silicon backside. Thus, an appropriate protection structure to
shield the device against such infiltrations would have to detect any external interference
to the chip backside and must be opaque to the infrared (IR) wavelength. IR is the
wavelength of the photoemission from silicon devices, and the silicon substrate, which
makes up the IC, backside is transparent to the IR lasers as well. The protection structure
presented in this work is a layer opaque to the infrared light deposited on the IC backside.
This layer blocks light penetration through the IC backside. In this method, the integrity
of the layer must be verified. A cost-efficient way to electrically connect the backside to
the frontside of an IC currently does not exist; so, an optical approach is the natural way
to think of such monitoring. Therefore, the protection layer, in addition to being opaque
to IR, must affect the optical signal to provide a signal that is specific to the protection
structure. In this protection mechanism, regular p-n junctions are used as the light-
emitting device and light-sensing devices (photodetectors). The physics of light-emitting
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and light detection processes by IC structures in the semiconductor material is described
in Chapter 2. The light-emitting device is aligned to emit light toward the backside of
the chip. The light-sensing device is aligned to detect the reflected light from the back
surface toward the circuitry side. The protection layer presented in this work provides
an angle-dependent reflectivity, meaning that the layer changes the intensity of the
reflected light depending on the angle of incidence. Therefore, the light detected by the
photodetectors is specified by the protection structure available on the chip backside.
The signal of the detectors is used to check the integrity of the layer coated on the
backside. As soon as the coating is removed or damaged, the signal of the photodetectors
cannot verify the integrity of the protection layer, indicating a physical backside attack.
Subsequently, the device can be disabled, or the sensitive data can be cleared away by
disabling circuitry, which may be included in the device to prevent the attackers from
accessing the secret data. The concept of this protection mechanism is explained in detail
in Chapter 2.

In this work, a protection structure is designed, which provides the angle-dependent
reflectivity and is opaque to the infrared light. The thicknesses, the method and the
condition of the deposition of the layer on the IC back surface have been investigated
and determined. In this project, two optically active layers that meet the security
requirements are introduced and their application is investigated. The evaluation results
are discussed in Chapter 3. In order to investigate the attack detection ability of the
protection layer, the signals of the detectors are measured electrically when the layer is
applied to the IC backside. Then, the protection layer is removed from the backside of
the chip, and the same electrical measurements are repeated. The results of the electrical
measurements show the effect of the layer on the signals of the detectors and prove the
concept of the protection method. The experiments and results are presented in Chapter
4. The results demonstrate that the described concept for protecting the IC back surface
is a very promising solution to make the chip secure against attacks targeting the I1C
through the backside. In this thesis, the protection structure, light emitter, and light
detectors are optimized and evaluated to achieve a proper protection mechanism. This
work also discusses the advantages and drawbacks of the protection mechanism and
investigates potential solutions to develop the protection function.

The protection mechanism presented in this work is a cost-effective optically active
layer deposited on the IC backside that its integrity is checked using IC electronics.
This protection mechanism can be applied to all kinds of electronic devices.

1-4 Thesis Structure

The content of this work is structured as follows. The second chapter explains the
principle of the protection mechanism, how to control the integrity of the layer, and
how to use the device structures to generate and detect an optical signal inside the chip.
Chapter 3 gives the reader an overview of thin-film technology. This chapter presents
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the procedure of coating thin films on the IC back surface and demonstrates the results
of the characterization of the deposited layer. Chapter 4 proves the method
experimentally. The results of the electrical measurement represent the effect of the
protection layer on the signal of the detectors. This chapter also discusses the
advantages and drawbacks of the method and introduces possibilities for further
developing the protection mechanism. Finally, in Chapter 5, the thesis is concluded.



Chapter 2: Concept of the method

This chapter describes the concept of the proposed protection structure and
provides the basic knowledge necessary for an understanding of the subject. This
section explains how to protect the IC against optical and physical attacks targeting the
IC backside and how the general IC structures may be used to create a signal upon
violation of the chip back surface.

In the previous chapter, it is expressed that attacks through the chip backside are
performed through tampering with the IC backside, tracking the light emitted by the IC
structures (photon emission analysis), or stimulating the IC structures by laser and
observe their reaction. Therefore, a proper countermeasure to protect the security-
sensitive ICs against such attacks should first detect any violation and tampering with
the IC backside. Thus, some information about the IC backside is required. Second, this
countermeasure should prevent the passage of light through the IC backside.

The protection structure that is presented in this work is an opaque layer coated on
the IC backside, as shown in Fig 2. 1. This layer is opaque to the wavelength that silicon
bulk is transparent to. The layer can prevent the passage of light and makes optical
attacks through the silicon backside impossible. As long as this layer exists on the IC
backside, tampering with silicon surface is impossible; therefore, no attacks are
possible. Thus, it is required to check the integrity of the deposited layer.

There is no low-cost method to connect the backside of the IC to the structure
located on the frontside. Hence, optics are the best way to monitor the chip backside.
In order to create an optical signal to indicate a violation of the IC backside, a light-
emitting device and light-sensing device are required. The light emitter and an optical
receiver, such as a photodetector, are closely optically coupled and make it possible to
send the information between input and output without an electrical connection.

21
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Fig 2. 1 Schematic cross-section of an IC. An opaque layer is added to the IC backside to block the passage
of light through the silicon surface.

1-2 Light source and light detector

In each integrated circuit (IC), metal-oxide-semiconductor field-effect-transistors
(MOSFETs) are in abundance, the device all logical and memory operation is derived
from. For example, a logic gate of a modern IC is built of several MOSFETs (or
FinFETs). A schematic of the memory cell is exhibited in Fig 2. 2. Each MOSFET
consists of three parts, a source, drain, and gate, shown in Fig 2. 3. The source and the
drain are a heavily doped region in the substrate (e.g., n-doped where the substrate is p-
doped). The boundary of the doped area in the silicon bulk makes a p-n junction.

Generally, p-n junctions are fundamental building blocks of the MOSFET. Besides, p-
n junctions are used in other applications, usually discrete configuration, e.g., as light-
emitting diodes (LED) or photodiodes. Therefore, in each IC, there are plenty of
structures that can be administered as light-emitting devices and light-sensing devices.
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Fig 2. 2 Schematic of a single memory cell and memory cell array [38].
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Fig 2. 3 MOS-transistor (a) symbol, (b) schematic, and (c) scheme that is used in this draft (cross-section
of a transistor in a p-silicon substrate).

P-N Junction

A p-n junction is formed by joining p-doped and n-doped semiconductor materials.
When a p-n junction is built in the semiconductors, electrons move from the n-side to
the p-side and leave behind positive charges in the n-side. Holes move from the p-side
to the n-side and leave behind negative charges in the p-side. These movements result
in a current flow named diffusion current. The region where negative and positive
charges are accumulated is known as the “depletion region” or “space-charge region”.
The width of the depletion region highly depends on the parameters such as the type of
semiconductor used to make the p-n junction and the level of doping. These positive and
negative charges form an electric field directed from the positive charges to the negative
charges. This electric field causes electrons to move from the p-side to the n-side and
holes from the n-side to the p-side, which creates a current known as drift current. The
drift current is opposite in direction to the diffusion current. Finally, there is no net
current; the p-n junction comes to equilibrium, but there is a potential difference that is
called barrier potential across the p-region and the n-region. These phenomena are
depicted in Fig 2. 4.

By externally biasing the p-n junction with a voltage higher than the barrier potential
and in the direction opposite to the barrier potential, the p-n junction would be able to
conduct. This is called forward biasing a p-n junction. The width of the depletion region
decreases, and the current will pass through the p-n junction. If the applied voltage is in
the same direction of the barrier potential, electrons get pulled toward the n-terminal,
and holes get pulled toward the p-terminal, which increases the depletion region width.
This is called reverse biasing a p-n junction. In reverse bias, p-n junction does not
conduct when the voltage increased. There is only a negligibly small current (saturation
current) that is the result of drifting charge carriers from the junction region to the
terminals.
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Fig 2. 4 A p-n junction in equilibrium with zero-bias voltage [39].

P-N Junction as a Light Emitter

In light-emitting diodes (LEDs), light (photon) is emitted from a semiconductor as a
result of electron-hole recombination. A convenient way of achieving this is forward
biasing of a p-n junction, which has the effect of injecting electrons and holes to the
junction. Electrons get pulled toward the p-side, and holes get pulled toward the n-side,
increasing minority carriers in the semiconductor. The resulting recombination radiation
is called injection electroluminescence (EL) [40]. The intensity of the EL signal is related
to the material properties such as surface recombination velocity and recombination due
to defects as well as extrinsic defects during manufacturing [41][42].

The best efficiency is obtained when a direct semiconductor is used as the base
material. In a direct bandgap semiconductor, the top of the valence band (VB) aligns the
bottom of the conduction band (CB) in A-space. In an indirect bandgap material, the top
of the valence band is shifted from the bottom of the conduction band in k-space and has
different momentum coordinates. Band structure of the semiconductors with the direct
and indirect bandgap is exhibited in Fig 2. 5. Due to this momentum gap in an indirect
semiconductor, the probability of the radiative recombination is much less than non-
radiative recombination [43].
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Fig 2. 5 Band structure of (a) indirect bandgap semiconductor (b) direct bandgap semiconductor. CB is
the conduction band, and VB is the valence band.

A photon is characterized by either a wavelength (L) or equivalent energy (E). The
relationship between the wavelength and the energy of a photon is given by:

E( V)_hc_ 1.24
T T Aum)

where £ is Planck’s constant (h=6.626x10* J.s) and c is the speed of light in vacuum
(c=2.998%10° m/s), and hc=1.24x10"*> Jm=1.24 eV.um. For instance, photons with a
wavelength of 1un (1000nm) carry an energy of 1.24eV.

As silicon is an indirect bandgap semiconductor, EL intensity is low, and p-n junctions
in silicon are usually not driven as LEDs. However, the EL effect still occurs [44].

Fig 2. 6 demonstrates the integrated electroluminescence intensity of a p-n junction in
silicon for several temperatures as a function of applied forward voltage. It illustrates that
the LED operating condition of a p-n junction changes with temperature. Another
observation can be made: the p-n junction must be driven with a high forward voltage to
emit light efficiently. It can be seen that there is no EL when a p-n junction is driven at
room temperature (300K) in a forward voltage below 0.6V or driven at 80K in a forward
voltage below 1.2V.
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Fig 2. 6 Plots of the integral light intensity as a function of applied forward voltage at various
temperatures: 80 K (diamonds), 180 K (triangles), and 300 K (circles) [45].

One parameter that affects the emission of an LED is temperature. The full
electroluminescence spectra of an LED as a function of temperature (from 80K to above
room temperature) are shown in Fig 2. 7 [45]. Fig 2. 7 exposes that the main peak of the
EL spectra shifts to larger wavelengths for higher temperatures. At low temperatures
(80 K), the main peak is at 1130nm, with a small peak at 1190, which is the phonon
replica of the main peak. At room temperature (300 K), the EL spectrum peaks at
1160nm.
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Fig 2. 7 Spectra of the electroluminescence intensity against wavelength at various temperatures[45].
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Spectral and emission characteristics of a silicon photodiode depend on the bandgap
energy and the doping level of the silicon forming the p-n junction. For instance, Boit
in [46] has reported a spectral emission with a maximum intensity at 1110nm for silicon
p-n junctions at room temperature. The spectral emission of silicon diodes extracted
from the mentioned work is shown in Fig 2. 8.
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Fig 2. 8 Spectra of electroluminescence intensity of a forward-biased silicon diode at room temperature.

When light travels inside the silicon, there is a loss of energy. The loss on the energy
is related to the absorption coefficient of silicon and varies for each wavelength.
Therefore, the emission-spectra of Silicon LED varies at different depths in the silicon.
The peak emission shifts to the larger wavelength when light travels further. The
emission spectra of silicon LED at different depth in silicon is shown in Fig 2. 9.

14 = ELAtLED
— EL-in 300pum
EL-in 600pm
20.8; ™ EL—?n 900pm
s 1 — EL-in 1100um
= |
Ll
|
0.6
Y—
5 |
o ]
0.4
g
v
4
w ]
0.2
0=

L B B A R B AL B L L
900 950 1,000 1,050 1,100 1,150 1,200 1,250
Wavelength (nm)
Fig 2. 9 Emission-Spectra (EL) of the Si LED at the different depths inside the silicon
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In a semiconductor doped with a high dopant concentration, the broadening of the
impurity band and the formation of the band-tail on the edges of the conduction band
and valence band lead to a reduction in the bandgap [47]. Therefore, the imourity level
is another factor that affects the emission spectrum of an LED. Falk in [48] has presented
an empirical model for absorption in doped silicon. He has stated the bandgap shift
caused by doping (AE (p)) can be calculated with

AE(p) = kpp'/3
where k,= -1.0x 10 (eV*cm) for both p and n type silicon and p is dopant density.

Fig 2. 10 shows the magnitude of the bandgap shift versus dopant density for doped
silicon. With regards to this graph bandgap shift for silicon with a doping level of 10!’
1/em? is 4meV and reaches 46meV by increasing the doping level to 10?° 1/cm?.
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Fig 2. 10 Magnitude of the bandgap shifts versus dopant density [48].

P-N Junction as Photodetector

The photodetector is a device that absorbs light and converts the optical energy into
electrical current. This process happens in two steps: 1) incident light generates electron-
hole pairs, and then 2) some of the generated carriers are converted into photocurrent.
Examples of photodetectors include photodiodes and phototransistors.

The critical factors in determining if a photon can be absorbed in a material are the
energy of the photon and the absorption coefficient of the material related to this energy.
The absorption coefficient of a material depends on the wavelength of the incident light
and the carrier density of the substance. The absorption depth describes how deeply light
travels in the material before being absorbed and is given by the inverse of the absorption
coefficient. Absorption depth in undoped silicon is illustrated in the appendix in Fig 6.
1. Silicon with high doping level is notably absorptive in the near IR due to the bandgap
shift, which affects phonon-assisted absorption and free-carrier absorption [48]. This
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fact has been confirmed by Fig 2. 11, which shows absorption coefficients of silicon
versus photon energy and carrier density at room temperature [46]. This graph shows
that doped silicon is highly absorptive in the region that undoped silicon is transparent.
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Fig 2. 11 Spectral absorption in silicon [46].

A semiconductor photodiode is a p-n junction in reverse operation. A reverse-current
flows through the photodiode when the incident light falls on the photodiode. Photons
absorbed in the depletion region excite electrons from the valence band to the conduction
band, resulting in the creation of electron-hole pairs. The depletion region width of the
p-n junction increases under reverse bias, which helps to absorb more photons. Under the
effect of an electric field, these carriers move through the material and induce a current
(photocurrent).

A p-n diode contains two depletion regions of the opposite type, the depletion layer
width in the p-type region, x,, and the depletion region width in the n-type region, x,. The
sum of the widths of the two depletion regions is the total depletion layer width

Xd (Xd = Xn+Xp).

From the full-depletion approximation equations of the depletion region:
N d-Xn— N a.Xp
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, where N, and Ny are the acceptor and donor atoms in the p-region and n-region,
respectively.

Ng Ng
Ng+Ng

Xn = X4

The total depletion region width is obtained by:

2&g

e
Xqg = T(N_a-{_N_d)( i —Va)

&s 1s the static dielectric constant of silicon, @; is the built-in voltage for the silicon p-n
junction that is obtained with the equation:
k
0; = In(*55*

2
n;

),

kT/q is the thermal voltage, which is 0.026V at room temperature. n; is the intrinsic
carrier concentration, which is 10'° cm™ for silicon.
For our device where the silicon substrate is p-doped silicon with No= 5x10'* and has
an active area with Ng= 10%°:

9; =088V

The depletion region when 1V (in reverse operation) is applied to the p-n junction is

[49]:

Xg = 2.22um
For a p-n junction with a doping level of 5x10'* in p-side and 10 in the n-side, the
depletion region is almost on the p-side.

In the photodiodes, the carriers are generated either by the band to band transitions
(intrinsic) or by transitions involving forbidden-gap energy levels (extrinsic), increasing
conductivity. The processes of the intrinsic and extrinsic photoexcitation of carriers are
shown in Fig 2. 12 [43].
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Fig 2. 12 Process of intrinsic photoexcitation from band to band, and extrinsic photoexcitation between
impurity level and band.
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The current-voltage relation of a p-n junction under illumination is given by

eV

i=i|e" —1|-i,,

with is and kg as dark saturation current and Boltzmann’s constant, respectively. T is
the absolute temperature, V is the applied voltage, e is the absolute value of electron
charge and iph is the photocurrent [40]. This relation is illustrated in Fig 2. 13, where the
black line shows the dark current. Dark current is the current produced when the p-n
junction is under bias but not exposed to a light source. The red line is the current under
illumination, and the gap between these two lines is the photocurrent. As the dark current
in reverse operation is very small, the current under illumination (red line) is considered
as the photocurrent in photodiode.
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Fig 2. 13 Current-Voltage curve of a p-n junction in the dark (blue line) and under illumination (red line).

The photocurrent is directly proportional to the intensity of the incident light. The
sensitivity depends on the wavelength of light [40].

In the semiconductor devices, photoelectrons are usually released from the valance
band, where electrons are plentiful. Therefore, a photon needs to have an energy higher
than or equal to the bandgap of the semiconductor in order to create that photocurrent.

Fig 2. 14 (black line) illustrates the spectral response of a detector (silicon p-n
junction) used in this work, where the junction is placed in the depth of 310um in the
silicon substrate. This graph also shows the calculated response (photocurrent) of the
detectors, where the light hits the junction after traveling 300-1100um more in the
silicon bulk. Comparing the curves explains that the wavelength of the maximum
response has been shifted to a longer wavelength with the increasing depth of bulk.
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Fig 2. 14 The response of a detector (Photocurrent) over the wavelength to the light in different depths in
silicon. The measured Iph (R) where the light hits the PD after traveling 310um in silicon bulk (black
line) and the calculated R for PD in the more depth of 300um-1100pum. The light hits the detector from
the IC back-surface.

Fig 2. 15 compares the spectral emission of a Si-LED and the spectral response of
the photodetector. It can be seen that although the maximum emission and maximum
responsivity do not occur at the same wavelength, still, there is a range of the radiation
of the LED in which the detector is responsive.
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Fig 2. 15 Emission spectra of silicon LED (red line) and the response of the detector (black line).
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2-2 Protection mechanism

In this method, an opaque layer is coated on the silicon back surface to protect the IC
against optical attacks. The integrity of the coated layer is checked in an electro-optical
way. This protection mechanism administrates a p-n junction (drain or source of the
transistors) as light-emitting devices and several p-n junctions as light-sensing devices
(junctions of the transistors). The light-emitting device, which is a p-n junction in the
forward bias condition, is aligned to emit light toward the backside of the chip, including
a wavelength range for which the substrate is transparent.

The light-sensing devices (reverse-biased p-n junctions) is aligned to detect the
reflected light from the back surface toward the circuitry side. Fig 2. 16 illustrates this
subject schematically, where LE stands for Light-Emitting device, and PD stands for
Photo Detector (light-sensing device). A forward biased silicon p-n junction illuminates
light inside the IC in all directions in the region that was discussed earlier. Some of the
generated photons will be absorbed by the silicon substrate (that is, the low doped
silicon), and some photons, to which the substrate is transparent, are transmitted through
the silicon and reaches the back surface. The part of the photons which is reflected from
the back surface will be detectable by another p-n junctions (PDs).

The intensity of the incident light on the photodetectors depends on the absorption
coefficient of the silicon and light path length between the light emitter and detector.
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Fig 2. 16 Schematic cross-section of a silicon chip. Transistors are available across the IC. A p-n junction
(drain of a transistor) is forward biased as a light emitter (LE), several reverse-biased p-n junctions at
different intervals from LE act as light detectors. The chip back surface is covered with a protection layer.

In semiconductor devices, the drain and source of transistors are heavily doped
regions. High doping densities in semiconductor cause the bandgap to shrink and the
silicon to become highly absorptive in the near IR, as shown in Fig 2. 11. Therefore,
detectors absorb some part of the light which has been not taken by silicon bulk.
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According to the prior description, silicon is an indirect semiconductor with a bandgap
of 1.12 eV at room temperature. The electroluminescence operation in silicon creates
photon energies. The energy of generated photons is 5-10 % less than the silicon bandgap.
Fig 2. 7 and Fig 2. 8 show the spectral emission of the silicon p-n junction (two different
reports), illustrating how diodes illuminate light in infrared wavelengths with a peak at
1160nm and 1110nm respectively at room temperature.

The energy of the generated photon is sufficient to create a photocurrent in a
photodiode made of highly doped silicon as well. The transport of light in silicon depends
strongly on the photon energy. The physical processes responsible for photon absorption
are either (a) electron-hole pair generation or (b) free carrier absorption. Both processes
have to be sufficiently rare if the light is supposed to travel a long way within the silicon.
The probability of process (b) is small, as long as the silicon substrate is not highly doped.
The probability of process (a) in silicon is also small, as long as the photon energy is
lower, equal, or only slightly higher than the bandgap. As silicon is an indirect
semiconductor, in addition to photons with Si-bandgap energy, another reaction partner,
a small phonon, is required. So even if the total energy is a little higher than bandgap, not
many electron-hole pairs are generated. On the other hand, a considerable absorption and
electron-hole pair generation at the photodetector is needed. The source/drain junctions
which are used as photodetectors are usually highly doped. Therefore, the absorption rate
in this region is much higher than in the low doped silicon substrate. The advantage of
the 0.1 eV spectral range of the emission is that it creates enough photons with energy
close enough to the bandgap in low doped silicon (low absorption for vast distance) and
higher than the narrowed bandgap in the highly doped photodetector region (high
absorption for strong signal).

The light emitted from the LE inside the silicon on its way to the detector must not
only pass through the bulk silicon material, it also needs to be reflected on the back
surface. The following section is explained what happens to a light falling on a surface.

Light reflection

Light incident on a surface will be either reflected or transmitted. Reflection
(transmission) of the incident light on a surface depends on the refractive index of the
two mediums and the angles of incidence of light. The index of refraction (n) for a
material is the ratio of the speed of light in a vacuum (c) to the phase velocity of light in
the medium (v).

n is the complex refractive index and £ is called extinction coefficient
n=n+ik

n=-—
(%

The light falling on the surface is called incident light (/), and the light reflected off
the surface is called reflected light (R). The angle between the normal line and incident
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light is called the angle of incidence (6;) and between the normal line and the reflected
light is called the angle of reflection (6,). When the surface is polished, the angle of
incidence and angle of reflection are equal (€; = 6,), as shown in Fig 2. 17 [91].

A ray of light which passes the surface and enters another substance with a different
refractive index is called a refracted ray (T), and the angle between the refracted light
and normal line is the angle of refraction (6,).

The amount of light reflected is determined by the reflectivity of the surface. The
reflectivity can be calculated with the refractive index, angle of incidence and angle of
transmission using the Fresnel equation:

The reflection for the s-polarized:

ny cos 8; — n, cos 6, |

N

n, cos 8; + n, cos 6,

The reflection for the p-polarized:

R = n, cos 8, — n, cos 6; |
P " |ny cos 6, + n, cos b;
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Fig 2. 17 Behavior of light at an interface. Incident (I) and reflected (R) light on the surface, refracted
light (T). The angle of incidence (6i), and angle of reflection(6r), (when the surface is polished: 6r= 6i),
angle of refraction (6t).

When the light passes from one material to another material, it slows down or speeds
up, causing it to change the direction, consequently traveling at different angles. Snell’s
law describes how light passes through two different materials:
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n, sin6; = n, sin 6,
where n,is the refractive index of the first material, 6; is the angle of incidence, n, is
the refractive index of the second material, and 6; is the angle of refraction. The angle of
incidence for which the angle of refraction is 90° is called the critical angle. For the
angles larger than the critical angle, the light totally reflects off the surface, and there is
a full reflection. Using Snell’s law, one can calculate this angle for the silicon-air

interface for light in the IR region. The silicon refractive index at a wavelength of
1110nm is 3.54, so
sin@; = (n,/ny) sin6;;
0; =90°, ny = 3,54 and Nyiry =1
0, = 16.4°

A look at the reflectance of silicon over the angle of incidence for IR wavelengths
explains how light behaves when it reaches the silicon-air interface inside the silicon. Fig
2. 18 illustrates the calculated reflectance of the silicon-air interface over the angle. For
angles of incidence (AOI) larger than 16° (critical angle for silicon-air interface), silicon
reflects 100% of the incident light. Therefore, the intensity of the reflected light at the
silicon back surface is not related to the AOI if the angle is larger than 16°. The light

source and the detector are assumed to be located inside the silicon. The curve presented
in Fig 2. 18 has been simulated with SENTECH software [50].
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Fig 2. 18 Reflectance of the silicon-air interface various angles at the wavelength of 1110nm. The curve
is calculated by the Sentech software, assuming the light source and the detector are located inside the
silicon, on opposite the surfaces.

Through coating an opaque layer (protection layer) on the silicon back surface it is
possible to modify the intensity of the reflected light, for instance, by coating a thin film
of silver (Ag) sandwiched between two layers of Indium tin oxide (ITO), which provides
angle-dependent reflection in combination with full transmission blocking. As shown in
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Fig 2. 19, this layer modifies the reflectance and changes the intensity of the reflected
light, depending on the AOL
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Fig 2. 19 Reflectance of the silicon (blue line) and silicon coated by ITO-Ag-ITO (red line) over varying
angles at the wavelength of 1110nm. The curve is calculated by the Sentech software, assuming the light
source and the detector are located inside the silicon, on opposite surfaces.

The reflected light from the silicon backside goes through silicon bulk and is then
absorbed by the detectors located on the circuitry side of the IC and creates a
photocurrent. Therefore, the light detected by the detectors is specified by the protection
structure available on the chip backside. Then, the photocurrent can be used as a signal
to indicate the integrity of the backside protection layer.

2-3 Attack detection

For attack detection, the integrity of the back-surface coating is checked by several p-
n junctions used as photodetectors (PD). After coating the layer on the chip backside, a
pattern of the ratio of the photocurrent of the detectors (signals of the detectors) is
measured and stored on the IC. It is shown schematically in the Fig 2. 20. It is necessary
to select detectors at different intervals from the LED to have a variety of reflection
angles. For example, for a chip with a thickness of 50 pm to have the angles of incidence
of 25°, 45°, and 65°, detectors should be located in the distances of 47um, 100um, and
215um respectively from the LE. These distances change to 280um, 600um, and
1287um for a chip with a thickness of 300um.
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Fig 2. 20 Schematic cross-section of a chip protected by an optically active layer. The photocurrent of
detectors, as well as the ratio of the photocurrents, is specific to the layer.

As long as the ratio of the measured photocurrents is the same as the pattern and
confirms the angle dependence of the intact coating, the integrity of the coating has been
verified, and no attack has occurred. Because the layer covers the IC backside and is
opaque to the IR light, if attackers want to physically or optically assault the chip through
backside (such as with FIB attacks or laser stimulation attacks), they need to damage or
remove the coated layer. Since this optical layer modifies the intensity of the reflected
light, removing the layer will change the intensity of the detected light as well as the
photocurrent. Then the photocurrent ratio of the detectors will not be identical to the
pattern. Therefore, as soon as the specific angle dependence of the coating cannot be
reproduced, harm has been done to the coating, indicating a backside attack (Fig 2. 21).
The device should be disabled, or the sensitive data should be cleared away by disabling
circuitry which may be included in the device to prevent the attackers from accessing
sensitive data.
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Fig 2. 21 Schematic Cross section of the chip with a harmed layer and attack detection technique.

In the method presented here, one forward biased p-n junction (forward current) is
used as a light source (LE), and several p-n junctions operating in reverse bias are used
as photodiodes (PD). The LE current must be limited to a safe value. If the LE is operated
in a circuit with a constant voltage, it is needed to use a series resistor to control the
forward current through the LE.
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Monitoring the backside is achieved by measuring the signal of the detectors. P-n
junctions are already available in the IC, and no additional steps in manufacturing are
needed. The only extra work to have a secure IC is to coat an optically active film on the
IC backside. In this case, attack detection is performed by electrical measurement on the
circuitry side and accessing the chip back surface is not required.

In the following chapters, the concept of the protection mechanism is proved by

coating two different optically active layer on the chip backside and analyzing the signal
of the detectors in the presence and absence of the layer.






Chapter 3: Thin-film preparation

This chapter is dedicated to an overview of the production of the thin films. The
methods of preparation and characterization of the layers are reviewed. The deposition
process of two different optically active layers used in the defense mechanism are
described, and the results of the characterization are presented. The first layer is a thin
film of silver (Ag) sandwiched between two layers of the Indium tin oxide (ITO-Ag-
ITO), and the second layer is a thin film of titanium (Ti) between two layers of Titanium
dioxide (T102-Ti-TiOz). Both layers are capable of affecting the intensity of the infrared
light reflected from the coated surface.

3-1 Thin films: Technology and Applications

Thin film is a layer of material with a thickness of less than a nanometer to several
micrometers. They are very important as a means of altering the properties of the
surfaces and interfaces, for example, increasing or decreasing transmittance or
reflection in a certain wavelength. The features of the thin films are quite different from
the bulk materials which they are made of. These properties depend on a number of the
interrelated parameters, and also on the technique employed for their fabrication. The
parameters that determine the optical and mechanical properties of a thin film include
the thickness of the film, purity of the used target, the temperature of the process, rate
of the evaporation or sputtering, degree of the vacuum inside the coating chamber, and
the partial pressure of the reactive gases in the chamber.

Thin films are ubiquitous in our daily life from information and telecommunication
terminals to solar cells and windows. There is a wide range of application for thin films,
for instance, decoration, reflective coating, anti-reflective coating on lenses or solar
cells, self-cleaning glass, and protection against corrosion and oxidation. The
importance of the thin film in the semiconductor industry and the electronic is evident.
The usages of thin-films in this arena are as insulators, conducting films, electrostatic
coating, sensors, displays, and for metal-oxide-semiconductor field-effect transistor
(MOSFET) technology in integrated circuits (ICs). Other applications of the thin films
are in the memory devices as the antiferromagnetic and ferromagnetic films [51].
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Insulator-Metal-Insulator (IMI) films have been widely applied to prevent surfaces
from unwanted attack and to hinder the copying of products [55]. This work presents a
new application of them in the hardware security of the semiconductor devices. An
optical coating that consists of one or more thin films of material deposited on the IC
back surface, which alters the reflection and transmission of the light on the surface.
The purpose of using this thin film is to modify the reflection of light and make the
surface opaque to the infrared light in order to protect the IC against attacks targeted
the IC chip backside. The utilized phrases in this document, such as “optical layer,”
“optically active layer,” and “protection layer,” all refer to this optical coating.

3-1-1 Thin-film deposition method

Thin film deposition is the act of applying a thin film onto a surface. Thin films can
be deposited by a variety of processes, either chemical or physical deposition
techniques, such as chemical solution deposition (CSD), chemical vapor deposition
(CVD), physical vapor deposition (PVD). CSD is a wet-chemical process that presents
deposition methods such as sol-gel, metal-organic deposition, spin coating, and dip
coating. Since this method is no vacuum technology, it has the advantages of low
investment costs and low power consumption [56][57]. CVD is a vacuum deposition
process in which the films of the materials are deposited from the vapor by a chemical
reaction occurring on or in the vicinity of a normally heated substrate surface [58][59].
PVD is a purely physical process in which the material goes from a condensed phase to
a vapor phase back to a thin film condensed phase. This method is a vacuum process
and includes techniques such as sputtering and evaporation [60][61].

In this work, the magnetron sputtering technique is used to coat the optical layer on
the IC back surface. The following section explains the sputtering process in more
detail.

Magnetron Sputtering technique

Sputter deposition is a physical vapor deposition (PVD) method for depositing thin
films. In this method, atoms are ejected from a solid target material due to bombardment
of the target by energetic particles from the plasma. These ejected materials are
deposited onto a substrate in a vacuum chamber and create the film [62][63].

In this process, the coating material is placed at the cathode in a solid form called
target. For highly pure coating, a clean environment is needed, so the chamber must be
evacuated. Then the chamber is filled with the process gas. The sputter gas is often an
inert gas such as argon (Ar). However, this gas is selected based on the material to be
coated and can also be oxygen or nitrogen. When a chamber is ready for the process, a
negative potential is applied to the cathode, and the chamber is grounded. This electrical
potential leads to creating positively charged ions of the process gas atoms. These ions
are accelerated toward the target surface. The ions have enough energy to sputter some
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of the target material. The energy of incident ions covers the range between a few eV
up to several 100 eV. The sputtered material will then be accumulated on the substrate
and create a film. The process continues at a constant substrate speed until the desired
thickness is achieved. The process is shown schematically in Fig 3. 1 [64][65].
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Fig 3. 1 Schematic of the sputtering process

Reactive sputtering is a process where a non-inert gas such as oxygen or nitrogen is
used in the deposition process. This gas can react chemically with the target material
and produces a molecular compound, which then becomes the deposited film. For
example, a titanium (T1) target reactively sputtered with oxygen (O2) gas can produce
a titanium dioxide (Ti0O2) film[66].

There are several types of power supplies for magnetron sputtering. These include
DC (direct current), RF (radio frequency), pulsed DC, MF (mid-frequency), and
HIPIMS (High power impulse magnetron sputtering). In this work, DC and RF
magnetron sputtering systems are utilized to deposit the thin films on the substrate. DC
sputtering uses a DC voltage source in the kV range and is mainly used when depositing
conductive materials. RF sputtering utilizes an RF power supply at a specific frequency
of 13.56 MHZ. RF sputtering can be used for both conductive and non-conductive
materials. Since it is more expensive than DC magnetron sputtering; its usage is mostly
restricted to non-conductive materials [67].

There are several ways to characterize a thin film. In this research work, the optical
properties of the films and their thicknesses are characterized using Ellipsometry
spectroscopy, ARTA (Automated Reflectance/Transmittance Analyzer), and SEM
(scanning electron microscopy). In the next section, the ellipsometry and ARTA
spectroscopies are explained.
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3-1-2 Spectroscopic Ellipsometry

Spectroscopic Ellipsometry is an optical measurement technique to evaluate the
optical properties of thin films. Using optical techniques involves no physical contact
with the surface and does not destruct the surface. Ellipsometry is a powerful tool used
for the characterization of thin films and multi-layer semiconductor structures. In this
spectroscopy, optical coefficients are characterized by evaluating the polarized light.
Polarization separates light into a parallel and perpendicular component (p and s). The
light beam is reflected off the sample and then analyzed to see how the sample has
interacted with the light beam [68][69].

Reflection coefficients for s-polarized light and p-polarized light differ in phase and
amplitude. Ellipsometry measures the complex reflection ratio 0O :

r
p = tany exp(id) =+
r,

where 7, and ry are reflection coefficients of p- and s-polarized light, respectively. ¥

(Psi) is related to the amplitude ratio of the reflection coefficients ¥ (Psi) is related to

the amplitude ratio of the reflection coefficients (ranges from 0° to 90°) and A (Delta)
is the phase difference between them (ranges from zero to 360° or -180° to +180°). ¥
and A change according to the properties of the layer. When measuring a highly
absorbing sample, like metals, the conventional refractive index (n) is relatively low,
and the extinction coefficient (k) is large. Therefore, reflection coefficients are similar
for the light of different polarization. ¥ does not change much in this case but A varies
significantly. In low or non-absorbing materials, ¥ changes due to significant reflection
[70].

Spectroscopic ellipsometry is applied to determine the optical constants and the
thickness of the deposited layer on the silicon. Ellipsometers measure A and ¥, the

quantities such as thickness and index of refraction are calculated by a model [73]. The
Sentech SE 850 ellipsometer is utilized for the experiments, and the obtained data are
fitted with a model using a software SpectraRay3 provided by Sentech [74]. Fig 3. 2
shows the device and the schematic setup of the ellipsometry experiment.
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Fig 3. 2 (a) Spectroscopic Ellipsometer [75] and (b) schematic setup of the ellipsometry experiment.
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3-1-3 ARTA Spectroscopy

ARTA (Automated Reflectance/Transmittance Analyzer) is a stepper motor driven

goniometer tool that uses an integrating sphere as the detector in UV/VIS/NIR
spectrophotometers. The ARTA is used to measure the reflectance and transmittance of
the thin films over the wavelength in a range of angles. The usual range of the analyzer
is 250-2500nm (limited by the range of the fiber bundle and polarizer) [76].
A sample holder is located in the middle of the sphere. The device uses a goniometer to
rotate the sample, thereby varies the angle of incidence (AOI) and independently also
rotates an integrating—sphere detector varying the angle of detection. Angles of
incidence 0-85 degrees in transmittance and 5-85 degrees in reflectance are measurable.
For any pairing of incidence angle and detection angle, spectra can be collected for s-
and p-polarized light in the wavelength range of 250-2500nm. In this work, ARTA
spectroscopy has been performed on Perkin Elmer Lambda 950 [77]. The ARTA device
and the sample holder are shown in Fig 3. 3.

L

Fig 3. 3 UV/VIS/NIR spectrometer with ARTA [78].

In the following sections, the deposition process of the thin films is represented, and
the results of the characterization of the two layers that are used as the protection layer
in this work are shown.

3-2 Deposition and characterization of ITO-Ag-ITO

At first, to protect the IC, planar films consisting of ITO (40nm) / Ag (15nm) / ITO
(40nm) are deposited on the IC backside to take advantage of the angle-dependent
reflection property of these films.

The Ag IMI stacks have been deposited on the IC back surface by in-line magnetron
sputtering using a Leybold Optics A600V7 vertical in-line sputter system. ITO has been
deposited as an oxide film utilizing planar ceramic target DC magnetron deposition in
Ar (Argon) / Oz (Oxygen) atmosphere (2% Oz and 98% Ar). Ag has also been deposited
by planar target DC magnetron sputtering in the same machine in the Ar atmosphere.
Both deposition processes were done at room temperature. Details on the process
optimization of such layers are published in [79].
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The coated layer is characterized by ellipsometry and ARTA spectroscopy.
Spectroscopic ellipsometry is applied to determine the thickness of the coated layer. Psi
and Delta are measured at two angles of incidence for light source and detector. In
ellipsometry, the position of the peak along the wavelength axis is related to the
thickness of the film, and the location of the peaks is related to the optical properties
(index refraction and the absorption) of the film. The thickness and optical constants
are extracted through a model-based analysis, using Spectraray 3 software. ITO and Ag
are simulated by means of the Drude-Lorentz models. The results based on data
obtained from the ellipsometer are represented in Table 3-1, and the schematic of the
layer with the thicknesses is shown in Fig 3. 4. The thicknesses of the layers have been
calculated using optical coefficients n and k at the wavelength of 1110nm from the
Sentech database.

The fitted and measured ellipsometric A and ¥ values are demonstrated in Fig 3.

5; the goodness of the fit is 98.1% (Mean square error = 1.9).

N

44nm
ITO
19nm
Ag
ITO 41nm
4nm
Si02
Si 330pum

Fig 3. 4 schematic layer structure (ITO-Ag-ITO) coated on the silicon substrate.

Table 3-1 Obtained results from ellipsometry spectroscopy at the wavelength of 1110nm

Material Thickness n K
Silicon 330 pm (Input) 3,53 4 %1073
SiO2 4 +/- 1 nm 1,45 -

ITO 41 +/- 1.6 nm 1,47 2,2x1072
Ag 19 +/- 1.2 nm 0,27 7,9

ITO 44 +/- 0.5 nm 1,47 2,2x1072
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Fig 3. 5 Calculated and measured Psi and Delta of coated silicon at two angles of incidence of 50° and
70°.

The layer has also been characterized by ARTA spectroscopy. The ARTA
measurement of the layer’s reflectivity is only possible through the air-layer-silicon
interface. The reflectivity of the structure from the airside using the data obtained from
the Ellipsometry spectroscopy is calculated. The calculation is done by SENTECH
software for s-polarized (S-P) and p-polarized (P-P) light in the angle of incidence range
from 10°-70° and at a wavelength of 1110nm. Fig 3. 6 compares the results of ARTA
measurements and the calculated one by SENTECH software. It can be seen that
simulated reflectivity is in conformity with the measured reflectivity. This result
indicates that the reflectivity inside the silicon complies with the SENTECH software
calculations.
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Fig 3. 6 Spectral reflectivity simulated (circles) and measured (triangles) as a function of AOI (at the
range of 10°-70°) at a wavelength of 1110nm for S- polarized (S-P) and P-polarized (P-P) of light.

Fig 3. 7 compare angular dependence of light reflection inside the bare silicon and
the coated silicon with ITO-Ag-ITO and illustrates how the coated layer changes the
intensity of reflected light depending on the angle of incidence of light. So this layer
can be a proper choice for protecting the IC backside.

Using the parameters obtained from ellipsometry, reflectance, transmittance, and
absorbance of light at the wavelength of 1110nm are calculated according to the angle
of incidence (0°-80°) inside the silicon which is coated with protection layer using the
SENTECH software and the results are shown in Fig 3. 8. These curves illustrate that
the reflectance changes over the angle of incidence and the variations of the reflectance
are due to the variation of absorption over the angle of incidence and not the
transmission. Only a slight part of the light, less than 8%, and only for the angle less
than 16° transmits, and light is absorbed with in the coated layer by 5% to 50 % which
depends on the AOI.
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Fig 3. 7 Angular-dependent reflectance of the silicon (blue-stared line) and silicon coated with ITO-Ag-

ITO (red line) in the infrared wavelength. The curves are calculated by the Sentech software, assuming
the light source and the detector are located inside the silicon, on the opposite side of the layer.
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Fig 3. 8 The angular-dependent reflectance, transmittance, and absorbance of the light with the
wavelength of 1110nm inside the coated silicon.
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3-3 Deposition and characterization of TiO2-Ti-TiO2

The second optically active layer which provides angle-dependent reflectivity for the

silicon interface in the near-infrared region, is a layer consist of a thin film of titanium
(Ti) sandwiched between two layers of Titanium dioxide (TiO3).
The films were prepared by radio frequency (RF) magnetron sputtering from a Ti target
(3-inch diameter) at room temperature. The pure Ti thin film has been deposited at the
sputtering power of 60W with argon as working gas. The TiO2 films were produced
with an Ar/O2 gas mixture at the sputtering power of 180W. The layer has been coated
on the backside of the chip and on an extra silicon wafer to have a sample to characterize
the layer.

Spectroscopic ellipsometry was applied to determine the thickness of the coated
layer. Psi and delta are measured at two angles of incidence for light source and detector
(55° and 70°). The measured data are fitted to a model to extract the thicknesses and
the optical constants of the layer. The TiO> layers are simulated using Tauc-Lorentz
models, and the Ti layer is simulated using Drude-Lorentz models. The results based
on data obtained with a Sentech SE 850 ellipsometer and simulated by Spectraray 3
software at the wavelength of 1110nm are outlined in Fig 3. 9 and Table 3-2. The
thicknesses of the layers have been calculated using optical coefficients n (refractive
index) and k (extinction coefficient) from the Sentech database.

The fitted and the measured ellipsometric delta and psi values are demonstrated in Fig
3. 10; the goodness of the fit is 99.4% (Mean square error = 0.6).
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Fig 3. 9 schematic layer structure (TiO2-Ti-TiO2) coated on the silicon substrate.
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Table 3-2 Obtained results from ellipsometry spectroscopy

Material Thickness n K
Silicon 300 um (Input) 3.53 4 %107
TiO, 38 +/-0.008 nm | 2.59
Ti 18 +/- 0.008 nm | 3.39 3.77
TiO, 34 +/-0.006 nm | 2.59
350
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Fig 3. 10 Calculated and measured Psi and Delta of coated silicon with TiO2-Ti-TiO2 at two angles of

incidence of 55° and 70°.

Cross-sectional scanning electron microscopy (SEM) of the coating on the silicon
wafer is performed at an acceleration voltage of 10 kV. The SEM image is presented in
Fig 3. 11. For this image, the silicon wafer is broken, and the cross-section of a piece
of the wafer is used for SEM imaging. This SEM image shows that the thickness of the
coating is about 85nm which consists of 40nm TiO; layer on the silicon wafer, 20nm

of Ti, and 35nm of TiO: on top. The thicknesses shown in the SEM image are very
close to the one obtained from Ellipsometry spectroscopy (Table 3-2).
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Fig 3. 11 Cross-section SEM image of the TiO2-Ti-TiO2 coated on the silicon wafer.

Regarding the parameters obtained from ellipsometry, the angle dependence of the
reflectivity inside the silicon is calculated using the software SpectraRay 3 provided by
Sentech at the wavelength of 1110nm. In Fig 3. 12, the reflectivity of light inside the
silicon (blue stared line) and coated silicon with the layer (red line) are compared.
Before coating the layer, the reflectivity for an angle of incidence larger than 16° was
100%. The result indicates a change to 11%-95% after coating the optical layer. Fig 3.
13 compares the reflectance, the transmittance, and the absorbance of the layer, when
the light reaches the layer from inside the silicon. It is observable that the absorbance
of the layer caused the reductions in the reflectance and there is no transmittance for
the light with an angle of incidence larger than 16°. The layer reduced the transmission
of the infrared light to 37% for the light with AOI of 0°-16°. The layer provides a strong
angle-dependent reflectivity for the silicon surface. Therefore, this layer can be
considered as an optically active layer for the protection mechanism.
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Fig 3. 12 Angular-dependent reflectance of the silicon (blue-stared line) and silicon coated with TiO,-Ti-
TiO; (red line) in the infrared wavelength. The curves are calculated by the Sentech software, assuming
the light source and the detector are located inside the silicon, on the opposite side of the layer.
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Fig 3. 13 The angular-dependent reflectance, transmittance, and absorbance of the light with a
wavelength of 1110nm inside the silicon coated with TiO2-Ti-TiO2.
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Both layers introduced as the optically active layer in this work provide angular-
dependent reflectivity in the infrared region when coated on the IC backside. The layer
consists of Ti gives more changes in reflectance over the angles while the layer consists
of Ag provides less transmission in smaller angles. The reflectance of these two layers
is compared in Fig 3. 14.
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Fig 3. 14 Calculated Reflectivity of silicon back surface (blue line) and silicon coated with ITO-Ag-ITO
(green line) and silicon coated with TiO2-Ti-TiO2 (red line) at a wavelength of 1110nm.






Chapter 4: Experiments, Results, and
Discussion

This chapter presents the experimental procedure and the results of applying the two
different optically active layers as the protection structure on the IC backside. In the
first part, the concept of the method has been proved by applying a layer of ITO-Ag-
ITO as a protection layer. After analyzing the results of the first experiment, a layer of
Ti0,-Ti-TiO2 was designed as the protection layer, and the test chip was redesigned to
improve the method. Then the same procedure is repeated, and the results are presented
in the second part. The results confirm the effect of the optically active layer coated on
the IC backside on the intensity of the light reflected from the back surface. Changes in
the intensity of light lead to a change in the photocurrent of the detectors.

In the following, the protection mechanism presented for the IC backside in this work
is assessed, and the possible options to approach an appropriate protection structure are
considered.

The results presented in this chapter have been published in [80], [81],[82], [83], and
[84].

In this chapter, LE refers to the light-emitting device, which is a diffusion area in the
silicon bulk of the test structure, and LED refers to a light-emitting device that is
separate from the test structure.
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4-1 ITO-Ag-ITO as the protection layer

As the first protection layer, a structure consisting of ITO-Ag-ITO has been coated
on the IC back surface by an in-line magnetron sputtering system. Because the
mentioned layer provides angle-dependent reflectivity, it can be a suitable choice for
the protection mechanism. The deposition process and the result of the characterization
of the layer are presented in the previous chapter. In this chapter, the attack detection
ability of the protection mechanism using this layer is evaluated, and the results of the
electrical measurements are discussed.

4-1-1 Device Under Test

The device used in this work was designed at Technische Universitit Berlin (TUB)
and produced in 250nm IC technology at IHp GmbH (Innovations for High-Performance
Microelectronics, Leibniz-Institut fiir innovative Mikroelektronik) in Frankfurt (Oder),
Germany. In this chip, the full circuitry covered an area of 0.5mm x 4mm. The chip was
thinned out to a remaining silicon thickness of 330um. The silicon surface was polished
to create a surface without scratches and deformation. For this experiment, p-n junctions
are designed as a light emitter and detectors. Due to the small dimensions of a single p-
n junction, it was possible to distribute the structures over the entire area of the circuitry.

By knowing the location of the structure (light emitter and detectors) on the IC and
thickness of the silicon bulk, the angle of incidence of light that will be absorbed by
each detector can be calculated. Fig 4. 1 shows the IC cross-section where LE is a light-
emitting device, and PD is a detector. Here, x is the distance between the LE and PD
on the circuitry side of the IC, L is the length of light that passes from LE to the chip
back surface and from the backside to the PD, a is the angle of incidence of light, and
d is the thickness of the chip.

F 3

LE PD

A 4

Fig 4. 1 Cross-section of the chip where light source (LE) and detector (PD) are located, x is the lateral
distance between LE and PD, d is the thickness of silicon, a is the angle of incidence, and L is the path
length of light before and after reflection.

In a right-angled triangle, the tangent of a non-right angle is defined by the ratio of
the length of opposite side to the length of the adjacent side. Thus, here:
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x 1s known from the layout of the chip, and the thickness of the chip (d) is
measurable, so the a for each detector can be calculated.

4-1-2 Experiments and results

In order to convenience in handling and preparation of the chip for coating the layer
on the IC backside, the chip is mounted into a silicon wafer. For this purpose, a hole
larger than the chip surface has been made in the silicon wafer to hold the chip; it allows
access to the backside and front side of the chip. Fig 4. 2 shows the chip mounted into a
silicon wafer. The chip has been kept in the middle of the hole with a UV curing
adhesive, Vitralit UC 1609, which has a low viscosity and is a transparent adhesive [85].
The adhesive is found only between the sides of the chip and the silicon wafer (the
holder); the circuitry side and the backside of the chip are not covered.

Circuitry area
0.5pumx4pum

Adhesive

Fig 4. 2 Chip is mounted into a silicon wafer (frontside view). The device is kept in the hole with an
adhesive.

To generate an optical signal inside the IC, a forward current of -5SmA corresponding
to a forward voltage of almost -1V is applied to a p-n junction, which is assigned to be
a light-emitting (LE) device. The current-voltage (I-V) characteristic of the LE, which
is an n diffusion in a p-doped silicon substrate, is displayed in Fig 4. 3.
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I-V Characteristic
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Fig 4. 3 I-V characteristic of a p-n junction under forward and reverse bias.

In order to detect the light reflected from the IC backside, nine p-n junctions in
reverse bias operation are used as photodetectors (PD; - PDy). The photodetectors are
located at different intervals from the LE. Fig 4. 4 illustrates the schematic top-view of
the device under test and the location of the light emitter (red rectangle) and detectors
(blue rectangles). Detectors are located within a distance of 691um to 2596um away
from the light emitter, which results in detecting the light with different angle of
incidence (46.5°-75.8°). The distance between the LE and detector and the angle of
incidence of the reflected light absorbed by the detector is calculated for each detector
and represented in Table 4. 1

[ | [ | [ | [ | 3
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2593 pm g 2057 pm B H Ek“—»} 5
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wr 09g

Fig 4. 4 Schematic top-view of the chip and the location of the light emitter (red rectangle) and detectors
(blue rectangles). Light detectors and emitter are shown four times larger than actual scale.

Before coating the protective layer on the chip backside, a reverse voltage is applied
to the detectors, and the dark reverse current (when the LE is off) and photocurrent
(when the LE is on) of the detectors are measured. The dark current of all detectors was
less than 1pA, while the reverse current of detectors under illumination increases by 3
to 7 orders of magnitude depending on the distance between the LE and detectors
(872pA- 8.67nA). The photocurrent of each detector is presented in Table 4. 1 under
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the title of “I,n (before coating).” The amount of dark current is small enough to
consider the reverse current of the detectors under illumination as a photocurrent. In
order to evaluate the reliability and repeatability of the measurements, the photocurrent
of each detector is measured three times on different days; the changes were less than
5%, which confirms the reliability and repeatability of the measurements. The Iyn
presented in Table 4. 1 is the average of the three measured currents. For electrical
measurements on this chip, hp 4145A semiconductor parameter analyzer is utilized.

In the next step, an optically active layer consisting of ITO-Ag-1TO, with a thickness
of 41nm for inner ITO, 44nm for outer ITO, and 19nm for Ag, was deposited on the IC
back surface. The coating process and the results of the characterization are described
in detail in the previous chapter. Then, in order to investigate the layer’s effect on the
intensity of the reflected light that leads to a change in the photocurrent of the detectors,
the same electrical measurements are performed on the same structure as before. The
dark current and photocurrent of detectors are measured. Again, the photocurrent of
each detector is measured three times on different days, and the changes were less than
5%. The results are available in Table 4. 1 under the title of “I,n (after coating),”
(average of the three measurements). It can be seen that the photocurrent of the
detectors is not any more equal to the initial photocurrent (before coating) and is
reduced.

In the next level, the layer is removed from the back surface using chemical etching
to have the same surface as before coating. The etching of layer is performed with a
chemical solution of ferric chloride which is a mixed solution of HCI (37%): FeCl3
(40Be’) at 1.00: 1.00 [86]. The etching has been done through a drop method by using
a cotton swab. Fig 4. 5 shows the mounted chip in a silicon wafer where the protection
layer has been etched away from the chip’s back surface; the layer is still on the rest of
the wafer surface. To be sure that the changes in the photocurrent were only the effect
of the protection layer, the same electrical measurements as before coating and after
coating are carried out. The photocurrent of each detector is measured three times on
different days; the changes are less than 5%. The photocurrent that is the average of the
three measurements for each detector is presented in Table 4. 1 under the name of In
(after etching).
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In this area the protection
layer is etched

Fig 4. 5 Chip is mounted into a silicon wafer; the protection layer is etched from the chip backside and
the area around.

The reverse current of one example of our detectors (PD4) has been demonstrated
in Fig 4. 6, indicating almost no dependence of the voltage in reverse operation. Id (red
line) is the dark current when there is no illumination, Iy, is the photocurrent when the
chip is protected by the layer, represented by the blue line with points, and the green
line with triangles represents when the layer is removed.

Reverse current of a Photodetector
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Fig 4. 6 I-V characteristic of a photodetector (PD4), which detects light with AOI 62° and is located at a
distance of 1233 um from the LE. The red line represents the dark current, the blue line (circles) represents
the photocurrent of the detector when the IC is protected by an optically active layer, and the green line
(triangles) represents Iy, when the layer is removed from the IC backside.

Table 4. 1 describes the results of the performed experiments, photocurrent of
photodetectors (PDs) before coating the layer, after coating the layer, and after etching
the layer. The table also exhibits the distance between the LE and PDs, the percentage
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of the changes in photocurrent that is caused by the layer for each detector, and the
percentage of the reduction in reflectance caused by the layer. The angle of incidence
of the light presented in Table 4. 1 is the angle at which each detector absorbs the light
reflection (o in Fig 4. 1).

Results state that photocurrents decrease by 15% to 25% after depositing the layer
and almost return to the initial amount (before coating) after removing the layer. For
example, the photocurrent of PD3, which detects reflected light at the angle of 61.7°,
before coating the layer was 69.7 nA and 53 nA after coating and 68.9 nA after
removing the layer. The reduction is clearly identified with a 24% difference. This is in
rough accordance with the simulated difference of 18%.

The results of the experiments are graphically illustrated and compared in Fig 4. 7.
The blue dashed line highlights the reflectance of the bare silicon at a wavelength of
1110nm and for the angle of incidence (AOI) range of 0-90°. The black dashed line is
the reflectance of the silicon coated with the mentioned layer, which shows how this
layer modifies the reflected light and changes depend on the AOI. The purple stars
represent the initial photocurrent of the detectors, I,n, before coating the layer. In order
to compare the changes in the photocurrent with the changes in the intensity of the
reflected light from the backside, the photocurrents are presented as percentages. When
the silicon backside is bare, reflectance in angles larger than 16° is 100%. Since the
current through photodetectors is directly proportional to the intensity of the incident
light, the initial photocurrent is classified as 100% for each detector in any distance
with AOI>16°. The red and green stars are the percentage of the photocurrent of the
detectors after coating the layer and after removing the layer respectively relative to the
initial amount.

Table 4. 1 Photocurrent of detectors before and after coating and after removing the optical layer in 1V reverse bias,
AOI of the light at the back surface and distance between LE and the detector.

Detectors Iph Ipn (after | Ipn (after Distance Angle of %change of | %change of
(before | coating) | Etching) between incidence of | Iyn caused by | intensity of
coating) LE & PD light [°] protection light from

layer model
PD1 8,67 uA | 7,41 pA 8,8 nA 691pm 46,5 15% 40%
PD2 5,12 uA | 4,16 pA | 5,10 pA 702pum 47 18% 40%
PD3 69,7 nA 53 nA 68,9 nA 1216pum 61,7 24% 18%
PD4 118 nA 88,8 nA | 117,5nA 1233pum 62 25% 17%
PD5 285 nA 220 nA 278 nA 1382um 64,5 23% 15%
PD6 107 nA 84,2 nA | 104,5nA 1388um 64,7 21,5% 15%
PD7 6,12nA | 495nA | 6,04nA 2074pm 72,4 19% 9%
PDS 3,07nA | 248nA | 3,02nA 2078 um 72,5 19,1% 9%
PD9 872 pA 708 pA 862 pA 2596pm 75,8 18,8% 7%
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Fig 4. 7 Percentage of photocurrent of the detectors (Iph) before deposition of the optical layer (purple
stars- Initial Iph), after deposition (red stars), after removing the optical layer (green stars), the calculated
angular-dependent reflectivity of coated silicon (black dashed line) and uncoated silicon (blue dashed
line) at the wavelength of 1110nm. [81]

The results obtained from this experiment prove the protection concept and express
that it is a promising method to reach a secure IC. In Fig 4. 7 it can be seen that the
changes in photocurrent of the detectors with different AOI, in the presence of the
protection layer, are so close. These amount of changes in photocurrent versus angles
may not be enough to take advantage of the angle-dependent reflectivity of the layer.
Therefore, to improve the technique, the layer should be replaced with a film that
provides stronger angle-dependent reflectance. A thin film of Titanium (Ti) sandwiched
between two layers of Titanium dioxide (TiO2) brings it closer to the goal. In the next
section, the use of the mentioned layer for the protection mechanism is investigated.
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4-2 TiO:-Ti-TiO; as the protection layer

The second thin film that is suitable for the protection mechanism is a film consisting
of Ti0O,-Ti-TiO,. This layer coated on the silicon surface provides strong angle-
dependent reflectivity over the infrared region. This layer is coated at room temperature
on the IC backside. The deposition process and results of the characterization are
described in the previous chapter. In the following, the defense mechanism when this
layer is used as a protection structure is evaluated.

4-2-1 Device Under Test

The device that is used for this experiment was designed at Technische Universitit
Berlin (TUB) and produced in 250nm IC technology at IHP GmbH (Innovations for
High-Performance Microelectronics, Leibniz-Institut fiir innovative Mikroelektronik)
in Frankfurt (Oder), Germany.

The circuitry side covers an area of Immx>2mm. The structures used in this work are
general p-n junctions that are distributed over the entire area (1x2 mm?). Each p-n
junction is an n-diffusion with an area of 8umx>20um and a doping level of 10%° /cm?
in a p-doped silicon substrate. In this device, an n-well in the form of a square ring has
been designed around three p-n junctions that are assigned to be used as the light
emitter. The surrounding n-well is an n-diffusion of 50x50um? with a thickness of 3um
and a doping level of 10'7 /cm®. Later in this chapter, its reason is explained. P-n
junctions are placed at various intervals from the p-n junction and are assigned as the
light emitter to have detectors with different angles of detection. The schematic top-
view of the structures is illustrated in Fig 4. 8. The red rectangles with a blue ring around
present the light emitter, and the other red rectangles illustrate the photodetectors. This
figure contains the distances between light emitter number 1 and all other structures.
To facilitate the handling and preparation of the chip for the coating and polishing
process, the chip was diced in a larger size of 2.3mm x 6.2mm, where the structure
placed in the middle of the die. In order to have a chip back surface without roughness
and scratches, the chip was thinned and polished to a remaining silicon thickness of
300pum.
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Fig 4. 8 Schematic top-view of the chip and the location of the light emitters (red rectangles with a blue
ring around) and detectors (red rectangles).

4-2-2 Experiments and results

After thinning and polishing the silicon back surface, a thin film of 15nm Ti
sandwiched between two layers of TiO2 (each 40nm) is deposited on the IC backside.
The deposition process and the characterization of the layer are presented in the
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previous chapter. In the next step, the chip is mounted onto an IC adapter and bonded
to the adapter. The IC adapter that is used in this work was a QFP64, p=0.80 mm RM
2,54 mm from Roth Elektronik (RE966-01E) [87].

In order to access the IC backside, a hole with a size of 4x8 mm? (a bit larger than
chip) has been made in the middle of the IC adapter and hold the chip in this hole with
a tape on IC backside. It has shown in Fig 4. 9.
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Fig 4. 9 IC adapter (QFP64) and the chip that is placed in a hole in the middle of the IC adapter.

The IC components (p-n junctions) are bonded to the adapter’s connection pads, and
afterward, the hole of the adapter and surroundings the wires are filled with filling
material. The adhesive materials used in this work were Structalit 5893 and Structalit
5891 [88]. To contact the structure for electrical measurements, the pins are soldered to
the adapter holes. The frontside and the backside of the chip mounted into the IC adapter
are shown in Fig 4. 10 Now the IC back surface is exposed, and removing the layer is

possible.
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Fig 4. 10 (a) Frontside and (b) the backside of the chip bounded into the IC adapter. The pins are soldered
to the adapter to contact the IC structure for electrical measurements.

To check the ability of the mechanism to detect the attack, which leads to remove or
damage the layer, the photocurrent of detectors is measured in the presence and absence
of the layer. For electrical measurements on this chip, Keithley 4200A-SCS parameter
analyzer is utilized.

First, the dark current (I4) of the detectors in reverse bias operation is measured when
there is no emission in the IC. The dark currents of PDs are negligibly small, PDs show
the reverse bias saturation currents of the order of 10° A.

In this work, one p-n junction was forward biased (-5SmA (~-0.9V)) as a light emitter
(LE). The other p-n junctions that are located at various intervals from LE were used in
reverse bias operation as photodetectors. The photocurrents were measured, and the
amount of currents at 1V reverse voltage is recorded in Table 4. 2 under title of In when
the backside is protected. Measuring the photocurrent of the detectors is repeated three
times for each p-n junction on different days to evaluate the reliability and repeatability
of the measurements; the changes between the photocurrents of each PD were less than
5%, which confirms reliability and repeatability of the measurements. The
photocurrents presented in Table 4. 2 are the averages of three measured values and are
in the range of nA and pA. The photocurrents are 4 to 7 orders of magnitude higher
than dark currents depending on the distance between the LE and detector. A
comparison of the photocurrent of the detectors illustrates that when the light path
length in silicon bulk increases, there is more absorption, and the intensity of the
incident light at detectors decreases, and consequently, the photocurrent decreases.

In the next step, the protection layer is removed from the backside of the chip. In
order to have the same surface as before, the layer is removed by chemical etching. A
solution of NaHCO3+H>O» has been used for removing the layer from the backside of
the chip.
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After removing the protective layer from the IC backside, the same electrical
measurements are performed, and again, the measurements are repeated three times.
The averages of the photocurrents are represented in Table 4. 2 (I,n - exposed backside).
All electrical measurements are performed in a dark box. The results of the electrical
measurements are represented in Table 4. 2.

The percentage of the changes in photocurrent that were caused by the optically active
layer is calculated and shown in Table 4. 2:

% ch Ioh dbvi _ Iph_exposed backside — Iph_protected backside % 100
6 changes of Iph caused by layer = Iph_exposed backside

This table also represents the distance between the LE and PDs, the AOI of light
absorbed by each PD, the path length of light between the LE and each detector, and
percentage of changes in reflectance at silicon back surface that shows how much the
reflectance is reduced after coating TiO2-Ti- TiOsx.

The results of the measurements (percentage of the photocurrent (%l,n), and
reflectivity (%R) in the absence and in the presence of the optical layer) are illustrated
in Fig 4. 11. When the IC backside is exposed, the reflectivity is 100% for all angles
larger than 16°. Since there is a direct proportion between light intensity and
photocurrent, the photocurrent of each detector in the absence of the layer is classified
to 100% (initial photocurrent). Then the percentage of the photocurrent after coating
the layer is defined relative to the initial photocurrent.

The results indicate that the photocurrent of the detectors reduces after applying the
protection layer, and the reduction depends on the AOI of light that is absorbed by
detectors. The changes in photocurrents are in good agreement with the changes in the
reflectivity. The changes in reflectivity result in a change in the intensity of the reflected
light. The results confirm that the detectors absorb the reflected light from the backside
and that the coated layer changes the intensity of the reflected light, affecting the
photocurrent of the detectors. Therefore, the integrity of the back surface can be verified
by measuring the photocurrent of the detectors.

It should be mentioned that in this experiment, all three light emitters and all available
detectors on the IC were involved in the measurements, but because of degradation,
only one LE and a few detectors survived until the end of the experiment. The reasons
for degradation can be: 1) this chip was a prototype, and there was no ESD protection
for devices. 2) all measurements are performed externally and through a long cable. In
order to have a strong enough signal on the detectors, a voltage higher than power
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needed in real IC application is applied to the light emitter, which could have led to
degradation.

Table 4. 2 Results of the electrical measurements photocurrent of the detectors in presence and absence of the optical
layer in 1V reverse bias, AOI of the light absorbed by detector horizontal distance and pathlength of light between
the LE and the PDs

Photo AOI (a) Distance Light path Iph - Iph- % changes % changes
Detectors [°] from LE length (2L) exposed protected of Iph caused of R caused
(PD) (nm) (nm) backside backside by layer by Layer
PD1 19 212 646 2,48nA 1,46pA 41,1 67
PD2 29,1 340 698 1.289uA 281,9nA 78 83
PD3 41,5 541 815 183,55nA 59,9nA 67,3 69
PD4 63,4 1220 1,364 18,57nA 12,63nA 32 38
PD5 66,1 1381 1,510 3,09nA 1,98nA 36 35
%]Iph and %R with and without optical layer
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Fig 4. 11 Percentage of photocurrent of the detectors (I,n) in the presence of the optical layer (red dots),
in the absence of the optical layer (brown squares), the reflectivity of the silicon (blue dashed line), and
the silicon coated with TiO»-Ti- TiO, (black dashed line)

In order to protect the chip against optical attacks, the protection structure should be
opaque to the light that silicon is transparent to (IR light). The opaqueness of the layer
is investigated by calculating the transmittance. Fig 4. 12 displays the calculated
transmittance of the bare silicon (black line) and silicon coated with TiO,-Ti-TiO> (red



Experiments, Results and Discussion 71

line) when the light is emitted inside the silicon. If the light incident with an angle of
incidence smaller than 16°, transmittance of the silicon-air interface is about 70%, and
this amount is reduced to 36% when the silicon is coated with the protection layer.
However, this layer reduces the transmission of the light but is not opaque enough.
Therefore, it is necessary to deposit another layer that is capable of making the IC
backside opaque. Applying a thin layer of Ag (silver) -about 100nm- sandwiched
between two stacks of ITO -20nm for each stack- on the protection structure mentioned
above can make this layer quite opaque and protect the IC against optical attacks as well.

In Fig 4. 12, the green line reveals that there is no transmission of the IR light after
adding the Ag layer. Fig 4. 12 and Fig 4. 13 show the transmittance when the light is
emitted from inside the silicon (in the case of measuring the photoemission of the
structures) and when the light reaches the protected silicon from the outside (in the case
of laser injection) respectively. The green line in both cases illustrates that the layer is
opaque and tracking the emitted photon from the IC structure as well laser injection is
not possible unless the protective layer is removed. The added layer affects the reflected
light, and the removal of this layer can be detected by the detectors as well. The
reflectance of the coated silicon with this layer is illustrated in Fig 4. 14. A thin film of
Ag sandwiched between two layers of ITO is one example, any layer opaque to the IR
can be an option for this job. The reflectance and transmittance are calculated using
Sentech software.
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Fig 4. 12 Transmittance of the silicon (black line), silicon coated with TiO2-Ti-TiO2 (red line), and the
silicon coated with TiO2-Ti-TiO2-ITO-Ag-ITO (green line) for the light at a wavelength of 1110nm
emitted inside the silicon. The curves are calculated by the Sentech software.
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Fig 4. 13 Transmittance of the silicon (black line), Transmittance of the silicon (black line), the silicon
coated with TiO2-Ti-TiO2 (red line), and the silicon coated with TiO2-Ti-TiO2-ITO-Ag-ITO (green
line) for light at a wavelength of 1110nm emitted on the airside side. The curves are calculated by the
Sentech software.
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Fig 4. 14 Angle-dependent reflectance of the silicon (black line), silicon coated with Ti02-Ti-TiO2 (red
line), and the silicon coated with TiO2-Ti-TiO2-ITO-Ag-ITO (green line) for the light at a wavelength
of 1110nm emitted inside the silicon. The curves are calculated by the Sentech software, assuming the
light source and the detector are placed inside the silicon, on the opposite side of the layer.
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4-3 Discussion on the light source and the detectors

The light source that is used in this protection mechanism is a high-doped silicon p-n
junction, and the generated photons have energy close to the silicon bandgap (1.1 eV).
Besides the fact that silicon is not an efficient light emitter as it is an indirect bandgap
semiconductor, the generated photons are partly absorbed by silicon bulk before
reaching the detectors. Therefore, it is necessary to apply high forward bias to the light
emitter to get enough light at the farthest detector.

The first issue that came up in the experiment was the degradation of the transistor
whose drain was used as light emitter. When a high forward bias was applied to the
drain, a large number of the carriers injected into the device and damaged the gate of the
transistor. To overcome this issue an individual p-n junction is designed in the test device
(the device used in the first experiment) and utilized as the light emitter.

Another issue with the light source is that when a high forward bias applied to the
emitter, it may create a leakage current that travels in parallel with the light. When the
light travels a long distance, this current is insignificant, but when the detector is close
to the light source, the current cannot be ignored. The next issue is that the light source
emits in all directions; hence, some radiation can travel directly from the emitter to the
detectors. This radiation has no interaction with the backside, so it does not carry any
information on the backside.

To prevent such problems, a structure like an n-well, here called guard ring (GR), is
designed around the light source. Fig 4. 15 displays (a) cross-section and (b) top view of
this structure (GR) around a p-n junction that is assigned as a light emitter (LE). This
guard ring partially restricts the direct passage of light between the light-emitting and
light-sensing devices and decreases the leakage current. Therefore, detectors detect
mostly the reflected light from the back surface. Furthermore, the guard ring helps to
keep the regular IC structure close to the light source safe from the side effects of driving
a p-n junction in a high forward bias.

In the test structure used in the second experiment, the GR is designed and fabricated
around the light source. The guard ring should be connected to the ground when the light
source is on. In this test device, the guard ring around the LE is an n-well in the form of
a square ring with a size of 50x50 pm? where the LE is centered within the GR. So, the
total area of each light emission spot (LE + GR) is about 50x50 um?. The LE is made
with a size of 20x8um?.

Depending on the thickness of the chip and the area that should be covered, it may be
required to use more than one light emitter to check the integrity of the layer on the
whole area of the chip backside. The drain or the source of any available transistor may
be used as the light-sensing device.
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Fig 4. 15 Cross-section (a) and top view (b) of the light emitter (LE) and n-well (guard ring-GR) around
the LE.

Another issue on the LE is that the light emitter should not be operated in a well.
Since the well is heavily doped compared to the silicon bulk (substrate), more absorption
happens in the well. Besides, this well-bulk junction can also act as a detector. For that
reason, some parts of the created photons will be absorbed by the well and the junction.
Fig 4. 16 shows the cross-section of a light emitter in a well. Light intensity (red arrows)
decreases after passing through the n-well and the n-well-substrate junction.
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Fig 4. 16 Cross-section of the light emitter in an n-well. A p-n junction in a well is not the right choice
for light emission.

In this technique, it is recommended that at least three detectors be used at different
intervals from the light-emitting device to provide different angles of detection. This is
required to make a pattern of the ratio of the photocurrent of the detectors (signals of the
detectors) to check the integrity of the protection layer. For example, for a chip with a
thickness of S0um which has angles of incidence of 25°, 45°, and 65°, should have
detectors at the distances 47um, 100um, and 215um respectively from the LE. These
distances change to 280um, 600um, and 1287um for a chip with a thickness of 300pum.

Since the protection layer on the chip backside is opaque, an attacker needs to remove
the protection layer to find the location of the stored secure data. Removing the layer
results in disabling the device. It is assumed the attacker knows where the sensitive data
is stored on the chip and only needs to remove the layer underneath of the sensitive
devices. Therefore, it is essential to choose detectors in a way that at least one detector
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absorbs the reflected light on the silicon backside underneath of each sensitive device
area. Fig 4. 17 and Fig 4. 18 show the top-views and cross-sections of the location of LE
and detectors (PDs). It illustrates that the light emitter should be placed in a location that
provides different intervals from intended sensitive device areas to give various angles
of detection. It may require more than one detector to protect a device if the sensitive
area is large (Fig 4. 17, S-D2).

P-substrate

Fig 4. 17 Top view of the chip with one LE (light-emitting devices) and the allocated detectors at different
intervals from the LE to protect the silicon backside underneath the security-sensitive devices (S-D).
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Fig 4. 18 Cross-section of the chip with one LE (light-emitting devices) and detectors located at different
intervals to protect the silicon backside underneath of the security-sensitive device areas (S-D). GR is an
n-well around the LE that acts as a guard ring.

The number of detectors for covering the area underneath each sensitive device
depends on the size of the device as well as the size of the minimum area that is needed
to be exposed to access to the secure data. For example, Tajik et al. [90] extracted the
plaintext data from a common FPGA without any chip preparation and silicon thinning
just by using the method of the contactless optical probing. In this chip, the whole logic
area is about 200umx 2mm, but the critical areas are small. They extracted the plaintext
data from the AES (Advanced Encryption Standard) output port. It is shown in Fig 4.



76 Experiments, Results and Discussion

19. In this case, it is necessary to allocate at least two detectors for these areas (one for
(a) and one for (b)).

A d
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Fig 4. 19 Mapping of the plaintext bus bit locations for plaintext data extraction (a) AES output port, (b)
logic meshes inside the AES [90].

There are probably several critical areas on the chip where attackers can extract the
data which needs to be protected. The manufacturers and designers know all the critical
and sensitive areas which are necessary to be protected. They are capable of designing
the sensitive structures in a compact space and optimizing the number of required light
emitters and detectors.

The area that each detector can cover is proportional to the size of the detector
(surface of the drain). This proportional factor is one. So, according to the size of the
detectors, one can determine how many detectors are required to protect each sensitive
area.

The photocurrent of the detectors is directly proportional to the intensity of the
incident light, and the intensity of the light is inversely proportional to the square of the
distance from the light source. The radiant flux emission of a light-emitting device
depends on the current flowing through it. Increasing the current will increase optical
output power and luminosity of light [91]. Applying excessive forward voltage (forward
current) to a p-n junction may cause severe degradation of the device performance.
Therefore, applied current to the LE must be kept below the maximum ratings of the
technology.

In case that chip is extensive, or the sensitive areas are far from each other, as well
as the intensity of the electroluminescence of the LE is not sufficient to affect all
detectors, it requires to allocate two or more light sources in order to check the integrity
of the layer underneath all sensitive devices. Fig 4. 20 illustrates that LE1 and LE2 both
are used as light-emitting devices. Some detectors may be affected by both LEs and
some only by one LE. It should be mentioned that in this method, we can use as many
detectors as required since the transistors are available all over the chip.
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Fig 4. 20 Top-view of a large chip with two assigned light-emitting devices (LEs) and allocated detectors
at different intervals to protect the silicon backside underneath the sensitive device areas (S-D).
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4-4 Advantages and drawbacks of the protection mechanism

Using an optically active layer as a protection structure to defend the IC against attacks
through silicon backside and checking the integrity of the layer optically by employing
the IC components has many advantages:

(1) Optically monitoring the backside does not need an electrical connection between
the frontside and the backside.

(2) This method employs the electronics of the IC to signal the violation of back-
surface protection. These elements are generally available on the circuitry side of the
IC; even if they do not exist, making them does not require an additional step for
manufacturing.

(3) In consideration of contemporary technology, preparing the optical film is not
expensive, and therefore, this technique is cost-effective. Furthermore, the coating
process is done at room temperature, so the IC structures are not damaged by
overheating.

(4) There are no restrictions on the IC application and packaging since only a thin
layer is deposited on the IC backside, and there is no need to encapsulate the IC.

(5) There is no limitation for the silicon bulk, so the designer can utilize any
thickness they want.

(6) Furthermore, the signal of the detectors, which is configured by the protection
structure, can be used as an identifier or a secret key to encode sensitive data. In this
case, accessing the data requires a flawless protection layer. If some random roughness
is created on the IC back surface before coating the layer, the reflection varies from one
device to another, and the ratio of the photocurrents in each IC would be unique so that
the protection mechanism would be a physical unclonable function (PUF).

Although this method has many advantages, there is a drawback as well. In most ICs,
silicon is the base material. Silicon has an indirect bandgap, and consequently, the
electroluminescence intensity is low. Therefore, a silicon p-n junction should be
operated in a high forward bias condition to emit light sufficiently [40]. Running the
light emitter in high forward bias condition may result in the degradation of the devices.
It may be advantageous to assign a particular light emission spot and conduct norming
measurements from time to time as the source ages.

Replacing the silicon light source with a robust, non-silicon light source with light
stability improves this protection mechanism. The best efficiency comes when a direct
bandgap semiconductor is used as a base material for the light emitter.

In some modern technology like FinFET, there is plenty of germanium (Ge) in the
active regions (junctions). Considering the spectral absorption coefficient of germanium
and silicon presented in Fig 4. 21, a non-silicon LED that emits in the wavelength where
silicon is transparent, and germanium is highly absorptive, such as at 1.3pm (1300nm)
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can be used. Therefore, germanium detectors will show a higher photocurrent even with
a lower power on the LED. However, this is not the case for all semiconductor devices.
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Fig 4. 21 Absorption coefficient of silicon and germanium [92].

In the next section, using of a non-silicon light emitter for this defense mechanism is
considered.
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4-5 External LED (Non-silicon light source)

In this section, alternatives for the light source which can be used for this method
are discussed. Silicon is the base material for most of the ICs, and with today’s
technology, we cannot have a non-silicon diode within the IC. Therefore, an efficient
light-emitting diode (LED) made of semiconductor material with a direct bandgap can
be used as an external LED to create an optical signal.

An LED to be applicable for this technique must firstly emit light in the wavelength
that is absorbable by the drain and the source of the transistors that are used as detectors.
Second, it should emit in the direction where the photodetectors absorb only the light
reflected on the IC backside. This means a proper placement of the LED onto the chip
is necessary. Third, the optical power of the LED should be enough to affect the
photodetectors.

In order to have an efficient LED, it is essential to define the wavelength where the
detectors have the maximum absorption. It is also important to consider that light is
partially absorbed by the silicon substrate as it passes through the bulk to reach the
detector. In order to find this wavelength, the photocurrent of a detector over varying
light wavelengths is measured. The detector used for this measurement was a p-n
junction produced in 250nm technology with a doping concentration of about 10%%/cm?.
For this assessment, light reaches the detector vertically from the backside of the IC,
where the thickness of the IC (silicon bulk) is 310um. A schematic of the measurement
setup is shown in Fig 4. 22. The emission power was almost the same for all
wavelengths. Thus, the photocurrent curve over the wavelength can be considered as a
spectral response of the detector. The response curve is normalized from zero to one.
In the spectrum shown in Fig 4. 23, the curve illustrates that the detector has its
maximum absorption at the wavelength of 1010nm. This wavelength may differ slightly
for different technologies and depends on the thickness of the IC. For each device to
protect with this method, the thickness of the chip and the location of the detectors are
already known. Therefore, one can easily calculate the light path length to get to the
farthest detector. Fig 4. 24 shows the schematic cross-section of the LED and a
photodetector, where d is the chip’s thickness (silicon bulk depth), and X is the
horizontal distance between LED and PD. X and d are known; thus, one can calculate
the length of the path that the light should travel to get to the PD which is 2L (from
LED to the back surface, and from the back surface to the PD).



Experiments, Results and Discussion 81
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L

Fig 4. 22 Measuring the photocurrent of the detector when a light in the range of 800-1200nm hits the
IC backside.
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Fig 4. 23 Response of a detector (Photocurrent) to the light with different wavelengths. The detector is a
p-n junction in a silicon IC with a thickness of 310um. The light hits the detector from the IC backside.
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silicon-substrate

Fig 4. 24 Cross section of the chip where light emitter (LE) and detector (PD) are located. X is the lateral
distance between LED and PD, d is the thickness of silicon, a is the angle of incidence, and L is the
pathlength of the light before and after reflection.

The intensity of the light at each point in a medium can be calculated with the
equation:
I(x) = Iye™® (1)
where a is the absorption coefficient of silicon, x is the distance between the light
source and the point at which the light intensity is being calculated, and Iy is the
intensity at the light source [93].

Since there is a direct proportion between the photocurrent and the light intensity,
by applying equation (1) to the measured photocurrent, one can simulate the response
of the detector when it absorbs a light with different path lengths in the silicon. The
green, blue, orange, and pink lines in Fig 4. 25 demonstrate the calculated response
(photocurrent) of the detector where the light travels through the silicon bulk in a depth
of 300pum, 600pum, 900pum, and 1100um, respectively.
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Fig 4. 25 The response of a detector (Photocurrent) over the wavelength to the light in different depths
in silicon. The measured I, (R) where the light hits the PD after traveling 310pm in silicon bulk (black
line) and the calculated R for PD in the more depth of 300um-1100um. The light hits the detector from
the IC back-surface.
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Comparing the curves explains that the wavelength of the maximum response has
been shifted to a longer wavelength with the increasing depth of bulk. The photocurrent
of the detector is reduced if the detector is placed at a greater distance from the light
emitter. There are two reason for that. (1) photons with shorter wavelengths are
absorbed by the silicon bulk more than photons with longer wavelengths. (2) The
detector is a silicon p-n junction, and there is a low absorption coefficient for silicon at
larger wavelengths. Thus, the light source must emit at a wavelength that all detectors
respond to, and this wavelength is the peak of the response of the farthest detector. For
instance, if 2L for the last detector is 1410um (1100 +310um), the illumination peak of
the light emitter must be at 1070nm. Therefore, a narrow band emitting device is
recommended because in wide-band emission, part of the radiation with higher energy
(lower wavelength) will be absorbed by the silicon bulk, and the detector is not
responsive to the light with lower energy. The emission spectra of the LED must be like
the red curve in Fig 4. 26.
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Fig 4. 26 The spectral response of a detector (photocurrent) at different depths in the silicon and the
spectral emission of the external LED (red curve) applicable for emitting at a depth of 1410um in the
silicon.

In order to maximize the angle of the incidence of the LED light within the IC
(silicon-substrate), the LED must be placed in contact with the IC, and the LED material
should have a refractive index close to the silicon’s refractive index. For instance, GaAs
(Gallium Arsenide) can be an appropriate choice [94]. The refractive index of silicon
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at 1070nm 1is 3.55 [95], whereas GaAs has a refractive index of 3.45for the same
wavelength [96].

Therefore, our non-silicon LED can be a single p-n junction formed by a layer of p-
type doping in an n-type GaAs wafer. Besides material, the location of the external LED
on the chip is an important consideration that is discussed in the following section.

4-5-1 Placement of the external LED into the chip

In each IC, the side where the IC components (transistors, capacitors, ...) are located
is called the frontside. The backside refers to the back-silicon substrate side. On the
frontside, on top of the active region, there are several layers of metal connections,
interconnect wires, dielectrics, and meshes (as shown in Fig 4. 27).

IC- Frontside

Mesh

| ' T ' } Interconnects
ﬂﬂ ﬁ_l£_| EHV—E_\ . L—i& } Active area
5| ) [ ) [ N

P-substrate

IC- Backside coated by protection layer

Fig 4. 27 Cross-section of the IC with interconnects and meshes on top of the active region. The backside
is protected with an opaque layer.

In order to generate an optical signal inside the IC using an external LED, the LED
should be placed in contact with the IC. In general, there are three ways to place the
LED in contact with the IC, namely from the frontside, backside, or along the sides. If
the LED is placed on the IC backside, as shown in Fig 4. 28 (a), light is unable to
penetrate the opaque protection layer. It is not desired to place the LED after the layer
on the silicon (Fig 4. 28 (b)) as well, because light will reach the detectors directly
without interference.
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Fig 4. 28 IC cross-section. LED is placed on the IC backside of the IC, (a) before the protection layer,
(b) after the protection layer.

In the case that the external LED is placed along the side of the IC, light enters the
silicon in all directions, as shown in Fig 4. 29 (a), some towards the backside, which
reflects on the coated silicon and some towards the IC components. Since the direct
light path from the emitter to the detector is the shortest, the intensity of the reflected
light from the coated layer is significantly lower and hence not desirable. One way to
mitigate this is to coat an opaque layer on a portion of the LED surface to block the
direct light path between the LED and detectors and direct the emanating light at a
certain angle. Fig 4. 29 (b) illustrates this issue schematically. However, this is not a
favorable location for the LED, especially for large-area devices such as FPGAs, where
the circuits of high sensitivity are located further away from the sides.
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Fig 4. 29 IC cross-section. (a) LED is placed on the side of the IC; (b) an opaque layer is deposited on a
portion of the LED surface to restrict the light, which goes directly to the detectors.

Similarly, the placement of the LED on the frontside of the IC (on top of the
metallization and dielectric), or in between the interconnects, as shown in Fig 4. 30, of
the IC is unable to achieve the desired outcome because of very limited light penetration
through the dense metallization to enter the silicon and reach the reflective surface. The
most efficient way to place the LED on the IC frontside is by removing the metal layers
and dielectric from a small portion of the chip, within the area of interest. In this case,
there will be little obstruction, and light will emit into the IC towards the IC backside,
and the light reflected on the chip backside will be detectable by photodetectors, as
shown in Fig 4. 31. Accordingly, the surface of the LED, which is in contact with the
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silicon, must be quite smooth. The p-n junction must be on top of the GaAs wafer so
that light can pass through the GaAs and enter the silicon. As the absorption coefficient
of the GaAs for wavelengths over 1000nm is insignificant and much lower than silicon,

the light intensity reduction caused by GaAs is ignorable [94].
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Fig 4. 30 IC cross-section. LED is placed on the frontside, on top of metallization, or between the metal
layers of the IC.
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Fig 4. 31 IC cross-section. LED is placed on the frontside of the IC after removing the metal layer and
dialectic.

The optimal way to generate an optical signal is to grow a non-silicon diode directly
on a silicon substrate in the IC fabrication process steps. Although making a non-silicon
nanowire laser on silicon is under research investigation, the practical applications of
such kinds of devices are still in its early stages [97][98].
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4-5-2 Advantages and drawbacks of the external LED

This section discusses the advantages and drawbacks of using a non-silicon LED for
the IC protection mechanism and compares it to a silicon LED. First, the
electroluminescence of the silicon LED and non-silicon LED are compared. Fig 4. 32
shows the spectral Si-LED emission and the spectral response of the photodetector.
Comparing these two curves illustrates that most of the Si LED radiation is in the range
where the detector is not responsive or has very low absorption. The maximum
emission is at 1110nm while the maximum responsivity is at 1010nm when the light
hits the PD’s surface (PD is placed in a depth of 310pum in the silicon bulk), which shifts
to 1070nm when light travels 1100um more in the silicon, and then hits the PD
(discussed earlier). The emission spectra of a non-silicon LED can be specified by
optimizing device parameters. For instance, in this case, an LED emitting at 1070nm is
needed. However, shifting emission spectra into the shorter wavelength leads to high
absorption in the silicon bulk and decreases light intensity at the detectors. Hence, a
trade-off must be made for the overall optimization. When the light travels into the
silicon, its intensity decreases, and the intensity at each point can be calculated with
equation (1). Fig 4. 33 compares the EL-spectra of the silicon and non-silicon LED at
different depths in silicon (at LED, 600um, and 1100um).
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Fig 4. 32 Emission spectra of silicon LED (red line) and the response of the detector (black line).
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Fig 4. 33 Emission-Spectra (EL) of the Si LED, and non-Si LED at the different depths inside the silicon
and response of detector (RPD).

Multiplying the emission spectra by the response of the detectors gives the portion
of the emission that detectors respond to. This emission is calculated for the Si-LED
and non-Si-LED at different depths and the values are compared in Table 4. 3. EL-I is
the intensity of light at each point (integration of curves in Fig 4. 33). R(x) is the
response of the detector to the incident light at each point (Rep)* EL-I (at each point)) Which
gives the fraction of light intensity (at LED) that the detectors respond to. Results in
Table 4. 3 show that in the best case where the Si-LED emission hits the surface and
detector is exposed under the total emission, only 33.44% of the light will be absorbed
by the detector, whereas this amount increases to 49.96% for a non-Si LED. However,
the intensity of the light at longer distances is higher when a Si-LED is utilized, but the
detector is more responsive to the non-Si-LED. The overall conclusion of Table 4. 3 is
that the responsivity of the detector increases from 10.14%-33.4% for the Si LED to
16.82%- 49.96% for the non-Si LED for a light path length between 1100-Oum. Note
that the numbers reported in Table 4. 3 are not the real responsivity of the detector, but
the normalized data compares the behavior of the detector at different depths and its
reaction to different LEDs.
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Table 4. 3 Percentage of the emission-intensity (EL-I) of the Si LED, and non-Si LED and the response
(R) of the detector at different points inside the silicon in ratio to the EL-I at the LED

Light path length Silicon-LED EX-LED (non-Si)
between LED & PD
%EL-1 %R(x) %EL-1 %R(x)

Opm 100 33.44 100 49.96
300pm 77.42 19.07 74.20 35.79
600um 68.52 14.07 56.66 26.61
900pm 62.71 11.38 43.84 20.13
1100pm 59.70 10.14 37.16 16.82

The second and greatest advantage of a non-Si-LED over a Si-LED is that the non-
Si-LED is made of a direct semiconductor. Radiative recombination is the process that
dominates in the direct bandgap semiconductors, which is not the case for Si-LED but
for GaAs-LED. This means the intensity of the produced light from a non-silicon LED
is much higher that of a Si-LED when both are under the same input voltage. The third
advantage of a non-Si-LED over a silicon one is that one can get rid of the destructive
effect of using the silicon light emitter in high forward bias, such as device degradation.

Although using a non-Si-LED for the protection mechanism has many advantages,
there are some drawbacks as well. For instance, adding an external LED into the chip
will add an additional step in manufacturing and increase the costs. Another issue is the
placement of the LED into the chip. Since the light must pass through a Si-GaAs
interface to enter the silicon, the silicon and GaAs surfaces must be sufficiently smooth
and should be in good contact with each other.






Chapter 5: Conclusion and future work

Modern integrated circuits (ICs) are at permanent risk of hardware attacks on
sensitive data. So far, several countermeasures against such attacks have been
introduced, but all such countermeasures can be circumvented by physical attacks
through the unprotected silicon backside. This work has introduced, realized, and
developed a cost-efficient countermeasure to defend the ICs against physical and
optical attacks that target the IC through the chip backside. The presented protection
mechanism consists of an optically active layer coated on the chip back surface along
with the IC structures to generate and track the optical signal within the IC. The layer
is opaque to the infrared light and provides angle-dependent reflectivity in the IR
region. A regular p-n junction in forward bias operation is assigned to emit light towards
the chip backside. The light emitter is designed and optimized to create an optical signal
that is strong enough to travel inside the silicon and, after interaction with the layer on
the backside, get reflected and be absorbed by the detectors at different intervals on the
frontside. The light detectors are reverse-biased p-n junctions that are placed in various
distances from the light emitter to absorb the optical signal reflected from the IC
backside at a variety of angles of incidence. The absorbed light creates a photocurrent
in the detectors. This photocurrent is directly proportional to the intensity of the light.
Since the deposited protection layer on the chip backside changes the intensity of the
incidence light depending on the angle of incidence of light, the photocurrent of
detectors changes too. Therefore, the photocurrent of the detectors is specific to the
deposited layer.

In this method, attack detection is performed by checking the integrity of the layer.
A ratio of the photocurrent of the detectors is stored as a pattern in the device while the
protection layer is intact. In order to check the integrity of the layer, the electrical signal
of the detectors is measured and compared with the pattern. If the measured signal is
not the same as the pattern, the device cannot confirm the integrity of the layer, then
this is indicative of a backside attack. Subsequently, the device can be disabled, or
sensitive data can be cleared away.

To determine the right material for the protection layer, a number of materials are
investigated. The thickness and the condition of the process are optimized to achieve a
layer with the desired properties. Accordingly, two optically active layers of ITO-Ag-
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ITO and TiO»-Ti-TiO; are designed and produced by the sputtering technique at room
temperature.

In order to evaluate the protection mechanism in detecting an attack, the signals of
the detectors are analyzed in the presence and absence of the protection layer. For this
purpose, the two above mentioned layers are deposited separately on the backside of
two different chips. Then the photocurrents of the detectors (the current created by the
optical signal) after depositing and after removing the layer are measured and compared
to each other.

The results of the electrical measurement indicate that the photocurrent of the

detectors reduces after applying the protection layer, and the reductions depend on the
AOI of light that is absorbed by each detector. The changes in the photocurrents are in
good agreement with the changes in the reflectivity of the layer coated on the silicon
backside. The results confirm that the optically active layer coated on the chip back
surface specifies the photocurrents of the detectors, and any changes to the layer (that
may result from tampering) cause changes in the photocurrents, which can be detected
by the electrical measurements taken on the circuitry side of the IC. This protection
structure has many advantages, which make it a very promising solution for securing
the chip against attacks targeting the IC through the backside.
Through this work, some drawbacks have been identified, mostly around the light-
emitting device. Some optimizations have been made, and a possible solution to
improve the method has been discussed. For instance, some particular spots are
assigned for light emission. To optimize the optical signal, a structure like an n-well,
here called guard ring (GR), is placed around the light source. This guard ring partly
restricts the direct light passage between the light-emitting and the light-sensing
devices, as well as decreases the leakage current.

The position of the light emitter and the detectors are optimized depending on the

size of the device, silicon bulk thickness, and the size of the area to be protected. The
solutions to protect a very large device are also provided.
An LED made of direct semiconductor material is introduced as an efficient light source
that must be externally implemented into the IC circuitry side. The parameters of the
LED, such as the wavelength of the emission, size, and based material, have been
determined.

This protection mechanism administrates the IC structures to generate and detect the
optical signal within the IC and create a signal upon the violation of the IC back surface.
These structures are already available on the circuitry side, and even if they do not exist
(e.g., single p-n junction for emitting light), their production does not require additional
steps during chip manufacturing. The only additional step in manufacturing is
deposition of the protective layer on the IC backside, which is not expensive. The
deposition of the optical layer does not require a high temperature; therefore, the layer
can be deposited on the chip back surface at any step in the manufacturing process.
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Overall, this countermeasure is recommended for protecting the IC backside, as it is
cost-effective and capable of preventing both physical and optical attacks through chip
back surface and can be used for all kinds of security-sensitive ICs.

Future work

As a continuation of this work, a test structure with different sizes of transistors and

p-n junctions as detectors, and an optimized light source has been designed. This test
structure is produced in 180nm technology and will be used to evaluate the protection
mechanism for the case that the detectors are not the same structures. In this test
structure, the drain and source of the general transistors of different sizes and single p-
n junctions with different doping levels are employed as detectors.
Furthermore, a non-silicon LED has been designed and fabricated. The LED is based
on GaAs that is a direct bandgap semiconductor. The LED is designed to emit light at
a wavelength of 1070nm to which the silicon bulk is partly transparent to and which the
IC structures can absorb. This LED will be installed on the IC frontside as an external
light source.

An interesting development that can be made in this protection mechanism is to
create random roughness on the silicon back surface before applying the protective
layer. This creates a different reflection in each IC and the signal of detectors in each
chip would be unique so that the protection mechanism would be a physical unclonable
function (PUF). This technique is in development.
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Absorption depth in Silicon
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Fig 6. 2 Absorption coefficient of silicon [99]
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