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Abstract

In the past few decades, the Internet has evolved from a research network to an
important infrastructure used by everyone. This means it has changed in almost
all aspects including size, topology, and usage. Indeed, due to the ever-increasing
number of users and capabilities of end-devices, various types of network diversity
have been created in the Internet. For example, users can connect to the Inter-
net through different service providers in various access speeds using miscellaneous
devices equipped with multiple network interfaces via two different address spaces
(IPv4 and IPv6). Such diversity can be found almost everywhere in the Internet.
However, to what extent this diversity can be used to improve the Internet is largely
uncharted.

Recently, several scalability issues emerged in the Internet, 7. e., those related to the
large number of network-enabled devices. The exhaustion of the Internet address
space is one, the plethora of the routing information within the core Internet is
another one. Moreover, the constantly increasing volume of digital content causes
significant mismatch between the demand for the high end-to-end performance and
the actual capabilities of the Internet infrastructure. These problems hinder the
future evolution of the Internet; hence, they are the topics of this thesis.

First, we conduct an assessment study of IPv6 adoption in today’s Internet by ana-
lyzing a rich set of Internet traffic data collected from a large Internet eXchange Point
(IXP). Although the result shows a sharp increase of IPv6 traffic in recent years, the
level of IPv6 deployment is still marginal. Thus, the two Internet protocols have to
coexist for a while.

Next, to cope with scalability issue caused by the enormous number of routing entries
in the core of the Internet, we closely examine the most promising solution for this
problem, the Locator/ID Separation Protocol (LISP). In particular, our work focuses
on evaluating the performance, security overhead, and resilience of LISP.

By analyzing recent Internet traffic, previous studies found that a major portion
of Internet traffic is delivered by HTTP (> 60% [67]) and most of the content
providers replicate their content on multiple servers [91|. To this end, we confront
the challenge of end-to-end performance by suggesting an easily deployable solution,
the Multi-source Multipath HTTP (mHTTP), for improving the HTTP performance
based on utilizing various types of network diversity.






Zusammenfassung

In den vergangenen Jahrzehnten hat sich das Internet von einem Forschungsnetzwerk
hin zu einer wichtigen, von der Allgemeinheit genutzten Infrastruktur entwickelt. Da-
bei hat es sich in nahezu allen Bereichen einschliefflich seiner Groéfse, Topologie und
Nutzungsweise entscheidend verdndert. Die permanent steigende Anzahl von Nutzern
und Endgeréaten eréffnet Radume fiir unterschiedliche Aspekte von Netzwerkdiversitét.
So kénnen sich Endnutzer iiber verschiedene Netzwerkprovider mit unterschiedlichen
Geschwindigkeiten, iber diverse Gerdte, die mit multiplen Netzwerkschnittstellen aus-
gestattet sind und in zwei verschiedenen Adressriumen (IPv4 und IPv6) mit dem
Internet verbinden. Diversitdt findet sich iiberall im Internet, jedoch inwieweit sie
sich nutzen lasst, um das Internet zu verbessern, ist noch weitgehend unklar.

In letzter Zeit traten im Internet Skalierungsprobleme auf, die mit der grofen An-
zahl von Endgeréten, mit der Erschopfung des Internet-Adressraums und der Fiille
von Routinginformationen im Kern des Internets zusammenhéngen. Gleichzeitig er-
zeugt die konstant steigende Menge an digitalen Inhalten eine signifikante Diskrepanz
zwischen der Nachfrage nach hoher End-to-End-Leistung und den gegenwartigen Fa-
higkeiten der Internet-Infrastruktur. Da diese Probleme die zukiinftige Entwicklung
des Internets hemmen, sollen sie Thema dieser Dissertation sein.

Zunichst flihren wir eine Studie zur Annahme von IPv6 im heutigen Internet durch.
Hierzu analysieren wir einen grofen Datensatz, welcher an einem grofien Internet-
Knoten (IXP) aufgezeichnet wurde. Obwohl das Ergebnis einen starken Anstieg von
IPv6-Datenverkehr in den letzten Jahren aufzeigt, ist das Gesamtniveau der IPv6-
Nutzung weiterhin marginal. Demnach werden die beiden Internetprotokolle eine
Zeitlang weiterhin nebeneinander bestehen.

Um das Skalierungsproblem anzugehen, das durch die enorme Anzahl von Routing-
Eintrdgen im Kern des Internets verursacht wird, untersuchen wir danach mit dem
Locator/ID Separation Protocol (LISP) die vielversprechendste Losung. Dabei steht
die Bewertung der Leistung, der Sicherheitsaspekte und der Ausfallsicherheit von
LISP im Mittelpunkt.

Vorhergehende Studien haben durch die Analyse aktuellen Datenverkehrs gezeigt,
dass der Grofteil der Daten im Internet HTTP-basiert ist (> 60% [67]) und dass
Inhaltsanbieter ihre Inhalte auf verteilte Server replizieren [91|. Um die End-to-End-
Leistung zu erhohen, schlagen wir mit Multi-Source Multipath HTTP (mHTTP)
eine leicht anwendbare Losung vor, die den Datentransfer verbessert, indem unter-
schiedliche Aspekte von Netzwerkdiversitiat verwendet werden.
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Introduction

The Internet is an information superhighway over which more than one exabyte! of
data is communicated every day. Through this infrastructure, users can get infor-
mation on almost every subject, and distant users can communicate with each other
faster and cheaper than before via text, voice, and/or video. Indeed, via the Internet,
anyone can share his/her ideas/opinions/interests publicly and discuss them with-
out any constraints in time and space. Furthermore, the Internet greatly affects the
way people consume media entertainment, e. g., movies, music, games, and books;
hence, it has created new types of online business models, e. g., content provisioning,
content delivery, Infomediary?, and online advertising.

Since this revolutionary invention has emerged from the laboratory, it did not stop
growing in size as well as in range. Today, the Internet links more than 2.5 bil-
lion users [130] and more than 9.6 billion electronic devices [129] worldwide. These
numbers are expected to grow even more at increasing rates. The huge success of
the Internet comes with some penalties and opportunities, namely, network com-
plexity and various types of diversity. For example, there are plenty of choices of
network-enabled devices on the market, many devices are equipped with multiple ho-
mogeneous or heterogeneous network interfaces (e. g., Ethernet, WiFi, 2G/3G, and
LTE), and/or users connect to the Internet via different service providers at different
access speeds. This highly ubiquitous Internet diversity provides great opportuni-
ties to researchers in the sense of taking advantage of it for the Internet’s future
evolution.

1 A billion gigabytes
2A compound word from information and intermediary
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Chapter 1 Introduction

In recent years, the continuous growth of the Internet and the increasing level of
Internet diversity brought several problems to the surface. First, the IPv4 address
space of the Internet is almost exhausted. Second, the explosive growth of end-
devices, fine-grained address space, and multihoming overburden routers in the core
Internet with an excessive number of routing entries. This can lead to performance
degradation of routers since each router for each packet has to do a longest prefix
match based on the entire routing space. Third, the demand for excellent end-to-
end performance is hard to meet since the volume of digital content is increasing at
higher rate than the infrastructure bandwidth. For instance, the file size of recent
high-quality video types (e. g., 1080p, Blu-ray, or 4k movies) is ranged from 8 GB to
100+ GB.

To address these problems, this thesis covers three aspects. First, in order to see
how swiftly the Internet moves towards the next version of Internet Protocol (namely,
IPv6), we assess the level of IPv6 adoption from the viewpoint of a large European
Internet eXchange Point (IXP). Second, we examine the performance and trade-off
of the most potential solution of the core routing table saturation problem, namely,
Locator/ID Separation Protocol (LISP). Third, we design, implement, and evaluate
a novel socket architecture, Multi-source Multipath HTTP (mHTTP), to improve
the performance of end-to-end content delivery by utilizing various types of network
diversity in today’s Internet.

1.1 Network Diversity in Today's Internet

In this section, we explore different types of network diversity that motivated us to
study their implications and opportunities.

1.1.1 Address Space Diversity

The Internet is currently in a transition period with regard to its basic network
protocol, i. e., from IPv4 to IPv6. Even though this transition started about two
decades ago, the complete change of the Internet protocol takes considerable time.
Worse yet, recent measurement studies [23,102,146], including this thesis, find that
traffic routed via IPv6 addresses is still marginal (less than 1 % of the total traffic) at
their vantage points. Nonetheless, more and more network operators configure their
routers and servers to be reachable via IPv6 addresses, e. g., a dual-stack network.
To this end, it is expected that two different address systems will coexist in the
Internet for a while — a prediction that motivates us to study the current situation
of IPv6 deployment in this thesis.
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1.1 Network Diversity in Today’s Internet

1.1.2 Interface Plurality

Since the cost of a Network Interface Card (NIC) is comparably low, deploying
several of them is an affordable option for most of today’s network devices. However,
currently, the actual benefit of having multiple interfaces is derived from the network
resilience rather than bandwidth increase. This is mainly due to the fact that a
network connection cannot be shared across multiple interfaces.

Existing engineering practice and academic research tries to overcome this limita-
tion by combining multiple network interfaces into one logical interface (also known
as channel bonding or link aggregation). Along with the standard, i. e., 802.1AX-
2008 [118], there are also a large number of proprietary technologies (EtherChan-
nel [124], Port Aggregation Protocol (PAgP) [135], Multi-link trunking [121], etc.)
for bundling multiple network interfaces. However, most of these approaches are
designed to operate between two network devices and require the same network
equipment on both end-devices.

Thus, these technologies do not necessarily enhance the performance of the end-to-
end communication across the Internet since the maximum network throughput is
still limited by the slowest link on the communication path.

1.1.3 Interface Heterogeneity

Today, most end-devices have not only multiple interfaces, but also heterogeneous
network interfaces. For laptops and desktop computers, it is not unusual to have
at least one Ethernet interface and an additional wireless interface. For hand-held
mobile devices, e. g., smart phones and tablets, almost all products on the market are
equipped with a WiF1i interface, 3G, and/or LTE (Long Term Evolution) interfaces.

However, current end-devices do not use their available network interfaces in parallel,
but rather in serial order by shifting communication from one interface to another.
In this way, resilient data transmission can be achieved, but the transfer rate is still
limited by the bandwidth of one network interface (thus, link) that is used.

There are a handful of studies that aim at enabling the concurrent use of multiple
heterogeneous (or homogeneous) network interfaces for a single network communica-
tion, e. g., Multipath TCP (MPTCP) [31,96], SCTP [109], pTCP [43|, mTCP [148].
Unlike the techniques mentioned in Section 1.1.2, most of these are transport layer
solutions, thus, they have to involve the end-systems. Indeed, they require support
on both end-systems. How to tackle this problem with only changing the software
on one system is an open research topic.

For the sake of simplicity, we refer to the interface plurality and the interface het-
erogeneity together as the interface diversity in the rest of this thesis.
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Chapter 1 Introduction

1.1.4 Upstream Link Diversity

Upstream link diversity comes on the back of the interface diversity when multi-
ple network interfaces of a device are connected to independent upstream service
providers, . e., multihoming. Nowadays, most end-devices have multiple points of
connection to the Internet and even can use them at the same time. However, before
hand-held mobile devices became popular, multihoming was mostly applicable to
networks for the purpose of improving reliability.

Indeed, network-level multihoming has been one of the main reasons for saturating
the core Internet routing table. According to CIDR Report [123] and the study
of Clayton et al. [18], the growth of the global routing table is exponential and
the recent trend exhibits about 25% of growth per year. Meng et al. [72] (2005)
and Clayton et al. [18] (2009) respectively find that 20% and 37% of all global
routing information is due to multihoming. Given that the cost (in terms of time
and CPU/memory consumption) of the longest prefix match in the routing table
is proportional to the size of the table, it has become a serious problem from the
performance perspective. Fortunately, the research community has proposed sev-
eral solutions based on the address space decoupling, e.g., ILNP [8], HAIR [29],
Six/One [116]. Currently, the Locator/ID Separation Protocol (LISP) [26] stands
out among its sibling protocols for its deployment level [132,133| and the size of its
development community [125,134,142].

1.1.5 Path Diversity

A combination of multiple types of diversity, particularly, interface diversity and up-
stream link diversity (multihoming), introduces multiple pathways (i. e., zonally or
fully disjoint paths) between two end-systems which we refer to as path diversity in
this thesis. From an end-device’s point of view, having multiple paths towards the In-
ternet does not only lead to network resilience, but also sheds light on the question:
How can we improve the performance of the end-to-end content delivery without
upgrading the physical media of the current Internet infrastructure? For example,
Multipath TCP (MPTCP) [31,96] is a widely studied mechanism for answering this
question based on the availability of multiple paths. More precisely, MPTCP enables
a TCP connection to split into multiple sub-flows and deliver segments via different
interfaces, thus over different paths. In this way, MPTCP achieves an aggregated net-
work throughput from multiple available paths. However, even with such a promising
feature, we may not be able to experience the benefits from using MPTCP until the
protocol is widely deployed. This is due to the design of MPTCP that requires an
agreement and the protocol specific negotiation between two end-systems.
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1.2 Main Contributions

1.1.6 Data Source Diversity

In the global Internet, redundancy is often the simplest, but still the most effective
strategy for reducing the end-to-end delay and/or for distributing the network load
to multiple entities. A Content Distribution Network (CDN) is a good example for
reducing the delivery time between content and its consumers by locating identical
copies of content across the globe.

CDNs typically use the Domain Name System (DNS) in order to suggest the loca-
tion of a replica to users, however, the quality of the server selection often suffers
from using third-party DNS resolvers, e. g., GoogleDNS and OpenDNS. Therefore,
many academic/industry researches, that try to improve the performance of the CDN
infrastructure, is focusing on the server selection mechanism [90,107].

However, the availability of content in multiple locations offers more than just a
short network delay when it is combined with the content chunking mechanism such
as HTTP’s byte range request. More precisely, fetching content simultaneously from
multiple data sources by splitting it into several data chunks can lead to throughput
aggregation of distinct paths between a client and multiple data sources. Indeed, we
show that the performance of content delivery can be significantly increased by this
technique.

1.2 Main Contributions

The main contributions of this thesis are ranging from an analysis of today’s Internet
traffic to the performance prediction of potential future Internet protocols. In this
section, we summarize the major contributions of this thesis.

1.2.1 Characterization of Today's Internet Traffic

In the first part of this thesis, we explore the usage pattern of the Internet by thor-
oughly analyzing passively collected Internet traffic. A vantage point for observing
network traffic is an important factor in such studies since the significance of ana-
lyzing Internet traffic often lies in understanding the collective behavior of Internet
users. To this end, our traffic analyses are performed based on the traffic traces col-
lected from a large European Internet Service Provider (ISP) and one of the biggest
Internet eXchange Points (IXPs).

To be specific, by analyzing ISP traffic, we confirm the survival (or revival) of the
Network News Transport Protocol (NNTP) whose life is generally believed to be
finished. Based on the same traffic data, we also unveil the user behavior and the
pattern of network traffic generated by World of Warcraft as a representative of to-
day’s Massively Multi-player Online Role Playing Games (MMORPGs). To achieve
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Chapter 1 Introduction

this, we develop protocol analyzers (NNTP Analyzer and WoW Analyzer) using
Bro-NIDS [87] as the codebase.

Furthermore, by evaluating IXP traffic, we assess the level of IPv6 adoption and
show its upward tendency in today’s Internet. This work mainly focuses on 14-month
worth traffic data between two global IPv6 events, i. e., World IPv6 Day and World
IPv6 Launch Day, in order to understand the change in global traffic pattern.

1.2.2 Evaluation of the Locator/ID Separation Protocol

The second part of this thesis evaluates the implication and performance of de-
ploying the Locator/ID Separation Protocol (LISP) by modifying today’s Internet
architecture. Especially, our evaluation focuses on the mapping cache, 1. e., the key
component of LISP in which bindings of two different name spaces are stored, in
perspectives of scalability, reliability, and security.

Accordingly, we carry out experiments for answering the following questions:
e How scalable and beneficial (or detrimental) is the LISP Cache?
e What is the cost for improving the security level of LISP?
e What happens if one of the LISP routers fails in a multihomed network?
e Will the TCP communication suffer from the initial address mapping of LISP?

Throughout this study, most of the experiments are done by using our own LISP
Cache emulator. The emulator is specially designed to reproduce the behavior of the
LISP Cache based on the pattern of today’s Internet traffic. In order to take today’s
Internet usage into consideration, real-world packet-level Internet traffic is used as
the input for the emulator.

1.2.3 Design & Implementation of the Multi-source Multipath HTTP

Finally, in the third part of this thesis, we design and implement Multi-source Mul-
tipath HTTP (mHTTP), a novel socket architecture that aims at decreasing the
content delivery time by offloading the transmission onto multiple paths utilizing
network diversity and data source diversity.

mHTTP is a solely receiver-oriented solution that does not require any type of mod-
ification at the server-side infrastructure. Moreover, modifications at the receiver
are limited to the existing socket APIs, thus applications do not need to be changed
at all. By virtue of such uncomplicated design principles, mHTTP can be seen as
a quickly deployable solution for boosting the performance of end-to-end content
delivery.
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1.3 Thesis structure

Our prototype implementation proves that the concept of the Multi-source Multipath
approach works fine with the current Internet architecture and performs remarkably
better than a single path HTTP. Moreover, via a measurement study, we find that
mHTTP performs as good as Multipath TCP (MPTCP), thus, mHTTP can also be
seen as a viable alternative of MPTCP for HT'TP traffic.

1.3 Thesis structure

This thesis manuscript is organized as follows:

Chapter 2 provides an overview of topics, data sets, and analysis tools used all
through this thesis.

Chapter 3 presents measurement studies on three different protocols in order to
understand the characteristics of today’s Internet traffic and the collective behavior
of Internet users. This work includes three different network protocols, namely,
Network News Transport Protocol (NNTP), World of Warcraft, and IPv6.

Chapter 4 analyzes the implication of deploying the Locator/ID Separation Proto-
col (LISP) with focuses on the EID-to-RLOC mapping cache. This work evaluates
LISP Cache from perspectives of the scalability, performance, security overhead, and
reliability.

In Chapter 5, we extensively discuss the concept of the Multi-source Multipath HT'TP
and present its prototype implementation. This includes a thorough performance
analysis of mHTTP and a comparison with MPTCP using the content download
time as metric.

Chapter 6 concludes this thesis by summarizing the main contributions and by out-
lining potential future work.
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Background

This chapter aims at acquainting readers with an overview of the topics discussed in
this thesis.

2.1 Traffic Characterization

Studying characteristics of today’s Internet traffic is, on the one hand, a relevant
academic/industrial activity for keeping track of the Internet evolution and for de-
veloping the technology roadmap of the Internet infrastructure. On the other hand,
it is valuable for estimating the implication and performance of the future Internet
infrastructure.

2.1.1 Passive Measurement

Internet traffic measurement is a broadly spanned field of study in computer net-
working. Indeed, due to the Internet’s complexity and diversity produced by an
enormous number of users, understanding the behavior of end-users is one of the
most emphasized tasks. Passively monitoring the pattern of Internet usage is the
most appropriate technique as it does not interfere with the normal Internet us-
age. This type of measurement studies are often interested in, but not limited to,
finding out throughput, time-of-day pattern, the length of communication, the size
distribution of content, and the most influential content types and/or applications.
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Figure 2.1: Our ISP vantage point

Accordingly, the monitoring location and the number of end-users behind the moni-
toring point is an important criterion to estimate the representativeness of the result
of such studies. This type of experiment is commonly referred to as the Passive
Measurement in contrast to the Active Measurement that is used to find out the
performance characteristics by injecting experimental traffic into the Internet.

2.1.2 Vantage Points

Thanks to our excellent collaboration with a number of academic/industrial re-
searchers, we were able to conduct our experiments based on several sets of anonymized
Internet traffic collected from two different vantage points.

Internet Service Provider (ISP)

The ISP vantage point is one of the Point of Presences (PoPs) located within a tier-1
European ISP. The monitor, equipped with Endace monitoring cards, operates at
the broadband access router connecting customers to the ISP’s backbone. We count
more than 20,000 DSL lines behind this vantage point. All traffic traces collected
from this vantage point are packet-level, highly anonymized, and not sampled. The
throughput of DSL lines ranged from 1Mbps to 16Mbps for downstream traffic, and
from 0.2Mbps to 1Mbps for upstream traffic. We refer to Figure 2.1 for better insight
into our ISP vantage point.

Internet eXchange Point (IXP)

An Internet eXchange Point (IXP) is a physical infrastructure for interconnecting
Internet Service Providers (ISPs) and ASes in order to reduce the end-to-end latency
and the cost of transit traffic. A simplified topology of an IXP is illustrated in Fig-
ure 2.2. Through such infrastructures, its member ASes can establish peering (or
transit) relationships with other member ASes. The volume of daily network traffic
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at an IXP depends, amongst other things, on the number of networks connected to
the IXP. The mentioned IXP has more than 400 members which makes it one of the
largest IXPs in Europe.

Due to the immense amount of traffic volume, it is considered to be virtually impos-
sible to capture and store all packets in the IXP vantage point. To this end, packet
sampling, with the rate of 1:16k, is implemented on the switch. Moreover, we only
record the first 128 bytes of the sampled packets. That is still sufficient enough to
include all relevant information, e. g., IP headers, tunneling headers, and transport
layer protocol headers.

2.1.3 Packet Anonymization

For privacy reasons, the anonymization of traffic is one of the most important tasks to
carry out before conducting any measurement studies. In fact, in order to eliminate
any chance of information leakage, the anonymization shall be performed before a
packet is stored in the disk.

In this regard, all packets in our vantage points (ISP and IXP) are pipelined to the
anonymization process before being stored in a disk for the purpose of muddling IP
addresses and the confidential information within the payload, while the consistency
of IP addresses and the size of the network prefix are preserved.

For the ISP traffic collection, we use Bro’s integrated function for the anonymization.
In the case of the IXP traffic collection, we developed software that anonymizes
network prefixes obtained from a publicly available BGP table and the first & bits
of an IP address with the same hash algorithm where & is the length of the network
prefix of the IP address.

27



Chapter 2 Background

2.1.4 Analysis Tools

The traffic we collect from the two vantage points is a stream of continuous bytes,
thus, it is necessary to develop software that extracts meaningful information about
a target protocol in a human-readable text form. Software that does this task is
commonly referred to as a protocol analyzer.

Indeed, the development of a protocol analyzer, e.g., NNTP Analyzer, WoW Ana-
lyzer, and IPv6 Analyzer, must be based on a thorough understanding of the protocol.
Coping with the underlying network technologies, e.g., TCP/UDP for application
specific-protocols and transition techniques for IPv6, is another time-consuming task.
Therefore, we make the best use of existing software in order to build our own pro-
tocol analyzer on top of that. In this section, we describe some of the most popular
network monitoring tools and traffic analysis tools we used for building our analyz-
ers.

TCPDUMP and TShark

TCPDUMP [140] is a popular packet-level traffic monitoring tool which is often used
for translating recorded or live network packets into the human-readable text format.
Although TCPDUMP is an effective and scalable packet-level traffic parser, it does
not have a built-in intelligence for identifying application-level protocols. In contrast
to TCPDUMP, TShark ships a broader set of protocol analysis features, but it is
slow and does not scale with a large volume of data. Thus, TShark is often used as
a benchmarking tool in the beginning phase of the analyzer development.

sFlow tools

sFlow [138] is a network traffic monitoring technology designed to provide a scalable
solution for collecting Internet traffic at low cost. Since sFlow is robustly operable
in high speed networks, it is commonly used in highly concentrated networks such
as an IXP. In order to capture and monitor traffic in our IXP vantage point based
on the sFlow technology, we use sFlow tools, i. e., an analysis toolkit developed by
InMon [137].

Bro NIDS

For developing NNTP Analyzer and WoW Analyzer, Bro NIDS [87] is used as the
basecode. Bro is a Network Intrusion Detection System (NIDS) designed to ob-
serve network traffic and to find abnormal traffic pattern in real-time (and/or from
recorded traffic). The abnormality definition of the protocol or traffic can be cus-
tomized by the operator by writing a policy script. Based on Bro’s design choice that
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allows operators to configure the policy independently from its core system, we can
make good use of its capabilities for building our own analyzers. Figure 2.3 illustrates
the traffic monitoring process of Bro NIDS. As the thickness of arrows indicates, the
volume of data decreases in each layer of the monitoring process by filtering (LIBP-
CAP), identifying the application (event engine), and defining specific actions on
events (policy script interpreter). The main reasons for choosing Bro as the basis of
our analysis tool can be explained by following the three unique features.

e Bro is designed in such a way that TCP/UDP protocol analyzers are hierar-
chically separated from application layer protocol analyzers, so that developers
do not need to deal with the complexity that transport layer protocols have
(e. g., TCP stream re-assembly).

e Bro supports a specialized development framework for a protocol analyzer,
namely BinPac [85]. The code written in BinPac script language can be even-
tually translated into C++ code by the protocol parser generator shipped with
the BinPac framework. The development process is greatly eased by this frame-
work.
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e Bro provides an indigenous protocol identification mechanism, . e., Dynamic
Protocol Detection (DPD) [24]. DPD allows the analyzer to identify the pro-
tocol used in a network connection by matching the behavior of the connection
with known characteristics of the protocol. More precisely, the analyzer identi-
fies a potential protocol in the beginning of the connection based on traditional
classification methods (e. g., signature and/or well-known network port num-
bers) then confirms or denies the decision depending on the connection’s further
behavior (e.g., a handshake between the server and the client, a request/re-
sponse pair, etc.). This unique feature of Bro greatly improves the accuracy of
the traffic classification.

2.2 Content Delivery in Today's Internet

Next, we give an overview of HT'TP-based content delivery in today’s Internet. We
aim at taking advantage of multiple types of diversity, e.g., data source diversity,
path diversity, and interface diversity, via these content delivery infrastructures.

2.2.1 High Performance Demand for the Content Delivery

Popular forms of digital content and their encoding technologies have changed over
the course of time. In the beginning of the Internet age, text and small-sized
sound /image objects were the most desirable forms of digital content and predomi-
nantly transferred by application protocols such as Network News Transfer Protocol
(NNTP), Simple Mail Transfer Protocol (SMTP), and Hyper-Text Transfer Protocol
(HTTP). Although these protocols are designed to deliver text-based information,
thanks to binary-to-text encoding techniques, binary data can be embedded in the
payload and be transferred along with the text information. While such protocols
are still popular today, characteristics of popular content have changed a lot. Now,
binary bulk content is the biggest player in Internet traffic and the quality of digi-
tal media increases every day. Accordingly, the average volume of content increases
and the delivery time of content becomes longer since the bandwidth of the existing
infrastructure does not increase as fast as the volume of content. Therefore, meet-
ing the user’s demand for the high end-to-end delivery performance is a matter of
common interest between research and industry communities.

To cope with this challenge, a number of business entities have deployed redundant
content servers across the world in order to serve content from the best possible
server at user’s location. Today, such an infrastructure is positioned in the middle of
the content delivery business and the major fraction of digital content is transferred
through this type of overlay network.
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Figure 2.4: A brief overview of the server selecting operation in a CDN

2.2.2 Content Distribution Infrastructures

Next, we outline the high-level concept of popular content delivery infrastructures
in today’s Internet.

Content Distribution Networks (CDNs)

In general, content is delivered from a server to a receiver across the world through
multiple network entities, e. g., access networks, ISPs, IXPs, and backbone networks.
In that case, the performance of the content delivery, in terms of time, is restricted
by the narrowest or the most congested link between the two end-systems (server
and receiver). On the contrary, by replicating content in multiple data centers, a
Content Distribution Network (CDN) offers the receiver a nearby copy of content to
avoid a bottleneck link between the two end-systems. With redundancy, CDN can
also provide high content availability to users.

As illustrated in Figure 2.4, a typical server selection mechanism of CDNs, e.g.,
Akamai, is based on mapping a URL of the original content server on a surrogate
URL (hereafter called alias) provided by the CDN operator (from 1 to 3 in the
figure). Such a mapping is done by the Canonical Name (a.k.a., CNAME) record
specified in |74,75]. Through this mapping, a user’s DNS request is changed from the
name translation of the original content server to that of the alias (4 in the figure).
Since the mapping between the alias and an IP address is under the control of the
CDN operator, CDN can suggest a location (IP address) of a replica based on the
IP address of the user’s local DNS (5 and 6 in the figure).

One-Click Hosters (OCHs)

A One-Click Hoster (OCH) is an online file storage service that allows users to
upload, download and/or share files through a simple web-based user interface, e. g.,
RapidShare, Uploading, FileFactory, and Sendspace. Due to the easy interface, high
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storage volume (e.g., > 10GB/file), high delivery performance [7|, and piracy of
digital content [62], the popularity of OCHs is gradually increasing. According to
reports of ipoque [105,106], OCHs are responsible for up to 10 % of the total Internet
traffic in several vantage points. Moreover, Poese et al. [90] find that about 15 % of
the total Internet traffic in their vantage point is generated by the content delivery
between OCHs and users. We refer readers to the work of Antoniades et al. [7] and
Lauinger et al. |62] for gathering more information about the ecosystem of OCHs.

Video Streaming Services

A streaming-over-HTTP is a common method for transporting video content. Today,
most of the popular video streaming providers such as YouTube and NetFlix serve
their content in this way. According to [64], YouTube alone accounted for more than
20 % of the total Internet traffic in Europe in 2012. Furthermore, Maier et al. [67]
find that more than 25 % of the total HTTP traffic in their vantage point carry video
content. Accordingly, to meet the users’ growing demand for service quality, video
streaming providers adopted CDN-like infrastructure for distributing their content.

2.2.3 Diversity in CDls

Content replication has widely proven to be a powerful solution for satisfying the
user’s performance demand for the delivery of content. Although the cost of content
distribution is inevitable in such a mechanism, its redundancy feature may be more
effectively utilized. For example, the simultaneous download of a single object from
multiple data sources can be seen as one means to utilize such an infrastructure in
more effective manner.

There are video streaming protocols that try to take advantage of replication of
streaming contents provided by CDNs [1,54,112]. Moreover, BitTorrent is a well-
known application that takes advantage of content replication among its users [19].
However, these protocols are software dependent and cannot be generally used.

For this end, in Chapter 5, we design and develop a novel socket architecture that
realizes this idea, the Multi-source Multipath HTTP (mHTTP). mHTTP is solely
receiver-oriented solution and does not rely on any specific software.

In the case of an OCH, data source diversity is accommodated in a slightly different
form. Like regular CDNs, an OCH typically operates multiple servers that hold
identical copies of a file. However, OCHs differ from CDNs on the level of server
distribution and the way of the replica selection. OCHs tend to locate their servers
in a more centralized manner, e. g., in one data center or in a small number of data
centers. How OCHs choose the replica to serve the user’s request is unclear, but
most of them do not seem to use the complicated server selection mechanism, e. g., a
DNS-based mapping technique such as the one used by Akamai. Besides the source
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diversity due to multiple servers, it is common to find the same file hosted in different
OCHs or even in the same OCH.

2.3 Internet Redesign and the Locator/ID Separation
Protocol

In order to explore the concept of the future Internet, we first provide an overview of
current Internet problems that the future Internet needs to solve and explore design
principles of the future Internet that are debated within the research community.

After that, we outline one of the most pressing scalability problems of the core
Internet and show how a core/edge decoupling mechanism, as one of the fundamental
building blocks of the future Internet architecture, addresses this problem.

2.3.1 Internet Redesign

The current Internet faces several challenges, e. g., security, mobility, and scalability,
which were unforeseen in the early stage of its evolution. Furthermore, increasing
demand for the high Quality of Service (QoS) and availability incite the research
community to rethink the design of the current Internet architecture.

Although these issues and challenges are widely recognized, it is not straightforward
to build a new Internet architecture. The main difficulty lies in changing the Internet
architecture without causing the economic loss in the society and the interruption of
the Internet use.

In the research community, two design principles for the future Internet have been
discussed [28]. Onme is Clean Slate design, i.e., the complete reinvention of the
Internet, and the other one is Incremental design, i. e., the gradual modification of
the Internet.

Indeed, the Internet has evolved through the incremental method mainly due to
the above-mentioned concerns. For example, as we discuss in this thesis, core/edge
decoupling techniques commonly adopt the incremental method as their deployment
strategy.

2.3.2 Scalability Issue with regard to routing in the Core Internet

The Border Gateway Protocol (BGP) is the de facto standard protocol for the inter-
domain routing in today’s Internet. In order to correctly deliver packets to end-hosts
across the Internet, the most aggregated part of the Internet (a.k.a., the core Internet
or default free zone) needs to store complete knowledge of global routing paths. Due
to the fine-granined subdivision of the address space and the upstream link diversity
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Figure 2.5: The growth in the number of BGP entries (source: potaroo.net)

(multihoming), the number of entries in the routing table within the core Internet
increases at an enormously rapid rate (see Figure 2.5). Therefore, routers in the core
Internet suffer from handling such an excessive number of BGP entries. It is crucial
to note that the point at issue does not only lie in the upgrade cost of the hardware
(e. g., memory/CPU), but also in the time taken for performing the Longest Prefix
Match (LPM) operation.

To this end, the research community has started to look for alternative routing ar-
chitectures based on the concept of decoupling the core network from edge networks.
Among different proposals, the Locator/ID Separation Protocol (LISP) is widely
acknowledged as the most potential candidate for solving the problem. Therefore,
in our study, we choose LISP as the representative protocol of the core/edge (or
Locator/ID) decoupling technology.

2.3.3 An Overview of LISP

The main idea of LISP is to split the IP address space into two orthogonal spaces,
one used to identify the end-hosts, and one used to locate them within the Internet
topology. Such a re-use of the IP addresses makes LISP incrementally deployable,
hence the interest of the IETF in it. LISP is meant to be used on the border routers
of stub networks, such as in the scenario presented in Figure 2.6. Stub networks
internally use an IP prefix, called EID-Prefix as for End-point IDentifier, which is
part of the ID space. This prefix does not need to be globally routable, since it is
used only for routing in the local network. On the contrary, the core of the Internet,
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known as Default Free Zone (DFZ), will use globally routable IP addresses that are
part of the locator space. In particular, the IP addresses used by the stub networks’
border routers on their upstream interfaces (toward the provider) are part of such a
space and represent the Routing LOCators (RLOCs), since they allow one to locate
EIDs in the Internet. The binding between an EID-Prefix and the set of RLOCs that
locate it is a mapping. By introducing the above-described separation, EID-Prefixes
are no longer announced in the DFZ, allowing a size reduction of BGP’s routing
table. Further information on the benefits of deploying LISP can be found in the
work of Quoitin et al. [93] and Iannone et al. [47].

When communication is initiated in the context of LISP, end-hosts generate normal
IP packets using EIDs as source and destination addresses, where the destination
EID is obtained, for instance, through a DNS query. LISP then tunnels those pack-
ets from the border router of the source network to the border router of the desti-
nation network, using the RLOCs as source and destination addresses in the outer
header. The tunneling is done by using an [P-over-UDP approach, with the addition
of a LISP-specific header between the outer UDP header and the inner (original) IP
header!. In the LISP terminology, the border router in the source network perform-
ing the encapsulation is called Ingress Tunnel Router (ITR), while the one in the
destination network, performing the decapsulation, is called Egress Tunnel Router
(ETR). In general, they are just named xTRs.

2.3.4 LISP Database and LISP Cache

To perform tunneling operations the routers use two data stores, namely the LISP
Database and the LISP Cache. The LISP Database stores mappings that bind the
local EID-Prefixes (i. e., inside the local network) to a set of RLOCs belonging to the
xTRs deployed in the network. The purpose of the LISP Database is two-fold. For
outgoing packets, if a mapping exists for the source EID it means that the packet has
to be LISP encapsulated and the source RLOC is selected from the set of RLOCs
associated to the source EID-Prefix. For incoming packets, if a mapping exists for the

!The LISP header contains additional information on RLOCSs’ reachability and traffic engineering.
Details on this header can be found in the protocol specification ( [26], [48]).
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destination EID, then the packets are decapsulated. The LISP Database is statically
configured on each xTR. Its size is directly proportional to the number of the EID-
Prefixes and xTRs that are part of the local network. Due to its static nature and
limited size, the LISP Database does not present any scalability issue and is not a
critical component of the LISP architecture.

The LISP Cache temporarily stores the mappings for EID-Prefixes that are not part
of the local network. This is necessary to correctly encapsulate outgoing packets, in
particular to select the RLOC to be used as destination address in the outer header.
Mappings are stored only for the time that they are used to encapsulate packets,
otherwise, after a timeout, they are purged from the cache. As such the LISP Cache
is the key component of the LISP architecture, and determining its implications on
the existing Internet infrastructure is an important task to be done.
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One constant in the Internet during the last 10 years has been the steady growth of
the Internet traffic by more than 50 % each year [35,83]. However, the traffic mix
has undergone substantial changes. Initially, protocols such as FTP, SMTP, and
NNTP were popular. Then, around 1994, HTTP entered into the picture. Most
of the protocols from this early Internet age were designed for exchanging text-
based information. A little while later, multimedia data such as video, audio, and
pictures as well as RAR archives became the dominant content [49,61,67,106] types
in the Internet. To transfer such binary content, P2P protocols such as Napster
and Gnutella became popular but were later overtaken by eDonkey and BitTorrent.
According to [105], the major fraction (around 70%) of the Internet traffic was
generated by these P2P applications in 2007. Yet, several recent (> 2009) traffic
studies report that there has been another substantial change in the application
mix [49,61,67,106]. These studies show that HTTP is responsible for more than
60 % of the total Internet traffic and that NNTP generates a significant amount
(up to 5%) of traffic. Moreover, Massively Multi-player Online Games (MMOGs)
have started to gain popularity. The number of users of such games shows a super-
linear growth tendency since the beginning of the 2000s. Today, it is estimated
that the number of Internet users subscribed to MMORPGs is more than 22 million
worldwide [144].

Unlike such drastic changes on the application layer, the underlying network protocol
(4. e., IPv4) has been hardly modified. Considering that this protocol was invented
about three decades ago, Internet Protocol (IP) may be seen as one of the slowest
Internet technologies to innovate. In fact, modification of IP was not a pressing
matter during the evolution of the Internet. However, the situation has significantly
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changed since the last block of the IPv4 addresses has been assigned to the RIRs in
mid-2011. First, the Internet Assigned Numbers Authority (IANA) announced that
they assigned the last block of IPv4 addresses, then Asia Pacific Network Information
Centre (APNIC) reported that they reached the final stage of IPv4 exhaustion [119].
After all, major network operators decided to make effort together for deploying
IPv6. As a result, several network operators report that IP traffic shows a small
movement towards IPv6 recently. Therefore, it is of great interest for researchers to
know the current situation of the IPv6 adoption.

In this chapter, we first present measurement studies of two application protocols,
1. e., NNTP and World of Warcraft, that have been understudied. The two analyses
will help us understand the characteristics of today’s Internet usage. After that, we
present our assessment study of IPv6 adoption by analyzing a set of traffic traces
collected from an Internet eXchange Point (IXP).

3.1 Today's Usenet Usage

We choose the Network News Transfer Protocol (NNTP), i. e., the underlying appli-
cation protocol of the Usenet, as the starting point of our measurement study. The
reason behind this choice is based on reports of its noticeable popularity in IPv4
traffic [67] and in IPv6 traffic [102]. Exploring NNTP first will also help readers to
better understand the results of the IPv6 traffic analysis carried out in Section 3.3.

Usenet evolved from its UUCP (RFC 976) architecture to a worldwide distributed
Internet discussion system in which users read and post public messages to one or
more categories, known as newsgroups, via NNTP. These messages are called articles
or posts, and collectively are referred to as news. Usenet is similar to bulletin board
systems and as such is the precursor to various Internet forums.

The Usenet is realized across a constantly changing set of servers that store and
forward messages among each other. Since Usenet servers do not have unlimited disk
space to hold every article that was ever posted, the oldest articles are deleted as new
articles arrive. Usenet distinguishes between binary groups and text based groups
since the storage and bandwidth requirements for binary groups are substantial.
Due to its size, a single binary message may squeeze out several hundreds of text-
only postings and its download may impose significant bandwidth cost for the server
provider. Therefore, Usenet administrators started to exclude binary groups on their
publicly accessible news servers. Moreover, the traditional Usenet features (e.g.,
text-based groups) are offered by forums and mailing lists and are integrated into
blogs and online social networks (OSNs). As a consequence, NNTP became less
desirable and eventually its usage declined as such alternatives became available.

However, the finding by Maier et al. [67] that Network News Transport Protocol
(NNTP) traffic is responsible for up to 5% of residential network traffic inspires us
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Figure 3.1: Screen-shot of an NNTP client of a fee-based offer

to revisit today’s Usenet usage. Given this revival it is important to understand its
causes and examine its characteristics. Therefore, we developed an analyzer for the
Bro [87] Network Intrusion Detection System (NIDS). Our analyzer takes advantage
of Bro’s capabilities and utilizes dynamic protocol detection [24] and a specialized
protocol semantic parser.

In this section, we present observations from the passive packet-level monitoring of
more than 20,000 residential DSL lines from a major European ISP. This unique
vantage point coupled with our NNTP protocol analyzer provides a broad view of its
usage. We used Bro’s online analysis capabilities to collect anonymized NNTP sum-
maries which lasted for more than two weeks. In addition, we applied our analyzer
to the traces also studied by Maier et al. [67].

Our initial expectation was that NNTP servers do not provide binary data. However,
we find that most of the traffic (> 99 %) is binary content. We find that this is enabled
by NNTP servers that require their users to pay a monthly fee and to authenticate
themselves before using the server. Examples for such fee-based server providers are
GigaNews or UseNext. Examining content-types of this binary traffic we find that
archive formats as well as multimedia (AVI, MP3, and JPG) are dominant and are
predominantly transferred with yEnc as binary-to-text encoding.

Furthermore, we note that such fee-based NNTP offers often provide customized
NNTP clients (see for example Figure 3.1). Some of these clients take advantage
of opening multiple simultaneous TCP connections and use globally unique article
IDs instead of per news-group indexing. Moreover, the per connection through-
put for NNTP is significantly larger for NNTP clients than for traditional P2P
clients. Therefore, we conclude that NNTP’s revival is due to the possibility of us-
ing NNTP as a high performance client/server-based alternative to P2P file-sharing,
even though users have to pay a monthly fee.
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3.1.1 Network News Transport Protocol (NNTP)

While NNTP is a well-known and well-established protocol its technical details might
have faded from the readers memory. Therefore, we briefly review the basics of the
protocol underlying Usenet—NNTP—in this subsection. Usenet is one of the oldest
parts of the Internet. In fact, it predates the world wide web by more than 10 years.
It was designed and is still being used as a system to exchange messages (called
articles) between groups of users with similar interests—a functionality that today
is also provided by, e. g., web forums.

Usenet is structured as a (pseudo) hierarchy of groups, e.g., comp.os.minix or
comp.os.linux.networking. Anyone with access to a news server can subscribe
to any of the news groups and then read or post messages within the group. The
news servers are usually hosted by ISPs or at universities!. They are connected to
form an overlay network, which is used to replicate articles between servers so that
everyone has access to all articles not just those posted to the local news server.
However, there is one limitation: It is the decision of the administrator of a news
server if a particular news group is hosted on his server, e. g., nowadays most news
servers typically do not host the majority of the binary groups in order to avoid the
risk of excessive bandwidth usage.

While NNTP is used for both client-server as well as server-server communication, in
the remainder of this section, we focus on client-server communication since our focus
is on NNTP usage by residential users. The Network News Transfer Protocol [27]
and its message formats [5,77| (until Nov 2009: RFC 1036 [42]) are very similar to
SMTP. In fact, many of the article header fields are identical to the email message
header fields, e. g., From and Subject. In addition, there are NNTP specific headers,
for example the Message-ID header, which contains a unique identifier for an article
valid on all news servers.

The TANA assigned ports 119/tcp for NNTP and 563/tcp for SSL-encapsulated
NNTP (NNTPS) are the default ports for communication between an NNTP client
and server. The dialog starts when the client contacts the server. The server answers
with a greeting message. Then the client can issue its commands. The server replies
to each client command with a three digit status code, a status message, and an op-
tional data block in “multi-line” encoding which contains, e. g., the requested article.
Likewise, a client can send a “multi-line” data block to the server, e.g., to post an
article. At the beginning of the connection a news server may require authorization
before the client can issue any commands. Overall, we identify 33 different NNTP
commands that are either specified in one of the RFCs or offered by popular servers
such as INN. Examples include selecting a group (GROUP), listing the articles within
a group (LISTGROUP or (X)OVER), and fetching (ARTICLE, BODY and HEAD) or sending
(POST) articles.

!Users whose ISP does not offer access to a news server can subscribe for a small fee to independent
servers, e.g., http://news.individual.net/
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The article itself is composed of a newline-separated list of headers and an article
body separated by a double newline?. Within NNTP everything is encoded as a
“multi-line” data-block, including article bodies, or command results. This “multi-
line” data-block format of NNTP imposes several restrictions on the content. For
example it cannot contain NUL characters, it has a limited line length, and the period
character (full stop) at the beginning of a line has to be replaced by an alternative
interpretation. Therefore, it is impossible to transfer binary data without encoding.
Popular encodings are yEnc, UUencode, MIME, base64, BinHex, Quoted-Printable
and XXEncode.

Note that MIME has just recently been standardized (RFC 5536 [77] and 5537 [5])
as transfer encoding for the Usenet while yEnc and UUencode are well established.
UUencode has originated on System V and has traditionally been used to transfer
email messages and Usenet articles before the corresponding TCP based protocols
were in use. With Usenet in mind yEncode has been designed to minimize the
overhead imposed by alternative encoding schemes. The idea is to only encode
characters if it is absolutely required to adhere to the message format standard.
The name yEncode is actually a wordplay: “Why encode?”. While it is in principle
possible that other binary encodings may be in use and may not be identified, their
traffic volume in our data sets is minimal.

3.1.2 Methodology

For detecting NNTP connections we use a DPD signature that checks if the server
side of the connection contains an NNTP welcome banner and if the client side uses
one of the 33 NNTP commands®. After a connection is identified as candidate for
NNTP an analyzer written in BinPAC is attached to the connection and generates
an event for every detected request command, reply message, and client and server
side data sections (multi-line).

Note, that because NNTP is stateful, as opposed to, e. g., HI'TP, our analyzer also
needs to keep state per instance. Reasons for this necessity include client-side data
transfers (e. g., via POST, THAVE, or XREPLIC commands) or replies with or without
multi-line data blocks depending on the request. In Figure 3.2, we show that if the
client wants to post a multi-line article it first sends a single-line query, waits for
a positive response from the server, and only then sends a multi-line data block.
In Figure 3.3, we illustrate different reponse-types for status code 211 depending on
the command issued by the client. Therefore, the analyzer needs to remember the
last command for every connection, producing state that needs to be managed.

2A newline in this context is the two character string \r\n.
3To minimize the number of false positives we currently filter traffic on TCP port 25, mainly used
by SMTP.
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Figure 3.2: Example scenarios of a POST transaction: Multi-line data is transmitted
only when POST request is granted by the server (left).

NNTP uses different encoding types to transfer binary content. To determine the
encoding type we use the BinPAC analyzer itself instead of the scripting layer to
lower CPU load. Thus, we add an event if a text-encoded binary payload is located to
inform the scripting layer about encoding type and method. We distinguish between
(i) yEncode (yEnc) [39], (i) UUencode [41], (ii) MIME [32], and (iv) non-binary

content.

Articles with MIME attachments are identified by looking for and inspecting the
Content-Type header. Content types and filenames are then extracted by parsing
the MIME formatted body. UUencoded article bodies are detected by looking for
an UUencode header in the article body. This header starts with the string ‘begin,/’
followed by a three digit number denoting the UNIX permissions in octal notation,
and a file name. The binary block ends with the string ‘end’ on a single line. yEnc
works similar to UUencode: the binary block starts with a string ‘=ybegin,,” followed
up by parameters describing the length of each block, the size of the resulting file,
and the file name on the same line. Each block ends with the string ‘=yend,,” followed
by additional parameters.

Our methodology for determining the content-type of a binary encoded file is straight-
forward and relies either on the filename extension or on the content-type of the
binary-to-text encoding. In future work we plan to extend the analyzer to decode
the binary file and use libmagic to determine the file-type.
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Figure 3.3: Example scenarios of a 211 response code: Multi-line data is transmitted
only when a LISTGROUP request was sent (right).

Name Start date Duration Size NNTP
NNTP-15d Wed 05 Aug 09 3am 15% d n/a n/a
SEPO08 Thu 18 Sep ’084am 24h >4TB 5%
APRO09 Wed 01 Apr ’09 2am 24h >4TB 2%
AUGO09 Fri 21 Aug ’092am 48h >11TB 2%

Table 3.1: Overview of anonymized packet traces and summaries.

The analyzer produces an anonymized one line summary for every single or multi-
line request or response including a time-stamp, a connection identifier, anonymized
IP addresses of client and server, size of the action, and information about the
observed action. This output is post-processed to generate one-line summaries of
corresponding NNTP request and response pairs, called NNTP transactions in the
remainder of the section. In these one-line summaries we also report the news group
in which the request was issued.

3.1.3 Datasets

We base our study on multiple sets of anonymized packet-level observations of resi-
dential DSL connections collected at our ISP vantage point (see Section 2.1.2).
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Table 3.1 summarizes characteristics of the data sets, including their start, dura-
tion, size, and fraction of NNTP. We used Bro’s online analysis capabilities to collect
an anonymized trace summary which covers more than two weeks of NNTP traf-
fic (NNTP-15d). Moreover, we use several anonymized one/two day packet traces
collected over a period of 11 months (SEP08, APR09, AUGQ09). These are the same
traces as studied by Maier et al. [67]. While we typically did not experience any
packet loss, there are several multi-second periods (less than 5 minutes overall per
packet trace) with no packets due to OS/file-system interactions.

All traces contain a noticeable fraction of NNTP traffic. Similar results have been
observed at different times and at other locations of the same ISP. For the online trace
summary we only capture NNTP traffic and therefore do not know the exact fraction.
However, comparing the volume to other traces we presume that it corresponds to a
similar fraction.

We omit analyzing NNTPS for two reasons: (i) due to the encrypted nature of
NNTPS it is impossible to inspect the content and (7i) the amount of traffic on
the respective port is small compared to the observed NNTP traffic. Indeed, we do
not observe more than 0.3 % of total traffic on port 563, the standard SSL port of
NNTP.

3.1.4 Results

To understand the revival of NNTP we have to study how NNTP is used today.
Accordingly, in this subsection, we start by studying the overall characteristics of
our traces. Then we examine the volume distribution of NNTP transactions, the
popularity of commands, encoding methods, content types, news groups, and NNTP
servers.

NNTP Characteristics

In our traces of residential Internet traffic 2% (5 % for SEP08) is identified as NNTP.
We observe roughly 150 users in each of the packet level traces (SEP08, APR09,
AUG09) and roughly 300 users in NNTP-15d. We also observe that the typical NNTP
client uses multiple TCP connections in parallel (1st quartile: 2-3, median: 4-6, 3rd
quartile: 7-8) and that up to 12 different servers are contacted by a single client—
maybe to balance the load across different servers. Note that less than 1 % of the users
(150 out of 20000) causes more than 2% of the traffic with NNTP only. In addition
these users are also among the top users in terms of per-line traffic contribution.
This is confirmed by Maier et al. [67]. They also report that P2P use and NNTP
use is unlikely to be observed at the same line.

Furthermore, we find that roughly 99 % (only 96 % in AUGQ9) of the transmitted
volume is due to binary transfers. Yet, we notice that the fraction of binary queries
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is rising. The fraction is 55 % for SEP08 whereas it is roughly 90 % for the other
traces (APR09, AUG09, NNTP-15d). Moreover, the average duration of observed
NNTP connections? is 24 minutes for SEP08 while the average connection duration
of all 2009 traces is 6 or 9 minutes. In order to understand the origin of these
differences we investigate SEP08 in more detail. We find that there are three DSL
lines in this trace that exhibit strange behaviors:

e One line is responsible for roughly 30 % of the NNTP volume in SEP08 (mainly
via BODY commands). In all other traces the top contributing line is responsible
for at most 10 % of the volume.

e Another line is responsible for more than 90 % of the GROUP and STAT commands
in SEP08.

e A third line interacts with a server such that after normal NNTP activities the
server sends tons of single-line responses with an unknown status code (not

specified in the RFCs).

These three lines are responsible for roughly 48 % of the NNTP transactions and
thus we also report results for SEP08 without these 3 lines, labeled as “SEP08-w3l”.
For example, we find that 79 % instead of 55 % are binary downloads for SEP08-w3l.
Since, SEP08 also contains some regular news reading activity the results for SEP08-
w3l are closer to those of the other traces but still differ. For privacy reasons, we do
not investigate these 3 lines in detail.

Distribution of Transaction Volumes

Recall that an NNTP transaction consists of an NNTP request and its corresponding
NNTP response. Figure 3.4 depicts the cumulative distribution of the transaction
volumes of each of the traces. This plot highlights several specifics of NNTP traffic.
For instance, a single-lined message must not exceed 512 bytes. This results in the
step around 100 bytes. The most frequent transaction sizes are 252 kB and the
median transaction size 387 kB (see helper line in plot). They seem to correspond
to the sizes of typical binary data blocks, which are parts of multi-part archives or
multimedia files. We assume that these sizes are due to either the software used
to partition the files or server restrictions on article length. Although we tried to
confirm any of the explanations, we did not find evidence.

Popularity of NNTP Commands

Although we identified more than 30 possible NNTP commands and include all of
them in our signature for detecting NNTP traffic, only 16 of them are observed in any

4For this statistic we only consider complete NNTP connections, . e., those that contain the
command QUIT.
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Figure 3.4: Cumulative distribution function of transaction volumes

Trace reply only ARTICLE BODY GROUP STAT  HEAD AUTHINFO QUIT  MODE  XOVER
SEP08 159% 43.6% 15.7% 141% 64% 21% 1.0% 01% 01% <0.1%
SEP08-w3l - 826% 81% 09% - 41% 1.8% 02% <0.1% <0.1%
APRO09 - 832% 103% 1.1% - <0.1% 23% 07% 02% <0.1%
AUG09 - 665% 271% 04% - <0.1% 20% 02% 12% <01%
NNTP-15d - T76.5% 181% 0.6% - 03% 1.8% 02% 06% <01%

Table 3.2: Frequency of commands

of our traces. The overall frequencies of the top commands are listed in Table 3.2. As
expected, the most frequently issued command is ARTICLE. Interestingly, the BODY
request is the next most popular and it is significantly more popular than HEAD. This
indicates that the users are not downloading the complete meta information about
the bodies that they download. Note the effect of removing the 3 lines from SEP08.

In terms of volume only the commands ARTICLE and BODY are relevant and together
contribute more than 99 %. NNTP offers two different identifiers for articles: (i) an
article number relative to the newsgroup or (ii) a globally unique article identifier.
The first kind of identifier requires the user to first select the corresponding news-
group, e.g., via the GROUP command. The latter identifier can be used without
entering a newsgroup. We find that the globally unique article identifiers dominate
and may explain the small number of GROUP commands.
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Trace non-binary yEnc  UUEnc MIME
SEP08 417%  52.2% 0.1% <0.1%
SEP08-w3l 211%  78.6% 03% <0.1%
APR09 14.7%  84.8% 05% <0.1%
AUG09 9.8% 89.9% 03% <0.1%
NNTP-15d 9.8% 89.9% 02% <0.1%

Table 3.3: Frequency of Binary-to-text encoding methods

Trace archive archive video audio image other
Jrar  /par2  Javi /mp3  /jpg types

SEPO08 84.30% 2.57% 519% 1.46% 0.40% 6.08%
APRO09 84.13% 1.73% T7.08% 2.36% 2.07% 2.63%
AUG09 83.81% 201% 3.16% 290% 1.26% 6.86%
NNTP-15d 81.18% 2.24% 6.73% 3.11% 0.66% 6.08%

Table 3.4: Frequency of Binary File Types

Popularity of Binary-to-text Encoding Methods

Given that most requests and almost all of the bytes are due to binary content we next
explore which binary-to-text encodings are used. In all traces yEnc dominates with
more than 99 % of the bytes being transferred (Table not shown). The frequency
of requests for each encoding method is shown in Table 3.3. Among the binary
encodings yEnc is still dominant. We assume that yEnc’s prevalence results from its
significantly smaller encoding overhead.

Content-types of Binary Encoded Files

Given that almost all NNTP traffic is binary encoded we now explore which files
are contained within these binary transfers, see Table 3.4. The most frequently
transferred file format is archive/rar. RAR is a file compression software which is
able to archive files and separate them into multiple smaller files. The file extension
of separated files is three characters either 'rar’, a 3-digit number or '’ followed by
a 2-digit number. Files for which the extension matches this condition have been
assumed to be RAR files. We also observe parchive parity or index files (PAR2).
These can be used to recover broken or unavailable data [86]. In addition, we see a
significant fraction of multi-media formats. We note that in P2P file-sharing systems
multimedia is more popular than archives according to ipoque [106].
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Figure 3.5: Probability density function of achieved throughput of flows > 50 kBytes
for different protocols in APRQ9.

Popularity of News Groups

Given our results so far we expect to see a large popularity of binary news groups.
This is indeed the case. Most of the observed Usenet activities are in sub groups of
alt.binaries. However, since most articles are requested via their globally unique
ID we cannot identify which group they belong to. Moreover, for globally unique
IDs, it may be wrong to presume that an article belongs to the most recently selected
group. Therefore, we do not present numbers in this subsection.

Popularity of News Servers

Since binary news groups are usually not available on public NNTP servers we now
examine which servers are contacted and apparently provide the desired binary con-
tent. To identify the server operator we use two approaches: (i) we parsed the
welcome message line of the servers, (ii) we cooperated with the ISP to perform
reverse lookups of the servers IP addresses. Both methods yield the same results:
Most of the Usenet servers offering binary groups are commercial servers that require
a monthly fee, 1. e., GigaNews, UseNeXT, Alphaload, and Firstload. Further inves-
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tigation reveals that there is even a reselling business for commercial NNTP server
access.

Our investigation reveals that more than 93 % of the queries are directed to and more
than 99 % of the volume of all NNTP traffic is exchanged with commercial Usenet
servers. Browsing the web pages of these commercial Usenet server operators and
taking advantage of some free trial offers we find that such offers come along with
a special NNTP client. Clients for Unix-like OSes, e. g., MacOS or Linux, are often
realized as background processes that are controlled via a Web browser by using
machine local communication. These clients also provide a search engine for NNTP
articles. This is an additional feature that NNTP does not provide by default. It is
possible that such search queries are not using the NNTP protocol.

Throughput of NNTP

Next, we pose the question why people are willing to pay a monthly fee for something
that is likely to also be freely available, e. g., via P2P file-sharing services. Therefore,
we investigate the achieved throughput of NNTP flows and compare these to Bit-
Torrent, eDonkey, and HTTP flows. Figure 3.5 shows a probability density function
of the logarithm® of the achieved throughput for APR09. We can clearly see that
NNTP outperforms the P2P-based systems. Given that both P2P-based systems
and NNTP use multiple connections in parallel we assume that the overall time to
download the same amount of data is an order of magnitude smaller for NNTP.
This is basically due to the fact that NNTP servers usually have better Internet
connectivity as compared to P2P users. For HT'TP the achieved throughput is in
the same order as for NNTP, although HT'TP has a higher variability than NNTP.
Thus, better performance may be the reason to either use fee-based NNTP servers
or fee-based One-Click Hosters (such as Rapidshare or MegaUpload) for file sharing.
One advantage for NNTP is the ability to search NNTP newsgroups for specific con-
tent. Moreover, NNTP features a protocol/operation inherent content replication
and content distribution schemes.

Overall, the results show that NNTP is a bandwidth intensive application protocol
due to the misuse of Usenet as a high performance file-sharing platform. In the next
section, we choose another protocol that has different characteristics, 7. e., a rather
delay intensive application protocol, in order to see a clear contrast between two
protocols.

5Coupled with a logarithmic scale on the z-axis, plotting the density of the logarithm of the data
facilitates direct comparisons between different parts of the graphs based on the area under the
curve.
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3.2 Traffic Analysis of a Massively Multi-player Game

Findings in the previous section prove that NNTP’s role in today’s Internet is sig-
nificant due to its share in total traffic (up to 5%). However, the portion of users
participating in Usenet is rather small (less than 0.01 %). In this section, we exam-
ine a contrasting protocol of NNTP (in terms of the number of users and the traffic
share) within the same measurement environment.

Given the fact that the number of Massively Multi-player Online Role Playing Game
(MMORPG) subscribers rapidly increases every year and that it reached 22 million
in 2011 [144], for ISPs, it is considered as an important task to understand character-
istics of Internet traffic generated by MMORPGs and the collective behavior of their
users. According to several reports (see for instance [144,145]), World of Warcraft
(abbreviated as WoW) alone accounts for more than 50 % of the total MMORPG
subscriptions. Thereby, this particular online game has attracted much attention of
academia and industry.

Therefore, as the second contribution of this chapter, we present an analysis of
MMORPG traffic and users’ gaming behavior focusing on World of Warcraft as a
representative game. The contributions of this study are mainly three-fold. (i) we
reveal the characteristics of World of Warcraft game traffic by thoroughly analyzing
Internet traffic collected from a European tier-1 ISP (i. e., the ISP vantage point de-
scribed in Section 2.1.2). (i) we present changes of traffic behavior by observing two
data sets collected in different time periods. (i) we compare the gaming behavior
of users who play the game alone and users who play the game together with other
users behind the same middle box. As far as we know, none of the previous stud-
ies [56,73,89,111,114| questioned on the theme (the user behavior of MMORPGs)
from this perspective.

3.2.1 Overview of World of Warcraft

World of Warcraft was first introduced in the market by Blizzard Entertainment
in 2004 and soon became one of the most subscribed (the number of its worldwide
subscriptions reached 12 million in October 2010 [145]) online games. A user® within
World of Warcraft is represented as a graphical form, which is often called the avatar,
whose identity (name, gender etc.) is usually different from the user’s real world
identity. This type of game is commonly referred to as a Massively Multi-player
Online Role Playing Game (MMORPG).

Unlike traditional computer games, in which the user plays as the only intellectual
game entity and the other entities act based on the story line programmed by the
game developers, MMORPGs provide their subscribers virtual worlds in which users
meet and communicate with other users.

5The term "user", "subscriber", and "player" are interchangeably used in this study.
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Indeed, the interaction between users is the most distinguishing feature of online
games. For MMORPGs, more than a thousand users play the game at the same time
and they build the real-world-like society in the game world. Moreover, users own
private possessions and even trade them with other users in virtual world currency.
These sorts of social features allow MMORPG providers to introduce a different
business model from that of traditional games. While users pay for the purchase of
traditional computer games, MMORPG users pay fee based on time they play.

Although World of Warcraft is designed to accommodate a massive number of play-
ers, it needs a certain level of load balancing. To this end, Blizzard Entertainment
provides multiple copies of the virtual world for their users, which are called realms.
Thus, avatars are only able to interact with the other avatars that are within the
same realm.

3.2.2 Classification Method

In order to illustrate our classification method in detail, we first provide some level
of technical information about the World of Warcraft protocol. The World of War-
craft protocol uses TCP as its transport protocol and a client typically opens two
connections towards different servers. One connection is established between the
client and the logon server in order to authenticate the subscriber and to update
relevant server/client information such as the list of game servers and the status of
the subscriber’s avatar. The other connection is established between the client and
the game server in which actual gaming information, e. g., coordinates of the avatar
and chat messages, is exchanged.

Our analyzer is implemented to detect the protocol in two steps. The initial step
of the protocol identification is based on examining the protocol’s unique byte pat-
tern (signature) of the first packet of the connection. We use ~\x00...WoW and
~..\xed\x01 as regular expression signatures of the logon connection and the game
connection, respectively. However, due to the short signature length, relying only
on this step yields a high false-positive rate. Thus, the next step verifies if the con-
nection responder replies with the expected signatures. In this step, we use ~\x00
(logon connection) and ~..\xec\x01 (game connection) as signatures.

Even after the protocol classification, the nature of the proprietary software that the
World of Warcraft programs have and partly encrypted protocol messages make deep
inspection of World of Warcraft traffic extremely difficult. Thus, we use the unen-
crypted part of protocol messages for our analysis. As we will show in Section 3.2.4,
more than 60 % of the World of Warcraft packets are coordination information which
can be translated into human readable text.
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Overall Traffic World of Warcraft

Name|Mon. Year| Duration |Volume|packets|Volume|Version| Users |Avg. Playing
ISPO8| Aug. 2008(12:00 — 12:00| > 4TB[0.91% | 0.48% | 2.4.3 |3.0% (599)| 1.76 Hours
ISP10|Mar. 2010|02:00 — 02:00| > 4TB|0.83% | 0.72% | 3.x.y |1.4% (280)| 4.17 Hours

Table 3.5: Overview of anonymized packet traces.

3.2.3 Data Sets

We use two anonymized 24-hour packet-level traffic data sets (ISP08 and ISP10)
for our study. These two traces are collected from our ISP vantage point (see Sec-
tion 2.1.2) in 2008 and in 2010. The relevant information of our traffic data sets

and the number of identified World of Warcraft subscribers are summarized in Ta-
ble 3.5.

In light of the fact that World of Warcraft traffic is pure control traffic generated
by users (e.g., by mouse button clicking and/or by key pressing), as opposed to
the media content delivery, we believe that 0.48% and 0.72% (see Table 3.5) of
traffic contributions are worthwhile to study. Note that traffic generated by software
updates is not included.

3.2.4 Traffic Characteristics

In this subsection, we first illustrate the general characteristics of World of Warcraft
traffic. Then, we present the result of our analysis, which is the majority of the
World of Warcraft traffic is movement messages in which coordinates of avatars and
nearby objects (e. g., non-player characters or game items) are delivered.

General Characteristics

Figures 3.6, 3.7, and 3.8 respectively depict the distributions of packet size (payload
only), packet sending rate, and throughput. We report results of logon connections
separately from those of data connections since those two types of connections show
clearly different behavior in terms of packet count, traffic volume, and duration of
connections. Interestingly, we observe that the line shape of server-to-client packet
streams of ISP10 is significantly different from that of ISP08 in all logon plots, while
the change of client-to-server packet streams is not remarkable. Furthermore, the
lines representing data packet streams of ISP10 ((b) of all three figures) have dras-
tically shifted compared to those of ISP08. We conclude that the protocol has been
modified during the two years in such ways that a server delivers logon information
in a more compressed or more distributed manner and delivers gaming information
more frequently.
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Comparing the throughput statistics of the two traces shown in Figure 3.8, the later
version of World of Warcraft protocol requires more bandwidth than the earlier one.
Yet, its bandwidth utilization is relatively low considering the network bandwidth
provided by today’s ISPs. This means, contrary to popular belief among users,
upgrading the link capacity may not be the solution for a better gaming experience.

Movement Messages

Regarding the peak of client-to-server packet streams observed in Figure 3.6 (b),
43 bytes (ISP08) and 51 bytes (ISP10) are typical sizes identified from packets that
deliver avatar’s coordinates within the virtual world to the server. The reason why
the size of the movement message differs in the two traces is that the object’s ID is
embedded in a different way in different versions of the protocol. This phenomenon
leads us to the conclusion that more than 60 % of the total packets delivered from
clients to servers is the avatar’s coordinate information.

By deeply inspecting server-to-client messages, we find that the majority of messages
sent from servers to clients are movement messages for updating the client on coor-
dinates of its nearby players and objects. However, we do not observe the peak that
appears in client-to-server packet streams since a server sends coordinates of various
numbers of objects within one packet.
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3.2.5 Tigers vs Lions

Group size ISP0O8 ISP10
(in players) # of IPs.| # of users|volume # of IPs| # of users|volume
Tigers | 1 487 (T5%) | 487 (54%)| 53%| 257 (82%)| 257 (68%)| 65%
77777 2 | 118 (18%)| 236 (26%)| 28%| 46 (15%)| 92 (24%)| 30%
Lions |3 26 (4%)| 78 (9%)| 10% 8 (3%)| 24 (6%)| >4%
4 11 (2%)| 44 (6%)| <6%| 1(<1%) 1(1%)| <1%
>4% T(<2%)| 55 (6%)| <4% 0 (0%) 00%)| 0%
77777 total |649 (100 %)[900 (100%) | 100% [312 (100 %) |377 (100 %)| 100%
* Maximum number of users behind a single IP address is 14

Table 3.6: Categorization of users based on the number of locally grouped co-players

MMORPG subscriber’s gaming behavior is an often addressed research topic in online
game traffic measurement. Such studies are especially important for ISPs in order
to understand a user’s increasing demand for a good gaming experience. Assuming
MMORPG users form a homogeneous group, previous studies |15, 56, 73,110, 111]
focus either on characterizing the overall gaming behavior of users or on comparing
the user behavior in different virtual worlds. However, in order to gain a more com-
plete insight into the gaming behavior of MMORPG subscribers, we take a different
approach to those of earlier work.

Playing Behavior

We first classify World of Warcraft players into two groups. The first group consists
of users who are the only players behind an IP address. The other group consists of
users whose IP addresses are shared with other World of Warcraft users. We refer to
the former as Tigers and to the latter as Lions according to their hunting behaviors

o4



3.2 Traffic Analysis of a Massively Multi-player Game

(tigers hunt individually, while lions hunt in a pride). One must note that players may
be included in both groups multiple times due to changes in their playing locations
or the reallocation of IP addresses, thus the number of users reported in Table 3.6
is greater than the one in Table 3.5. It is crucial to mention that we do not focus on
characteristics of individual users, but intend to study general differences between
locally grouped players and solitary players in terms of playing time, traffic volume,
and distance their avatars move within the virtual world. We summarize relevant
statistics in Table 3.6.

With few exceptions in ISP08, we find that the number of users per group of Lions
is less than 4 which is a common maximum number of physical network ports on
home networking devices. The table explains that the fraction of Tigers increases in
ISP10.

Figure 3.9 illustrates the subscriber’s playing time from different perspectives. While
Figure 3.9 (a) depicts the distribution of connection duration, the result shown in
Figure 3.9 (b) depicts the distribution of user’s playing time. We make two observa-
tions from the figures. (i) while the number of identified game users decreased during
the two years, the playing duration increased. Taking a deeper look, we find that
the fraction of users who play the game less than 0.28 hours a day decreased from
40 % to 20 %, while the fraction of users who play the game longer than 2.8 hours
in a day increased from 20 % to 40 %. (ii) considering that the y-axis of Figure 3.9
(b) is in a logarithmic scale, solitary users (Tigers) are playing notably longer than
users playing together behind the same middle box (Lions).

In Figure 3.9 (c), we illustrate the time of day that users play the game. Note that
the y-axis of this figure represents World of Warcraft users and x-axis time of day.
Each time slot is filled with various depth of gray color depending on the minutes
played in the time slot. Thus, a time slot is fully used when it is black and it is
not used when it is white. The x-axis is wrapped around the beginning time of
the measurements. It is crucial to illustrate the results in this manner in order to
make the results comparable. Indeed, the two traces do not begin at the same time
of day and also do not begin at mid night (see Table 3.5). The sudden bright cells
observed between 11 a.m. and 1 p.m. in ISP10 is due to the fact that the connections
established before the beginning of the measurement cannot be recognized by the
analyzer. The figure suggests that there is only a negligible difference between Tigers
and Lions when considering the time of day they play. Unsurprisingly, popular time
slots of a day are identified between 7 p.m. and 11 p.m.

In-game Behavior

Next, we analyze the distance that avatars move in the virtual world during game
play. Figure 3.10 illustrates the distance distribution of the avatar’s movement. As
there is no way to map the distance in the virtual world to the real world’s metric, we
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invent an imaginary metric Wm for measuring the distance in World of Warcraft. In
order to provide readers with the intuitional hint of this virtual metric, we illustrate
the distribution of the speed at which avatars move in the virtual world in Figure 3.11.
In this analysis, we find that about 0.8 % of the identified avatars exhibit unrealistic
movement speeds (two to three orders of magnitude larger than the average speed).
We assume that these are mainly due to the usage of long distance transportation
systems such as the teleport. We, thus, ignore such extremely fast movements from
the result. From this evaluation, it is calculated that average speeds of avatars are
4.25 Wm/s (ISP08) and 6.39 Wm/s (ISP10). Figure 3.10 illustrates that Lions move
more than Tigers in game. This is likely due to the fact that Tigers spend more time
communicating with other avatars in the virtual world, whereas Lions focus more
on hunting in the battle field. This is a reasonable inference because, for Lions, a
communication with other users does not interfere in the movement in the virtual
world as their in-game friends are within the talking distance.

So far, we have explored characteristics of World of Warcraft traffic and the collec-
tive behavior of its users. World of Warcraft neither requires high bandwidth (the
highest bandwidth observed in the measurement is about 700 Kbps) nor generates a
large traffic volume (up to 0.7 % of total traffic), while the number of users is quite
significant (up to 3 % of the number of users behind the vantage point). When com-
paring this to the results of the NNTP traffic analysis (Section 3.1), we see the clear
contrast between these two influential protocols.

3.3 Assessment of IPv6 Adoption from an IXP’s
Viewpoint

The previous sections presented analyses of some important (in one way or another)
application protocols within the scope of IPv4 based on traffic data collected from a
stub network. In this section, we move to the network layer to determine the current
situation of IPv6 adoption and the relationship between IPv4 and IPv6. For this,
we change our vantage point from a stub network (ISP) to the highly aggregated
network (IXP).
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3.3 Assessment of IPv6 Adoption from an IXP’s Viewpoint

Although designing a new Internet protocol was not the most pressing matter within
the Internet community in the beginning of the 1990s, the unforeseen fast growth
in Internet usage had started to cause worries about the exhaustion of the Internet
address space.

Internet Protocol Version 6 (IPv6) was developed by the Internet Engineering Task
Force (IETF) in 1994 with a view to succeeding the current version of Internet
Protocol (IPv4). Besides the expansion of the address space, developers of IPv6
took several demanding features such as security (based on compliance with IPSec),
Quality of Service (QoS, via the prioritization scheme and the non-fragmentation
principle), and extensibility (using the chain header) into design consideration, while
maintaining the simplicity of its predecessor (IPv4). Even with such promising func-
tionalities network operators and software developers were not motivated enough to
adopt the new version of the Internet protocol because the current version of the
Internet protocol just works fine and it was still too early to feel the scarcity of
the address space in their bones. Furthermore, it was commonly acknowledged that
inequalities in the benefit of and the demand for the new Internet protocol among
network operators made it difficult to adopt IPv6 all together.

To this end, the Internet Society [141] organized a 24-hour global IPv6 test flight
(World IPv6 Day [120]) on 8 June, 2011 and more than a thousand globally influential
service providers have participated in the event. As no severe problems have been
reported from participants, the community has decided to move a step forward, which
is the World IPv6 Launch Day [143| event held on 6 June, 2012. The World IPv6
Launch Day event was expected to be an important turning point in the Internet
history, because participants agreed to keep their IPv6 connectivity permanently
enabled after the event.

In this section, we study the changes to the IPv6 traffic from the viewpoint of a large
European IXP (i. e., the IXP vantage point described in Section 2.1.2). We analyze
14 months worth of traffic traces which include the two world IPv6 events.

3.3.1 Methodology

In order to conduct our measurement, we developed an IPv6 traffic analysis tool to
which text-formatted information extracted from sFlow traces is fed. Our analysis
tool is designed to identify IPv6 packets and to extract relevant information from
the identified IPv6 packets.

The tool identifies the transition technology in the current measurement point (IXP)
by observing the packet’s IP version field, protocol number, and port numbers. For
this, we use the protocol number 41 as a clear indicator of 6in4 [81] technology and
the protocol number 17 combined with the UDP port number 3544 as a clear evidence
of teredo [45] technology. In the same manner, ayiya [70] technology can be identified
by using the protocol number 17 and the UDP port number 5072. However, we do
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Name Period Global IPv6 Event
IXP11-11d Jun. 05, 2011 — Jun. 15, 2011  World IPv6 Day
IXP1x-13d Dec. 25, 2011 — Jan. 07, 2012 —

IXP12-11d Jun. 01, 2012 — Jun. 11, 2012 World IPv6 Launch Day

IXP12-olympics Aug. 12, 2012 — Aug. 30, 2012 —

Table 3.7: Data sets.

not consider the ayiya transition technology in our study since we observe only a
negligible fraction (<0.1%) of IPv6 traffic over ayiya. Indeed, teredo and 6in4 are
the only transition technologies carrying a considerable amount of IPv6 traffic.

Our measurement study is performed based on four sets of traffic traces (see Ta-
ble 3.7) collected within our IXP vantage point during a time span of 14 months
including World IPv6 Day and World IPv6 Launch Day (54 days of traffic in to-
tal). Note that one of our data sets (IXP11-11d) overlaps the one used in Sar-
rar et al. [102].

3.3.2 Evaluation

In this subsection, we evaluate the change in the level of IPv6 deployment with
emphasis on the impact of the two past global IPv6 events (World IPv6 Day and
World IPv6 Launch Day). In general, we observe that IPv6 accounts for 0.5 % of the
total Internet traffic in the peak period (IXP12-olympics) of our measurement.

Quantitative Analysis of IPv6 Traffic

In order to see how the level of IPv6 adoption has been evolving, we download
monthly snapshots of the IPv6 routing table from the RouteViews Project [136]
and illustrate them in Figure 3.12 together with the observed IPv6 prefixes within
our data sets. The figure shows a sharp rise in the number of announced IPv6
network prefixes since the World IPv6 Day. More precisely, the number of IPv6
network prefixes announced between the World IPv6 Day period and the World
IPv6 Launch Day period (one year) is almost equivalent to the total number of
prefixes evolved during the last two decades. Even though we observe only half of
the globally announced IPv6 prefixes at our vantage point, this increasing rate is still
significant.

When viewing the change of the IPv6 adoption in the perspective of the traffic
volume, the increase of IPv6 traffic is even more drastic than the one shown in the
prefix data. As we see in Figure 3.13, IPv6 traffic increased by more than 50 % on the
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Figure 3.12: The growth of the IPv6 routing table since 2005 (shorter lines are the
observation from our data sets during 14 months of measurement pe-
riod). Lines from RouteViews data are plotted in monthly intervals
and lines from IXP data are plotted five times within the period (each
point represents the number of prefixes and ASes observed within the
corresponding traffic data set).

World IPv6 Day. Moreover, the volume of IPv6 traffic again doubled (approximately
from 3Gb/s to 6Gb/s) within the World IPv6 Launch Day period. We still observe
this growth in our latest data set (IXP12-olympics).

The most significant change that we can discover from the figure is that the increase
of IPv6 traffic mainly results from native IPv6 traffic. On the World IPv6 Day, we
see more than twice the volume of native IPv6 traffic and it does not decrease after
the event (even though it was supposed to be a 24-hour test flight). In addition,
another multi-fold increase of native IPv6 traffic was experienced during the World
IPv6 Launch Day period.

With regard to the sudden peak of teredo packets observed on 1 January, 2012 (see
Figure 3.13 (b)), we do not have a clear answer for this phenomenon. However, we are
of the strong belief that the cause of this peak is rather due to academic/industrial
experiments than due to the participation in the World IPv6 Launch Day event.
This assumption is based on three different observations. First, the number of teredo
packets falls back to the normal level in the World IPv6 Launch Day period. Second,
more than 40 % of the total teredo packets within the period are generated from a
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Figure 3.13: IPv6 traffic changes.

few IP addresses within the same IP prefix. Third, most of the teredo packets are
bubble packets” in which there is no actual payload present.

Next, we evaluate how IPv6 traffic is distributed across prefixes. Figure 3.14 shows a
Cumulative Distribution Function (CDF) of the IPv6 traffic contributed by the top-
100 IPv6 prefixes. Solid lines in the figure indicate the traffic fraction of the prefix
out of the total observed IPv6 traffic, while dashed lines describe only the fraction of
outgoing IPv6 traffic. The figure shows that about 1 % (50 prefixes in IXP11-11d and
60 prefixes in IXP12-11d and IXP12-olympics) of the observed prefixes contribute more
than 90 % of the total IPv6 traffic. Moreover, almost 30 % (IXP11-11d and IXP12-
11d) and 20 % (IXP12-olympics) of the total traffic are contributed by a single prefix.
Given the fact that almost all traffic of the prefix is outgoing traffic in IXP11-11d
and IXP12-11d, we conclude (and also verify) that the top IPv6 contributor in these
periods is a content provider. However, by observing the ratio between incoming
traffic and outgoing traffic of the top prefix in IXP12-olympics, it appears likely that
the first position in the traffic ranking is now taken by a large transit network. Indeed,
by further dataset inspections we confirm the following assumption: The identified
transit network is one of the largest IPv6 backbone network in the world.

Yet, readers must note that this evaluation is based on network prefixes. When
prefixes are aggregated into the AS level, the content provider (the top IPv6 traffic
contributor in IXP11-11d and IXP12-11d) is still the largest IPv6 traffic contributor
in terms of the traffic volume.

Application Breakdown

In this subsection, we provide insights into the application mix in IPv6 traffic. Fig-
ure 3.15 shows the breakdown of the traffic into applications. Note that the header
size of transition protocols (e. g., teredo and 6in4) is included in the traffic volume.

A teredo bubble is a signaling packet typically used for creating and maintaining a NAT mapping
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Hence, we see a significant fraction of teredo traffic in the figure even though teredo
bubbles® do not contain any actual payload.

The first application protocol that we need to pay attention to is the Network News
Transport Protocol (NNTP). Even though the significance of NNTP traffic within
the IPv6 network decreases drastically as the influence of web traffic increases, it
is important to understand its characteristics since NNTP has been the dominant
content carrier in the IPv6 world before HI'TP became the major protocol and it is
still responsible for a considerable fraction of the IPv6 traffic.

As we discussed in Section 3.1, NNTP was considered to be obsolete for a while
before recent measurement studies [49,61,67,106], including this thesis, discovered
that NNTP is reviving (or survives). They report that NNTP accounts for up to 5%
of the total residential traffic in today’s Internet.

More surprisingly, Sarrar et al. [102] report that almost 40 % of the total IPv6 traffic
is contributed by NNTP before the World IPv6 Day. Our result shows a significantly
different fraction (about 20 %) of NNTP traffic in the same period, but this is due
to the fact that we consider the header bytes of the transition technologies as part of
the application’s traffic volume. When considering only the payload, our evaluation
matches the one reported in [102].

8 A teredo bubble is a signaling packet typically used for creating and maintaining a NAT mapping
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Figure 3.15: Application breakdown. Traffic volume includes the size of encapsula-
tion headers.

The next application protocol that we study is HTTP. As the figure shows, the
fraction of web traffic increased remarkably on the World IPv6 Day and reached
nearly 50 % of the total IPv6 traffic in the World IPv6 Launch Day period. The
change in traffic shape has a particular meaning since the breakdown of IPv6 traffic
into applications becomes similar to the one of today’s IPv4 traffic. Furthermore, the
major share of IPv6 traffic is real content rather than signaling traffic. This leads us
to the conclusion that service providers are beginning to break away from the idea
that IPv6 is a faraway story and are becoming more active in providing Internet
access through IPv6 to their home and enterprise customers.

Native IPv6 Traffic Among ASes

We now investigate how native IPv6 traffic is exchanged among ASes. For this study,
we create a traffic matrix with sorted ASes as columns and rows (more than 3,500
ASes). Figure 3.16 depicts the cumulative fraction of native IPv6 traffic of AS-flows?.
In the figure, we only consider AS-flows which contribute at least 0.001 % of the total
native IPv6 traffic, 4. e., 1,386 AS-flows in IXP11-11d, 1,761 AS-flows in IXP12-11d,
and 1,928 AS-flows in IXP12-olympics. The figure describes that the traffic fraction of
AS-flows increases remarkably in the World IPv6 Launch Day period. Interestingly,
the amount of IPv6 traffic is largely concentrated in one AS-flow (. e., the AS-flow
labelled as 1 on the x-axis). However, the traffic contribution of this top AS-flow

9We define an AS-flow as an asymmetric pair of ASes
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decreases from 11.19 % (IXP12-11d) to 7.46 % (IXP12-olympics), while the traffic share
of those in the bottom 98 % of IXP12-olympics is larger than that of IXP12-11d. From
this result, we infer that the IPv6 traffic relationship among ASes slowly changes from
a 1-n shape to a n-n shape. This phenomenon is likely related to the rapid growth
of the transit network explained in reference to Figure 3.14.

Before providing more information of this specific AS-flow, we narrow the scope of
our investigation. We illustrate the matrix of the native IPv6 traffic fraction among
the top-25 ASes in Figure 3.17. The cell in the figures are filled with different levels of
color depth according to their share in the total native IPv6 traffic. The aggregate of
IPv6 traffic transmitted among these top-25 ASes are 14.86 %, 30.61 %, and 33.50 %
in IXP11-11d, in IXP12-11d, and in IXP12-olympics, respectively. By closer inspection
of traffic, we verified that the cell filled with the deepest color in Figure 3.17 (b) and
Figure 3.17 (c), i.e., one representing the fraction of traffic originating from the
AS numbered as 1 (x-axis) and destined for the AS numbered as 2 (y-axis), is the
largest AS-flow illustrated in Figure 3.16. Furthermore, we can determine that the
AS numbered as 1 is the major source of IPv6 contents. Adding up all native IPv6
traffic generated from this specific AS, we find that 15.21% (IXP11-11d), 29.93 %
(IXP12-11d), and 17.88 % (IXP12-olympics) originate from that single AS.

From a closer inspection of that AS, we identify that it belongs to one of the largest
content providers in the world. This might not be surprising because the consumer
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Figure 3.17: Traffic among top-25 ASes. ASes are sorted from left to right on the
x-axis (from bottom to top on the y-axis) by the volume of contributing
native IPv6 traffic in descending order.

behavior of Internet contents in the IPv6 world cannot be very different from the
one within the IPv4 world. However, we believe that by studying these trends in
IPv6 traffic and their core content providers we can help network operators to come
up with more effective strategies for implementing IPv6 in their networks.

Readers may still wonder about the identity of the AS which consumes the most
IPv6 traffic from the top content provider (the AS labelled as 2 in Figure 3.17).
Regarding the largest AS-flow shown in Figure 3.16 and is also illustrated as the
cell filled with the deepest color in Figure 3.17, we reveal that the top IPv6 traffic
consumer in our measurement is one of the largest ISPs located in Romania. This is
a somewhat unexpected discovery for us since Romanian Internet service providers
were not particularly notable in the Internet history before. Taking a closer look at
the traffic of this specific ISP in the peak period of our IPv6 traffic (IXP12-olympics),
approx. 3.02 % of the total native IPv6 traffic is going out from this AS, while about
14.23 % of the total traffic is going into the AS.

3.3.3 Public Reports on IPv6 Traffic

Various content providers and service providers have been reporting the status of
IPv6 traffic shown in their networks. In this subsection, we select three relevant
reports and summarize them in relation to our measurement results.

Google

Google has been collecting statistics about the IPv6 connectivity of their users and
reporting these results since 2008 [128]. They claim that 0.34 % of their total users
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accessed their website over IPv6 on the World IPv6 Day and that the fraction in-
creased to 0.65% on the World IPv6 Launch Day. Given the fact that Google is
the top ranked website in terms of number of visitors and the traffic volume, these
fractions indicate a considerable number of users. Our measurement verifies that
Google is one of the biggest sources of IPv6 traffic.

Another observation they have made is that since March 2010 the fraction of IPv6
users using native IPv6 technology has overtaken that using encapsulation tech-
nologies, 1. e., teredo and 6in4. According to their report, this decrease in users of
transition technologies has become more drastic over time. As a result, the share of
users behind transition technologies has decreased from 11.76 % (World IPv6 Day)
to 1.54 % (World IPv6 Launch Day) of the total IPv6 users. Although our observa-
tion is based on the traffic volume, we confirm this trend of native IPv6 domination.
More precisely, we observed that the fraction of IPv6 traffic transferred using transi-
tion technologies decreased from 55.49 % (World IPv6 Day) to 46.74 % (World IPv6
Launch Day). From our measurement viewpoint, the amount of native IPv6 traffic
has begun to outstrip the amount of IPv6 traffic using transition technologies since
the World IPv6 Day.

Hurricane Electric

Hurricane Electric is a global Internet backbone and one of the largest networks in
terms of number of customers as well as the largest IPv6 network in terms of the
number of connected networks. According to a report of Hurricane Electric [127],
in the middle of 2012, 85.4 % of the global Top Level Domains (TLDs) have IPv6
name servers. In an investigation of the top 1,000 Usenet servers, they discovered
that 16.22 % of them have IPv6 addresses. Given the fact that the Network News
Transport Protocol (NNTP, the protocol used for Usenet) accounts for up to 5% of
the residential network traffic [59,67], the reported number of IPv6-enabled Usenet
servers may produce a substantial fraction of IPv6 traffic. Indeed, Sarrar et al. [102]
report that almost 40 % of the total IPv6 is NNTP traffic before World IPv6 Day.
We also observe a considerable amount of NNTP traffic from our measurement.

APNIC

The Asia Pacific Network Information Centre (APNIC) is the first regional Internet
registry whose IPv4 address pool has been exhausted. APNIC measures the deploy-
ment level of IPv6 based on the IPv6 preference for IPv4 addresses using BGP data.
APNIC’s report describes that Europe has the highest IPv6 preference (0.51 in July,
2012) for IPv4 addresses among all continents. With the same metric, they report
that Romania is the highest ranked country in the world. Similarly, the snapshot
of Google’s IPv6 statistics in the same period shows that 8.38 % of their users from
Romania access their website using IPv6, which is the largest among all countries.
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We confirm that more than 17 % of the total IPv6 traffic in the peak period of our
measurement was contributed by a Romanian ISP.

3.3.4 Discussion

Throughout our measurements and from reports of various network operators, we
observe that there is no immediate prospect of IPv6 transition. However, several
findings in our analysis suggest that service providers and content providers are col-
laborating to act together towards getting the transition done. Besides, considering
that actual content is transferred using popular protocols such as HI'TP and NNTP,
which are also highly influential content transfer protocols found in IPv4 traffic, users
seem to start adopting IPv6 as the network protocol.

3.4 Related Work

There are countless research activities for understanding today’s Internet usage as
well as for characterizing Internet traffic. Although some work such as Ager et al. [2]
and Chatzis et al. [14] study the general traffic behavior from the highly aggregated
monitoring point (e. g., IXP), it is virtually impossible to see the complete picture
of the Internet traffic from a single viewpoint since the Internet is huge, diverse, and
highly complex. Therefore, many researchers divide the branch of the study into
multiple sub categories based on different criteria and find their characteristics one
by one. For example, in accordance with the aim of this chapter, we split the study
(Internet traffic measurement) into sub studies on multiple protocols and analyzed
three influential protocols out of them (7. e., NNTP, World of Warcraft, and IPv6).
In this section, we discuss recent traffic measurement studies related to each of our
analysis.

To the best of our knowledge, the NNTP analysis presented as a contribution of this
chapter is the first study of NNTP traffic since the advent of blogs and OSNs that
provide NNTP like features in a shiny browser-based dress. However, in different
research areas, a handful of work has been done for the same overlay network (i. e.,
Usenet). For example, Gryaznov [36] presents the statistics of malware postings on
Usenet. The author reports that the number of malware postings dropped drasti-
cally in 2005 due to the start of malware filtering and the introduction of the NNTP
authentication. Smith et al. [108] present the feasibility study of the content repli-
cation based on NNTP (and SMTP) infrastructure. The authors show in the paper
that their replication method allows digital content to be archived in NNTP (and in
SMTP) infrastructures for long term.

Within the MMORPGs, previous studies have mainly focused either on character-
izing gaming traffic behavior [15,110] or on determining the users’ playing pat-
terns [56,73,89,111,114|. Although some of findings in our World of Warcraft traffic
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analysis overlap studies of the former category, we emphasize that our work falls
more into the latter category as the novelty of our findings mainly lies on the gaming
behavior analysis of solitary users and group users.

Szabo et al. [111] study how gaming traffic is influenced by various in-game activities
of game players by deeply inspecting MMORPG traffic. Suznjevic et al. [110] evaluate
types of actions generated by players within the virtual world. Kihl et al. [56] report
that 20 % of the households in their measurement environment (a Swedish broadband
access network with 12K users) has active World of Warcraft players and that their
average playing duration is 2.3 hours per day. Our work is complementary to their
work since we perform our measurement based on the traffic traces collected from the
topologically similar network in 2008 and 2010, while they conduct the measurement
on traffic collected in 2009. Chen et al. [15] analyze ShenZhou online game traffic
collected at the server side and reports that MMORPG traffic shows irregularities
due to the players’ drastically diverse gaming behaviors. Varvello et al. [114] study
avatars’ social behavior in Second Life. They find that approximately 0.3 % of the
total subscribers are playing the game concurrently at any point of time and that
they do not move 90 % of the connected time. They also find that avatars in Second
Life tend to organize small groups (2 to 10 avatars). Pittman et al. [89] study the
population dynamics of virtual worlds over time and the players’ movement patterns
in the virtual world. Miller et al. [73| analyze the avatars’ movements within the
virtual world and they find that 5% of visited territory accounts for 30 % of all time
spent.

Most of the studies made before the announcement of the name space exhaustion
focused mainly on performance analyses of various transition techniques [97], IPv4
vs IPv6 comparison [79]|, and the deployment level of IPv6 based on the address
reachability [20,53,69]. This tendency, however, became less pronounced as time
passes. Instead, researchers start to take a close interest in the characteristics of
IPv6 traffic based on real-world traces [34,102].

Malone et al. [69] quantified the number of IPv6 addresses accessable in the Inter-
net based on traffic data collected within specific websites and DNS servers. They
used prefixes of identified IPv6 addresses in order to classify IPv4-to-IPv6 tran-
sition techniques. Karpilovsky et al. [53| also measured the number of publicly
announced [IPv6 prefixes by analyzing snapshots of BGP data obtained from Route-
Views Project. They reported that RIPE, i. e., Regional Internet Registry (RIR) for
European countries, is the increasingly dominant registrar for IPv6 address alloca-
tion. Colitti et al. [20] analyzed passively collected data from Google’s IPv6-enabled
web page and evaluated the degree of the IPv6 adoption. Their evaluation shows
that the adoption of IPv6 is still low but steadily growing and that the vast majority
of IPv6 traffic is contributed by only small number of networks.

Gao et al. [34] proposed the method to classify the P2P traffic from flow-baed IPv6
traffic and evaluated the stage of the IPv6 deployment in China. They found that
P2P and streaming applications are accounting for the major fraction of IPv6 traffic
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in China. Nikkhah et al. [79] assessed the performance of IPv6 and compare it to
the performance of IPv4. They claimed that the inefficient pathfinding is the major
cause of the poor performance that IPv6 shows. Sarrar et al. [102] observed changes
of IPv6 traffic on World IPv6 Day by analyzing traffic traces collected from the same
monitoring point that our study bases on. Zander et al. [146] proposed a method to
mitigate sampling error and report results of IPv6 adoption from clients by testing
their readiness with a web-based technique. Finally, Dhamdhere et al. [23]| studied
the deployment level of IPv6 and compare the topological modification of IPv6 with
that of IPv4. One of the interesting findings in their work is that paths taken from
clients to dual-stacked servers are largely different in IPv4 and IPv6.

3.5 Summary

Throughout our measurement studies, we observe the clear contrast and/or similar-
ity between disparate protocols (i.e., NNTP vs. World of Warcraft, and IPv4 vs.
IPv6).

First, in IPv4 traffic, we find that an old text-friendly protocol (NNTP) is actively
(mis)used as an alternative file-sharing platform by relatively small number of users,
and it is responsible for a big portion of Internet traffic today. On the contrary, we
witness that a relatively young protocol such as a World of Warcraft has a large user
base, but does not generate a large volume of traffic (thus not bandwidth intensive).

From the analysis of NNTP traffic, we find that more than 99 % of the NNTP traffic
is binary data transmission and the distribution of transaction volumes shows that
around 80 % of all transaction sizes are at two distinct peaks (252 kB and 387 kB).
Furthermore, the achieved throughput of NNTP connections is at least an order of
magnitude higher than P2P-systems like BitTorrent and eDonkey, which is likely the
reason why NNTP is popularly used for file-sharing.

From the analysis of World of Warcraft, it is evaluated that more than 60 % of
the total packets that clients send to the server are for updating coordinates of in-
game objects, thus generated by user’s mouse clicking or key pressing actions. By
observing differences between solitary users (Tigers) and users who play the game
together with other users behind the same middle box (Lions). We find that Tigers
tend to play the game longer than Lions, while Lions travel longer distance in the
virtual world than Tigers.

Second, by analyzing IPv6 traffic, we observe the domination of HT'TP and a re-
markable contribution of NNTP, which is the same in IPv4 traffic. These findings
are important for understanding the current situation of IPv6 adoption since this
result implies that the actual content is transmitted within IPv6 traffic.

Even though we observe that IPv6 traffic accounts for only small fraction of the
total Internet traffic (0.5 % in the peak period within our measurement), our study
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on IPv6 traffic show that the deployment of IPv6 technology is finally on the right
track. This claim is based on the sharp increase rate of IPv6 prefixes and IPv6 traffic
shown since World IPv6 Day. Furthermore, the increase rate does not slow down
after the the World IPv6 Launch Day event. To this end, it is expected that the
continuous effort on the IPv6 deployment such as World IPv6 Day and World IPv6
Launch Day will increase this trend.
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Locator/ID Separation Protocol (LISP)

One of the main contributions of the previous chapter was the exploration of a
diversity in Internet application and protocol usage. In this chapter, we shift the
focus to another type of network diversity, namely, multihoming (we refer to it as
upstream link diversity in this thesis) and cope with the scalability problem of the
core Internet mainly caused by this diversity.

Today, a major fraction of stub networks are multihomed. This phenomenon, on
the one hand, suggests a high degree of path diversity in the Internet that leads to
network resilience. On the other hand, however, it leads to scalability issues, mainly
concerning the continuously increasing size of the BGP routing tables [122] in the
core Internet. In order to deal with the problem, the research community explores
alternative architectures. In particular, the Locator/ID Split paradigm, based on
the idea of separating the identity from the location of the end-systems, is gaining
momentum and seems to be the most promising candidate for a future Internet
routing protocol.

A critical component of any Locator/ID Split approach, from a performance and
resource consumption perspective, as well as from security and reliability points of
view, is the Cache. Recall the overview of the Locator/ID Split mechanism and its
key components given in Section 2.3.

Taking Locator/ID Separation Protocol (LISP), the most successful proposal cur-
rently under discussion at the IETF, as the reference protocol, this chapter evaluates
the LISP Cache from perspectives of the performance, security, and resilience. First,
we study the implications (cost, overhead, and security trade-off) of deploying LISP
Cache at the border gateway from ISP’s viewpoint. Second, we analyze the impact of

71



Chapter 4 Locator/ID Separation Protocol (LISP)

an initial cache-miss on a single TCP communication based on the OpenLISP [142]
implementation. Finally, we evaluate the depth of cache-miss storm caused by a
failure /recovery of an Ingress Tunnel Router (ITR) in a LISP-enabled stub network
and propose a solution of it based on the mapping cache synchronization.

4.1 Evaluation of the LISP Cache

It is intuitively obvious that decoupling the core Internet from the rest of the Internet
reduces the number of routing entries in routers of the core Internet. However,
to what extent the burden on the core router will decrease is largely uncharted.
Moreover, since most of the Locator/ID Split mechanisms adopt the cache for storing
mappings between the two address spaces, it is crucial to investigate whether or not
the size of the mapping cache will cause another type of burden in routers.

To this end, we first analyze the implication of deploying LISP with an emphasis
on cache! size. This work also quantifies cache-misses caused by obtaining initial
mapping information; its impact on the performance of the network communication
will be further discussed in Sections 4.2 and 4.3.

We use two 24-hour packet-level traces collected from the ISP vantage point (Sec-
tion 2.1.2), taken in different years, hence showing as well the possible yearly evolu-
tion in the performance.

Further, inspired by the security analysis presented in Saucez et al. [103], we examine
what and how much would change if instead of running vanilla LISP, i. e., the original
LISP that requires a mapping only during encapsulation, symmetric LISP, i.e., a
modified LISP that verifies the mapping also during decapsulation, is used in order
to increase security.

We also explore what kind of traffic is generating the highest number of cache-misses.
This is not only important in order to understand the dynamics of the LISP Cache,
but helps as well to understand which applications are mostly affected. Our results
are important for ISPs in order to identify and quantify the resources needed to
deploy LISP, with respect to the level of resiliency that they want to guarantee.

4.1.1 Life of a Mapping in the LISP Cache

Although it is critical for estimating the implication of deploying LISP in the system,
the LISP specification does not provide any concrete timeout value of a mapping and
leaves the choice (or responsibility) to the implementers and system administrators.
LISP just associates to the mappings a Time-To-Live (TTL), whose default value is

'In the rest of the section we will use the term LISP Cache and cache interchangeably.
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24 hours, which once elapsed mandates the router to re-request the mapping before
continuing to use it.

It should be clear that since the entries in the cache can expire, they are also en-
tered in an on-demand fashion. This makes the cache critical for the performance
and scalability, since its content, size, and efficiency are totally traffic driven. In
particular, the first outgoing packet, destined to an EID for which there is no map-
ping in the cache, triggers a cache-miss. Such an event, in turn, triggers a query
message that the ITR sends to the Mapping Distribution System.? The latter is a
lookup infrastructure designed to retrieve the mapping for the destination EID of
the packet that triggered the query. This is the same principle of DNS, which allows
to retrieve the IP address(es) of a server from its FQDN (Fully Qualified Domain
Name). So far, the research community has proposed several Mapping Distribution
Systems, but only LISP-ALT [25] and LISP-DDT [50] are officially supported by the
LISP Working Group in the IETF. A comparison of different mapping systems can
be found in the work of Jakab et al. [51] and Mathy et al. [71].

4.1.2 Symmetric LISP

The attentive reader will have noticed that there is a fundamental asymmetry in
LISP when performing encapsulation and decapsulation (see Section 2.3). Indeed,
while doing encapsulation, the I'TR uses the cache to select what to put in the outer
header, whereas on the contrary, the ETR does not use the cache while decapsulating
the packet. Rather, it just performs the check described in Section 2.3.4 for the LISP
Database and eventually decapsulates the packet.

2Note that, in case of a cache-miss, the packet that triggered it cannot be encapsulated, since there
is no mapping available. The LISP specifications do not explicitly describe what to do with the
packet, however, it is out of the scope of the present work to evaluate this particular aspect.
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Algorithm 1  Vanilla LISP Algorithm 2  Symmetric LISP
if packet.dir = to_internet then if packet.dir = to_internet then
if Dest. EID mapping exists in xtr’s cache if Dest. EID mapping exists in xtr’s cache then
then send (encapsulate(packet))
send (encapsulate(packet)) else
else drop(packet)
drop(packet) Map Request for dest EID
Map Request for dest. EID Cache obtained mapping
Cache obtained mapping end if
end if else if packet.dir = to_local network then
end if if Source EID mapping exists in xtr’s cache
then
send(decapsulate(packet))
else
drop(packet)

Map Request for source EID
Cache obtained mapping
end if
end if

This asymmetry leaves the LISP protocol vulnerable to specific attacks on the ETR,
as pointed out in the work of Saucez et al. [103]. The authors describe attacks
exploiting data packets as well as attacks that leverage on fields of the LISP header.
By analyzing different forms of attack, the authors conclude that to increase the level
of security of the whole LISP architecture, the best solution is to use a symmetric
model with a drop policy. In other words, the authors suggest to allow encapsulation
as well as decapsulation only if mappings are present in both the LISP Cache and the
LISP Database. Otherwise, when the mapping is not in the cache, a miss is generated
and the packet is dropped. Examples of possible attacks that are facilitated by the
asymmetric model are source EID and source RLOC spoofing, which can be used to
build more sophisticated attacks leading to cache poisoning (i. e., installing wrong
information in the cache) or cache overflow (i.e., exhausting the cache memory
space). The packet handling procedures of these two LISP models are summarized
in pseudo-code form in Alg. 1 and Alg. 2. The rationale behind the introduction
of the symmetric model is the assumption that the mapping distribution system
is secured and trusted, hence, sanity checks can be performed at both ends, when
encapsulating and when decapsulating. For the decapsulation operation this means
that if the packet contains information that is not consistent with the content of the
cache, then it can be dropped. The implications of introducing such a symmetric
model to increase security are two-fold. On the one hand, doing additional checks
when carrying out decapsulation may reduce the performance, however this is a
common price for security mechanisms. On the other hand, this means that the size
of the cache, its dynamics, and the control traffic overhead change.

In the first part of the present chapter, we will refer to the symmetric model as
symmetric LISP and we will assess its impact on cache size and cache-miss rate as
compared to vanilla LISP in order to evaluate what are the trade-offs to increase
security in the LISP protocol.
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=——= Protocol
> BGP C:) Emulation
Prefix Database Engine

e

LISP LISP
Database Cache

Figure 4.1: Structure of the Locator/ID Split emulator.

4.1.3 Design of the LISP Cache Emulator

In order to evaluate the Locator/ID Split paradigm, using the specifics of the LISP
protocol, we implemented software that emulates the complete tasks of LISPs’ xTRs.
The emulator is essentially designed to be fed with pcap-formatted traffic data and to
reproduce the LISP architecture; hence implementing the two main modules (see Sec-
tion 4.1), namely the LISP Database and the LISP Cache.

The LISP Database is a manually configured list of internal network prefixes (EIDs),
while the LISP Cache stores an EID-to-RLOC mapping when there is a request for
it and removes it according to the preconfigured expiration rule. In addition to these
two modules there is a central logic, 7. e., protocol emulation engine, that creates the
statistics and periodically writes them to a text file.

In addition, we use a local BGP prefixes database fed with the list of BGP prefixes
published by the iPlane Project [66]. The database is used to group EID-to-RLOCs
mappings with the granularity of existing BGP prefixes, because, as of today, there
is insufficient information to predict the granularity of mappings in a LISP-enabled
Internet. This BGP granularity follows the methodology proposed in [46].

4.1.4 Cache Scalability Analysis

A key benefit of LISP is the reduction in routing table size in the DFZ [93], however
there exists a trade-off between the reduction in routing table size and the LISP
Cache size. The analysis of caching cost is important for estimating the actual

benefits of LISP.

For experiments performed in this section, we feed our LISP Cache emulator with
anonymized packet-level traffic data collected within a large European ISP for 24
hours in April 2009 (APR09) and in March 2010 (MAR10) from our ISP vantage
point. The use of traces from two different years allows us to evaluate the yearly
evolution that the LISP behavior has undergone. Our packet-level traces, as well as
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Figure 4.2: Report of the number of correspondent prefixes per minute.

the iPlane BGP prefixes (¢f. Section 4.1.3) are anonymized using the same crypto-
graphic key in such a way that it preserves the BGP aggregation granularity of IP
addresses specified in packet’s IP header. This is a crucial in order for us to conduct
our emulation since there is no real EID aggregation model, and the BGP-like model
remains the most reasonable. To the best of our knowledge, there is no publicly
available traffic traces in which the BGP aggregation granularity is preserved and is
usable.

The first step in our analysis is to identify and characterize the working set. In
our specific case this is represented by the number of observed BGP prefixes in our
measurement environment. Section 4.2 shows the evolution of the total number of
contacted prefixes per minute, as well as the breakdown of incoming, outgoing, and
bi-directional prefixes. An incoming prefix is the prefix of a remote network from
which packets between the remote network and the local network are only sent from
the remote network (an outgoing prefix is vise-versa). A bi-directional prefix is the
prefix of a remote network in which packets between the remote network and the
local network are sent in both directions.

We will observe in Section 4.2 that the traffic pattern did not change much over
a one year period. The most noticeable change concerns prefixes of outgoing only
traffic, which have decreased.® Such a decrease can be explained by the continuous
reduction in P2P traffic that has been observed in the last years, hence reducing
random scans. In both traces the large majority of the observed prefixes (i.e.,
about 70 % in average in all traces) are bi-directional. In the remaining part of this
section, unless differently stated, we will show results concerning the most recent
trace (i. e., MAR10) since there is no relevant difference between the two traces. We
will explicitly highlight differences in case of presenting results of the both traces.

One thing to keep in mind is that, in the case of vanilla LISP, incoming packets do
not play any role in the LISP cache, as explained in Section 4.1.1. On the contrary,
when using symmetric LISP, incoming prefixes have an impact on the cache since
the ETR does need a mapping as well. Hence, 12.6 % (average value in all traces)

3Note that this is not related to the traffic volume, but just expresses the diversity of contacted
prefixes.

76



4.1 Evaluation of the LISP Cache

250K N 1000
—— Symmetric LISP

= = - Vanilla LISP —— Vanilla LISP

200K 800

600 h
400 4+ |h

200 -| W,“ | HIMJ

02h 04h O6h 08h 10h I2h l4h 16h 1Sh 20n 22h 24n O2h 02h 04h 06h OSh 10h I2h 14h 16h 1Sh 20h 22h 24h O2h

T
h —— Symmetric LISP

150K

TOOK o o e m

Number of entries

"
S
=

Number of cache—misses

Time of a day Time of a day

Figure 4.3: Growth of the LISP Cache Figure 4.4: Cache-miss rate when
when original TTL (24 original TTL (24 hours) is
hours) is used. mar.2010. used. MAR.2010.

of incoming prefixes are a key differentiation between the two versions of LISP. This
means that symmetric LISP maintains more entries in the cache.

As previously described in Section 4.1.1, the current LISP specification [26] defines
24 hours as the default period during which mappings can be used before mandating
a new request in order to continue using the mapping. This translates to the fact that
entries in the cache can in principle be kept for as long as 24 hours. However, such
an approach can lead to very large cache sizes, as shown in Figure 4.3. The figure
depicts the evolution of the number of entries in a LISP cache when all mappings
are considered valid for 24 hours. Both symmetric and vanilla LISP see their caches
growing restlessly, reaching the same order of magnitude as the current BGP routing
table, hence very large, thwarting the original motivation of the introduction of
the Locator/ID Split paradigm. The only advantage of such large cache is that it
minimizes the number of cache-misses. Figure 4.4 shows the evolution of the number
of cache-misses per minute. As can be seen, after the initial bootstrap period the
cache-miss rate falls lower than a hundred per minute. The peak of cache-misses
at around 9 am, corresponding to the steepness in the growth of the size, can be
explained by the beginning of the working day.

From what has been shown so far, it is clear that the introduction of cache timeouts
smaller than the original LISP TTL will reduce the size of the cache, improving its
scalability, at the cost of an increase in the number of cache-misses. We explore
this trade-off using three different cache timeout values, respectively 60 seconds, 180
seconds (i. e., three minutes), and 1,800 seconds (i.e., 30 minutes), similar to the
work in [46]. The reason why we choose 60 seconds, instead of 300 minutes as in [46],
is because that work already proved that the 300 minutes timeout value is inefficient
considering the cache hit-rate vs. the cache size.

Size vs. Hit-rate Trade-off

Figure 4.5 illustrates the number of entries and the size of the cache measured in
one-minute interval for vanilla LISP using the three different timeouts. The figure
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Figure 4.5: Number of entries and cache size (assuming two RLOCs) for vanilla LISP.

has two measurement scales for the y-axis in the plot. The left scale indicates the
number of cache entries, while the right scale indicates the size of the cache expressed
in MBytes. The drop in the cache size at the end of the plot is caused by the fact
that we run the emulation until all cache entries are expired due to the timeout.
Comparing the result of MAR10 data with Figure 4.3, we see that the maximum
cache size decreased to approximately 10 %, 15 %, and 45 % of the maximum cache
size of Figure 4.3 when the TTL is set to 60 seconds, 180 seconds, and 1,800 seconds,
respectively.

We observe that the number of entries and the size of the cache are small for the 60
and 180 seconds timeout cases (respectively slightly more than 10,000 and 20,000)
and their curves show a spiky behavior. The 1,800 seconds timeout is much larger
but exhibits smoother changes, however, it takes about 30 minutes to reach the
stable working set (almost 60,000 entries). Interestingly, while for the 1,800 seconds
timeout the evolution of the cache is practically unchanged in both traces, for shorter
timeouts the cache size seems slightly reduced in the 2010 trace. In other words, one
year later, with a very short timeout, the cache would be smaller. This means that
at small time scale the traffic pattern has evolved in a way that favors LISP with
small cache timeouts.

Different from [46], the size of the cache is calculated using the size of the data
structure of a real LISP implementation, namely OpenLISP [142]. In OpenLISP
each entry of the cache is a radix node containing all the information of the mapping
and pointing to a chained list of RLOCs nodes. Thus, the size Cs;,. of the cache
is given by: Cg;,e = Np X (Radizs + Ny x RLOC). Where Ng and Np represent
respectively the number of entries in the cache and the number of RLOCs per entry.
Radix is the size of a radix node (56 bytes in OpenLISP), while RLOCY is the size
of the RLOC node (48 bytes in OpenLISP). The results in Figure 4.5 are obtained
assuming two RLOCs per mapping.

The previous results show that the selection of an appropriate timeout value is of
prime importance for the efficiency of the cache. Thus, to have a deeper understand-
ing of the efficiency of the cache we investigate the ratio between cache-misses and
cache-hits. Figure 4.6 depicts the number of hits and misses for the different timeout

78



4.1 Evaluation of the LISP Cache

———————— — —
02h 04h 06h O8h 10h 12h 14h 16h 18h 20h 22h 24h 02h
Time of day
APR. 2009

o 1M o loMA

£ IMA £ IMA

5 —— Hits (60s) 5 —— Hits (60s)

5 g

2 100K it (180s) S 100K Hits (1805)

g ——  Hits (1800s) g —— Hits (1800s)
% 10K 4 % 10K o

£ 1 — £ e,
Z K Z K

= E

S 100 S 100

3 —— Misses (60s) 3 ——  Misses (60s)
E 10 Misses (180s) E 10 Misses (180s)
zZ Misses (1800s) z Misses (1800s)

———— — — —
02h 04h 06h O8h 10h 12h 14h 16h 18h 20h 22h 24h 02h
Time of day
MAR. 2010
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values. Even with the y-axis in logarithmic scale it is not possible to distinguish the
lines of the cache-hits, since they are overlapping each other. Hence, we need to look
at the difference in the number of cache-misses. Despite the identifiable difference,
it is difficult to avoid the claim that the benefit from the longer timeout value is
insignificant compared to its cost in terms of size. Our calculations show that the
average hit ratio (resp. average miss ratio) is always higher than 99 % (resp. lower
than 1%) for every timeout value, while the size can be more than 5 times bigger
when we compare the 60 seconds case with the 1,800 seconds case.

To confirm that a large cache is not useful, we plot the CDF of the traffic volume
forwarded by each entry in Figure 4.7, showing that the vast majority of cache entries
carry less than 1 MBytes of traffic. Furthermore, Figure 4.8 shows how at least 50 %
of the entries have a lifetime only slightly longer than the timeout value. Both CDFs
are the consequence of the well-known Internet phenomena that a small number
of prefixes are responsible for the majority of Internet traffic. Coupled with the
evidence mentioned above, we draw the inference that the minimum timeout value
(60 seconds) is the most cost-beneficial.

Traffic Volume Overhead

Another important aspect of LISP is the overhead introduced in terms of traffic
volume. The overall overhead O can be evaluated by adding the overhead due to
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Figure 4.8: Cumulative Distribution Function of entries’ lifetime.

the LISP encapsulation, i. e., the number of packets Np multiplied the size of the
prepended header Fp and the volume of traffic generated to request and receive the
missing mappings. Note that Np is the number of packets effectively encapsulated by
LISP, hence not counting the packets that trigger cache-misses, which are dropped,
but counting their retransmission after the mapping is available in the cache. We
assume one single retransmission in our emulations, which we include in Np. As-
suming that one single request/reply exchange is performed for each miss, the latter
is given by the number of misses Nj; multiplied by the size of the Map-Request mes-
sage MRrgq, for outgoing traffic, and the size of the Map-Reply, for incoming traffic,
which is given by a fixed size Mrgp plus the size of each RLOCs record R times the
number of RLOCs Ng. Note that the Map-Request and Map-Reply are the standard
messages defined by LISP to request and receive a mapping from the mapping distri-
bution system, independently from the specific implementation. Putting everything
together, for outgoing traffic we have: Ouyt = Np,,, X Exg+ (Ny X MrEg); while for
the incoming traffic we obtain: O;, = Np;, X Eg+ (Ny X (Mgep+ Nr x R)). From
the LISP specifications [26] the size of Ep is 36 bytes, the size of Mrpq is (without
any trailing data) 24 bytes, the size of Mrpp (without any trailing data) is 28 bytes,
to which we need to add 12 bytes for each RLOC record R. With these numbers, it
is possible to plot the overhead in Figure 4.9, expressed in MBytes/sec. To clearly
separate the traffic flowing in opposite directions, the line plotted in positive values
(above zero) indicates outgoing traffic, whereas the line plotted in negative values
(below zero) indicates incoming traffic. The shading over and under the traffic line
indicates the traffic overhead.

This plot is based on a 60 seconds timeout, which represents the maximum possible
overhead since it has the highest number of cache-misses, hence the larger control
traffic to request/obtain the mappings. Even in this worst-case scenario, Figure 4.9
shows that the overhead is limited (less than 6 % according to our calculations) in all
traces and does not represent a problem for links that are not close to saturation.
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Figure 4.10: Extra overhead caused by the use of the symmetric LISP model.

Vanilla vs. Symmetric LISP

The results presented so far concern the basic variant of LISP, i.e., vanilla LISP.
Nevertheless, as discussed in Section 4.1.1, one of the contributions of this thesis
is to estimate the extra cache size and the extra traffic overhead that the more
secure symmetric model introduces. Since the extension of the mapping mechanism
to incoming traffic is the main idea of the symmetric model, an increase in the
number of entries and the size of the cache is expected and confirmed by the plot
in Figure 4.10, where the overheads for both the 2009 and the 2010 traces is shown.
For a clear comparison, the cache size presented in Figure 4.5 is presented again in
gray color (lighter gray in black and white print). It is worth notice that the higher
the timeout value, the lower the increase; we argue that it is due to the fact that
longer timeouts increase entries’ reuse probability. Interestingly, the size increase
due to the incoming traffic is larger in the most recent trace (i. e., MAR10), meaning
that unsolicited inbound traffic has a more diverse pattern compared to the previous
year.

This is confirmed by the results in Table 4.1, where the actual numeric increase is
computed. It can be observed that there is an increase ranging from 6.8 % up to
19.2 % when the symmetric model is used. However, when comparing the increases
by year (2009 vs. 2010) we notice that the size increase is more important in 2010
(almost the double of the increase in 2009). This is explained by the larger number
of incoming packets that can be observed in the 2010’s trace.
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APRO0O9 MAR10
Timeout V.LISP S.LISP Dift. V.LISP S.LISP Dift.

60 sec 3.47 3.76  +8.36 % 2.92 3.48 +19.18%
180 sec 5.32 5.714  +7.89% 4.71 5.61 +19.11%
1800 sec 11.29 12.06 +6.82% 11.50 13.09 +13.83%

Table 4.1: Cache size (in Mbytes) increase due to security enhancement (two RLOCs)

Another important aspect to look at is how the distribution of cache-misses changes
due to the fact that incoming packets can now also trigger them. Figure 4.11 com-
pares the number of cache-misses under vanilla LISP and symmetric LISP. The most
interesting result shown in the plot is the fact that the number of misses caused
by incoming packets does not correspond to the increase in the number of cache-
misses. Indeed, we observe that up to +27.6 % (60 seconds timeout in MARI10) of
all cache-misses are additionally produced under symmetric LISP, but the percent-
age of cache-misses due to incoming packets is much higher, while the number of
cache-misses due to outgoing packets shrinks. The latter phenomenon is caused by
the fact that all the cache-misses caused by packets replying to externally initiated
communications in vanilla LISP, translate in symmetric LISP in cache-misses for
the incoming packets initiating the communication. When translated into traffic
overhead, the increase of miss generates a small increase in bandwidth consumption.
Nevertheless, after applying the same computation as for vanilla LISP, the increase
in bandwidth is lower than 0.5 %, hence not critical, if not negligible.

Cache Size vs. Stub Network Size

To deepen our knowledge about the LISP Cache from the perspective of scalability,
we look into the impact of the number of end-hosts, i. e., the size of the stub net-
work behind LISP’s xXTRs. To this end, we repeatedly conduct emulations where we
increase the number of unique IP addresses (thus EIDs) from 1,000 to 20,000 with a
1,000 increase at each step. All in all, we perform 20 emulations for vanilla LISP and
the same number of emulation for symmetric LISP. Figure 4.12 shows the growth in
the number of entries in the LISP Cache. Each point represents the maximum num-
ber of entries (y-axis) per number of EIDs (x-axis). Several interesting observations
can be made out of this set of emulation. Firstly, the size of LISP Cache does not
even double, while the number of EIDs increases 20 times. Secondly, the difference
between symmetric LISP and vanilla LISP grows negligibly as the number of EIDs
increases. This indicates that the cache size of symmetric LISP grows only slightly
faster than vanilla LISP. This slow increase is due to the fact that the traffic pat-
tern characteristics do not change that much when increasing the number of EIDs.
As Figure 4.13 shows, the number of different IP addresses that generate a cache-
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miss, which we indicate as cache-miss contributors, grows slowly with the number of
EIDs in the local network. Even more, when these IP addresses are aggregated by
network prefix the curve becomes almost flat.

Cache Size vs. Mappings Granularity

One might think that seeing current BGP prefixes as the namespace granularity of
the future Internet is too optimistic. Thus, we extend our analysis to uniformed
/24 prefixes (i. e., an assumption that the Internet address space is split into flat /24
prefixes), as well as uniformed /27 prefixes, as the worst-case scenario. The emulation
with a finer fragmentation than /27 is not possible due to the capacity limit of our
analysis server. We perform emulation only on the busiest hour of the day (MAR10),
1. e., with larger cache size. Figure 4.14 and Figure 4.15 show respectively the cache
size and the number of cache-misses with the two different EID-to-RLOC uniform
granularities for both vanilla and symmetric LISP. For reference purposes the figures
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contain the same curves for the BGP granularity. We can make two inferences from
this evaluation. Obviously, the uniform granularity leads to an increase in both size
and miss ratio. However, cache scalability is still better than compared to pure
BGP, since the BGP table in case of /27 only prefixes would contain approximately
116,881,408 prefixes. Furthermore, the difference in both size and miss rate between
vanilla and symmetric LISP is increasing when the mappings granularity becomes
smaller. Although the latter may be biased by the specific traffic behavior of the
given ISP or the given trace, the result is remarkable as the overhead increase of
symmetric LISP in finer fragmented granularity is significant.

Cache-miss Rate vs. Applications

From the analysis presented so far, it is clear that an important factor in LISP is
the cache-miss rate. Hence the importance of having a deeper look at it. Packet
loss (due to the cache-miss) may have different effects on diverse applications, thus
it is important to know which class of applications generates most of the overall
cache-misses (i. e., experiences the largest number of packet drops). Indeed, when
we look at the number of packets that are forwarded per cache entry we observe that
a large portion of them are used per one single packet. Figure 4.16 clearly shows
that 20 % up to 50 % of cache entries are used by only one packet. In principle, this
is the same packet that generated the cache-miss and has been either buffered or
retransmitted.

This result strengthens our suspicion that a large portion of cache-misses is generated
by the port scanning activity or lookup activities of P2P applications. To better
understand this, we classify the packets that generate a cache-miss according first to
the transport layer protocol and then to the destination port number.
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Figure 4.17: Protocol breakdown of packets generating cache-misses (Mar. 2010).

Figure 4.17 shows the transport layer protocol breakdown of cache-miss packets. The
fact that UDP is a dominant protocol (approx. 70 %) of cache-miss packets demon-
strate that indeed most of the cache-misses are triggered by P2P traffic, since well-
known P2P applications such as eDonkey and BitTorrent are performing file/peer

scans using this protocol.

Nevertheless, Figure 4.18, which shows the port number breakdown, gives another
perspective. To help reading the figure, we provide in Table 4.2 the list of services/ap-
plications using a specific port. It turns out that TCP /80 (Web traffic) and TCP /445
(SMB traffic) are the statistically dominant cache-miss triggers. This implies that
port numbers of UDP packets that are causing cache-misses are widely distributed.
For this reason we grouped them in the “Etc.” slice in Figure 4.18. Again reinforcing
the argument that large majority of cache-misses are caused by P2P traffic, since it
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Table 4.2: Lisp of port numbers per application/service

Port Applications Port Applications
TCP/25 E-Mail (SMTP) UDP/16001 -
TCP/80 Web (HTTP) UDP /16630 -
TCP /443 SSL UDP /22802 —
TCP /445 SMB-over-TCP/IP UDP /27015 Steam, Counter Strike (Game)
TCP /6881 BitTorrent UDP /33410 —
UDP/53 DNS UDP/35691 —
UDP/123 Network Time Protocol UDP /51413 BitTorrent
UDP/3283 Apple Remote Desktop UDP /59230 -
UDP /4672 eMule (eDonkey) UDP/61610 —
UDP /6881 BitTorrent

TCPIS (494%), TCPI445 (6.69%)
UDP/S3 (4.25%)
UDP/A672 (3.14%) _
UDP/6881 (3.12%)
UDP/123 (2.98%)

TCP/6881 (2.3%)
TCP/443 (1.76%) ,

TCP/80 (8.33%),

TCP/25 (4.22%) N
TCP/80 (20.81%) UDP/53 (2.94%)

UDP/A4672 (2.09%)
UDP/6881 (1.88%) —
UDP/61610 (1.47%)
TCP/688] (1.42%)
UDP/3283 (138%)

TCP/445 (26.28%)

Etc (50%) Etc (50%)

Vanilla LISP Symmetric LISP

Figure 4.18: Breakdown by port number of cache-miss packets (Mar. 2010).

is well-known that file-sharing applications often scan a very large range of network
port numbers.

As previously stated, not all cache-misses are the same, since an important per-
centage of entries are then used only for one packet, raising the question of what
kind traffic/application is generating such kind of cache-miss. We answer this ques-
tion by examining only cache-miss packets that have as consequence the insertion in
the cache of an entry that is used only once. The obtained result is shown in Fig-
ure 4.19. Not surprisingly this time UDP /6881 and UDP /4672 are generating a large
number of cache-misses. These are well-known default port numbers of BitTorrent
and eDonkey applications, respectively. Another interesting observation is the fact
that apparently there are quite a number of DNS requests (UDP/53) that remain
unanswered.

Until now, we thoroughly analyzed the implication of deploying LISP Cache in to-
day’s Internet. The results proposed that it is possible to maintain a high hit ratio
with relatively small cache sizes, showing that there is no use in large timeouts. It
is shown that how the LISP Cache has good scalability properties when the size of
the edge network varies.
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Figure 4.19: Breakdown by port number of cache-miss packets for entries forwarding
one single packet (Mar. 2010).

Regarding cache-misses, we found that more than 70 % of the cache-misses are gen-
erated by UDP. While we do not expect that a cache-miss effects on UDP-based
applications strongly, it may significantly degrade the performance of TCP-based
applications due to the retransmission mechanism of TCP. In order to better under-
stand the impact of a cache-miss, the following section will closely investigate how a
cache-miss affects the TCP communication.

4.2 Impact of a LISP Cache-miss on a TCP Connection

As we observed from the implication analysis of the LISP Cache, it is unavoidable,
in case of cache-miss, that the initial packet is delayed or retransmitted from the
source end-host, causing a performance degradation of Internet services. To explore
that further, in this section, we focus on the impact of the initial cache-miss from
the perspective of an end-to-end network communication.

We focus our analysis only on TCP communication since it is obvious that a cache-
miss has a major effect on TCP’s retransmission mechanism. For this purpose, we
deploy a LISP testbed in order to carry out the experiment and to see how LISP
affects the performance of TCP communication.

4.2.1 Experiment Setup

In order to perform our experiment in a real LISP environment, we created a testbed
as illustrated in Figure 4.20. FreeBSD 8.0 is used as the operating system of all ma-
chines in the testbed. Vanilla FreeBSD is installed in both source and destination
end-hosts, while OpenLISP [142] enhanced FreeBSD is installed on ITR and ETR.
Furthermore, for ITR and ETR, we write software that emulates the mapping system
with tunable query/reply latency. This feature allows us to understand the impact
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Figure 4.20: LISP testbed

of the mapping latency. We generate TCP traffic using iPerf and produce the prop-
agation delay using Dummynet. In our experiments, we use the default value of
FreeBSD 8.0 for TCP parameters (see Table 4.3).

Parameter Value
Initial congestion window 4 MSS
Delayed ACK time 100 ms
Retransmission TimeOut 3000 ms

Table 4.3: TCP parameters used in the testbed

The experiments are conducted in three different scenarios: the normal Internet tech-
nology and the two LISP policies (i. e., vanilla LISP and symmetric LISP) described
in the previous section. In each scenario, we carry out the experiments changing the
mapping latency from 100 ms to 3000 ms, with 100 ms step. For each latency value,
we repeat the experiment 100 times, while collecting traffic from both source and
destination end-hosts.

4.2.2 TCP over LISP

In order to show what happens when the initial packet of a TCP flow causes a
cache-miss, we illustrate the sequence number of the first 25 packets of source-to-
destination flows for both vanilla LISP and symmetric LISP as well as for the normal
Internet case (Figure 4.21). Each point of the figure represents an average over 100
experiments. We observe one SYN packet retransmission for vanilla LISP and two
packet retransmissions for symmetric LISP. More precisely, the first packet for vanilla
LISP is dropped in the border router of the source site, as the ITR does not have
the EID-to-RLOC mapping in its local cache. The same occurs for symmetric LISP,
however, in this case the second packet is again dropped (this time at the destina-
tion) as the ETR also needs a mapping. Since the current LISP implementations
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drop packets that cause cache misses, the latency delays due to cache-misses can be
estimated by multiplying the number of cache-misses by the TCP Retransmission
TimeOut (RTO).

To evaluate the performance of TCP flows we calculate the ratio between the data
transfer time and the total connection time (including the handshake). To see the
performance difference between short flows and long flows, we performed measure-
ments for flows transferring only 7 packets and for flows transferring 1000 packets
(as defined in [38]). Results are presented in Figure 4.22, where we can see that the
ratio is close to 1 for both short and long flows in the normal case without losses,
while in the case of LISP, it shows a significantly lower ratio. Further, the difference
between long flows and short flows is much larger in the context of LISP than in the
normal Internet. Given the fact that short flows contribute more than 90 % of all
global TCP flows [9], on this observation, it is important to understand the extent
of the cache-miss impact.

Keeping these observations in mind, in the next analysis, we move back to the real
traffic oriented emulation to quantify cache-misses during a failure/recovery event
of an Ingress Tunnel Router (ITR) using traffic collected from two distinct stub
networks (one with 20,000 end-users and the other one with 9,000 end-users).

4.3 A Local Approach to Fast Failure Recovery of LISP
Ingress Tunnel Routers

In the first analysis (Section 4.1) of this chapter, we quantified the cache size and
cache-misses based on the assumption of a flawless network environment. Moreover,
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Figure 4.23: A multihomed Internet topology assumed for this section.

in the second analysis (Section 4.2), we zoomed in on the process of an initial cache-
miss, and observed how a cache-miss degrades the performance of a single TCP
connection.

As a last analysis on LISP Cache, we carry out an emulation (based on the emulator
described in Section 4.1 and a flow-level LISP Cache emulator used in the work of
IANNONE et al. [46]) in order to see how large the number of cache-misses can
grow when an event such as the router failure or recovery occurs in multihomed stub
networks.

Like the current Internet, LISP is affected by temporary link or node failures that
may disrupt end-to-end reachability. More specifically, when an encapsulating router
— the so called Ingress Tunnel Router (ITR) — fails, alternate/backup ITRs are not
readily able to take over traffic encapsulation because they do not have the necessary
EID-to-RLOC mappings, resulting in prolonged packet drops and traffic disruption
(see Section 4.2). However, the reaction of LISP to link and node failures has not
been studied by the research community. The only document briefly discussing reach-
ability issues is a draft by Meyer et al. [63], which focuses on the general implications
of having an Internet architecture based on the Locator/ID separation paradigm. To
the best of our knowledge, the work presented hereafter is the first analysis of failures
in LISP, and, from a more general perspective, the failure of encapsulating routers
in the context of a Locator/ID separated architecture.

4.3.1 Router Failure in a LISP-enabled Network

In a normal IP network, such as the enterprise network shown in the right part
of Figure 4.23, the Interior Gateway Protocol (IGP) handles link and node failures.
Consider for example that ITR; and I'TRy advertise a default route via IGP, a very
common deployment. In this case, if (the link attached to) ITR; fails, then the
other local routers will detect the failure and update their routing tables to forward
the packets to ITRy so that they can reach the Internet. During the last years,
various techniques have been developed to enable routers to quickly react to such
failures [115]. With LISP, the situation is different. If ITR; fails, IGP will quickly
redirect the packets to ITRe. However, ITRy will be able to forward these packets
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only if it already knows the corresponding mappings. Otherwise, ITRs will have to
drop packets while querying the mapping system, an operation that can take tens of
milliseconds or more per mapping [51]. Note that a Map-Resolver (MR [33]) in the
figure is the entry point of the Mapping System which receives Map-Request message
from I'TRs and returns Map-Reply message with the requested mapping. However,
the solution proposed in this section does not rely on any mapping system, hence
their description is out of scope. A comparison of different mapping systems can be
found in the work of Jakab et al. [51].

4.3.2 The ITR Failure Problem

In order to estimate the importance of the ITRs’ failure problem, the first step is to
evaluate the level of redundancy present in enterprise and campus networks. Indeed,
in today’s Internet, these networks often contain several redundant border routers
to preserve connectivity in case of failures.

To evaluate the redundancy level of border routers, we analyze Internet topology
information from the Archipelago project [17] and BGP tables of the RouteViews
Project [136]. We first extract the stub prefixes from the BGP table of Oregon-IX
collected on August 12t* 2010 [136]. The BGP curve in Figure 4.24 shows the number
of neighbor ASes for each prefix. This is an approximation of the multihoming
degree. We obtain the traceroute curve in Figure 4.24 by filtering an Archipelago
trace captured July 24*" 2010 [17]. Archipelago traces are a collection of traceroutes
performed from several vantage points to any possible /24 prefix. We consider that
the last router that does not belong to the stub BGP prefix is a border router for that
prefix, providing an approximation of the number of active routers of the multihomed
stub prefixes.

The curves in Figure 4.24 show that when a stub prefix is multihomed, most of the
time it has only two border routers. Nevertheless, the long tail of the distribution
indicates that for some prefixes, the number of ITRs can be potentially high. For
this reason, to assess to what extent I'TRs’ failures are a problem, we can analyze the
impact on traffic for the simple scenario of 2 I'TRs, by using trace-driven emulations
and the topology presented in Figure 4.23. Our emulations use the software and
the methodology used in previous works ( [58], [46], and Section 4.1), assuming a
mapping granularity equivalent to the current BGP table [46]. With this granularity,
results from the previous section (Section 4.1), have shown that cache size is small,
allowing us to neglect cache overflow problems.

We use two different 24h-long traces collected in 2010. A first trace, collected in
September 15 with a NetFlow collector without sampling, is from a medium size
Campus network (~9,000 active users), connected via a 1 Gbps link to its ISP and
122.35 Mbps average traffic. The second trace has been collected from our ISP
vantage point (~20,000 active DSL customers). We split the network of the captured
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Figure 4.24: Distribution of the number of border routers per BGP prefix.
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Figure 4.25: Cache-misses per-minute due to I'TRs failures.

traces into two subnetworks (served by ITR; and ITR2) in order to implement the
multihoming scenario as in Figure 4.23. Since the ISP’s topology was unknown, we
attach half of the address space to I'TR; and the other half to ITRy. On the contrary,
the Campus network has two border routers, which we assigned the role of ITR; and
ITR3, hence attaching the traffic to the I'TRs according to the real topology. From
the traces, we selected the busiest hour (i. e., the worst case) and emulated the failure
of one ITR in the middle of the selected hour.

Figure 4.28 shows the impact of the failure on the number of cache-misses on the
alternate ITR, for the ISP and the Campus networks, which have a similar behavior.
The figure shows the normal behavior without any failure (solid lines), as well as
the two cases where one ITR fails (dashed lines). During the first minute after the
failure there are up to 5,000 additional cache-misses per minute (more than three

92



4.3 A Local Approach to Fast Failure Recovery of LISP Ingress Tunnel Routers

times the normal rate) due to the traffic redirection on the alternate ITR. This
failure can affect established TCP flows and cause packet drops for seconds or more.
Figure 4.25 shows as well that the transient state lasts around 5 minutes.

We point out that we are underestimating the impact since we do not consider
mapping delay, i. e., we assume that the mapping is retrieved immediately after the
cache-miss. In reality, failure-induced cache-misses have a much more severe impact
because they affect established high traffic volume flows. While a normal cache-miss
causes the loss of a few packets at flow setup time [84], a failure-induced cache-miss
can cause more losses because disrupting high throughput flows on high bandwidth
links. Moreover, the peak of cache-miss causes a load peak on the mapping system
to retrieve the missing mappings.

4.3.3 Local ITR Failure Protection

To solve the problem presented in the previous section, we propose to synchronize
the caches of a group of ITRs at the same site. The set of ITRs belonging to the
same group is called the Synchronization Set. Replicating the LISP cache on the
ITRs ensures that in case of failure and traffic re-routing, the packets of an existing
flow will never be dropped because of a cache-miss, whatever the alternate ITR of
the set is used.

There are two ways to synchronize ITR caches: either the mappings are pushed to
the ITRs of the Synchronization Set, or the latter are notified that a new mapping
has to be retrieved. We discuss both approaches further in Section 4.3.7. Here
we just assume that the mapping requested by one ITR of a Synchronization Set
is immediately replicated on all ITRs of the set. To ensure that mapping caches
remain synchronized, the ITRs should keep it for the same amount of time. This
implies that synchronized ITRs can no longer use a simple inactivity timeout [58]
to purge unused entries from their cache. Indeed, doing so would lead to a loss of
synchronization, since the same mapping can expire on one I'TR, because it has not
been used, while it is kept on the other ITR that forwarded packets towards this
EID prefix.

To avoid such loss of synchronization, we propose to use a different policy, namely to
keep each mapping in the cache during the TTL (Time-To-Live) that LISP associates
to this mapping. When the mapping TTL expires, the ITR must check the entry
usage during the last minute. If the entry has not been used, it is purged. Otherwise,
the mapping entry is renewed by sending a Map-Request. This last action triggers
the synchronization mechanism, again replicating the mapping to all ITRs of the
Synchronization Set. Such an approach guarantees that, if no ITR has used the
mapping during the last minute before TTL expiration, all replicas on the different
ITRs will be purged. Otherwise, if at least one ITR used the mapping, the mapping
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Figure 4.26: Cache size without syn- Figure 4.27: Cache size with synchro-
chronization (ISP). nization (ISP).

will be replicated on all ITRs, renewing it for another T'TL time. In both cases there
is a consistent state on all ITRs of the Synchronization Set.

4.3.4 ITR Failure Protection Evaluation

To evaluate the cache synchronization technique we follow the same methodology
and use the same traces as in Section 4.3.2. On the one hand, we emulate the asyn-
chronous cache strategy, i. e., where each I'TR manages its own cache independently.
On the other hand, we emulate the synchronous cache strategy, i. e., where TRy
and I'TRy belong to the same Synchronization Set. In all of our emulations, we set
the TTL to 5 minutes, which we consider as a reasonable worst case. Indeed, a lower
value would generate too much overhead [58]. In practice, it is likely that the TTL
will be larger than 5 minutes (the default in current LISP implementations being
24h), reducing the number of cache-misses, but increasing the number of entries that
are stored in the cache [46]. However, it is worth noticing that the cost of slightly
increasing the cache is very small compared to the cost of adding a redundant link.
The figures in the remainder of this section show the cache behavior of ITRs in the
normal case (i. e., without failures) using solid lines, while dashed lines correspond
to scenarios with failures.

In Figure 4.25, the observed peak of cache-misses indicates that the traffic behind
the two ITRs is not identical and not balanced; hence some mappings are in one
ITR but not in the other. This is confirmed by Figure 4.26, showing the evolution
of the cache size for the ISP network (Campus network exhibits the same behavior),
reinforcing the motivation for cache synchronization. Indeed, it can be observed that
the I'TRs have in general different cache sizes and when one of the I'TRs fails the
diverted traffic makes the size of the remaining I'TR grow.
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Figure 4.28: Cache-misses with synchronization (ISP).

Figures 4.27 and 4.28 show the evolution of both cache size and cache-misses when
our synchronization approach is used. The curves labeled ITR1 and ITR2 show
the evolution on the ITRs when they are not synchronized and none fails. The
curve labeled MAX shows the maximum obtained when the I'TRs are synchronized
but the content of their cache is assumed to be completely disjoint (i. e., the worst
case). Finally, the curve labeled ITR1 (ITR2 failure) (resp. ITR2 (ITR1 failure))
corresponds to the actual values obtained with our synchronization approach if ITRs
(resp. ITR;) fails. Figure 4.28 is interesting for two reasons. First, no peak is
observed when the ITR fails, rather, the miss rate corresponds to the miss rate
that would have been observed if the network only had one ITR. As one would
expect, the miss rate measured in steady state after the failure is identical to the
miss rate observed in Figure 4.25 once the steady state has been reached. Second,
comparing Figure 4.25 and Figure 4.28, it turns out that the miss rate when no
failure occurs is lower when the I'TRs are synchronized than when they are not. This
difference can be explained by the fact that some form of locality occurs between the
traffic of the two ITRs.

In summary, our emulations on the 2 ITRs scenario clearly show that ITRs’ cache
synchronization brings two main advantages: (i) it avoids a miss storm (hence in-
duced packet drops) upon ITR failure; (i7) reduces the number of misses (hence
packet drops) in the normal case. These benefits come at a small cost of increased
cache size. Indeed, Figure 4.27 confirms that the ITRs have naturally some entries
in common, which makes the burden of synchronization acceptable.
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4.3.5 ITR Recovery: Problem, Protection, and Evaluation

The cache-miss storm in case of failure, as investigated so far, can also be observed
when an ITR boots (or comes back online after failure). Indeed, in this case, its cache
is empty, hence the traffic attracted for encapsulation will cause misses and will be
dropped. Our synchronization mechanism can also be used in this scenario. In case
of synchronization, the time needed for an ITR to synchronize with the other ITRs
of the Synchronization Set is at most equal to the TTL. In this situation, when the
ITR starts, it can begin the synchronization process and wait for a time equivalent
to the TTL before announcing itself as an ITR able to encapsulate packets. With
this approach the miss rate in the case of the router recovery does not differ from
that of the normal I'TR operation.

This naive approach is very simple but has a major drawback. The TTL can be set
to a high value, refraining the I'TR from being used for a long period of time. To
overcome this issue, we suggest allowing the ITR receive a copy of the cache from
another ITR in the Synchronization Set. The transfer of the cache’s information
must be done reliably, e. g., using TCP. In this way the ITR can announce itself
immediately after the cache transfer, shortening the start up time to a minimum,
while preserving the benefits of the synchronization approach.

To better understand the impact on the traffic in the recovery case, we perform emu-
lations in the two I'TRs scenario, with I'TRy recovering after ITR; runs alone for the
last 30 minutes (using the ISP trace). Once back online, ITRy starts synchronizing
with I'TRy, ¢. e., it receives mapping information, but all traffic is still routed toward
ITR;. After 5 minutes (i. e., the TTL value we are using throughout all emulations),
when the cache is synchronized with ITR;, the original setup is restored, sending
traffic again to I'TRe.

Figure 4.29 shows the miss rate observed at the ITRs for both the synchronized
and the non-synchronized cases. The curve ITR1 (ITR2 failure) gives the miss rate
observed on ITR; before the recovery of ITRg, while ITR1 (sync) (resp. ITR2 (sync))
shows the miss rate as observed on ITR; (resp. ITRg2) after ITRy has recovered
when synchronization is used. For comparison, the curve ITR1 (async) (resp. ITR2
(async)) shows the miss rate when no synchronization is used, with a peak of 10,000
cache-misses confirming that waiting TTL instants to lazily synchronize the cache
avoids cache-miss storm. For completeness, Figure 4.30 shows the evolution of the
cache size before and after recovery. In all cases, the cache moves smoothly towards
its new steady state TTL time after the recovery. This smooth convergence motivates
the use a fast cache synchronization method (i. e., explicit cache copy request) to
speed-up recovery of an I'TR.
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Figure 4.29: Cache-miss on TRy after boot.

4.3.6 Synchronization Set in Large-Scale Networks

As shown in Section 4.3.2, in case of failure, when no synchronization is used, both
the cache size and the cache-misses increase, as summarized in Table 4.4. While
relatively similar increases can be observed comparing the results of the Campus
and the ISP traces, the difference in the increases between I'TR; and ITRo may be
significant. Indeed, the average miss rate can be as low as 28 % when ITR; fails,
but as high as 96 %, for the same trace, when I'TRy fails. This result suggests that
the Synchronization Set is critical and should be carefully computed. The issue is
exacerbated in large networks containing potentially many I'TRs, which cannot all
be synchronized.

For the above-mentioned reasons, it is important to have an idea of how large the
Synchronization Set can be. To this end, we exhaustively calculated the Synchroniza-
tion Set of 8 different real large-scale network topologies. Each of these topologies
belong to one of the three following categories: (i) TIER1 grouping Tier 1 ISPs;
(ii) ISP grouping national ISPs; (iii) Research grouping university campuses or re-
search networks. A summary of these topologies is shown in Table 4.5. We model
the networks as a directed acyclic graph where the nodes are the routers and the
edges are the links. Then we classify the routers into three different types: the
ITRs, the EID routers, and the backbone routers. For the topologies where we had
enough information, we considered the routers connected to another ISP as ITRs; the
routers connected to the customers or to LANs with end-hosts are considered the EID
routers; all the other routers are classified as backbone routers. For the topologies
where insufficient information was available, we classified the routers based on their
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Figure 4.30: Cache size on I'TRy after boot.

connectivity degree. All routers with a connectivity degree larger or equal to the 90
percentile of the connectivity degree are considered ITRs. Routers with a connec-
tivity degree less or equal to the 80" percentile of the connectivity degree are EID
routers. All the routers are classified as backbone routers. Applying this heuristic
provides results similar to the topologies where information was available. To con-
struct the Synchronization Set, we exhaustively enumerate the topology changes due
to any possible single failure (i. e., router or link).

Figure 4.31 gives the quartiles (including min., max., and median) computed for the
number of I'TRs potentially used by each EID router. For this evaluation, we consider
that only one EID router serves an EID prefix. This is a reasonable assumption, since
for the transit networks we evaluated (i. e., TIER1a, TIER1b, NREN, Internet2, and
Géant) the EID prefixes belong to the customers, which have only one router toward
their ISP (but are multihomed with several ISPs). The figure shows that the number
of ITRs potentially used by the EID routers is relatively independent of the type of
topology and lies between 1 and 2. Meaning that only a small portion of the ITRs
serve the same EIDs, due to the fact that large networks are segmented at relatively
independent points of presence. This result clearly shows that synchronizing all the
ITRs of a large network would be inefficient, while in our case the burden will be
reasonable as an I'TR will synchronize only with few other ITRs.

Figure 4.32 shows the number of routers that are potentially behind a single ITR,
using again quartiles. The figure shows that in general an ITR has about half a
dozen of routers behind it, going up to few tens for large networks. Therefore, the
failure of an I'TR can potentially impact an important portion of traffic, which has
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Failure Increase Increase* Network
ITR1 55.54% 46.59% Campus
. ITR1 20.57% 20.30% ISP
Entries (avg.)
ITR2 68.54% 56.98% Campus
ITR2 63.93% 56.54% ISP
ITR1 40.32% 55.25% Campus
. ITR1 17.02% 28.22% ISP
Misses (avg.)
ITR2 52.46% 72.95% Campus
ITR2 67.14% 96.34% ISP

* Increase without counting the 5 minutes transient period right after failure

Table 4.4: Increase of cache size and misses due to ITR failure.

to be shifted to the other I'TRs. If the caches are not synchronized, the I'TRs to
which the traffic is diverted might experience a very large miss rate, with many
packet drops. Synchronizing the I'TRs’ caches avoids such drops, as we demonstrate
in Section 4.3.4.

4.3.7 Synchronization Techniques

Even if, as discussed above, the Synchronization Set is in practice also small for
large-scale networks, it is important to implement a mechanism to achieve such
synchronization without introducing excessive overhead or management complexity.
There are two possible ways to synchronize I'TRs: either, the mappings are pushed
to the ITRs, or the I'TRs are notified of the presence of a new mapping and they
retrieve the mapping on their own.

In both cases, the synchronization can be implemented either by leveraging on a
routing protocol extension, by using a specific existing protocol (e. g., [65], [100],
[82], [88]), or by creating a brand new protocol. Extending a routing protocol to
synchronize I'TRs implies that they must be in the same routing protocol instance
(e. g., the same IGP). However, this assumption is too restrictive as there might exist
cases where the ITRs are in different networks (e. g., the ITRs are operated by the
ISPs and the LISP site is multi-homed). Hence, we do not consider the extension of
the routing protocol as an acceptable solution. Fortunately, LISP already proposes
features that can be used to implement a synchronization mechanism. Indeed, LISP
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Name Routers Links
TIER1a 500" 2,000™
TIER1b 200" 800"
ISPa 50t 200"
ISPb 20t 60t
UCL 11 41
NREN 30F 70t
Internet2 11 30
Géant 22 72

Table 4.5: Topologies characteristics.
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specifies the Included Map-Reply (26| feature to push mappings in ITR caches. An
included Map-Reply is a special Map-Request, which piggybacks a mapping. LISP
also specifies the Solicit Map-Request (SMR) bit in Map-Requests to force ITRs to
refresh their cache [26]. When an ITR receives a Map-Request with the SMR bit set,
it sends a Map-Request to retrieve a mapping for the EID indicated in the SMRed
Map-Request.

Since both ITRs and MRs are involved in the mapping resolution, these are good
candidates to trigger cache synchronization. However, ITRs are data-plane devices
that need to forward packets at line rate. Therefore, imposing them to actively man-
age the synchronization protocol might cause excessive overhead with consequences
on the data-plane performance. On the contrary, Map Resolvers are purely control-
plane devices that are not intended to forward packet at line rate. Hence, MRs look
like the best candidates to manage the synchronization protocol. To implement the
cache synchronization based on notification messages, the MR only has to send an
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SMRed Map-Request to all the I'TRs, when it receives a Map-Request. However, if
the mappings are pushed to the caches, then the MR has to proxy the Map-Requests.
The MR performs two operation when it receives a Map-Reply. First, it forwards the
Map-Reply to the ITR that requested the mapping. Second, it sends the mapping
to the other ITRs by using an included Map-Reply.

All through this chapter, we thoroughly analyzed LISP from multiple perspectives.
Despite its overhead due to the security concern and caching mappings, outcomes
of our study proved that LISP is a suitable solution to cope with the scalability
problem of the core Internet that is largely influenced by multihoming (upstream
link diversity).

4.4 Related Work

The concept of Locator/ID Split was already discussed, but never widely explored,
in the late 90s ( [101], [40]); rather it has been used only to solve specific issues,
like for instance cryptographic security with HIP (Host Identity Protocol [76]) or
multihoming for IPv6 with Shim6 [80]. The situation has changed after the rechar-
tering of the RRG, with quite a number of proposals being discussed, either based
on tunneling (e.g., LISP [26], HAIR [29]) or on address rewriting (e. g., ILNP [8],
Six/One [116]). Despite the plethora of proposals, very few works have tackled the
evaluation of such a critical component as the cache.

Kim et al. [57] study route caching based on Netflow data, showing how caching is
feasible also for large ISPs. However, they use a generic approach, not focusing on
LISP, and a limited cache size. Iannone et al. [46] perform an initial study, without
considering security issues, based on a single Netflow trace of a small/medium sized
university campus. We adopt a similar methodology to provide comparable results,
which we discuss in Section 4.5. Nevertheless, because we base our results on three
24-hour packet level traces captured in different periods, we are able to provide a
deeper analysis, including security aspects.

In the work of Zhang et al. [147], the authors propose a simple LISP Cache model
with bounded size, using a Least Recently Used (LRU) policy to replace stale entries.
Their evaluation is based on a 24-hour trace of outbound traffic of one link of the
CERNET backbone, the China Education and Research Network. The analysis made
in the first part of this chapter, a different approach is taken, assuming that the cache
is not limited in size. This is a reasonable assumption since, as we will show later,
even for large ISPs there is no need to use large caches and by tuning the expiration
timer, caches do not grow so large as to hit memory limits of current routers.

Jakab et al. [51] propose a LISP simulator able to emulate the behavior of different
mapping systems. However, they focus on the evaluation of the latency of their own
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mapping system solution, namely LISP-TREE, and compare it to other approaches
but neglect the analysis of the LISP Cache.

4.5 Summary

The awareness of the fact that the current Internet architecture suffers from some
scalability issues has triggered an important body of research focused on the Lo-
cator/ID Split paradigm. LISP, in particular, has been adopted by the IETF and
looks like the most promising solution for wide adoption. In this chapter, we carry
out several case studies to understand the implication of deploying LISP in today’s
Internet.

First, by analyzing a LISP Cache based on the two 24-hour traffic traces, we find
that the number of cache entries can be kept low (about 10K entries with 60 seconds
as the timeout value) while ensuring high cache hit-ratio (higher than 99 %).

Thus, given that the number of BGP entries reached 400K during the period of
our evaluation, and that the BGP entries in a LISP-enabled Internet decreases to
about 60 % of the current numbers [18], and that its increase rate is significantly
suppressed, LISP seems to be a good solution to tackle the scalability problem of
the core Internet.

The study also shows that the cost of improving the security level of LISP is rea-
sonable. The result shows that overhead for applying the security-related policy to
the original version of LISP is an order of 20 % (of the traffic overhead introduced
by the original LISP).

Second, our evaluation shows that around 30 % of cache-misses are generated by TCP
applications. Therefore, we conduct experimental analysis to assess the impact of a
LISP cache-miss event on retransmission mechanism of TCP communication. We ob-
serve that the LISP cache-miss causes a significant degradation of TCP performance
due to the common packet-drop behavior of the current LISP implementations.

Third, we present a thorough study of failure protection and recovery in the con-
text of the Locator /Identifier Separation Protocol (LISP). Protecting Ingress Tunnel
Routers (ITRs) is important as the failure of one of them can impact a large portion
of the network due to the cache-miss examined in the second analysis. Indeed, our
analysis shows that an ITR failure (and also recovery) within a multihomed LISP
network can cause large disruptive impact on ongoing traffic.

To this end, we propose a local failure protection mechanism for ITRs by synchro-
nizing mapping information within a small-sized group of I'TRs. Our emulation of
this technique shows that the load increase due to the synchronization is acceptable
and suppresses the loss of packets upon ITRs failure/recovery.
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Multi-source Multipath HTTP
(mMHTTP)

In the previous chapters, we discuss only one type of network diversity at a time
(i. e., address space diversity in Chapter 3 and upstream link diversity in Chap-
ter 4). Now, in this chapter, we address multiple types of diversity (e. g., interface
plurality /heterogeneity, path diversity, and data source diversity) to cope with the
challenge of end-to-end performance. Considering that path diversity is mainly cre-
ated by upstream link diversity, and that address space diversity has the potential
to increase the level of path diversity (through dual-stack networks) and data source
diversity (through mirrored servers in distinct address spaces), we utilize (or can
utilize) almost all types of network diversity with the technology we propose in this
chapter.

Our proposal is Multi-source Multipath HTTP (mHTTP) which is an easily deploy-
able solution for increasing the performance of the content delivery in the context of
Content Distribution Infrastructures (CDIs) and is designed to take the advantage of
various types of network diversity in the Internet. As mHTTP relies on HT'TP range
requests, it is specific to HTTP which accounts for more than 60 % of the Internet
traffic [67].

The reason that deployment of mHTTP is easy is its one-sided design principle.
To be more precise, mHTTP needs only client-side but not server-side or network
modifications as it is a solely receiver-oriented mechanism. Moreover, the modifi-
cations are restricted to the socket interface. Thus, no changes are required to the
applications, the kernel of end-systems, or the network at the server side.
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In this chapter, we first present the design and implementation of mHTTP, then
evaluate its performance by conducting measurements over a testbed and in the
wild.

5.1 Towards Utilizing Network Diversity

In today’s Internet, one of the main detriments in user experience is completion
times of data transfers that for large objects is limited by network capacity. How-
ever, recent developments have opened new opportunities for reducing end-to-end
latencies. First, most end-user devices have multiple network interfaces (i. e., inter-
face diversity). Second, popular contents are often available at multiple locations in
the network (i. e., data source diversity). When combined, these provide substantial
path diversity within the Internet that can be used by users to improve their quality
of experience.

Previous work has taken partial advantage of this path diversity in the Internet. Mul-
tipath TCP (MPTCP) uses the path diversity available between a single server and
a single client [31,96]. Application specific download managers are other examples
of related work that benefits from the path diversity between a single server and a
single client [126,131]. Content Distribution Networks (CDNs) provide replication of
content and smart matching of users to appropriate CDN server, e. g., via PaDIS [90]
or ALTO [107] services, which takes advantage of this replication. Moreover, there
are application specific video streaming protocols that try to take advantage of the
replication of streaming contents provided by CDNs [1,54,112|. BitTorrent is an-
other sophisticated application which takes advantage of content replication among
its users [19]. The drawback of each of the above approaches is that they do not
utilize all of different types of path diversity in the Internet or if they do, they are
application specific.

We propose Multi-source Multipath HT'TP, mHTTP, which enables users to establish
simultaneous connections with multiple servers to fetch a single content. mHTTP is
designed to combine the advantage obtained from distributed network infrastructures
provided by CDNs with the advantage of multiple interfaces at end-users. Unlike
existing proposals: a) mHTTP is a purely receiver-oriented mechanism that requires
no modification either at the server or at the network, b) the modifications are
restricted to the socket interface; hence, no changes are needed to the applications
or to the kernel, and c) it takes advantage of all existing types of path diversity in
the Internet.

mHTTP is proposed for HTTP traffic, which accounts for more than 60% of the
total traffic in today’s Internet [67]. As stated in Popa et al. [92], HT'TP has become
the de facto protocol for deploying new services and applications. This is due to
the explosive growth of video traffic and HT'TP infrastructure in the Internet in
recent years. mHTTP is primarily designed to improve download times of large
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file transfers (such as streaming contents). Measurements results have shown that
connections with large file transfers are responsible for the bulk of the total volume
of traffic in the Internet [68]. Furthermore, while mHTTP decreases download times
for large objects by up to 50 %, it does no harm to small object downloads as shown
in Section 5.6.

The key insight behind mHTTP is that HT'TP allows chunking a file via byte range
requests and that these chunks can be downloaded from different servers as long as
these servers offer identical copies of the object!. mHTTP learns about the different
servers that host the same content by either using multiple IP addresses returned by
a regular DNS query, sending multiple queries to multiple DNS servers, or utilizing
the eDNS feature [22]. It also works with a single server when multiple paths are

available between the receiver and the server. Hence, mHTTP can also be used as
an alternative to MPTCP for HTTP traffic.

The mHTTP design consists of: (i) multiHTTP: a set of modified socket APIs which
splits content into multiple chunks, requests each chunk via individual HT'TP range
requests from the available servers, reassembles the chunks and delivers the content to
the application. (ii) multiDNS: a modified DNS resolver that obtains IP addresses for
a server name by harvesting the DNS replies and /or by performing multiple lookups
of the same server name by contacting different domain name servers.

Our key contribution is the concept of mHTTP along with a prototype implementa-
tion and evaluation. We evaluate the performance of mHTTP through measurements
over a testbed and in the wild. We compare the performance of mHTTP with regular
HTTP operating over single-path TCP and MPTCP. We observe that

e mHTTP indeed takes advantage of various types of path diversity in the In-
ternet.

e For large object downloads, it decreases download times up to 50 % compared
to the single-path HTTP transmission. Moreover, it does no harm to small
object downloads.

e mHTTP performs similar to MPTCP while only requiring receiver-side modi-
fications. As MPTCP requires changes to the kernel, both at the sender and
receiver, we consider mHTTP to be a viable alternative when running HTTP.

The comparison with MPTCP is performed in a single-server scenario as MPTCP
is restricted to the use of a single server. mHTTP, on the other hand, can be used
both in single-server and in multi-server scenarios.

!The extra header added by the application might differ from server to server. The mHTTP
parser, refer to Section 5.4, deals with the application headers.
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Figure 5.1: Structural differences between HTTP/TCP and mHTTP

5.2 Multi-source Multipath HTTP

A Content Distribution Network (CDN) provides wide-spread replication of pop-
ular content at multiple locations in the Internet. Multi-source Multipath HTTP
(mHTTP) is designed to combine the advantage obtained from such a diversity with
the advantage of diverse network connectivity at end-users. In this subsection, we
describe the high-level concept of mHTTP.

5.2.1 Regular HTTP over TCP

Before we discuss the design of mHTTP, we review various components of HTTP
communication over TCP. As illustrated in Figure 5.1(a), when an HTTP applica-
tion tries to download an object from a web server, it first requests to the local DNS
resolver to translate the human-friendly URL to a set of IP addresses. And then
it sends an HTTP request to establish a connection to one of these addresses. TCP
Socket API is the interface to the underlying transport protocol (TCP). The TCP
stack in the kernel ensures reliable data transmission and congestion control. Note
that (i) one domain name may be associated with multiple IP addresses. Moreover,
(ii) different DNS servers may return different IP addresses. This is often observed
in server infrastructures which serve popular contents. (i) occurs when the load is
spread across multiple servers [90]. (ii) occurs in Content Delivery Networks (CDNs).
However, even though the content is in principle available at multiple locations, tra-
ditional HTTP/TCP cannot take advantage of this. To overcome this limitation, we
propose a novel protocol, mHTTP, built on the regular HT'TP-over-TCP architec-
ture.
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Figure 5.2: An example of the mHTTP operation in a CDN with two connections
over two available interfaces. Replica 1 and Replica 2 store the identical
copies of content of example.com.

5.2.2 mHTTP

mHTTP is designed with the following three key features in mind:

e mHTTP must take advantage of multiple built-in interfaces, multiple paths,
and multiple data sources, by establishing simultaneous connections via mul-
tiple interfaces to multiple data servers where the identical content is stored.

e mHTTP must not make any modifications on the server-side infrastructure or
the protocol stack.

e The client-side implementation must be transparent to the application, i. e.,
modifications must be limited only to socket APIs.

The key idea of mHTTP is to use the HT'TP range request feature to fetch different
content chunks from different servers. We define a chunk as a block of content
delivered within one HTTP response message. mHTTP includes two components,
multiHTTP and multiDNS as shown in Figure 5.1(b). These components extend the
functionality of HT'TP and the DNS resolver. The main purpose of multiHTTP is
to handle chunked data delivery between the application and multiple servers; and
that of multiDNS is to collect IP addresses of available content sources. Figure 5.2
briefly illustrates the process for a 2-connection mHTTP session in a CDN.

multiHTTP is the core component of mHTTP. It is responsible for the management
of data chunks; taking advantage of multiple content servers and therefore of path
and network diversity; and scheduling chunk requests. multiHTTP intercepts all
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Figure 5.3: CDF of IP addresses, prefixes, and AS numbers for top-1000/top-300
domain names obtained from a single query to the local DNS.

messages sent from the application to the remote end-host (e. g., server). When a
TCP connection is identified as an HT'TP connection, on reception of an HT'TP
request from the application, the multiHTTP module modifies the header of the
HTTP request by adding a range field. The HTTP response header includes the file
size. Thus mHTTP can issue multiple range request to multiple servers that serve
the same object and their IP addresses are known via multiDNS.

If the connection is not an HTTP connection, mHTTP falls back to regular socket
APIs. Also, for an HTTP connection, if the server does not reply with a partial data
response to the HT'TP request, or if multiDNS only returns a single IP address and
the client is single homed mHTTP may still decide to fall back to regular HTTP.

multiDNS obtains different IP addresses by performing multiple lookups of the same
server name by contacting different DNS servers (i. e., the local DNS servers of the
upstream ISPs for each of its interfaces, a Google DNS server, an OpenDNS server,
etc.). Additionally, it can use the eDNS extension to uncover many more servers in
a CDN infrastructure.

5.3 Implementation of multiDNS

In this subsection, we describe multiDNS the core element designed for discovering
IP addresses of servers that hold replicas of a content. Note that mHTTP also works
with a single server when multiple paths are available between the receiver and the
server (refer to Section 5.6.3 for an example).

5.3.1 Data Source Diversity

Before we discuss details of the multiDNS implementation, we analyze how many IP
addresses we receive from a single query for a hostname. We choose the top-1000
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hostnames provided by Alexa.com and request the resolution of these hostnames
by sending DNS queries to the local DNS server of a client residing in a university
campus. As illustrated in Figure 5.3(a), even with a single query to the local DNS
server, approximately 30% of the total hostnames are associated with more than
one IP address and respectively 10 % and 5 % of the total hostnames are in different
network prefixes and reside in different ASes (Autonomous Systems). When per-
forming two lookups, one query to the local DNS and another to the Google DNS,
these numbers increase to 35 % (IP addresses), 17 % (prefixes), and 7 % (ASes). This
can be seen as an evidence that CDNs can provide a different set of IP addresses
to a user depending on the choice of a DNS server. More evidence of the content
diversity can be found in the work of Poese et al. [91].

In Figure 5.3(b), we narrow down the scope to the top 300 hostnames and our result
shows that almost all hostnames are associated with at least two IP addresses. Given
the fact that the major fraction of the total traffic originates from a small number
of popular content providers [4,13] and the fact that the top 15 domains account
for 43 % of the total HTTP traffic in a large European ISP [67], the fraction of the
traffic contributed by providers through multiple servers should be significant.

5.3.2 Getting an IP address by a Hostname

When an application needs to obtain an IP address from a human-readable URL, it
invokes name resolvers such as gethostbyname() or getaddrinfo(). The resolver, then,
creates a request message and sends it to the local DNS server usually provided by
the local ISP. Depending on the content sources, if content is only available at a
single server, the DNS returns the IP address of that particular server so that the
request can be routed to the server. However, if content is available at multiple
places (e. g., a server farm or CDNs), DNS returns a list of IP addresses. In the case
of multiple IP addresses, a typical behavior of an application is to choose the first
IP address in order to establish the connection and to discard the rest. multiDNS,
however, keeps the rest of the IP addresses for later use.

5.3.3 Getting more IP addresses

As mentioned above, different DNS servers may provide different sets of [P addresses.
Therefore, it is worthwhile querying multiple DNS servers in order to obtain more IP
addresses. multiDNS plays the role of managing the identities of different resolver
of different access networks, whenever an interface is activated and the IP address is
assigned. It also handles the DNS query by validating the availability of a local DNS
server in each access network for each interface?. If the local DNS is still available
at the point of a name translation, a query to that content is made to the local DNS

2The local DNS information is collected when a DHCP request is completed
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of that particular access network. For each interface, multiDNS receives a list of
IP addresses from each access network, and chooses desired number of IP addresses
from every list. Hence, if the desired contents are available at CDNs, mHTTP does
not only retrieve them from the CDNs accessible to the public, but from the CDN
nodes in the CDN server farm known to the local DNS resolvers.

5.4 Implementation of multiHTTP

The main task of multiHTTP is to interpret mHTTP for regular HT'TP speakers
such as web servers and client-side applications.

5.4.1 HTTP Byte Range Request

RFC2616 [30] specifies the use of a byte range request which enables the partial
delivery of content. A client initiates such a request by adding a range field within
the header of an HTTP request message including offsets of the first byte and the
last byte of the partial content. If the server supports this operation, it replies with
206 as the status code (on acceptance of the request message) followed by sequences
of bytes. Otherwise, the server replies with a different status code (e. g., 200 OK on
success). Note that a block of partial content is referred to as a chunk in this paper.
Although [30] defines this operation as an optional feature, our tests on well-known
web servers during the development of mHTTP show that almost all web servers
accept range requests.

Partial content delivery is widely employed by HT'TP-based downloaders in order to
continuously resume fetching a transferred file. Another common usage of this feature
is multi-threaded downloading implemented in some software, i. e., [126] and [131].
Such software boosts download speed by fetching different parts of the content over
different connections using the partial content delivery. At first sight, mHTTP is
similar to those software; however mHTTP operates in the Socket API thus helps
existing HTTP software to utilize the bandwidth more effectively. As mHTTP is
designed to communicate with multiple servers containing identical copies of the
content, it is clearly distinguished from multi-thread and downloader approaches.

5.4.2 mHTTP Buffer

multiHTTP initializes mHTTP buffer and creates a file descriptor associated with
the buffer when socket() is called by the application. The buffer consists of a queue
and a pool of content blocks (chunks). The queue is a large memory block that is
continuously read by the application. Thus, the file descriptor plays the role of a
communication channel between the application and the mHTTP buffer (Figure 5.4).
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Figure 5.4: multiHTTP design: a) mHTTP buffer stores out-of-order received data
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ers data from individual TCP connection buffers.

The pool maintains multiple content blocks in which chunked data collected from
individual TCP buffers is stored. A content block can be indexed by the combination
of the socket descriptor and the starting byte of the chunk. Data within content
blocks is moved to the queue as soon as it is continuous from the last byte that is
stored in the queue. The size of the queue does not grow greatly since it is continually
drained by the application. However, the size of the pool needs to be sufficient to
store out-of-order received chunks. We study the required size of the mHTTP buffer
through measurements in Section 5.6. If mHTTP decides to fall back to the regular
HTTP, or if the connection is not an HT'TP connection, one of the socket descriptors
replaces the file descriptor and the mHTTP buffer is discarded.

5.4.3 Manipulating HTTP Headers

Once the connection is identified as an HTTP connection, multiHTTP enables an
HTTP parser, which examines HT'TP messages during the content delivery period.
The tasks of the HT'TP parser are mainly three-fold:

e HTTP request manipulation The HTTP parser adds the range field to
the end of the header with the specified chunk size when the initial HT'TP
request is sent by the application. When the response message to the initial
request arrives back to the application, multiHTTP knows the size of the file
and whether or not the server accepts a byte range request.

e Parsing HTTP headers The HTTP parser extracts and stores important
information from the request and response headers such as availability of con-
tent, support for the partial content delivery, content size, and the byte range
of the content block.
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¢ Response header management In order to allow applications to use mHTTP
without modification, the behavior of mHTTP must be the same as that of a
regular HTTP communication from an application’s point of view. To this
end, the HTTP parser replaces the initial response header (206) with a header
that indicates the acceptance of the request (200). All subsequent headers are
discarded by the HTTP parser.

5.4.4 Connections

Upon confirmation of the complete delivery of the initial response message, multi-
HTTP establishes additional TCP connections using different IP addresses provided
by multiDNS. In order to obtain another IP address, multiHTTP invokes get ip()
from multiDNS (see 6 and 7 in Figure 5.1). The mechanism used by multiDNS to
select IP addresses is independent of the operation of multiHTTP. The current ver-
sion of multiDNS hands IP addresses over to multiHTTP in the order that they are
retrieved. Similarly, the number of connections to be used is configurable.

multiHTTP operates collector, a background process that collects data from individ-
ual TCP connection buffers. Each new connection must be attached to the collector
as soon as it is successfully established. Likewise, a connection can be detached from
the collector.

Determining what content chunk to request over each connection is another impor-
tant task of multiHTTP. It keeps track of the requested chunks and decides which
chunk to ask on the next request message after the previous chunk on the same
connection is completely fetched. The mechanism used for such decision is further
explained in the next section.

5.5 Scheduling

Different connections may exhibit different level of performance, in terms of latency,
capacity, and loss rate. This may cause reordering of the chunks received at the
mHTTP buffer. Figure 5.5 illustrates an example of such reordering. We have two
connections: one slow and one fast (in terms of download time). The 4th chunk
is downloaded over the slow connection and the 5th, 6th, 7th, and 8th chunks are
downloaded over the fast connection. As the download of the 4th chunk is not
finished yet, these later chunks cannot be moved to the queue. Hence, a mechanism
that allocates chunks to different connections plays a critical role in multiHTTP. In
this section, we explore mHTTP’s design choice with regard to chunk scheduling.

For simplicity, we assume a client with two interfaces (e. g., eg and e1). Let Sy =
{s01, 802, ,son1} and S1 = {s11, 512, -+ , S1n1} be respectively sets of servers avail-
able to the client through ey and e;. Note that Sy and S are not necessarily disjoint
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Figure 5.5: A bottleneck in mHTTP buffer. Chunk 4 is downloaded over a slow
connection. Chunks 5, 6, 7 ,8 are downloaded over a fast connection.
These chunks cannot proceed to the queue before chunk 4 is completely
received. A scheduler is needed to better allocate chunks across different
connections.

sets. N1 and N; are the numbers of discovered servers over ey and e;. Let Py and
Py denote the connections established through ey and e; to servers in Sy and Sy. In
this paper, we limit the number of established connections over each interface to one
and the total number of connections to two. However, our implementation can set
up an arbitrary number of connections per interface.

We measure the instantaneous throughput of each connection by measuring the num-
ber of bytes received at by mHTTP every 20 ms. We use a moving average to estimate
the average throughput of each connection:

THRpew =08+ THR + 0.2 % THR14

where THR is the instantaneous throughput measured every 20ms and THR is
the estimated average throughput. We denote by TTH Ry and T HR; the estimated
average throughput measured over connections Py and P;.

Let L denote the size of the object and C' the chunk size, both measured in bytes.
We denote by N = |L/C] + 1 the number of chunks to be fetched by the client and
by 1,2,3,---, N the chunk numbers. Here, | x| is the largest integer not greater than
x. Also, let D be the set of chunks that have not yet been requested for download.
D is a sorted set based on the chunk numbers.

The scheduling algorithm decides what chunk to request over each connection. For
example, if a chunk is successfully fetched over connection Py, the next chunk over
this connection must be carefully chosen in order to avoid a bottleneck situation
such as presented in Figure 5.5. mHTTP decides the next chunk over P using the
following mechanism:

1. calculate Ty = |max (THRy, THR1)/THRy|;

2. ask for the Tp'th chunk from the set D. If Ty > |D|, no chunk is requested.
|D| is the size of set D.
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Figure 5.6: Scenario 1: 2 interfaces at the client; 2 servers; 2 paths (dashed lines). In
our indoor testbed, AN1 and AN2 are Ethernet routers with a nominal
rate of 100Mbps. In our outdoor testbed, the client is a mobile device
(laptop) with one WiFi and one LTE interface.

3. Remove the requested chunk from the set D.

Ty predicts the number of chunks that can be delivered over the best connection
among Py and P; while one chunk is transmitted over Py. If Py is the best connection,
then Top = 1. When mHTTP needs to issue a new request over Py, it does not request
the next chunk but skips to the Tp’th chunk from the set D.

mHTTP uses similar mechanism to decide the next chunk to be requested over con-
nection Py, with the modification that Ty is replaced with Ty = |max (THRo, THR:)/THR; |

In Section 5.6, we compare the performance of our scheduler with a baseline that
multiHTTP simply requests the next chunk in D, whenever it needs to issue a new
chunk request over a connection. We show that our scheduler can efficiently reduce
the the size of the mHTTP buffer without affecting the performance of mHTTP.

5.6 Performance Evaluation

In this subsection, we study the potential benefit of using mHTTP in different in-
door and outdoor scenarios through measurements. We study how mHTTP takes
advantage of different types of diversity in the Internet and compare its performance
to that of regular HT'TP operating over single-path TCP and MPTCP.

We use the download completion time as the performance metric in our evaluation.
It is defined as the duration between the first SYN packet from the client and the
last data packet from the servers. The download completion times are measured for
different file sizes, i. e., 4AMB, 16MB, and 64MB. We run each measurement 30 times
and show the median, 25 — 75 % percentiles (boxes), and dispersion (lines, 5 — 95 %
percentiles). In each round of measurement, we randomize the configuration sequence
to account for traffic dependencies and /or correlation from time to time and from size
to size. Specifically, we randomize the order of file sizes, the choice of protocol (e. g.,
single-path, mHTTP, and MPTCP), and the choice of chunk sizes for mHTTP.
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The servers run an Apache2 web server on port 80 and hold copies of the same files.
The client uses wget in order to retrieve the files from the servers and runs on the
Linux operating system with the kernel version 3.5.7. We use 10 MSS as the initial
size of the congestion window. Furthermore, TCP Cubic [37] is used as the default
congestion control at the server. It is the default congestion control used in the
current version of the Linux kernel.

Our measurements are performed on two testbeds: an easily configurable indoor
testbed that emulates different topologies with different characteristics; and an out-
door testbed using one commercial Internet service provider and a major cellular
carrier in the US. Our outdoor testbed represents real world scenarios.

For the scenarios in which we enable MPTCP, we use the stable release (version v0.86)
downloaded from [117]. To provide a fair comparison between MPTCP and mHTTP,
we also use uncoupled congestion control with Cubic for MPTCP. Uncoupled Cubic
represents the case where regular TCP Cubic is used on the subflows. It increases
the size of the congestion window of each subflow irregardless of the congestion state
of the other subflows that are part of the MPTCP session. We set the maximum
receive buffer to 6MB to avoid potential performance degradation to MPTCP [96].
Our testbed configuration is optimized for MPTCP. Hence, we observe the best
performance we can achieve using MPTCP. Our results show that mHTTP performs
very close to this baseline.

We first analyze the overhead of mHTTP and study its effect on the performance of
downloading small objects; we then show the benefits of mHTTP when downloading
large objects.

5.6.1 Overhead analysis for small objects

mHTTP suffers a performance degradation each time that a connection performs a
range request. We evaluate this degradation by measuring the download completion
time of a file over a single path connection using HTTP and mHTTP. The client
is connected via an Ethernet interface to an Ethernet router with a nominal rate
of 100Mbps. The server is also connected to the Ethernet router via an Ethernet
interface. A round trip time of 50ms of the round-trip time is generated on the link
using a built-in traffic control module of the Linux kernel (qdisc [6]). We evaluate the
overhead of mHTTP with different chunk sizes assuming the transfer over regular
HTTP as the baseline. We show the results in Figure 5.7. We observe that the
overhead is more significant with a small chunk size such as 256 KB than with a large
chunk size (e. g., 512KB or 1024KB). When the chunk size is 1024KB, we observe
that the overhead is around 5 — 10 %. The poor performance of mHTTP with small
chunk sizes is puzzling and a topic for future investigation.

We now study the performance of mHTTP for downloading small objects. We eval-
uate the download completion time of downloading files of various sizes (from 8KB
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Figure 5.7: Overhead analysis: HT'TP vs. mHTTP over a single connection.

to 2MB) over mHTTP using 512KB as the chunk size. We consider a scenario where
the client has two interfaces and downloads an object from two servers as illustrated
in Figure 5.6. We emulate AN1 and AN2 with Ethernet routers with a nominal rate
of 100Mbps. The servers and the client are connected via Ethernet interfaces to the
routers. The round-trip times over the connections are set to 50ms. The measure-
ment results are depicted in Figure 5.8. We observe that mHTTP does not provide
any performance gain for small object downloads but does no harm either. For ob-
ject downloads larger than the chunk size (512KB in this measurement), mHTTP
provides good performance by utilizing the diversity in the network.

Our results in this section show that mHTTP with large chunk sizes, such as 512KB
and 1024KB, provides good performance for small file downloads and introduces
negligible overhead when used over a single-path connection. In the rest of the paper,
we focus our analysis on the performance of mHTTP for large object downloads.

5.6.2 mHTTP vs regular HTTP

Now, we consider a scenario where the client has multiple interfaces and downloads a
file from multiple servers. We assume a 2-server case in this scenario. As illustrated
in Figure 5.6, the client is equipped with two interfaces connected to different access
networks (ANs). Thus, the client can establish two different connections to two
different servers that contain identical copies of the same content. Note that MPTCP
cannot be used in this scenario as it is a single-server-oriented protocol.
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Figure 5.8: The performance of downloading small objects in Scenario 1 (mHTTP
chunk size: 512KB).

As the first step, we emulate the above scenario in our indoor testbed where AN1
and AN2 are Ethernet routers with nominal rates of 100Mbps each. Each server is
connected via an Ethernet interface to a corresponding router. The client has two
Ethernet interfaces that connect to the routers. In order to emulate different link
latencies in the scenario, we set round-trip times to 10ms and 50ms on the first link
and the second link, respectively. The measurement results are depicted in Figure 5.9.
We show download completion times of file sizes 4MB, 16MB, and 64MB. Each
figure compares the performance of regular HT'TP over a single-path connection
with that of mHTTP that uses both connections. The results are presented for
different mHTTP chunk sizes. We observe that (1) the connection over the eth0
interface has a much better performance than the one over the ethl connection; (2)
mHTTP greatly benefits from the existing diversity in the network, the performance
gain from using mHTTP is larger for larger file sizes; and (3)a chunk size of 1024KB
provides the best performance across different file sizes.

In Section 5.5, we proposed a scheduler that decides what chunk to request over
each connection to avoid a bottleneck situation such as presented in Figure 5.5.
Here, we compare the performance of this scheduler with a baseline that mHTTP
simply requests for the next chunk in D, whenever it needs to issue a new chunk
request over a connection. Recall that D is the set of chunks that have not yet been
requested for download. The experiment is done in our indoor testbed and for file
size of 16MB.
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Figure 5.9: Scenario 1 (indoor testbed): download completion time of regular HTTP
vs. mHTTP for different file and chunk sizes. mHTTP can efficiently use
the bandwidth available to the client and outperforms the best perform-
ing connection among regular HT'TP connections. 1024KB of the chunk
shows the optimal performance in all file sizes.

Measurements show that (1) mHTTP with and without scheduler exhibit similar
performance (in term of download completion time). Hence our scheduler does not
affect the performance of mHTTP. As the results for mHTTP without scheduling are
similar to Figure 5.9, we do not show them in this paper. (2) Our scheduler efficiently
reduces the mHTTP buffer size. Figure 5.10 depicts the CCDF (Complementary
Cumulative Distribution Function) of mHTTP buffer sizes for both cases. We observe
that mHTTP without scheduling requires larger buffer sizes. The results for 2048
chunk size are identical. As in this case we have 8 chunks to be requested over the
connections, the scheduler would not have any impact. (3) Furthermore, we observe
that the mHTTP buffer size is smaller than 1MB in more than 50 % of the cases.
The maximum buffer occupancy is 7 MB. Note that mHTTP buffer uses user level
memory and not the the kernel space memory.

Now, we move our measurements to a more realistic network using our outdoor
testbed. We configure two servers in a university campus and a mobile device (laptop)
as the client. The servers are connected to the Internet via 1Gbps Ethernet cables
(i. e., the bottleneck is not at the server). The client device is equipped with two
wireless interfaces (WiFi and LTE) that respectively connect to a WiFi network and
a cellular network. We show the results of our measurements in Figure 5.11 for file
sizes of 4MB, 16MB, and 64MB and for different chunk sizes. We observe from the
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Figure 5.10: Scenario 1: mHTTP buffer size with and without scheduling. Measure-
ments are done in our indoor testbed and for file size of 16MB.
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Figure 5.11: Scenario 1 (outdoor testbed): download completion time of regular

HTTP vs.

mHTTP for different file and chunk sizes.

mHTTP can

efficiently take advantage of the diversity exists in the network. We
observe that mHTTP shows a relatively low performance when using
small chunk sizes compared to the measurements with large chunk sizes
which is due to the fact that our server configuration is not optimized

for mHTTP.

results that (1) LTE and WiF1i exhibit very similar performance; and (2) mHTTP can
efficiently use the available bandwidth, especially when the chunk size is 1024KB. In
this case, we observe that mHTTP’s throughput equals the sum of the throughput
of LTE and WiFi. Hence, mHTTP fully utilizes the available capacity and shows a
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Figure 5.12: Scenario 1 (outdoor testbed): fraction of traffic carried over a LTE
connection for file size of 16MB.

substantial performance by reducing the completion time by 50 %. For smaller chunk
sizes, we observe a lower performance than that for large chunk sizes. This is mainly
due to the overhead of range requests as analyzed in Section 5.6.1. Improving the
performance of mHTTP for small chunk sizes is a future research topic.

Figure 5.12 depicts the fraction of traffic carried over the LTE interface using mHTTP.
We show the results for different chunk sizes and for a file size of 16MB. We observe
from Figure 5.11 that LTE exhibits a slightly higher throughput than WiFi. Hence,
we expect mHTTP to send more or less the same amount of traffic over LTE and
WiFi. Our results in Figure 5.12 confirm our expectation specifically for large chunk
sizes.

5.6.3 mHTTP vs MPTCP for a single server case

Our second scenario focuses on comparing the performance of mHTTP and MPTCP
in the multi-homed and single data source environment as illustrated in Figure 5.13.

As in the previous subsection, we first report measurements on our indoor testbed.
The topology of the testbed is slightly changed in this scenario: there is only one
server, and thus no data source diversity. The server and the client are booted
with the MPTCP-enabled kernel when we measure the performance of MPTCP. The
results are shown in Figure 5.14. As stated before, we configure our testbed in such a
way that it is optimal for MPTCP. Hence, we expect MPTCP with independent cubic
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Figure 5.13: Scenario 2: 2 interfaces at the client; 1 server; 2 paths (dashed lines).
As in the previous section, we emulate this testbed both indoor and

outdoor.
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Figure 5.14: Scenario 2 (indoor testbed): download completion time of mHTTP vs.
MPTCP and regular HT'TP. Our testbed configuration is optimized for
MPTCP. Hence, MPTCP is able to fully utilize the available capacity
and provide a good performance. We observe that mHTTP perform
very close to MPTCP and always outperforms regular HT'TP over the
best path.

be able to fully utilize the available capacity and provide good performance. The
results confirm this: the MPTCP throughput equals to the sum of the throughput
of two connections. Moreover, we observe that mHTTP performs closely to MPTCP

when the chunk size is 1024KB.

Furthermore, we observe for 64MB file size, and for large chunk sizes, that mHTTP
outperforms MPTCP. This is due to the fact that MPTCP uses a shared TCP receive
buffer which can limit its performance when paths have different characteristics [96].
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Figure 5.15: Scenario 2 (outdoor testbed): download completion time of mHTTP vs.
MPTCP and regular HT'TP. We observe that MPTCP is able to fully
use the available bandwidth and mHTTP performs close to MPTCP.
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Figure 5.16: Scenario 2 (outdoor testbed): fraction of traffic carried over a LTE
connection for 16MB file using mHTTP as well as MPTCP. We show
the results for 16MB file.

122



5.6 Performance Evaluation

WiFi - B
LTE - I
128KB(g) - S
128KB(1)- 1 1T+
256KB(g)- —4 1
256KB(1)
512KB(g)- 4
512KB(1) e
1024KB(g) - -
1024KB(1)
2048KB(g)- — T —
2048KB(1) — 1

qIN 91 Jo u23uop) NdD

4 5 10 5
MultiDNS: (Google vs. Local) Download Completion Time (sec)
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cases: the first case uses IP addresses obtained from DNS queries sent
to Google DNS (shown with (g) in the y-axis); and the second case that
uses [P addresses obtained from the local DNS of each of the interfaces
networks (shown with (1) in the y-axis).

However, mHTTP uses a separated TCP receive buffer for different established con-
nections and hence can perform well in such a situation.

Now, we show measurement results from our outdoor testbed: a server residing at
a university campus and a client equipped with LTE and WiFi network interfaces.
The results are depicted in Figure 5.14. Again, we observe that MPTCP fully uses
available capacity and mHTTP performs close to MPTCP, especially for large file
sizes and 1024KB as the chunk size.

Figure 5.16 depicts the fraction of traffic transmitted over the LTE connection for
both mHTTP and MPTCP. We show the results for 16MB file size. As WiFi and
LTE connections exhibit similar performance, we expect that MPTCP and mHTTP
will transmit more and less the same amount of traffic over each of these connections
as observed in the results. Moreover, we observe some differences between using
different chunk sizes for mHTTP.

5.6.4 mHTTP in a multi-source CDN

Finally, we conduct performance measurements on an existing CDN infrastructure.
We choose a 16MB file from a well known site on Aleza.com’s top-50 list, where
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Figure 5.18: The RTT of the second connection is changed to 100ms after 3 second.
mHTTP is robust to such a latency change and leverages his possible
resources over each of these connections.

the content is hosted in a CDN. We evaluate the performance of mHTTP when
multiDNS uses the following two approaches: to simply use Google’s public DNS or
to leverage separate local DNS resolvers.

For the first approach, multiDNS queries Google’s DNS over each interface separately,
and uses the set of IP addresses returned for each interface. For the second approach,
multiDNS sends a DNS query over each interface to the local DNS of that access
network to obtain content sources’ IP addresses.

We depict the download times of the file using single-path or mHTTP with different
chunk sizes in Figure 5.17. Note that for single-path TCP, each interface by default
queries its local DNS resolver. We observe that mHTTP reduces download times by
up to 50 % when compared to the single-path case and performs very well across a
wide range of chunk sizes. Moreover, no significant differences are observed for both
approaches that multiDNS uses. Our results in Figure 5.17 confirms that mHTTP

can benefit from the path diversity in the Internet and can fully utilize the available
bandwidth.

5.6.5 mHTTP is robust to the changes

Finally, we show through an example how mHTTP performs when one of its con-
nections experiences performance drops (due to the congestion either on the path
or at the server). We use a scenario similar to what is depicted in Figure 5.6. We
emulate this scenario in our indoor testbed. AN1 and AN2 are Ethernet routers with
nominal rates of 100Mbps. Each server is connected via an Ethernet interface to a
corresponding router.

The RTTs of both connections are initially set to 50 ms. The RTT of the second
connection is configured to be changed to 100ms 3 seconds after the transfer begins.
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We investigate how mHTTP reacts to this change. We show the results for 64MB
file downloads when 1024KB chunk size is used.

Figure 5.18(a) depicts the throughput on each of the connection of mHTTP and the
overall throughput of mHTTP. We show the results for one experiment run. We
observe that upon the RTT change of the second connection, the throughput over
this connection decreases. However, mHTTP is robust to such a change and takes
advantage of the diversity in the network.

Figure 5.18(b) depicts the download completion time of mHTTP and compares its
performance with when we use single-path HTTP over each of these connections
(recall that the performance of the second connection drop after 3 second). We show
the results from 30 rounds of measurement. We observe that mHTTP provides a
significant performance gain, especially when we compare it with single-path HT'TP
over the second connection.

5.7 Related Work

The goal of our study is to boost the speed of the HT'TP-based content delivery.
Indeed, the need for such a latency reduction in the Internet has already been ac-
knowledged by network communities.

5.7.1 Multipath Approaches

One of the closest siblings of mHTTP is MPTCP [31,96] which is an extension of the
regular TCP that enables a user to spread its traffic across disjoint paths. Although
MPTCP focuses on the path diversity between a single server and a single receiver
and requires the modification at both end-hosts, the fundamental idea behind these
two protocols is the same. Furthermore, mHTTP sheds light on solving a middle-
box conundrum [12] that MPTCP currently struggles with. Kaspar [54] thoroughly
studies the path diversity in the Internet and discusses use cases on the transport
layer as well as on the application layer. His work and mHTTP have many features
in common except that his work is limited on a single client/server scenario and it
does not take scheduling into the design consideration.

5.7.2 Multi-source Approaches

Content Distribution Network (CDN) is a key technology for reducing the delivery
latency in today’s Internet and the performance of CDN has been evaluated by many
studies [44,52,60,99]. CDNs provide widely distributed servers with multiple copies
of the content available at different locations. CDN typically selects the content
server based on the IP address of client’s DNS server and it often makes an incorrect
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suggestion due to the use of a public DNS [3] or the malfunction of the IP geolocation
database [91]. To improve the performance of the server selection, mechanisms such
as PaDIS [90] or ALTO [107] have been discussed in the community. Our goal is to
leverage such content distribution infrastructures. However, mHTTP does not limit
the communication to a single server. Instead, mHTTP connects to multiple content
servers for utilizing path and server diversity of the Internet. Tian et al. [112] has
proposed a mechanism that is an extension of DASH [1] video streaming protocol,
but heavily relies on specific features of DASH. mHTTP, on the other hand, can be
used for any HTTP-type traffic, including streaming contents.

5.7.3 Single Path Approaches

Google has recently proposed a new protocol, SPDY [11,139], which shares the
ultimate goal with mHTTP, 4. e., reducing the user latency. These two protocols
(mHTTP and SPDY) have a similar architecture that does not need any modifica-
tions in existing applications. SPDY uses only one server and one interface at a time
and utilizes a single TCP connections as if there are multiple connections in it. To
achieve this, server-side socket APIs must support SPDY and that clearly distin-
guishes SPDY from mHTTP. However, features of mHTTP and SPDY are mutually
exclusive, thus these two protocols may even be merged in the same platform.

5.7.4 Application Specific Approaches

BitTorrent implements a sophisticated mechanism which enables users to download
the same content from multiple sources [19]. However, BitTorrent is an application
specific protocol and it needs modification both at the sender’s and at the receiver’s
side. Download managers, often run as add-on software in a web browser or as stand-
alone software, can be other examples of application specific approaches, e. g., [126,
131].

5.8 Summary

Advantages of simultaneously utilizing multiple paths over a network communication
are widely evaluated and understood [10,16,78,94]. Given the fact that HTTP ac-
counts for more than 60 % [67] of today’s Internet traffic and that the major fraction
of the total web servers are operated on content distribution infrastructures [44,113],
it is meaningful to broaden the benefit via globally replicated content sources. How-
ever, convincing application developers and content providers to modify /update their
software is practically infeasible within a reasonable amount of time. mHTTP’s key
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contribution is to bring significant benefits to the end-to-end content delivery by uti-
lizing the path diversity in the Internet without any changes on existing applications
and the server-side network stack.

By evaluating it in testbeds and in real-world experiment, we present that mHTTP
shows a significant performance increase in large content delivery as compared to
the normal HTTP. Furthermore, mHTTP exhibits the similar performance to that
of MPTCP even with a single data source, note that MPTCP is restricted to the
use of a single server. For this reason, mHTTP can be seen as a quickly deployable
alternative of MPTCP for HTTP traffic.

Our results show that the performance gain of mHTTP is relatively low when small
chunk sizes are used. Part of the problem is due to our testbed configuration. Ad-
ditionally, our implementation is still in the testing phase. Optimizing the HT'TP
parser and restructuring the mHTTP buffer will provide substantial performance
increase. This is a topic for future investigation.

For small object downloads, we observe that mHTTP does not provide a high per-
formance gain, but does not harm either. Moreover, we can modify mHTTP such
that it does not establish multiple paths if the object size is relatively small. Hence,
for the small flows, mHTTP will fall back to regular HT'TP. Furthermore, we can
integrate ideas like socket intense proposed in [104] in our implementation to better
deal with small flows. This is part of our future research agenda.

In regard to the comparison with MPTCP in single server scenarios, we observe
that mHTTP exhibits similar performance as MPTCP for large chunk sizes, e. g.,
1024KB, and for downloading large objects. Moreover, previous studies show that
MPTCP, similarly to mHTTP, does not provide a high performance gain for small
object downloads [16]. Hence, we consider mHTTP to be a viable alternative when
running HTTP. Note that MPTCP requires changes to the kernel, both at the sender
and receiver. mHTTP, on the other hand, requires only receiver-side modifications
which are restricted to the socket interface.
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Conclusion and Future Work

The trend shows that the number of Internet users and network-enabled end-devices
grows at increasing rate [129,130], thus, adds complexity to the Internet every day.
Furthermore, as the volume of digital content is constantly growing (e. g., the size
of high definition videos), its delivery applications (e. g., YouTube, NetFlix, or One-
Click Hosters) are becoming more and more bandwidth demanding. To cope with
the increasing demand for content, providers started to replicate their content in
multiple data centers across the world (i.e., CDNs) which increases the network
complexity yet again.

Viewed from a different standpoint, the complexity is an outcome of various types
of diversity in the Internet such as address space diversity, upstream link diversity,
interface diversity, path diversity, and data source diversity. To better understand
the problems and opportunities enabled by this complexity, research communities
are actively exploring network diversity from different perspectives. In this thesis,
which is inspired by such a movement, three of the most pressing problems in today’s
Internet are tackled.

6.1 Summary of Thesis Contributions

As the first key contribution of this thesis, we evaluate the adoption level of IPv6
from an IXP’s viewpoint in order to assess the current situation of the transition in
address spaces. The outcomes of the measurement show that, in terms of the traffic
contribution, we are still standing near the starting line (i. e., less than 1% of the
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total global traffic). Considering that this transition has already started two decades
ago, it is hard to deny that, in innovation, the Internet Protocol (IP) is the slowest
Internet technology. Despite its slow transition speed, some results of analysis give
us a positive outlook for IPv6 deployment. Mainly, two observations support our
anticipation.

First, the growth of IPv6 traffic shown within one year between two global IPv6
events (World IPv6 Day and World IPv6 Launch Day) is almost corresponding to
the one that has happened for the last two decades, meaning that network operators
are well aware of the necessity of moving towards the next version of the Internet
Protocol and that they are willing to participate in collaborative endeavors.

Second, the application mix in IPv6 traffic shows the clear domination of HTTP
with more than a half share which is similar to the application mix in IPv4 traffic.
This is a positive phenomenon since it means that the IPv6 traffic actually transfers
content and is not used as an experiment.

Along with the assessment study of IPv6 adoption, two application protocols (NNTP
and World of Warcraft) that have antithetical characteristics (bandwidth intensive
vs. latency intensive) are picked up and analyzed within IPv4. Through these two
measurement studies, we examine how the Internet is utilized by end-users today.

One of the most relevant outcomes of our study is that the major bulk of content de-
livered in the Internet is high-volume binary data, e. g., video/audio and compressed
binary data, encapsuled in traditional text-friendly protocols, e. g., NNTP (studied
in this thesis) and/or HTTP (partly covered in this thesis, but mainly studied else-
where [49,67,92,106]). This result leads us to the choice of HTTP as the platform
of the technique we propose to increase the performance of end-to-end data transfer,
i.e., mHTTP.

The second major contribution of this thesis is the thorough analysis on a future
routing protocol, i. e., the Locator/ID Separation Protocol (LISP), that deals with
the scalability problem mainly caused by certain types of Internet diversity, e. g.,
interface diversity and upstream link diversity. Specifically, our interests in this
protocol are largely concentrated on the LISP Cache that temporarily stores map-
pings between its two orthogonal address spaces (Routing Locator and End-point
Identifier).

By reproducing the behavior of the LISP Cache based on the real traffic driven
emulation, we find that even a cache timeout as short as 60 seconds provides a high
performance (i.e., hit ratio) and that the cost for increasing the security level of
LISP is affordable.

The performance degradation caused by an initial cache-miss of LISP is mainly
presented as the delay on a TCP communication between applications. This is due
to TCP’s retransmission mechanism bound to the LISP Cache’s common policy to
drop a packet that causes a cache-miss.

130



6.2 Future Work

In case of a LISP router failure in a multihomed stub network, another LISP router
overtakes EID-to-RLOC mapping tasks for the encapsulation (and decapsulation in
case of the symmetric LISP) from the failed router. Thus, this causes a storm of
cache-misses since the newly involved router does not have the knowledge of how
to map IDs to RLOCs. The same phenomenon happens when the router comes
back from the failure. To this end, we evaluate the impact of such a failure (and a
recovery), then suggest a solution by synchronizing mapping information within a
small group of ingress tunnel routers (ITRs). Our evaluation shows that the overhead
due to the synchronization is acceptable, while it greatly suppresses the loss of packets
upon a failure and recovery of a router.

Finally, as the third contribution of this thesis, we design and implement the Multi-
source Multipath HTTP (mHTTP). mHTTP is an easily deployable solution for
increasing the performance of the end-to-end delivery within Content Distribution
Networks (CDNs) by utilizing various types of network diversity. As the name sug-
gests, mHTTP is an extension of HT'TP that is designed to pull content from mul-
tiple different data sources (i.e., seen as data source diversity in this thesis). Our
approach is thoughtfully designed not to make any changes at the server-side or at
applications, thus the modification is only to socket APIs at the receiver-side. This
makes mHTTP easy to adopt in the current content delivery infrastructure.

Our evaluation shows that mHTTP has a remarkable performance enhancement (in
terms of download completion time and throughput) in large content delivery as
compared to the normal HTTP over TCP. Furthermore, mHTTP exhibits a similar
performance to that of MPTCP even with a single data source. For this reason,
mHTTP can be seen as a quickly deployable alternative of MPTCP for HT'TP traf-
fic.

As mHTTP does not provide a high performance gain for short flows, it is sensible
to disable the multi-connection feature and to fall back to the normal HT'TP as soon
as the size of content is known to the receiver. Indeed, for flows smaller than the size
of a chunk, 1. e., a segment to be delivered over one connection at each time, there
will be no need to establish the second connection anyway. According to the result
of our measurement, the optimal size of a chunk is around 1 MB.

6.2 Future Work

Future measurement study needs to cover more application protocols to better un-
derstand the usage pattern of today’s Internet. Moreover, it is crucial to track IPv6
deployment since finding out when IPv6 transition can really happen is of great
interest to everyone in the research community. Furthermore, we will continue ob-
serving the alteration, e.g., application mix, throughput, topology, etc., in traffic
and examine more factors that add complexity and diversity to the Internet.
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Chapter 6 Conclusion and Future Work

In order to estimate time required for the full deployment of the Locator/ID Separa-
tion Protocol (LISP), we plan to study its deployment techniques. Moreover, we will
develop methods to maximize the performance of LISP and to minimize the impact
of the initial cache-miss. To achieve this, we plan to address the two unanswered
questions.

First, our performance analysis on TCP communication was largely directed at de-
termining how to optimize the TCP parameters for Locator/ID Split technologies.
We will take various TCP parameters, e. g., delayed ACK time and initial congestion
window size, consideration into account to determine the optimal TCP parameters.
In addition, we will closely observe the impact of the optimization to find out whether
or not it hinders the communication between a TCP speaker in a LISP-enabled site
and a normal TCP speaker.

Second, we will extend the synchronization mechanism to ETRs and develop detailed
specifications for implementation and experimentation in the lisp4.net testbed. Fur-
thermore, the question of what is the best trade-off between tight synchronization
and signaling overhead is still unanswered.

Although the Multi-source Multipath HTTP (mHTTP) is a solely receiver-oriented
mechanism, it is not easy task to gain users and keep them engaged without the
support of operating systems. Thus, along with the main branch of mHTTP that is
implemented on the linux operating system, we plan to port it to operating systems
of widely-used mobile hand-held devices such as Android.

For the further development of mHTTP, we will implement more sophisticated
scheduling mechanism such as coupled-control [95] or OLIA [55]. As our design goal
is not to modify servers, this implementation can be realized by modifying the TCP
kernel of the receiver. The idea is that we can limit/regulate the transmission rate
of a connection by adjusting the receive window size advertised by the receiver.

We also plan to extend mHTTP to other use cases such as a streaming content
delivery (e. g., YouTube and/or NetFlix) or One-Click Hosters (OCHs). For this, the
data chunking mechanism (currently only based on HTTP’s ranged request feature)
will be independently developed from the core of the mHTTP implementation, hence
applications that have an individual data chunking mechanism will be supported by
mHTTP in the future. Specifically, we are interested in studying if using mHTTP
can reduce the start-up latency of streaming contents [98]. The performance study of
mHTTP in high Bandwidth-Delay-Product environments is another future research
topic.

Some academic circles study the cross-layer cooperation between Locator/ID Sepa-
ration Protocol (LISP) and Multipath TCP (MPTCP) [21]. The potential behind
this cooperation lies on the improved path discovery by sharing topology learned via
LISP operations. In principle, the same mechanism can be applied to mHTTP. Thus,
in our future work, we will go on examining opportunities of such a cooperation in
order to ensure the quality of mHTTP’s path selection.
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6.2 Future Work

At this point, our long journey through network diversity is coming to an end. As
we witnessed throughout this thesis, network diversity has two faces. One face
shows us several scalability issues that the Internet community worries about, e. g.,
address space scarcity and routing table saturation. The other face sheds light on the
performance of end-to-end data transfer. Our contributions in this thesis are made
for a better understanding of such challenges and will help the further evolution of
the Internet.
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