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Abstract
Real-time systems often have to be able to cope with an unbounded number of com-
ponents. For example, a real-time operating system scheduler manages arbitrarily
many threads or a bus system copes with arbitrarily many connected devices. Such
systems can be characterized as parameterized systems. The number of (homo-
geneous) components is the parameter of these systems. This makes their formal
verification hard because standard verification techniques for finite system models
(for example model checking) can be employed directly only for instances of the
system. There exist several approaches for the (automatic) verification of special
sub-classes of (mostly untimed) parameterized systems. However, approaches or
tools that enable the comprehensive and mechanical verification of parameterized
real-time systems with complex system topologies are still missing.

In this thesis, we overcome this problem by providing a framework for the me-
chanical, comprehensive, and semi-automatic verification of parameterized real-
time systems. At its core we employ the process calculus Timed CSP, which is
well-suited to describe the functional behavior as well as the non-functional timing
behavior of systems. Our main contribution is threefold: First, we have developed
a formalization of the operational semantics of Timed CSP together with notions
of bisimulation equivalences in the Isabelle/HOL theorem prover. Second, in order
to specify (timing) properties of systems, we provide a (mechanized) timed exten-
sion of Hennessy-Milner logic. Together with our formalization of Timed CSP and
corresponding bisimulations, this enables the comprehensive and mechanical veri-
fication of possibly infinite (parameterized) real-time systems in a modular fashion.
In particular, by providing both bisimulation and property based verification, we al-
low the developer to divide the verification problem into subproblems, which eases
verification significantly. At the same time, the theorem prover ensures that no cor-
ner cases can be overlooked and all proofs are guaranteed to be correct. Finally, we
support the development process of such systems with the integration of automatic
verification tools. To this end, we have enriched our framework with transforma-
tion engines with which (finite) Timed CSP specifications can be transformed to a
discrete dialect of CSP and to UPPAAL timed automata. By this, the FDR2 refine-
ment checker and the UPPAAL tool suite can be used to explore and verify finite
instances automatically. Thus, possible design flaws can be detected and corrected
early in the development cycle and prior to the relatively time-consuming task of
interactive theorem proving.

We show the applicability of our framework using the case study of a param-
eterized real-time operating system scheduler. Thereby, we demonstrate the bene-
fits of the proposed mapping of Timed CSP to automatically analyzable languages.
Furthermore, we show the effectiveness of our theorem proving approach for the
comprehensive verification of parameterized real-time systems.

The motivation for our work comes from the observation that, due to their in-
creasing complexity, embedded systems are often built atop trusted cores such as
bus systems and real-time operating systems. Their correct functioning thus heav-
ily depends on the correctness of the underlying cores. In the area of safety-critical
embedded real-time systems, simulation and testing are not sufficient because they
cannot ensure the absence of critical errors. Formal verification tackles this prob-
lem. To be of practical relevance, however, formal verification techniques should be
mechanized and automatized as far as possible. The mechanization comes with the
additional benefit of precluding verification faults as they can occur in hand-written
proofs. Our case study forms an important core part of many safety-critical systems.
In summary, we show how such cores can be mechanically verified and how their
development can be supported with the help of automatic verification tools.





Zusammenfassung
Echtzeitsysteme müssen oftmals in der Lage sein, mit beliebig vielen Komponen-
ten umgehen zu können. Der Scheduler eines Echtzeitbetriebssystem, zum Beispiel,
verwaltet beliebig viele Threads. Derartige Systeme fallen in die Klasse der para-
metrisierten Systeme. Deren formale Verifikation ist sehr schwierig, da Standard-
Verifikationstechniken für endliche Systemmodelle (z.B. Model Checking) nur für
Instanzen des Systems direkt eingesetzt werden können. Es existieren Ansätze für
die automatische Verifikationen spezieller Subklassen von parametrisierten Syste-
men. Bisher fehlt es jedoch an Ansätzen für die umfassende und maschinelle Veri-
fikation von parametrisierten Echtzeitsystemen mit komplexen Systemtopologien.

In dieser Arbeit präsentieren wir ein Framework zur maschinellen, umfassenden
und semi-automatischen Verifikation parametrisierter Echtzeitsysteme. Den Kern
unseres Frameworks bildet der Prozesskalkül Timed CSP, mit dem sowohl das funk-
tionale Verhalten als auch das nicht-funktionale zeitliche Verhalten von Systemen
erfasst werden kann. Unsere wichtigsten Beiträge sind: Erstens, eine Formalisie-
rung der operationalen Semantik von Timed CSP sowie Bisimulationsäquivalenzen
im Theorembeweiser Isabelle/HOL. Zweitens stellen wir eine (mechanisierte) zeit-
behaftete Erweiterung der Hennessy-Milner Logik zur Verfügung. Zusammen mit
der Formalisierung von Timed CSP und den entsprechenden Bisimulationen ermög-
licht dies die umfassende und maschinelle Verifikation von möglicherweise unend-
lichen (parametrisierten) Echtzeitsystemen in modularer Art und Weise. Dadurch
dass wir sowohl bisimulations- als auch eigenschaftsbasierte Verifikation ermögli-
chen, erlauben wir dem Entwickler insbesondere, das Verifikationsproblem in Teil-
probleme zu zerlegen. Dies vereinfacht die Verifikation erheblich. Dabei stellt der
Theorembeweiser sicher, dass alle Beweise lückenlos und damit garantiert korrekt
sind. Unser dritter wesentlicher Beitrag ist die Unterstützung des Entwicklungspro-
zesses durch automatische Verifikationswerkzeuge. Dazu haben wir unser Rahmen-
werk um Transformationswerkzeuge angereichert, mit denen (endliche) Timed CSP
Spezifikationen in einen diskreten Dialekt von CSP and in UPPAAL timed automata
transformiert werden können. Somit können der Verfeinerungschecker FDR2 und
der Model Checker UPPAAL eingesetzt werden, um Systeminstanzen automatisch
zu simulieren und zu verifizieren. Dies ermöglicht es, Fehler im Design schon vor
dem relativ aufwändigen interaktiven Theorembeweisen aufzudecken.

Die Anwendbarkeit unseres Frameworks zeigen wir anhand der Fallstudie eines
Schedulers eines Echtzeitbetriebssystems. Damit demonstrieren wir einerseits den
Gewinn durch unsere Transformationen von Timed CSP in automatisch analysier-
bare Sprachen. Andererseits zeigen wir die Effektivität unseres Theorembeweiser-
Ansatzes zur Verifikation parametrisierter Echtzeitsysteme.

Die Motivation dieser Arbeit leitet sich von der Beobachtung ab, dass einge-
bettete Systemen mit steigender Komplexität oft auf Kernkomponenten wie Bus-
systemen und Echtzeitbetriebssystemen aufsetzen. Das korrekte Funktionieren die-
ser Systeme hängt damit stark von der Verlässlichkeit dieser Kernkomponenten ab.
In dem Bereich der sicherheitskritischen eingebetteten Echtzeitsystemen reicht es
jedoch nicht aus, diese zu simulieren oder zu testen, da damit die Abwesenheit
von Fehlern nicht gewährleistet werden kann. Formale Verifikation adressiert dieses
Problem. Um jedoch praktisch einsetzbar zu sein, sollten formale Verifikationstech-
niken mechanisiert und so weit wie möglich automatisiert sein. Die Mechanisierung
hat zusätzlich den Vorteil, dass sie Fehler im Prozess der Verifikation ausschließen.
Unsere Fallstudie stellt eine wichtige Kernkomponente von sicherheitskritischen
Systemen dar. Zusammenfassend zeigen wir, wie derartige Kernkomponenten ma-
schinell verifiziert werden können und wie mithilfe von automatischen Verifikati-
onswerkzeugen ihre Entwicklung unterstützt werden kann.





Acknowledgement
This work has been developed in the Software Engineering for Embedded Systems
group at Technische Universität Berlin in the context of the DFG1 funded VATES
project under the supervision of Prof. Dr. Sabine Glesner. She is a well-known
expert in the areas, among others, programming language semantics and machine-
assisted verification. I would like to thank her for giving me the opportunity to work
in her group and for her continuing support and encouragement. Furthermore, I am
very thankful to my secondary reviewers, Prof. Dr. Jim Davies and Prof. Dr. Uwe
Nestmann, who are internationally reputed experts in the fields of, among others,
(real-time) process algebra and formal verification, for co-supervising my thesis and
for their positive feedback.

As part of the Software Engineering for Embedded Systems group, I have the
luck to be able to work with excellent colleagues who also have become friends in
the mean time. Special thanks goes to my very good friends, Dr. Paula Herber and
Björn Bartels. Both have always been excellent discussion partners who know to
ask the right questions. Additionally, they have intensively read draft versions of
this thesis and their feedback has been highly valuable.

Lastly, I would like to thank my family and all my friends for their support
and trust. I am especially thankful to my lovely wife, Karoline Göthel, for all her
patience during the last months. Finally, I would like to thank my mother, Petra
Göthel, for everything – Danke, dass Du da bist!

1German Research Foundation





Contents

1 Introduction 15

1.1 Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.2 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.3 Proposed Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

1.4 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

1.5 Main Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . 18

1.6 Context of this Work . . . . . . . . . . . . . . . . . . . . . . . . . 18

1.7 Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2 Background 21

2.1 Labeled Transition Systems and Correctness of Processes . . . . . . 21

2.1.1 Labeled Transition Systems . . . . . . . . . . . . . . . . . 22

2.1.2 Extended Transition Relations . . . . . . . . . . . . . . . . 23

2.1.3 Bisimulations . . . . . . . . . . . . . . . . . . . . . . . . . 24

2.1.4 Hennessy-Milner Logic . . . . . . . . . . . . . . . . . . . 25

2.2 Timed Communicating Sequential Processes . . . . . . . . . . . . . 27

2.2.1 CSP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

2.2.2 Timed CSP . . . . . . . . . . . . . . . . . . . . . . . . . . 33

2.2.3 The FDR2 Refinement Checker . . . . . . . . . . . . . . . 36

2.3 UPPAAL Timed Automata . . . . . . . . . . . . . . . . . . . . . . 38

2.3.1 Syntax . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

2.3.2 Semantics . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

2.3.3 The UPPAAL Tool Suite . . . . . . . . . . . . . . . . . . . 41

2.4 The Isabelle Theorem Prover . . . . . . . . . . . . . . . . . . . . . 43

2.4.1 Structure of Isabelle Theories . . . . . . . . . . . . . . . . 43

2.4.2 Performing Proofs in Isabelle . . . . . . . . . . . . . . . . 44

2.4.3 Datatypes, Functions and (Co)inductive Sets . . . . . . . . 46

2.4.4 Writing Down Proofs . . . . . . . . . . . . . . . . . . . . . 49

9



10 Contents

2.4.5 Modular Verification with Locales . . . . . . . . . . . . . . 49

2.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3 Related Work 53

3.1 Formal Verification of Real-Time Systems . . . . . . . . . . . . . . 53

3.1.1 Model Checking Timed Systems . . . . . . . . . . . . . . . 53

3.1.2 Discretization-based Analysis of Timed CSP . . . . . . . . 54

3.1.3 Analyzing Timed CSP using Timed Automata Models . . . 54

3.1.4 Further Approaches for the Analysis of Timed CSP . . . . . 55

3.1.5 Timed Modal Logics . . . . . . . . . . . . . . . . . . . . . 55

3.2 Formalization of Process Algebras in Theorem Provers . . . . . . . 56

3.2.1 IMPS (Interactive Mathematical Proof System) . . . . . . . 56

3.2.2 PVS (Prototype Verification System) . . . . . . . . . . . . 57

3.2.3 HOL System . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.2.4 Isabelle . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3.3 Formal Verification of Parameterized Systems . . . . . . . . . . . . 59

3.3.1 Decidable Subclasses . . . . . . . . . . . . . . . . . . . . . 59

3.3.2 Regular Model Checking . . . . . . . . . . . . . . . . . . . 59

3.3.3 Abstraction Techniques . . . . . . . . . . . . . . . . . . . . 60

3.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4 A Framework for the Mechanical Verification of

Parameterized Real-Time Systems 63

4.1 Modeling Parameterized Real-Time Systems . . . . . . . . . . . . . 65

4.1.1 Parameterized Systems Composed of Parallel Processes . . 66

4.1.2 Reducing Semantical Complexity of Unbounded Parallel
Compositions in Parameterized Systems . . . . . . . . . . . 66

4.2 Validation and Debugging of System Instances . . . . . . . . . . . 68

4.2.1 Transformation to Timed Automata . . . . . . . . . . . . . 68

4.2.2 Transformation to Tock CSP . . . . . . . . . . . . . . . . . 69

4.3 Bisimulation-Based Verification of Parameterized Timed CSP Models 70

4.4 Logic-Based Verification of Parameterized Timed CSP Models . . . 71

4.4.1 Timed Hennessy-Milner Logic . . . . . . . . . . . . . . . . 72

4.4.2 Examples . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.4.3 Coinductive Invariants . . . . . . . . . . . . . . . . . . . . 74

4.4.4 Logical Verification . . . . . . . . . . . . . . . . . . . . . . 74

4.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76



Contents 11

5 Formalization of Timed CSP in the Isabelle/HOL Theorem Prover 77

5.1 Fundamental Theories . . . . . . . . . . . . . . . . . . . . . . . . 77
5.1.1 Labeled Transition Systems . . . . . . . . . . . . . . . . . 78
5.1.2 Abstract Bisimulations . . . . . . . . . . . . . . . . . . . . 79
5.1.3 Timed Hennessy-Milner Logic . . . . . . . . . . . . . . . . 80
5.1.4 Preservation of Timed HML under Bisimulation . . . . . . 82

5.2 Formalization of Timed CSP . . . . . . . . . . . . . . . . . . . . . 83
5.2.1 Syntax . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
5.2.2 Operational Semantics . . . . . . . . . . . . . . . . . . . . 85
5.2.3 Timed CSP as a Timed Labeled Transition System . . . . . 89
5.2.4 Bisimulation as an Observational Congruence . . . . . . . . 90
5.2.5 Outlook: Denotational Semantics . . . . . . . . . . . . . . 91

5.3 Coping with Parameterized Systems . . . . . . . . . . . . . . . . . 93
5.3.1 Arbitrarily Large Networks of Timed Processes . . . . . . . 93
5.3.2 Expressing Properties of Parameterized Real-Time Systems 94

5.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

6 Integration of Automatic Verification Tools 97

6.1 Transformation from Timed CSP to Timed Automata . . . . . . . . 99
6.1.1 Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . 100
6.1.2 Transformation Rules . . . . . . . . . . . . . . . . . . . . . 100
6.1.3 Simulation and Automatic Verification in UPPAAL . . . . . 105
6.1.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . 108

6.2 Transformation from Timed CSP to Tock CSP . . . . . . . . . . . . 109
6.2.1 Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . 109
6.2.2 Transformation Rules . . . . . . . . . . . . . . . . . . . . . 110
6.2.3 Automatic Verification with FDR2 . . . . . . . . . . . . . . 114
6.2.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . 115

6.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

7 Case Study - A Real-Time Operating System Scheduler 119

7.1 Timed CSP Model of a Real-Time Scheduler . . . . . . . . . . . . 119
7.1.1 Formalizing the Model . . . . . . . . . . . . . . . . . . . . 120
7.1.2 Formalizing the Requirements . . . . . . . . . . . . . . . . 124

7.2 Instance Verification using UPPAAL and FDR2 . . . . . . . . . . . 125
7.2.1 Model Checking in UPPAAL . . . . . . . . . . . . . . . . 126
7.2.2 Refinement Checking in FDR2 . . . . . . . . . . . . . . . . 127
7.2.3 Transformation Times . . . . . . . . . . . . . . . . . . . . 127

7.3 Comprehensive Verification using Isabelle/HOL . . . . . . . . . . . 128
7.3.1 Bisimulation Proof . . . . . . . . . . . . . . . . . . . . . . 129



12 Contents

7.3.2 Verification of the Timed HML Properties . . . . . . . . . . 130
7.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132

8 Conclusion and Future Work 135

8.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135
8.2 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138
8.3 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

List of Figures 143

List of Definitions 145

Bibliography 147



Contents 13

Brief Outline of this Thesis

Chapter 1
Introduction

• Introduction to the field and problem description

• Definition of objectives to evaluate our solution

• Short description of our solution

• Motivation of our work

• Summary of the main contributions of this work

Chapter 2
Background

• Labeled transition systems, bisimulations, and
Hennessy-Milner logic

• CSP, Timed CSP, and the FDR2 refinement
checker

• Timed automata and the UPPAAL tool suite

• The Isabelle/HOL theorem prover

Chapter 3
Related Work

• Discussion of related work based on the objec-
tives given in the introduction

Chapter 4
A Framework for the
Mechanical Verification
of Parameterized Real-
Time Systems

• Overview of our framework for the mechanical
verification of parameterized systems

– Description of parameterized real-time sys-
tems in Timed CSP

– Use of automatic verification tools

– Verification using bisimulations

– Definition of our timed extension of
Hennessy-Milner logic and its use for ver-
ification



14 Contents

Chapter 5
Formalization of Timed
CSP in the Isabelle/HOL
Theorem Prover

• Mechanization of (timed) labeled transition sys-
tems, bisimulations, and our timed extension of
Hennessy-Milner logic

• Mechanization of the Operational Semantics of
Timed CSP

• Support for Parameterized Real-Time Systems

Chapter 6
Integration of Automatic
Verification Tools

• Transformation from Timed CSP to timed au-
tomata and verification of translated models us-
ing UPPAAL

• Transformation from Timed CSP to tock CSP
and verification of translated models using FDR2

Chapter 7
Case Study - A Real-
Time Operating System
Scheduler

• Application of the entire framework to a real-
time scheduling system

Chapter 8
Conclusion and Future
Work

• Summary of the main contributions of this thesis

• Evaluation according to the objectives given in
the introduction

• Possible directions for future work



1 Introduction

Embedded systems are often employed in safety-critical areas and their complexity
is steadily increasing. Therefore, formal verification gains more and more impor-
tance in this area. Unlike testing, formal verification can ensure the absence of
design errors, which is crucial in safety-critical systems. Furthermore, if the veri-
fication flow is machine-assisted, errors that typically occur in “paper and pencil”
proofs are prevented. In this thesis, we consider the formal verification of embed-
ded systems that have to cope not only with a fixed number of components but with
an arbitrarily large number of them. Examples of these systems are real-time op-
erating system schedulers that have to be able to manage arbitrarily many threads
or bus systems that have to cope with arbitrarily many connected devices. These
kinds of systems fall into the class of parameterized systems, i.e., the number of
components is a parameter. To verify such systems, all possible instances of the
system have to be considered. This task is still an open problem. A particular chal-
lenge is to develop a verification approach, which can cope with a large class of
system topologies, general kinds of parameterization, and real-time constraints. At
the same time, the approach should enable continuous machine assistance and the
integration of automated verification support.

1.1 Problem

This thesis addresses the problem of mechanically verifying parameterized real-
time systems and of supporting their development. A parameterized system is
composed of an arbitrarily large number of homogeneous processes. The num-
ber of processes in such a system can be interpreted as its parameter. In addi-
tion, the network of processes can be controlled by (a) distinguished control pro-
cess(es). Both, the control process and the network processes may depend on the
(current) network size. The typical structure of a parameterized system is therefore
Nn

def
= Cn⊗0 (P1,n⊗P2,n⊗·· ·⊗Pn,n) where Cn is the control process, Pi,n is one of the

n homogeneous components with index i and ⊗0, ⊗ are some kind of parallel com-
position operators. Thus, parameterized systems are infinite systems because there
exist infinitely many instances. The verification problem is the question whether
for all n, Nn meets a certain specification. In general, this problem is undecidable.
Therefore, automatic verification tools can only be applied to some instances of
the parameterized system or special subclasses of parameterized systems have to be

15



16 Introduction

considered. The problem with (comprehensive) automatic verification approaches
for parameterized systems is that the description of parameterized systems is often
rather unnatural and that they are only applicable to relatively restricted classes of
parameterized systems. In particular, the considered systems in the literature often
form a linear network but not a centralized or star-shaped one. Another problem
is that most of these approaches do not cope with real-time models. Finally, the
existing approaches do not come with formal comprehensive machine assistance.
Thus, the verification itself is not ensured to be correct.

1.2 Objectives

In this thesis, we aim at developing a framework for the mechanical verification
of parameterized real-time systems. The framework should fulfill the following
criteria:

1. Coping with general parameterized systems

Most approaches for the verification of parameterized systems only cope with
very restricted classes of systems. Often, only networks that are organized in
a linear or ring-like structure are considered. Our approach should deal with
a broad range of parameterized systems, especially with centralized systems
like schedulers or bus systems. Here, distinguished control processes are al-
lowed that control the network of components and interact with it. Both, the
control process and the network processes, should be allowed to depend on
the network size.

2. Coping with real-time specifications

Our framework shall especially enable the convenient verification of real-
time specifications. Furthermore, the user shall not be restricted in advance
to discrete-time system models as these models possibly abstract from the
real world in an unsafe way.

3. Comprehensive machine assistance

Our framework shall be based on verification tools that enable all proofs to
be mechanically checked in an interactive theorem prover. This ensures that
erroneous “paper and pencil” proofs are prevented.

4. Supporting the development process with automatic (verification) tools

When developing the system model, design errors should be detected as early
as possible with a high degree of automatization. This would implicitly re-
duce the relatively expensive process of interactive theorem proving since
proofs need not to be started over again too often. Therefore, our framework
shall provide possibilities to detect errors prior to the mechanical verification
phase.
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1.3 Proposed Solution

We propose a framework for the verification and development of parameterized real-
time systems. At its core, we use a Timed CSP formalization in the Isabelle/HOL
theorem prover. We have formalized the operational semantics of Timed CSP to-
gether with different notions of bisimulation equivalence. In order to express and
verify (timing) properties of real-time systems, we provide a (mechanized) timed
extension of Hennessy-Milner logic. Additionally, we have formalized special
support for the description and verification of parameterized systems, which en-
ables us to conveniently perform bisimulation- and property-based proofs about
such systems. To support early bug detection during the development of param-
eterized real-time systems, we have integrated techniques for the transformation
of finite Timed CSP processes to automatically analyzable formal languages. We
have adapted, extended, and implemented the transformation rules of [Oua01] and
of [DHQ+08]. These transformations map Timed CSP processes to tock CSP and
timed automata, respectively. These transformed models can then be simulated and
automatically verified using the FDR2 refinement checker [GRA05] and the UP-
PAAL tool suite [BY04]. This orthogonal layer of our approach allows for early
detection of design flaws. This implicitly reduces the complexity of performing in-
teractive theorem proving because most of the design flaws can be detected by the
prior use of automatic simulation and verification tools.

In summary, our approach has three major advantages: First, we employ Timed
CSP for system specification, which allows a large class of parameterized real-time
systems to be described and verified. Second, our approach involves comprehensive
machine assistance in the Isabelle/HOL theorem prover supporting the mechanical
modeling and verification of parameterized real-time systems. Third, we enable the
automatic transformation of Timed CSP to other languages allowing for the auto-
matic simulation and verification of (finite) instances of the parameterized system
specification.

1.4 Motivation

Embedded systems software is ubiquitous. It occurs in cars, in mobile phones, in
power plants and many other areas. While it is not too problematic if the software of
a mobile phone contains errors, it is if errors occur in safety-critical areas like cars,
planes or nuclear power plants. This can cause high costs or in the worst case the
loss of human lives. Due to the increasing complexity of such systems, they are built
atop trusted cores like real-time schedulers and bus systems. This means that veri-
fying these cores is an inevitable prerequisite to ensure the correctness of systems
depending on these cores. To assure the quality of embedded systems, nowadays
mainly test methods are used. They are good in detecting errors in systems but it
is not possible to show their absence. To show that no error can occur in a safety-
critical system, even not in corner cases, formal methods should be employed.
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Among others, three highly important properties of embedded systems distin-
guish them from usual computer systems: The interaction with the environment,
the requirement of timeliness, and the high number of concurrent tasks. Therefore,
we consider Timed CSP as a suitable formalism to cope with embedded real-time
systems. Timed CSP is a timed extension of the process calculus Communicating
Sequential Processes (CSP). It comes with formal semantics that allows for reason-
ing about reactive, concurrent and timed systems.

1.5 Main Contributions

In summary, the contributions of this thesis are the following

• Formalization of Timed CSP in the Isabelle/HOL theorem prover to support
the convenient specification and verification of parameterized real-time sys-
tems.

• Mechanization of bisimulation-based and property-based verification tech-
niques in Isabelle/HOL that enable the modular verification by dividing the
verification problems into subproblems.

• Extension and implementation of transformation engines from Timed CSP
processes to UPPAAL timed automata, which can be automatically simulated
and verified using the UPPAAL tool suite.

• Extension and implementation of transformation engines from Timed CSP
processes to discrete tock CSP models, which can be automatically verified
using the FDR2 refinement checker.

• Definition of a development and verification framework for general parame-
terized real-time systems integrating interactive theorem proving, simulation
and model checking.

• Application of our framework to the case study of a real-time operating sys-
tem scheduler.

1.6 Context of this Work

The context of this work is the DFG-funded VATES1 project [GHJ07]. Its aim is to
develop techniques that support the construction and the formal machine-assisted
verification of safety-critical embedded real-time systems. Thereby, the whole de-
velopment chain is considered beginning with an abstract specification down to
finally executable code. The key idea in the VATES project is to show that an imple-
mentation of a safety-critical real-time system, given as executable LLVM [LA04]
intermediate code, conforms to a Timed CSP specification. The assumed devel-
opment flow is that a designer develops a Timed CSP specification and mechani-

1Verification and Transformation of Embedded Systems
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cally verifies it with respect to crucial (timing) properties. Then, a developer im-
plements the Timed CSP specification in a high-level programming language like
C++ and compiles it to LLVM. From the LLVM code, we extract a low-level CSP
model [KBG+11], which is shown to refine the abstract specification. With that, we
achieve the formal conformance between the abstract specification and its LLVM
implementation given the correctness of the extraction from LLVM to low-level
CSP. To also mechanically verify that this extraction is correct (which is ongoing
work), we use our formalization of Timed CSP [GG10a] and developed a formal-
ization of a timed operational semantics of LLVM in Isabelle/HOL [Bar11]. We
presented the overall VATES approach in [GBGK10, BGG10]. The work described
in this thesis supports the first phase in the VATES approach, where an abstract
Timed CSP model is mechanically shown to fulfill crucial (timing) properties.

1.7 Outline

The rest of this thesis is organized as follows: In Chapter 2, we describe the nec-
essary background of this thesis. We introduce the notions of (timed) labeled tran-
sition systems, bisimulations, and Hennessy-Milner logic. Then, we briefly intro-
duce the (Timed) CSP process algebra focusing on its operational semantics. Fur-
thermore, we describe the simulation/verification tools employed in this thesis: the
FDR2 refinement checker, the UPPAAL tool suite, and the Isabelle/HOL theorem
prover. In Chapter 3, we discuss related work of this thesis. In Chapter 4, we give an
overview of our framework for the mechanized verification of parameterized real-
time systems. In Chapter 5, we present our formalization of timed labeled transition
systems, our timed extension of Hennessy-Milner logic, and of Timed CSP in the
Isabelle/HOL theorem prover and present special support needed to describe and
mechanically verify parameterized real-time systems. In Chapter 6, we present our
extensions of transformation rules from Timed CSP to timed automata and to tock
CSP, respectively. Furthermore, we describe how transformed models can be auto-
matically analyzed using UPPAAL and FDR2 for early detection of design flaws in
parameterized real-time specifications. A real-time operating system scheduler is
used as a case study. We present the results of the application of our framework to
it in Chapter 7. We close this thesis with a conclusion and possible directions for
future work in Chapter 8.





2 Background

In this chapter, we introduce the necessary background information concerning
mathematical languages and models that we use in this thesis and briefly describe
the tools to support the mechanical and automatized verification of corresponding
models.

We begin with the introduction of the mathematical notions of (timed) labeled
transition systems (LTSs), different kinds of bisimulation [Mil89] for expressing
equivalences of processes, and (untimed) Hennessy-Milner logic (HML) [HM80]
for property-oriented specifications of processes in Section 2.1. In Section 2.2, we
introduce the process algebra CSP [Hoa85] and present its timed extension Timed
CSP [Sch99]. We especially focus on the operational semantics as this is the kind
of semantics our formal verification framework is based on. Since Timed CSP can
be interpreted as a timed LTS based on its operational semantics, we can instanti-
ate the notions of bisimulation and HML in this context. Furthermore, we briefly
introduce the FDR2 refinement checker [GRA05]. FDR2 is based on the deno-
tational semantics of CSP and enables the verification of untimed CSP processes
(and Timed CSP processes to a certain degree) by means of refinement. Another
established language for modeling and verification of timed systems is that of timed
automata [AD94]. We introduce this formalism in Section 2.3, focusing on the
dialect that the UPPAAL tool suite [BY04] is based on. This dialect enables the
application of abstraction techniques such that automatic verification tools, for ex-
ample the UPPAAL model checker, can be applied. We also briefly describe the
capabilities of the UPPAAL tool suite. A brief introduction to Higher-Order-Logic
(HOL) and its mechanization in the Isabelle/HOL theorem prover [NPW02] is given
in Section 2.4. Additionally, we present important capabilities of Isabelle that are
very useful for our formalizations of timed LTSs and Timed CSP in Isabelle/HOL.
We close this chapter with a summary in Section 2.5.

2.1 Labeled Transition Systems and Correctness of
Processes

The notion of LTSs gives a very general formalism, which is widely used to de-
scribe the behavior of systems. An LTS consists of states and labeled edges be-
tween them. The states are also often called processes because they describe how
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the system can evolve subsequently. To verify the correctness of processes, there
exist two general approaches: equivalence verification and property verification.
Equivalence verification means that behavioral equivalence with another process,
which serves as a specification, is used as the correctness criterion. Property veri-
fication, on the other hand, means that correctness criteria are expressed by one or
more logical properties, for example, safety, liveness, or timing properties. To show
the behavioral equivalence between processes, bisimulations can be used, which of-
fer a convenient way to express and verify equivalences. Based on the underlying
LTS, different kinds of bisimulations can be established for different levels of ab-
straction. A convenient way for expressing properties of processes is HML. It is a
modal logic specifying allowed executions of a process. The connection between
bisimulation and HML is that bisimilar processes satisfy the same logical proper-
ties. Under certain conditions the other direction holds as well, i.e., if two processes
satisfy exactly the same set of properties, they are bisimilar. In the following, we
introduce the notion of (timed) LTS, important kinds of bisimulation, and the basic
concepts of HML.

2.1.1 Labeled Transition Systems

In this thesis, we consider two types of transition systems: LTSs and timed LTSs.
In contrast to “simple” LTSs, timed LTSs additionally consider a time domain and
require further properties of the transition relation with respect to time.

Definition 1 (Labeled Transition System) An LTS is a tuple (S,T,A), where S is
a set of states, T ⊆ (S×A×S) is a labeled transition relation and A is a label set.

In the context of LTSs, we also call a state P ∈ S a process. For (P,α,P′) ∈ T ,
we write P α−→ P′. If P α−→ P′ we call P′ an α-derivative of P. Typically, there is
a distinguished event τ ∈ A, which is interpreted as an internal event, i.e., it is not
visible to a given environment. In the following, we assume τ to be an element of
A.

Definition 2 (Timed Labeled Transition System) A timed LTS is given by a tuple
(S,T,A,D), where S is a set of states, T ⊆ S× (A∪D)× S is the timed labeled
transition relation, A is a label set and D is a time domain (such as N or R≥0) with

A and D disjoint. We also write P d
 P′ for (P,d,P′)∈ T with d ∈D. For each timed

LTS, we require the following two properties to be fulfilled.

• ∀ t1 t2. P
t1+t2 Q−→ ∃P′. P

t1 P′∧P′
t2 Q

• ∀ t. (P t
 P′∧P t

 P′′)−→ P′ = P′′

The first property states that compound timed steps can be split into consecutive
timed steps. The second property states that the timed LTS is time deterministic.

Note that every timed LTS (S,T,A,D) can also be interpreted as a “simple” LTS
(S,T,A∪D) by joining the label set with the time domain.
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2.1.2 Extended Transition Relations

The transition relation of a (timed) LTS is used to describe the behavior of processes.
To be able to define different kinds of bisimulations, we first define extended tran-
sition relations that abstract away from internal behavior of processes in various
degrees.

Given an LTS (S,T,A), then we define a (weak) extended transition relation
−→w⊆ S×A×S to abstract from internal steps as follows1.

Definition 3 (Weak Extended Transition Relation)

1. If P τ−→
∗

P′, then P τ−→w P′.

(i.e., P τ−→ . . .
τ−→ P′)

2. If P τ−→
∗

P1, P1
a−→ P2, and P2

τ−→
∗

P′ with a 6= τ , then P a−→w P′.

(i.e., P τ−→ . . .
τ−→ P1

a−→ P2
τ−→ . . .

τ−→ P′)

For a timed LTS (S,T,A,D), we define a (weak timed) extended transition rela-
tion −→wt⊆ S× (A∪D)×S that additionally allows for the aggregation of consec-
utive (weak) timed steps with the help of −→w (defined over A∪D).

Definition 4 (Weak Timed Extended Transition Relation)

1. If P α−→w P′ and α ∈ A, then P α−→wt P′.

2. If for all i ∈ {0, . . . ,n} (for some arbitrary n ∈ N) Pi
ti−→w Pi+1 with ti ∈ D

and ∑
n
i=0 ti = t, then P0

t−→wt Pn+1.

(i.e. P0
τ−→
∗
• t0 • τ−→

∗
•

. . .

• τ−→
∗
• tn • τ−→

∗
Pn+1)

Furthermore, we derive a transition relation that is used to describe that a process
can perform a timed event (t,a). This definition is used in particular to define our
timed extension of HML in Section 4.4.

Definition 5 (Time-Event Step) If t ∈D and a∈A with a 6= τ is some visible event,
we define time-event steps as

P
(t,a)
≈> Q def

= ∃P′. P t−→wt P′ ∧ P′ a−→wt Q

This means that P can communicate the event a after idling (and possibly perform-
ing internal steps) for t time units.

1 τ−→
∗

denotes the reflexive-transitive closure of the original transition system with respect to τ .
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2.1.3 Bisimulations

Bisimulations, as for example introduced in [Mil89], are a strong and convenient
proof principle for showing semantical equivalence of processes (i.e., states of a
(timed) LTS). Based on the level of abstraction, different kinds of bisimulations
can be introduced. In this subsection, we consider strong, weak and weak timed
bisimulation. While strong and weak bisimulation can be established on “simple”
LTS as they do not consider time explicitly, weak timed bisimulation explicitly
considers timed steps.

Strong Bisimulation The idea of strong bisimulation is to define two processes
equivalent if they can always match each of their transition steps adequately. For-
mally, this is expressed in the following definition.

Definition 6 (Strong Bisimulation) A relation R ⊆ S×S is called a strong bisim-
ulation on an LTS (S,T,A) if the following properties hold. For all (P,Q) ∈ R and
α ∈ A:

1. If P α−→ P′, then there is a Q′ with Q α−→ Q′ and (P′,Q′) ∈ R.

2. If Q α−→ Q′, then there is a P′ with P α−→ P′ and (P′,Q′) ∈ R.

This means that for each step of P a corresponding step must exist for process Q
such that the reached processes are again in the bisimulation relation and vice versa.
By the quantification over all pairs in the bisimulation relation, this “game” can be
continued infinitely.

Weak Bisimulation In the case where (S,T,A) is an LTS and τ ∈ A is a distin-
guished internal event, weak bisimulation can be defined that abstracts away from
the internal behavior of processes to a certain degree.

Definition 7 (Weak Bisimulation) A relation R ⊆ S× S is called a weak bisimu-
lation on an LTS (S,T,A) if the following property holds. For all (P,Q) ∈ R and
α ∈ A

1. If P α−→ P′, then there is a Q′ with Q α−→w Q′ and (P′,Q′) ∈ R.

2. If Q α−→ Q′, then there is a P′ with P α−→w P′ and (P′,Q′) ∈ R.

Note that in this definition α can also be τ ∈ A, which implies that a τ step has
to be matched by zero or more consecutive τ steps. In the case of a step labeled
with α 6= τ , it has to be matched with a compound step consisting of an α step with
arbitrarily many internal steps before and after it.

Weak Timed Bisimulation In the context of timed LTSs of the form (S,T,A,D),
we define weak timed bisimulations (like for example in [LY93]). Weak timed
bisimulation again abstracts away from internal behavior. Furthermore, a single
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timed step may be answered by arbitrarily many consecutive timed steps, where the
summed duration is equal to the original time span. Furthermore, arbitrarily many
internal steps are allowed between these single timed steps.

Definition 8 (Weak Timed Bisimulation) A relation R ⊆ S× S is called a weak
timed bisimulation on a timed LTS (S,T,A,D) if the following property holds. For
all (P,Q) ∈ R and β ∈ A∪D:

1. If P
β−→ P′, then there is a Q′ with Q

β−→wt Q′ and (P′,Q′) ∈ R.

2. If Q
β−→ Q′, then there is a P′ with P

β−→wt P′ and (P′,Q′) ∈ R.

For every kind of bisimulation we call P and Q (strong, weak, or weak timed)
bisimilar if there exists a corresponding bisimulation R such that (P,Q)∈R. If R and
R′ are two bisimulations, then R∪R′ is also a bisimulation. The generalization is
the union of all bisimulations: R̂ def

=
⋃
{R | R is a bisimulation}. This is actually the

greatest bisimulation, leading to the fact that two processes P and Q are bisimilar
if and only if (P,Q) ∈ R̂. All considered kinds of bisimulation allow us to identify
semantically equivalent processes with respect to a (timed) LTS. Note that they all
have the same structure, i.e., for two equivalent processes P and Q, every simple
step of process P must be answered by a possibly “complex” step of Q, and vice
versa. The various complex steps are used for abstracting from details of single
steps to a certain degree.

Bisimulations are well-suited for proving the equivalence of processes. How-
ever, it tends to be inconvenient to describe properties in terms of processes and to
prove the property process bisimilar to the implementation process. To additionally
be able to express properties of single processes, we employ a timed extension of
HML in our framework. The original version of this logic for (untimed) LTSs is
covered in the following subsection.

2.1.4 Hennessy-Milner Logic

HML was introduced in [HM80]. It is a small modal logic that is used to describe
properties of processes in an LTS (S,T,A). Its basic modality operator is called pos-
sibility. It asserts for a process P that there exists an α-derivative2 of P satisfying
a certain formula. Using negation, a necessity operator can be introduced assert-
ing for P that all α-derivatives of P satisfy a certain formula. The logic gains its
expressive power by the arbitrary interleaving of these modalities. HML was de-
veloped to logically characterize strong bisimulations, i.e., two processes are strong
bisimilar iff they satisfy exactly the same formulae. This holds for the case that
the underlying LTS is image-finite, i.e., for every process P and label α there are
only finitely many α-derivatives of P. In [Mil89], the logic was extended by al-
lowing infinite conjunctions in formulae. Then, the characterization theorem for
strong bisimulation can also be established in the case that the underlying LTS is

2Remember that if P α−→ P′ then P′ is called α-derivative of P.
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not image-finite. Furthermore, the characterization for weak bisimulations is also
established by replacing the possibility operator with a weaker version.

The syntax of HML with respect to an LTS (S,T,A) where α ranges over the
label set A is given as follows.

Definition 9 (Syntax of Hennessy-Milner Logic)

φ := tt |¬φ |φ1∧φ2 | 〈α〉φ

We take Form to be the set of all formulae φ . The logic consists of the usual log-
ical operators (true (tt), negation (¬) and conjunction (∧)), and a modality operator
〈_〉_ called possibility. The intuition of the possibility operator is that a process P
satisfies 〈α〉φ if there is an α-derivative of P for which φ holds.

Definition 10 (Semantics of Hennessy-Milner Logic) The semantics of fulfillment
with respect to an LTS (S,T,A) is given by |=⊆ (S×Form).

P |= tt for all P

P |= ¬φ iff ¬(P |= φ)

P |= φ1∧φ2 iff P |= φ1 ∧ P |= φ2

P |= 〈α〉φ iff ∃Q. P α−→ Q ∧ Q |= φ

The usual abbreviations for ff,∨,−→, . . . can be defined straightforwardly. A
further important abbreviation is the necessity operator [α]φ defined as ¬〈α〉¬φ .
Some process P satisfies [α]φ if all α-derivatives of P satisfy formula φ . Formally
this is expressed as P |= [α]φ iff ∀Q. if P α−→ Q then Q |= φ .

To exemplify the expressiveness of HML, consider the following formulae.

1. P |= 〈a〉tt – it is possible to carry out an a experiment on p

2. P |= [a]ff – p is a-deadlocked

3. P |= 〈a〉([b]ff∨ [c]ff) – it is possible via an a experiment to get into a state that
is either b-deadlocked or c-deadlocked

4. P |= [a](〈b〉[c]ff) – at the end of any a experiment a b experiment is possible,
which will leave the program in a state that is c deadlocked.

In this subsection, we have briefly introduced the basic (untimed) version of
HML. We extend this logic in Section 4.4 by replacing the basic modality operator
with a weak timed version of it in order to express timing properties of processes in
timed LTS. We especially consider the timed LTS of Timed CSP, given by its timed
operational semantics, which is introduced in the following section.
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2.2 Timed Communicating Sequential Processes

Timed Communicating Sequential Processes (Timed CSP) is a process calculus,
which extends CSP with timed process operators and timed semantics. In the fol-
lowing, we introduce the formalism of CSP and then proceed with the description
of its extensions to Timed CSP. Finally, we give a brief introduction of the FDR2 re-
finement checker, which is based on untimed semantics of CSP but can be employed
for the verification of Timed CSP processes to a certain degree.

2.2.1 CSP

The process calculus CSP (Communicating Sequential Processes) was developed
in the late 1970s and was largely stable by the mid 1980s [Hoa85]. It is capable of
specifying and verifying reactive and concurrent systems. The modeling of com-
munication between concurrent processes plays a key role in CSP. It is equipped
with a rich set of process operators for defining possibly infinite transition systems.
Its processes perform events that are both atomic and instantaneous. The set of
events that may be communicated by a process builds its alphabet Σ. If a process
offers an event with which its environment agrees to synchronize, the event is per-
formed. Additionally, a process can possibly engage in the τ and

√
events. These

distinguished events are not part of the process alphabet Σ. The internal event τ

is performed by a process when some internal transition happens that the environ-
ment cannot influence. The terminating event

√
is communicated when a process

successfully terminates. The formal semantics of CSP can be given in terms of de-
notational semantics or in terms of the operational semantics. In the denotational
semantics, a process is mapped to a mathematical domain that abstractly describes
its behavior in terms of traces and refusals. In the operational semantics, semantical
deduction rules describe how a process can evolve step-wise. The latter enables that
a process can be thought of as a (possibly infinite) transition system.

Syntax

CSP processes are used to describe the communication of events in a concise way.
Let Σ be an alphabet and let τ /∈ Σ and

√
/∈ Σ be two special events not included

in the alphabet Σ. Furthermore, there is a set V of process variables to describe
recursive and infinite processes as described below. An excerpt of the syntax of
CSP is given by

Definition 11 (Syntax of CSP)

P := STOP | SKIP | a→ P | x : A→ Px | P;P |
P�P | P4P | P u P | P ‖

A
P | P\A |

X | . . .
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In this context, a ranges over Σ denoting a single event, A ranges over Σ and denotes
a set of events and X ranges over V denoting a process variable. We take CSP to be
the set of all CSP processes.

The process STOP cannot do anything except to deadlock. SKIP cannot do any-
thing except to terminate indicated by the communication of the special event

√
.

The Prefix process a→ P first communicates the event a and then behaves like pro-
cess P. The Menu Choice process a : A→ Pa generalizes this concept in that it
can communicate an event out of A and then behaves like Pa. In CSP, events are
often structured. For example, channels of the form “channel a : {1,2,3}.{1,2,3}”
can be defined in the FDR2 refinement checker. This is essentially a shortcut for
introducing events a.1.1,a.1.2 and so on. The special syntax a?x?y→ P can be
used to conveniently work with structured channels. For example, the process
a?x?y→ b!(x ∗ y)→ STOP) receives two input values on channel a and outputs
their product on channel b. The construction c?x→ Px can, however, be modeled
using the Menu Choice operator: e : {c.x. x ∈ {1,2,3}} → Pvalue(e). Therefore, no
new syntactical operators are needed to support this common feature of CSP. Se-
quential Composition of processes is written as P;Q and behaves like P as long as
it has not terminated, then the process behaves like Q. There are two important op-
erators for choice: Internal Choice (u ) and External Choice (�). Internal Choice
is resolved nondeterministically whereas External Choice is resolved by the envi-
ronment deciding for the one or the other process. The Interrupt construction (4 )
allows the second process to interrupt the first one on visible events as long as the
first process has not terminated. Parallel Composition is written as P ‖

A
Q, describ-

ing the composition of concurrent processes P and Q that must synchronize on all
events in A but can act independently for all other events. Abstraction is realized by
the Hiding operator (P \A), which means that all events in A are hidden in P, i.e.,
they become internal τ events. This implies that the environment cannot control
the communication of the hidden events as they are resolved internally. The Pro-
cess Variables are used to model (mutually) recursive processes using a mapping
asg :: X ⇒CSP called process variable assignment. The semantics of process vari-
ables is given by a process variable assignment and the semantic rule for process
variables as described below.

As an example, the recursive process P = a→ P is formalized using a process
variable P, which is mapped to a→ P, i.e., asg(P) = a→ P. In the CSP literature,
recursion is also sometimes introduced by an explicit recursion operator. Then, the
process P above would be defined as P def

= µX •a→ X .

Infinite processes can be described using an infinite set of process variables. Let,
for example, {Ci . i ∈ N} ⊆ V . Then, a simple counter process C can be realized by

asg(Ci) = if i = 0 then succ→C1 else (pred→Ci−1)�(succ→Ci+1)

and C def
= C0.

For convenience, we additionally define an abbreviated guard operator

g & P def
= if g then P else STOP
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Using this operator, we can define the process variable assignment for the counter
process above in an even more convenient way as

asg(Ci) = succ→Ci+1
� i > 0 & pred→Ci−1

The semantics of CSP can be defined as a denotational and as an operational
semantics. The common verification tools for CSP such as the FDR2 refinement
checker are based on the denotational semantics. For giving a more intuitive mean-
ing to CSP processes and to be able to employ coinductive verification techniques
such as bisimulation-based reasoning, the operational semantics can be used. In
the following, both semantics are briefly introduced. However, as we focus on the
operational semantics of (Timed) CSP in this thesis, we give an operational char-
acterization of the denotational semantics (similar to [Sch99]) instead of directly
introducing the denotational semantics.

Operational Semantics

The processes of CSP can be interpreted by means of an LTS. The LTS defined by
the operational semantics is (CSP,−→,Σ∪{τ,

√
}) with −→ defined as below. It

gives an intuitive understanding of the behavior of processes and additionally gives
the opportunity to instantiate coalgebraic notions like bisimulation in the context
of CSP. In the following, we introduce the semantical rules for each of the process
terms of CSP.

SKIP The SKIP process can successfully terminate indicated by the communica-
tion of

√
and then behaves like STOP, which cannot do anything.

SKIP
√
−→ STOP

Prefix The Prefix process can communicate the event a and then behaves like P.

(a→ P) a−→ P

Menu Choice The generalization of Prefix is Menu Choice and allows for the
communication of an event out of a given event set.

(x : A→ Px)
a−→ Pa

a ∈ A

External Choice External Choice is only resolved in favor of the first process (or
the second process, respectively) when the corresponding subprocess communicates
a visible event. Internal steps do not influence the choice.
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P
µ−→ P′

P�Q
µ−→ P′

µ 6= τ P τ−→ P′

P�Q τ−→ P′�Q

Q
µ−→ Q′

P�Q
µ−→ Q′

µ 6= τ
Q τ−→ Q′

P�Q τ−→ P�Q′

Interrupt Only terminating steps of the first process resolve the Interrupt in favor
of it. The Interrupt construction is resolved in favor of the second process if it
performs a visible event. Internal steps do not influence the Interrupt.

P
µ−→ P′

P4Q
µ−→ P′4Q

µ 6=
√ P

√
−→ P′

P4Q
√
−→ P′

Q
µ−→ Q′

P4Q
µ−→ Q′

µ 6= τ
Q τ−→ Q′

P4Q τ−→ P4Q′

Internal Choice Internal Choice is nondeterministically resolved by communi-
cating a τ event. The environment has no influence on which process is chosen.

P u Q τ−→ P P u Q τ−→ Q

Sequential Composition Sequential Composition is defined using two rules.
The first rule is for evolving the first process of the composition with respect to non-
terminating steps. The second rule is for the case where the first process terminates
and the whole process evolves silently to the second process Q of the composition.

P
µ−→ P′

P;Q
µ−→ P′;Q

µ 6=
√ P

√
−→ P′

P;Q τ−→ Q

Parallel Composition Parallel Composition ensures that events in the synchro-
nization set A and the termination event

√
are communicated jointly by the pro-

cesses of the Parallel Composition. Each process can behave independently from
the other in all other cases3.

P
µ−→ P′ Q

µ−→ Q′

P ‖
A

Q
µ−→ P′ ‖

A
Q′

µ ∈ A
√

3The notation A
√

is an abbreviation for A∪{
√
}.



2.2 Timed Communicating Sequential Processes 31
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Figure 2.1: Labeled Transition System of a Coffee Machine

P
µ−→ P′

P ‖
A

Q
µ−→ P′ ‖

A
Q

µ /∈ A
√ Q

µ−→ Q′

P ‖
A

Q
µ−→ P ‖

A
Q′

µ /∈ A
√

Hiding The Hiding process allows for abstracting away certain events in the be-
havior of a process such that these events are mapped to the single τ event.

P
µ−→ P′

P\A
µ−→ P′ \A

µ /∈ A P a−→ P′

P\A τ−→ P′ \A
a ∈ A

Process Variables/ Recursion The operational rule for process variables silently
unfolds its definition given by the process variable assignment asg.

X τ−→ asg(X)
X ∈ V

with asg :: V ⇒CSP

The presented operational semantics facilitates the interpretation of a CSP pro-
cess as an LTS. As an example, a process describing a simple coffee machine
P = coin→ (coffee→ P� tea→ P) can be visualized as shown in Figure 2.1. Note
that this process is formalized using a process variable P and a process variable as-
signment asg with asg(P) = coin→ (coffee→ P� tea→ P). This process models
a simple machine, which initially accepts a coin and offers the user the possibility
to choose between coffee and tea. When the choice was made, the machine returns
to its initial state.

Denotational Semantics and Refinement

There are several denotational semantical models of CSP. The most common de-
notational semantics are the trace semantics, the stable failures semantics and the
failures-divergences semantics [Ros97, Sch99]. In the traces semantics of CSP, a
process is represented by the set of all its possible communication sequences that
only consist of visible events out of Σ

√
. By contrast, the stable failures seman-

tics also records the refusals of a process, i.e., the events a process can (stably)
refuse after a particular communication sequence. Both these semantics are unable
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to recognize processes with infinite internal behavior (infinitely many consecutive
τ-steps are possible), which represents defective behavior. The failures-divergences
semantics fills exactly this gap by introducing the concept of divergences.

The denotational semantics of CSP is defined in terms of compositional seman-
tical functions T , SF and F/D mapping process terms to their semantical repre-
sentation. The traces of a process are given by T , the stable failures are given by
SF , and the (possibly unstable) failures and the divergences of a process are given
by F and D. These semantical functions can be characterized using the operational
semantics as described below. We do not present their direct definitions here.

Based on the denotational semantics, conformance in CSP can be expressed by
refinement. Informally, P v Q means that Q conforms to P, or that the behaviors
of Q are contained in those of P. Formally, refinement for the three denotational
semantical models is defined as follows.

PvT Q iff T [Q]⊆ T [P]
PvSF Q iff T [Q]⊆ T [P]∧SF [Q]⊆ SF [P]
PvFD Q iff F [Q]⊆F [P]∧D[Q]⊆D[P]

The result is that CSP provides a refinement calculus, which supports the process
development stepwise from abstract specification to implementation.

Traces Semantics Let P tr
=⇒ Q denote that the Process P can evolve to Q using

the communication sequence tr = 〈a1,a2, . . . ,an〉 with ai 6= τ , i.e.,

P τ−→
∗
• a1−→ • τ−→

∗
• a2−→ • τ−→

∗
. . .

τ−→
∗ an−→ • τ−→

∗
Q

Then, the traces of a process can be characterized by

T (Proc) = {tr . ∃Q. Proc tr
=⇒ Q}.

Note that a process is represented by a possibly infinite set of traces in the traces
semantics. For example, P = a→ P is represented by {〈〉,〈a〉,〈a,a〉, . . .}. In par-
ticular, the traces of a process are prefix closed, i.e., if tr ∈ T (P) and tr′ is a prefix
of tr (written as tr′ ≤ tr) then tr′ ∈ T (P).

Stable Failures Semantics Let P ↓ abbreviate ¬(P τ−→). This means that no in-
ternal steps are enabled in P. Additionally, let ref (refuse) denote the predicate that a
process cannot engage in certain (visible) events, i.e., P ref X iff ∀a ∈ X . ¬(P a−→).
Then, the stable failures of a process can be characterized by

SF(Proc) = {(tr,X) . ∃Q . Proc tr
=⇒ Q ∧ Q ↓ ∧ Q ref X}.
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This means that the stable failures of a process contain all traces that eventually
stabilize together with refused events at the end of each such trace.

Failures-Divergences Semantics For characterizing the failures-divergences se-
mantics, we need to define a predicate that indicates that a process can possibly
engage in infinitely many internal steps. A process P is said to be divergent (P ↑) if
the following holds

P ↑ def
= ∃〈Pi〉i∈N . (P = P0 ∧ ∀i ∈ N . Pi

τ−→ Pi+1)

Then, we can define the set of divergences D(P) inductively.

1. if P tr
=⇒ Q ∧ Q ↑ then tr ∈ D(P)

2. if tr ∈ D(P) ∧ tr ≤ tr′ then tr′ ∈ D(P)

Using this definition, the failures can be characterized by

F(Proc) = SF(Proc)∪{(tr,X) . tr ∈ D(Proc)}.

This means that after a divergent trace, a process can engage in every possible ex-
tension of the trace because divergent traces can be extended arbitrarily (Defini-
tion of D). Additionally, every event can be refused after a divergent trace (since
X is unbounded). This implies that divergence leads to chaotic behavior because
everything can be accepted but at the same time be refused. Note that the failures-
divergences semantics reduces to the stable failures semantics in the case that there
are no divergent paths present.

Until now, we have presented the syntax and semantics of untimed CSP. In the
following subsection, we introduce the timed extensions of Timed CSP and present
its timed operational semantics. This facilitates the interpretation of Timed CSP as
timed LTSs.

2.2.2 Timed CSP

Timed CSP [Sch99], in contrast to CSP, also captures the timing behavior of pro-
cesses. It is possible to describe explicit delays between the occurrence of events.
To this end, two new (timed) operators are included in the syntax of Timed CSP.
The operational semantics of CSP is extended by rules for the timing behavior of
processes. Semantical rules concerning the communication of instantaneous events
are not changed.

Syntax

Timed CSP shares most of the operators with (untimed) CSP. Additionally, it in-

troduces the timed primitives P
d
B Q (Timeout) and P4dQ (Timed Interrupt) for
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positive real values d. Intuitively, the meaning of Timeout is that the process P can
be triggered by some (external) event within d time units. If this happens, the Time-
out is resolved in favor of P. If the time expires without P being triggered, process
Q handles this situation, i.e., the Timeout is resolved in favor of Q. The Timed In-
terrupt construction has a similar meaning. Here, P can (successfully) terminate
within d time units, otherwise P is aborted and Q is started. Further timed operators
can be defined using these basic operators. For example the WAIT process is de-

fined as WAIT(d) def
= STOP

d
B SKIP. Thus, for example in the process WAIT(5);P,

the transition to P happens exactly after 5 time units, as STOP cannot communicate
any (visible) event. Based on the WAIT process, a delayed prefix operator can be
defined as a→d P def

= a→WAIT (d);P. Its meaning is that after communicating
event a, P is reached after (exactly) d time units.

Operational Semantics

There are two main types of semantics that are typically used in the context of
Timed CSP: The denotational timed failures semantics and the operational seman-
tics, which interprets Timed CSP as timed LTS. We focus on the operational se-
mantics in this thesis. For a presentation of the timed failures semantics, we refer
to [Dav93] and [Sch99] where also complete proof systems based on the denota-
tional semantics are presented.

The operational transitions of Timed CSP processes consist of instantaneous
event transitions (−→) and timed transitions ( ). By this, Timed CSP defines a
timed LTS (TCSP,(−→∪ ),Σ∪{τ,

√
},R>0)), where −→ defines discrete event

transitions and defines timed transitions. In the following, we introduce the op-
erational semantics of Timed CSP. The event transitions −→ for process operators
already present in CSP are defined in the same way as in Section 2.2.1 and are
therefore omitted here.

Basic Processes The processes STOP, SKIP, Prefix, and Menu Choice can let
time arbitrarily advance.

STOP t
 STOP

t > 0
SKIP t

 SKIP
t > 0

a→ P t
 a→ P

t > 0
x : A→ Px

t
 x : A→ Px

t > 0

Sequential Composition In the Sequential Composition, time can only advance
if the first process cannot currently successfully terminate. This means that the cor-
responding event rule can be applied. In other words, termination is urgent within a
Sequential Composition.

P t
 P′ ¬(P

√
−→)

P;Q t
 P′;Q
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External Choice The External Choice process can let time advance if both of its
components can.

P t
 P′ Q t

 Q′

P�Q t
 P′�Q′

Interrupt Similarly, the Interrupt process can let time advance if bot of its com-
ponents can.

P t
 P′ Q t

 Q′

P4Q t
 P′4Q′

Internal Choice There is no timed rule for Internal Choice, which means that
Internal Choices must be resolved immediately (by the corresponding event rule)
as they occur.

Parallel Composition Just as in the case of External Choice and Interrupt, time
can advance in a Parallel Composition when time can advance in both of its com-
ponents.

P t
 P′ Q t

 Q′

P ‖
A

Q t
 P′ ‖

A
Q′

Hiding The Hiding operator can let time only advance if the process cannot com-
municate an event to be hidden. In this case, the corresponding event rule for the
Hiding operator is applicable, turning the event step into an internal τ step. This
means that hidden events are performed as soon as they are possible.

P t
 P′ ∀a ∈ A. ¬(P a−→)

P\A t
 P′ \A

Timeout A Timeout can be resolved in favor of the first process when the first
process communicates a visible event within time d. If the time d elapses, the
Timeout is resolved in favor of the second process by an internal step.

P
µ−→ P′

P
d
B Q

µ−→ P′
µ 6= τ

P τ−→ P′

P
d
B Q τ−→ P′

d
B Q P

0
B Q τ−→ Q

The rule for timed steps models that the “counter” d is continuously decreased.
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P t
 P′

P
d
B Q t
 P′

d−t
B Q

t ≤ d

Timed Interrupt The semantics of Timed Interrupt is quite similar to that of
Timeout except that the choice can only be resolved by the first process when it
terminates successfully. If the time elapses, the Timed Interrupt is resolved in favor
of the second process by an internal event.

P
√
−→ P′

P4dQ
√
−→ P′

P
µ−→ P′

P4dQ
µ−→ P′4dQ

µ 6=
√

P40Q τ−→ Q

Again, the rule for timed steps models that the counter d is decreased.

P t
 P′

P4dQ t
 P′4d−tQ

t ≤ d

Like in CSP, Timed CSP processes can be visualized using their operational
semantics. As an example, consider the slightly extended coffee machine example
from Section 2.2.1: P = coin→ WAIT(3);(coffee→ P� tea→ P). The intuition
is that after a coin was inserted, the coffee machine needs 3 time units to check
the validity of the coin and then it offers the choices of tea and coffee as before.
The labeled transition graph is given in Figure 2.2. We have omitted the time loops
in the initial state and the state, where the choice is offered. Note that t can get
every possible value between 3 and 0 during execution and that arbitrarily many
intermediate states in between are possible. That is, the LTS becomes infinite, both
in width and depth, by introducing continuously timed steps.

The event transitions of Timed CSP are best understood as communication with
some environment. In particular, this means that an event is only communicated if
the environment requests it. This interpretation is enforced by the semantical rules
of timed steps because there is no process construction forcing a visible event (all
except τ) to happen. They may be either arbitrarily delayed or their offer may be
aborted by an internal step. However, internal steps are enforced to occur as soon
as possible, i.e., time can advance if and only if no internal transition is enabled.

2.2.3 The FDR2 Refinement Checker

All three kinds of refinement of CSP as introduced in Section 2.2.1 are supported
by the automatic refinement checker FDR2 [GRA05], which proves or refutes as-
sertions of the form P vX Q, for X ∈ {T,SF,FD}. Input processes for FDR2 are
expressed in CSPM, a machine-readable version of CSP. CSPM expresses CSP by
a small but powerful functional language, offering constructs such as lambda and
let expressions and supporting pattern matching and currying. It also provides a
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Figure 2.2: Timed Labeled Transition System of a Coffee Machine

number of predefined data types, including booleans, integers, sequences, and sets.
Furthermore, user-defined data types can be defined.

A special feature of FDR2 is its (although limited) support for tock CSP. Tock
CSP is a discretely-timed dialect of CSP. It introduces a new event tock, which is
used to model the passage of one time unit. The WAIT operator, for example, can be
defined as WAIT(d) = if d = 0 then SKIPt else tock→WAIT(d−1) under the
assumption that d ∈N. The process SKIPt allows the process to terminate but also to
let time advance, i.e., SKIPt

def
= SKIP� tock→ SKIPt . As shown in [Oua01], Timed

CSP can be translated to tock CSP such that the verification results can be transfered
back to the Timed CSP level under certain conditions. However, the semantical
model of tock CSP is another than that of standard CSP. This means, especially,
that τ needs to be preferred over tock in order to gain τ-urgency. Support for this
special semantics is given by the τ-priority model of FDR2 such that FDR2 can be
used to verify translated Timed CSP processes. Currently the τ-priority model is
only supported for the traces semantics. Due to this fact, we may currently only
consider traces equivalence in FDR2 in the context of our framework. In future
releases of FDR2, other semantical model will be supported as well.

In this section, we have given a brief introduction to the operational semantics
of CSP and Timed CSP. The operational semantics facilitates the interpretation of
(Timed) CSP as a (timed) LTS. This is important because it enables us to instantiate
the notions of bisimulation in the context of Timed CSP. Based on the operational
semantics of CSP, it is possible to characterize the denotational semantics of CSP.
These are used in the FDR2 refinement checker, which allows for checking refine-
ment between (untimed) processes. Furthermore, it is also possible to verify Timed
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CSP processes with FDR2 to a certain degree. To this end, Timed CSP needs to
be discretized to a dialect of CSP, which is called tock CSP. We have adapted and
extended an existing discretization approach, which is explained in Chapter 6. Be-
sides FDR2, we also employ the UPPAAL model checker within our framework.
The background of timed automata is summarized in the next section.

2.3 UPPAAL Timed Automata

The formalism of timed automata was introduced in [AD94]. It is an extension of
finite automata that adds clock variables. Clocks can be manipulated and be used in
clock constraints such that precise timed behavior can be modeled. Concurrent sys-
tems are modeled using networks of timed automata. This means that each process
is modeled as a single timed automaton. The single automata are then composed
in a network. The processes of a network are executed in an interleaving seman-
tics and can communicate by binary handshake synchronization on events or by
broadcast communication. As an important fact, the continuous timed operational
semantics of timed automata can be discretized using region graphs or zone graphs.
This makes it possible to employ automatic verification tools such as the UPPAAL
model checker [BY04] to perform verification tasks fully automatically.

2.3.1 Syntax

A timed automaton consists of a finite set of locations, a finite set of directed edges
between locations and a finite set of clock variables. Each location is equipped with
a set of clock constraints called location invariants. The intuition for invariants is
that the automaton may stay in a particular location as long as the invariants are
satisfied by the current clock valuation. During execution, locations can be changed
by taking discrete transitions. A transition corresponds to an edge of the automaton.
Each edge is equipped with an event, a finite set of transition guards and a finite set
of clocks that are reset to 0 when taking the transition.

Clock constraints B(C) over a set C of clock variables are finite conjunctions
of atomic clock constraints. These are of the form x∼n or x− y∼n where x,y ∈C,
∼ ∈ {≤,<,=,≥,>}, and n ∈ N.

Definition 12 (Timed Automaton) Formally, the syntax of a timed automaton is
given by a tuple (L, l0,C,Σ,E, I) where

• L is a finite set of locations and l0 ∈ L is the initial location.

• C is a finite set of clock variables.

• Σ is a finite set of actions with τ ∈ Σ denoting an internal transition.

• E ⊆ L×B(C)×Σ×P(C)×L is a finite set of edges. We also use the notation

l
(g,a,r)−→ l′ for (l,g,a,r, l′) ∈ E.

• I :: L⇒ B(C) is a function assigning an invariant to each location.
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Figure 2.3: A Simple Timed Automaton

As a an example of a simple timed automaton consider Figure 2.3. It models a
simple producer process, which can produce something, send the product to some-
one else, and clean the working place. The automaton consists of three locations
(initial,produce,clean). The initial location is marked with ©◦. The automaton may
stay for at most three time units in its initial location. Then, it produces something
in location produce, which takes between three and five time units. The location
produce is left by the transition that sends the product to someone else. The reached
location is clean, where between one and two time units pass before the automaton
reaches its initial location again.

2.3.2 Semantics

The semantics of a single timed automaton (L, l0,C,Σ,E, I) and networks of timed
automata is given in terms of a continuously timed operational semantics. We start
with the operational semantics of a single timed automaton, which defines a timed
LTS (S,−→,Σ,R≥0). The set of states S = L×RC

≥0 of a timed automaton consists
of tuples (l,u) where l ∈ L is a location and u :: C⇒ R≥0 is a clock valuation. For
all clocks in a timed automaton time advances at the same speed. Thus, the clock
valuations u change in the form u+d where all clocks are advanced with the same
difference d ∈ R≥0. This means that u+ d = λc. u(c)+ d. There are two sorts of
steps in the operational semantics: (1) instantaneous transition steps and (2) timed
steps.

Definition 13 (Semantics of a (single) Timed Automaton)

(1) (l,u) a−→ (l′,u′) iff ∃g r. l
(g,a,r)−→ l′ ∧ u′ = [r 7→ 0]u ∧ u |= g ∧ u′ |= I(l′)

(2) (l,u) d−→ (l,u+d) iff ∀d′. 0≤ d′∧d′ ≤ d −→ u+d′ |= I(l).

The notation [r 7→ 0]u is an abbreviation for λc. if c∈ r then 0 else u(c). Thus,
all clocks in r are reset to 0. To express that a clock valuation u satisfies a clock
constraint g, the notation u |= g is used. This expression is evaluated by replacing
the clock variables in g according to their values in u.

A network of timed automata is the parallel composition of n timed automata
Ai = (Li, li

0,C,Σ,Ei, Ii). This means that they share the same clocks and events.
Again the operational semantics of networks of timed automata defines a timed
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LTS (S,−→,{τ},R≥0). The set of states is given by S = (L1×L2×·· ·×Ln)×RC
≥0.

This means that a state (l,u) consists of a location vector l of length n and a clock
valuation u. The transition relation is defined below. We assume that each label
l ∈ Σ is of the form c?, c! or τ . Then, the operational semantics of a network of
timed automata is given in terms of three possible steps: (1) instantaneous indepen-
dent transition steps, (2) instantaneous transition steps modeling synchronization
between two automata and (3) timed steps.

Definition 14 (Semantics of a Network of Timed Automata)

(1) (l,u) τ−→ (l[l′i/li],u′)
iff ∃g r. li

τ,g,r−→ l′i ∧ u′ = [r 7→ 0]u ∧ u |= g ∧ u′ |= I(l[l′i/li])

(2) (l,u) τ−→ (l[l′i/li, l′j/l j],u′)

iff ∃gi ri g j r j c. i 6= j ∧ li
c!,gi,ri−→ l′i ∧ l j

c?,g j,r j−→ l′j
∧ u′ = [ri∪ r j 7→ 0]u ∧u |= gi ∧ g j∧u′ |= I(l[l′i/li, l′j/l j])

(3) (l,u) d−→ (l,u+d)
iff ∀d′. 0≤ d′∧d′ ≤ d −→ u+d′ |= I(l)

In this definition, the global invariant I is defined to be the conjunction of all local
invariants, i.e., I(〈l1, . . . , ln〉) = I1(l1)∧·· ·∧ In(ln). Furthermore, l[l′i/li] denotes the
vector l with li replaced by l′i at position i.

The model of timed automata described so far is extended in UPPAAL by urgent
and committed locations, datatypes and data variables that can, for example, be
used in transition guards, broadcast communication and urgent channels. In urgent
locations no time may advance, this means that they must be left at the same point in
time as they are entered. For committed locations, the same holds. Additionally, in
a network of timed automata, committed locations get priority over other locations.
This means that in a network of timed automata, all processes have to leave their
committed locations before they can leave other locations. For our purposes, urgent
locations and data variables are of particular interest.

In Figure 2.4, a network of three timed automata is shown. It consists of the
producer process discussed above, a consumer and a buffer. When the producer has
finished the product, it sends it to the buffer, which changes its state and updates the
global variable empty. The consumer stays in its initial location between one and
two time units. Then it goes to the urgent location lookup marked with ©∪ . If the
buffer is empty, the consumer goes back into its initial location. Otherwise, the edge
labeled with receive is enabled such that after performing this edge, the consumer
is in location sell and the buffer goes back into its initial location. The consumer is
selling the product for one to three time units before it also goes back into its initial
location.

In the following, we briefly describe the capabilities of the UPPAAL tool suite,
focusing especially on the model checking capabilities.
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(a) Producer (b) Buffer (c) Consumer

Figure 2.4: A Producer-Consumer System

2.3.3 The UPPAAL Tool Suite

UPPAAL [BY04] is a tool suite for modeling, simulation and verification of (net-
works of) timed automata. Properties of timed automata are expressed in a restricted
version of CTL. Based on the zone graph construction, these formulae are verified
using model checking techniques. In the case that a formula is not satisfied by a
given timed automata model, the user is provided with a counterexample in terms
of a path through the system leading to a state showing the invalidity. This path can
be visualized using the UPPAAL simulator.

Formulae in UPPAAL’s query language are built upon state formulae and path
formulae. State formulae can be evaluated in a particular state. For example, it
can be queried whether a certain variable x is below 4 by x ≤ 4, that an automaton
of the network is in a certain location A1.init, or that the state is deadlocked, i.e.,
there are no outgoing (instantaneous) transitions. These basic state formulae can be
combined using the usual logical connectives such as ∧ and ¬.

Path formulae are used to express properties about possible executions in the
timed automaton. There are four constructors for path formulae. Let φ and ψ be
state formulae then E♦φ , E�φ , A♦φ , A�φ , and φ  ψ are path formulae. In
contrast to CTL, path formulae may not be nested in the UPPAAL query language.
The meaning of the path formulae is the following.

• E♦ φ – there exists a path such that eventually φ holds

• E� φ – there exists a path such that always φ holds

• A♦ φ – for all paths eventually φ holds

• A� φ – for all paths φ always holds

• φ  ψ – whenever φ then eventually ψ holds

The last formula corresponds to the CTL formula A� (φ −→ A♦ ψ).

Formulae are interpreted with respect to the initial state of a network of timed
automata. It is given by (〈l1

0 , l
2
0 , ..., l

n
0〉,u0) for the network of n timed automata

Ai = (Li, li
0,C,Σ,Ei, Ii) where u0 maps each clock to 0. To express, for example,

that a timed automaton cannot deadlock the formula A� ¬deadlock can be used.
To express that each received a event is eventually answered by a b event within
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3 time units, the formula P.a_received  P.b_received ∧ x ≤ 3 can be used. This
means that the information that a special event happened has to be encoded into
the locations of the timed automaton. Furthermore, it is assumed that each entering
transition to state P.a_received sets the clock variable x to 0.

Model checking is realized on the zone graph of a network of timed automata.
This is a finite abstraction of timed automata, which is based on the assumption that
only finite integers are used in clock constraints. Under this assumption, two clock
valuations u and v can be considered equivalent if the following three properties
hold for all clocks x and y.

• the integer parts of u(x) and v(x) are identical

• the fractional part of u(x) is 0 iff the fractional part of v(x) is 0

• the fractional part of u(x) is less or equal to the fractional part of u(y) iff this
holds for the fractional parts with respect to v

Furthermore, there is a global maximal constant up to which these properties
have to hold. This constant is given by the maximal constant occurring in the timed
automaton and the formula under consideration. The equivalence sketched above
induces region-equivalence of clock valuations. This equivalence can be optimized
in order to gain zone-equivalence. For a thorough presentation, we refer to [BY04].
The important fact is that there are only finitely many regions and zones to be con-
sidered for a given network of timed automata. Therefore, a finite abstract LTS can
be constructed on which model checking can be applied.

The example given in Figure 2.4 fulfills, for example, the following properties.

• A�¬deadlock

• true Producer.produce

• Producer.produce Consumer.sell

• A�(Producer.produce∧Producer.x = 5−→ empty)

The first property states that there is no state without possible outgoing discrete
transitions. The second states that location Producer.produce is always eventually
reached. The third property expresses that a produced product is eventually sold.
Finally, the last property states that the buffer is ensured to be empty after at most
five time units when the product is produced. Note that all except the second of
these properties would not hold anymore if the selling of a product in the Consumer
automaton was allowed to take, for example, at most six time units. Then, a situ-
ation could arise in which the producer wants to send the product to the buffer but
cannot because the buffer was not emptied in time and the consumer has currently
no possibility to do so. This situation would cause the system to deadlock.

In this section, we have introduced the dialect of UPPAAL timed automata and
presented the capabilities of the UPPAAL tool suite. UPPAAL together with the
FDR2 refinement checker (see Section 2.2.3) build the basis for the verification of
instances of parameterized real-time systems within our framework. The compre-
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hensive verification is performed in the Isabelle/HOL theorem prover. In the next
section, the basic features of this theorem prover are presented.

2.4 The Isabelle Theorem Prover

Isabelle is a generic interactive proof assistant. It enables the formalization of math-
ematical models and the mechanical verification of theorems about them. There are
two main advantages of using a theorem prover like Isabelle. First, mathematical
proofs are machine-checked, which implies that corner cases cannot be overlooked.
Second, proofs can be partly automatized by using tactics. Isabelle can be instan-
tiated with different object logics. One instantiation is Isabelle/HOL [NPW02],
which is based on Higher Order Logic. The main advantage of HOL is its very high
expressive power. Theorem provers based on HOL require a high level of expertise
but enable reasoning about models whose state space is too large to be automatically
checked by, for example, a model checker. Unlike applying automatic verification
techniques, proving theorems in a theorem prover like Isabelle/HOL is highly inter-
active. Specifications have to be designed carefully to allow for the verification of
properties.

To briefly describe higher-order logic, we shall start with second-order logic.
Second-order logic is an extension of first-order predicate logic in that it not only
allows quantifiers expressing “for all objects (in the universe of discourse)” but
also “for all properties on objects (in the universe of discourse)”. This means that,
for example, the common induction rule for natural numbers can be expressed as
∀P. P 0∧∀k. (P k−→ P k+1)−→∀n. P n where quantification over the first-order
predicate P is used. Third-order logic then allows quantification over second-order
predicates and so on. Higher-Order Logic generalizes this concept by allowing
quantification over predicates and functions of arbitrary order.

In a nutshell, Isabelle/HOL is the combination of functional programming and
logic. The user can define inductive datatypes and functions concisely. Afterwards,
the user can prove properties about them using for example induction and automatic
tactics, which try to solve proofs automatically. Tactics try to apply the basic rules
of the logic in a sophisticated order. As HOL is generally undecidable, these tactics
are not complete and thus require user interaction in guiding the proof structure.

In the following, we give an overview of Isabelle’s modeling and verification ca-
pabilities that are used in this thesis. We start with explaining the general structure
of Isabelle theories. Then, we explain which kinds of definitions can be introduced
for describing formal models. Furthermore, we describe how proofs can be per-
formed to show properties of them. Finally, we present the concept of locales in
Isabelle and how they can be used to structure theories in a modular way.

2.4.1 Structure of Isabelle Theories

Isabelle enables the development of user-defined theories and allows existing theo-
ries to be imported. Thereby, definitions and lemmas of the imported theories can be
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theory myTheory
imports T1 T2 . . . Tn
begin
(∗ d e f i n i t i o n p a r t ∗ )

d e f i n i t i o n d1 . . .
d e f i n i t i o n d2 . . .

. . .

(∗ v e r i f i c a t i o n p a r t ∗ )
lemma l 1 : . . .
lemma l 2 : . . .

. . .
end

Figure 2.5: Common Structure of an Isabelle-Theory

reused in user-defined definitions and proofs. The common structure of an Isabelle
theory is sketched in Figure 2.5. Here, the new theory myTheory is based on exist-
ing theories T1, T2,...,Tn. Then, the theory is typically divided into two parts:
a definition part and a verification part. The definition part is used to introduce new
syntax (by means of, for example, datatypes, functions and sets). In the verification
part, properties are formulated over the newly introduced definitions and verified
using Isabelle’s proof machinery. By giving names to lemmas, they can be reused
later in the new theory or in theories importing it.

2.4.2 Performing Proofs in Isabelle

Isabelle’s meta logic is an intuitionistic higher-order logic. Its basic logical op-
erators are implication (=⇒), equality (≡) and universal quantification (

∧
). The

general structure of a meta logical proposition that is used for representing a proof
state (also called proof goal) is∧

x1 . . . xn. JA1 ; . . . ; AmK =⇒ P

The term JA1 ; . . . ; AmK =⇒ P denotes A1 =⇒ (A2 =⇒ (. . . =⇒ (Am =⇒ P) . . .).
Such a proof state can be read as “for fixed variables x1 . . .xn and under the assump-
tions A1 . . .An, property P holds”. The terms A1, . . . ,Am,P are usually terms in an
object logic of Isabelle. These consist of operators and axioms defining the logic.
Axioms are formulated as proof rules as explained in the following.

The common structure of a proof rule is

JB1 ; . . . ; BmK =⇒ Q

In contrast to proof goals, locally fixed variables are not present here any more.
Instead, they are replaced by schematic variables (also called meta variables) ?v.
This means that when some axiom is introduced or some lemma l was proved
successfully, all fixed variables (free variables) are replaced by schematic variables
in the resulting proof rule. Unification is enabled by schematic variables. When
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applying a rule to a proof goal, these schematic variables are automatically unified
by Isabelle if possible. If there is more than one possibility, the unification process
can be guided. If a unification succeeds and the schematic variable occurs in the
other terms of the applied rule, they are replaced accordingly.

If the conclusion of a proof goal occurs in its assumptions, the subgoal can be
finished by Isabelle’s assumption command. Axioms and proven lemmas follow
the structure of proof goals and can be applied if unification succeeds. Let, for
example, be r such an axiom or verified lemma called rule in the following with
JB1;B2; . . . ;BmK =⇒ Q.

The rule r can be applied in a backward manner by apply(rule r) if P and Q
can be unified. Then, new subgoals arise, which require that the assumptions of the
applied rule are implied by the assumptions of the current proof goal, i.e., it has to
be shown that4

JA1 ; A2 ; . . . ; AnK =⇒ B1

. . .

JA1 ; A2 ; . . . ; AnK =⇒ Bm

Rules can also be applied in a forward manner by using Isabelle’s drule command.
If some Ai can be unified with B1, the resulting proof goals after the command
apply(drule r) are

JA1 ; . . .Ai−1 ; Ai+1 . . . ; AnK =⇒ B2

. . .

JA1 ; . . .Ai−1 ; Ai+1 . . . ; AnK =⇒ Bm

JA1 ; . . .Ai−1 ; Ai+1 . . . ; An ; QK =⇒ P

In the last subgoal, assumption Ai is deleted due to the use of drule. If this assump-
tion shall be kept, frule can be used instead.

A combination between forward and backward reasoning is provided by erule.
If some Ai can be unified with B1 and P can be unified with Q, then the following
subgoals remain after the command apply(erule r)

JA1 ; . . . ; Ai−1 ; Ai+1 ; . . .AnK =⇒ B2

. . .

JA1 ; . . . ; Ai−1 ; Ai+1 ; . . .AnK =⇒ Bm

4Note that we omit the locally fixed variables in the proof state in the following.
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For large proofs, it would be very cumbersome to apply one single rule after
another. Therefore, Isabelle provides the possibility to automatize proofs by tactics.
When these are applied, a set of rules is applied in a “useful” order and may depend
on the structure of given terms in the current proof goal(s). Important tactics are,
for example, simp, clarify, auto and blast. The tactic simp is a simplification
method, which rewrites subgoals by rules of the form t = s, and thereby replaces
occurrences of t by s. The method clarify applies safe logical rules to the subgoal
without simplifying them and without splitting subgoals. Thereby, for example,
existential quantifiers are eliminated in the assumptions and universal quantifiers
are eliminated in the conclusion of a subgoal. The auto method combines classical
reasoning with simplification. The method blast is a classical tableau reasoner.
The proofs derived by this method are reconstructed in Isabelle using usual logical
inferences. There are a lot more tactics implemented in Isabelle. For a thorough
overview we refer to [Wen11].

2.4.3 Datatypes, Functions and (Co)inductive Sets

Isabelle/HOL provides a polymorphic type system. The basic types of Isabelle are
predefined types like bool, nat or real and type variables typically written as ’a,
’b, ’c and so on. These basic types are used to define function types, i.e., if t1 and t2
are types, then t1⇒ t2 is also a type. Note that this especially enables the definition
of higher-order function types.

Inductive Datatypes

To introduce user-defined types, datatypes can be defined similarly as in functional
programming languages. For example, the predefined datatype of lists is introduced
as follows.

data type ’ a l i s t = N i l ( " [ ] " )
| Cons " ’ a " " ’ a l i s t " ( i n f i x r " # " )

The datatype is parameterized with the type variable ’a such that lists of arbitrary
(fixed) type can be defined. It provides two constructors: one for the empty list and
one for building new lists from a single element and an existing list. The terms in
brackets introduce a special syntax for the constructors. Thus, [] denotes the empty
list Nil and # can be used to describe composed list with an infix notation. This
means that for example x#y#xs denotes the list Cons x (Cons y xs).

When defining datatypes in Isabelle, common lemmas are proved automatically
that provide, for example, case-distinction and induction rules. The proof rule for
induction over lists is

list.induct: J ?P [] ;
∧

x xs. ?P xs =⇒ ?P(x#xs) K =⇒ ?P ?l

To prove that a certain property ?P holds for arbitrary lists ?l, it has to be shown that
the predicate holds for the empty list and that under the assumption that the pred-
icate holds for some list xs, it also holds for a list x#xs. Remember that variables
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preceded with ? are called schematic variables. These are free variables, which can
be instantiated arbitrarily when applying the rule to a proof goal.

Syntactical Abbreviations

Isabelle allows for the introduction of syntactical abbreviations to make definitions
more readable. For example, such a syntactical abbreviation is introduced above for
the list constructor Cons. Using the mechanism of syntactical abbreviations more
directly, we also could have introduced the following.

a b b r e v i a t i o n Cons_syn tax : : ’ a ⇒ ’ a l i s t ⇒ ’ a l i s t ( i n f i x r " # " )
where " x# xs ≡ Cons x xs "

Abbreviations can be used to manipulate Isabelle’s parser to some degree. When-
ever the term Cons x xs occurs in some Isabelle script, the Isabelle parser rewrites
it to x#xs but internally, the term Cons x xs is worked on. Note that this mech-
anism also makes it possible to introduce special syntax for already existing defi-
nitions. This makes the syntax within Isabelle proofs very readable such that the
proof goals can be interpreted in a very intuitive way.

Functions

The simplest way to introduce a new function is to define it non-recursively. For
example, a predicate for empty lists can be defined as follows.

d e f i n i t i o n empty : : " ’ a l i s t ⇒ boo l "
where empty l ≡ ( l = [ ] )

Due to the polymorphic type of empty, the predicate can be applied to lists of arbi-
trary type. This means that empty can be applied on lists of reals as well as on lists
of functions from nat to nat and so on.

As common in functional programming, Isabelle also allows for the definition
of recursive functions. However, it must be ensured that a defined function is al-
ways terminating. Otherwise, inconsistencies would be introduced into the logics
of Isabelle. To define, for example, a function calculating the length of a list, we
can use the primrec command defining a primitive recursive function. For these
kinds of functions, Isabelle automatically provides a well-founded ordering on the
arguments, which is used for proving termination.

primrec l e n g t h : : " ’ a l i s t ⇒ n a t "
where

" l e n g t h [ ] = 0"
| " l e n g t h ( x# xs ) = l e n g t h xs + 1"

Pattern matching is allowed for the constructors of a type defined with datatype.
Furthermore, in the recursive call it is only permitted to apply the function to be
defined on direct child nodes of the constructor pattern.
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In the case that these restrictions are too strong to define a function, Isabelle
provides the possibility to define arbitrary recursive functions. Then, termination
has to be manually shown if a well-founded lexicographic ordering cannot be found
automatically. To this end, Isabelle supports to define functions using the fun and
function commands. If fun is used, Isabelle tries to find a lexicographic ordering
automatically. In the case of function, the user has to provide a well-founded
ordering and prove that for each recursive call the arguments become “smaller”
with respect to that ordering.

(Co)inductive Sets

Isabelle has very well developed theories for sets and allows (co)inductive sets to be
defined in a convenient way. Consider the following inductive definition of positive
even integers.
i n d u c t i v e _ s e t even : : " i n t s e t "
where

"0 ∈ even "
| " n ∈ even =⇒ n+2 ∈ even "

As in the case of datatypes Isabelle automatically performs a proof providing an
induction scheme for inductive sets. For even it is

even.induct: J ?x∈N1 ; ?P 0 ;
∧

n.J n∈N1 ; ?P n K =⇒ P(n+2) K
=⇒ ?P ?x

Isabelle also provides the possibility to define coinductive sets. This means
that instead of a least fixed point a greatest fixed point is taken for interpreting the
introduction rules of the set.

Let us consider the example from above using a greatest fixpoint interpretation. The
only difference of even2 with respect to even is that Isabelle’s coinductive_set
command is used instead of inductive_set.
c o i n d u c t i v e _ s e t even2 : : " i n t s e t "
where

"0 ∈ even2 "
| " x ∈ even2 =⇒ x+2 ∈ even2 "

Then, the corresponding coinduction scheme is

even2.coinduct: J ?X ?x ;
∧

x.?X x =⇒ x=0 ∨
(∃ n.x=n+2 ∧ (?X n ∨ n ∈ even2)) K

=⇒ ?x ∈ even2

The common goal of coinduction is to show that some element is in the defined set
whereas induction is used to show that a certain property holds for all the elements
of an inductively defined set. To verify that some ?x is in the set even2, a predicate
?X containing ?x has to be found. Furthermore, it has to be shown that ?X does not
disagree to the given rules. This means that each element x satisfying ?X is either 0
or some n+2 with n also satisfying ?X or being already in the set even2. Note that
?X can be thought of a set since the type ’a set is a type synonym of ′a⇒ bool.
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lemma cantor: "∀ f:: ’a⇒ ’a set. ¬ surj f" 1. ∀ f. ¬ surj f

apply(rule allI) 1.
∧

f. ¬ surj f

apply(rule notI) 1.
∧

f. surj f =⇒ False

apply(unfold surj_def) 1.
∧

f. ∀ y. ∃ x. y=f x =⇒ False

apply(erule_tac x="{x. x /∈ f x}") 1.
∧

f. ∃ x. {x. x /∈ f x}=f x =⇒ False

apply(erule exE) 1.
∧

f x. {x. x /∈ f x}=f x =⇒ False

apply(case_tac "x ∈ f x") 1.
∧

f x. J {x. x /∈ f x}=f x ; x ∈ f x K =⇒ False
2.

∧
f x. J {x. x /∈ f x}=f x ; x /∈ f x K =⇒ False

apply(blast) 1.
∧

f x. J {x. x /∈ f x}=f x ; x /∈ f x K =⇒ False

apply(blast) No subgoals!

done

Figure 2.6: Proof of Cantor’s Theorem in “apply” Notation

By taking ?X as the set UNIV (the set containing all elements of a particular type),
we can easily show that each integer number is contained in even2, because UNIV

does not disagree to the given rules of even2.

2.4.4 Writing Down Proofs

Basically, there are two possibilities for writing down proofs. The first is to use the
“apply-style” with which the current proof goal is manipulated directly. The sec-
ond is the Isar-style that enables the visualization of proofs such that they resemble
proofs in mathematical text books and can therefore be better understood even with-
out Isabelle being started. The small examples in Figure 2.6 and Figure 2.7 show
two proofs of Cantor’s theorem stating that there is no surjective function from a set
to its powerset, or in other words, that the cardinality of a powerset is strictly larger
than the cardinality of its basic set. The “apply-style” proof is hard to understand
without the corresponding subgoals. However, the “Isar-style” proof is more self-
explanatory and also more robust when parts of the proof are changed. The price
that has to be paid for this is that developing a human-readable proof takes far more
time than to develop an apply-style proof.

2.4.5 Modular Verification with Locales

We make use of Isabelle’s locale mechanism [KWP99, Bal06] to structure our the-
ories presented in Chapter 5. Locales are used to define reusable proof contexts.
They are built upon a set of typed function symbols and a set of assumptions with
respect to the declared function symbols. In the context of a particular locale, ab-
stract lemmas can be shown using the corresponding function symbols and assump-
tions. The advantage of locales is that the locale assumptions need not be included
into the assumptions of each lemma. Instead, they are available when performing
proofs in the context of a locale. Later, when locales are interpreted for concrete
functions and the assumptions are shown to be fulfilled by the respective interpre-
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lemma c a n t o r :
shows "∀ f : : ’ a ⇒ ’ a s e t . ¬ s u r j f "
proof

f i x f : : " ’ a ⇒ ’ a s e t "
show "¬ s u r j f "
proof

assume sg : " s u r j f "
then ob ta i n x where d i ag _x : "{ y . y /∈ f y} = f x "

u n f o l d i n g s u r j _ d e f by ( b l a s t )
thus F a l s e
proof ( c a s e s " x ∈ f x " )
case True

from d ia g_x have " x /∈ f x " by b l a s t
thus F a l s e u s i n g prems by b l a s t

next case F a l s e
from d ia g_x have " x ∈ f x " by b l a s t
thus F a l s e u s i n g prems by b l a s t

qed
qed

qed

Figure 2.7: Proof of Cantor’s Theorem in Isar Notation

l o c a l e my_loca l e =
f i x e s d1 : : . . .

and d2 : : . . .
. . .

assumes a1 : . . .
and a2 : . . .
. . .

c o n t e x t my_loca l e
begin

. . .
lemma l : . . .

. . .
apply ( r u l e a1 )
. . .

done
. . .

end

Figure 2.8: Structure of Locales

tation, the abstract lemmas of the locale are inherited. This means, for example,
that a locale for lattices may be defined and general fixpoint theorems are verified
abstractly. Later, when the locale is interpreted for, say, the standard lattice on sets,
the fixpoint theorems need not be shown again as they have already been proved
abstractly. This means that proofs can be modularized and respective lemmas can
be reused in different contexts.

The general structure of a locale is shown in Figure 2.8. There, a locale with
name my_locale is introduced containing function symbols d1, d2, . . . and assump-
tions a1, a2, . . . . In the context of the locale, lemmas can be proved using the
function symbols and the assumptions.

As an example, we consider locales for orderings and lattices following the ex-
amples of [Bal10]. A partial order consists of a relationv satisfying reflexivity, anti-
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symmetry and transitivity. This can be defined in terms of a locale partial_order
as follows.

l o c a l e p a r t i a l _ o r d e r =
f i x e s l e : : " ’ a ⇒ ’ a ⇒ boo l " ( i n f i x l "v" 50)
assumes r e f l : " x v x "

and a n t i _ s y m : "J x v y ; y v x K =⇒ x=y
and t r a n s : "J x v y ; y v z K =⇒ x v z

In the context of this locale, new definitions can be introduced and verified.

c o n t e x t p a r t i a l _ o r d e r
begin

d e f i n i t i o n l e s s : : ’ a ⇒ ’ a ⇒ boo l ( i n f i x l "@" 50)
where

" x @ y ≡ ( x v y ∧ x 6= y ) "

lemma l e s s _ l e _ t r a n s : "J x @ y ; y v z K =⇒ x @ z "
by ( u n f o l d l e s s _ d e f , b l a s t i n t r o : t r a n s a n t i _ s y m )

end

In the proof of less_le_trans, we make use of the trans rule, which is an as-
sumption of the locale.

Extending Locales

Existing locales can be extended by enriching them with new function symbols and
additional assumptions. Lemmas that have been proved in the original locale are
also available in the extended one.

The locale of partial orders can be extended to define total orders and lattices.

l o c a l e t o t a l _ o r d e r = p a r t i a l _ o r d e r +
assumes t o t a l : " x v y ∨ y v x "

l o c a l e l a t t i c e = p a r t i a l _ o r d e r +
assumes e x _ i n f : "∃ i . ivx ∧ ivy ∧ (∀ z . zvx ∧ zvy −→ zv i ) "

and ex_sup : "∃ s . xvs ∧ yvs ∧ (∀ z . xvz ∧ yvz −→ svz ) "

Sublocales

In the preceding example, total orders and lattices are defined independently. To
express that each total order is also a lattice, the sublocale command can be used.

s u b l o c a l e t o t a l _ o r d e r ⊆ l a t t i c e
apply ( u n f o l d _ l o c a l e s , i n s e r t t o t a l )
apply ( b l a s t i n t r o : r e f l )+

done

To verify this sublocale relation, it is necessary to show that the assumptions of
total_order imply the assumptions of lattice. This means that it has to be
shown that there exists an infimum and a supremum for each pair of x and y. As in
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this case either xv y or yv x holds due to the property of total orders, the infimum
is given either by x or by y. The same argumentation holds for suprema.

Locale Interpretation

A locale can be instantiated by providing concrete functions and proofs for the lo-
cale assumptions. For example, we can prove that≤ defined on the natural numbers
is a total order.
i n t e r p r e t a t i o n n a t : t o t a l _ o r d e r " op ≤ : : n a t ⇒ n a t ⇒ boo l "

by ( u n f o l d _ l o c a l e s , a u t o )

Thereby, all definitions and lemmas for partial orders, total orders and lattices are
inherited for the natural numbers automatically.

In this section, we have introduced some of the main features of Isabelle. We
explained how Isabelle theories are structured and how mechanical proofs can be
performed. To introduce new definitions, the mechanisms of Isabelle datatypes,
functions and (co)inductive sets can be used. One of the advantages of Isabelle
is that syntactical abbreviations can be introduced to make Isabelle theories more
readable. To structure abstract theories in Isabelle, locales are a very convenient
possibility. They enable the definition of proof contexts that can be extended, shown
to be interpretable in another proof context, or interpreted by a concrete instantia-
tion. In all cases, proofs that have been shown in the respective proof context are
inherited. Based on the expressive HOL, Isabelle/HOL facilitates the verification of
properties of infinite systems using, for example, induction and coinduction. Alto-
gether, this makes Isabelle a very powerful and convenient proof environment.

2.5 Summary

In this chapter, we have presented the relevant background of our framework for the
mechanical verification of parameterized real-time systems. We have introduced
labeled transition systems in general and the notion of bisimulation based on this.
To express properties of labeled transition systems, we have introduced (untimed)
Hennessy-Milner logic. Then, we have introduced the semantics of (Timed) CSP
focusing on the operational semantics as this allows (Timed) CSP to be interpreted
as a (timed) labeled transition system. Another formalism for modeling and veri-
fying real-time systems is timed automata. We have introduced a dialect of timed
automata, which is used in the UPPAAL tool suite, and have presented the capabili-
ties of this tool suite. Finally, we have given a brief introduction to the Isabelle/HOL
theorem prover.

In the next chapter, we discuss related work of this thesis. In Chapter 4, we
present our framework for the mechanical verification of parameterized real-time
systems. There, we especially show how the presented models and verification
tools are integrated into our framework.
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In this chapter, we discuss related work of this thesis. In our framework, which
is presented in detail in the next chapter, we consider the automatic verification of
(finite) instances of parameterized systems modeled in Timed CSP and the compre-
hensive verification of parameterized real-time systems in a theorem proving envi-
ronment. Therefore, this chapter is structured as follows: In Section 3.1, we discuss
approaches for the automatized verification of real-time systems focusing especially
on the automatized verification of Timed CSP. Additionally, we discuss approaches
for the logical description of requirements for real-time systems. As our verification
framework is based on a formalization of Timed CSP in the Isabelle/HOL theorem
prover, we discuss formalization efforts of process algebras in interactive theorem
provers in Section 3.2. Furthermore, our framework is particularly well-suited for
the verification of parameterized real-time system. Therefore, we discuss differ-
ent approaches for the (mostly automatic) verification of parameterized systems in
Section 3.3. Finally, in Section 3.4, we give a summary of this chapter.

3.1 Formal Verification of Real-Time Systems

In this section, we discuss approaches for the (automatic) verification of real-time
systems. Most of them are based on timed automata constructions. To verify pro-
cesses described in a timed process calculus, we discuss approaches for translating
them to automatically analyzable languages. In the second part of this section, we
discuss logics for describing (timed) properties of timed labeled transition systems,
as we consider the operational semantics of Timed CSP in this thesis.

3.1.1 Model Checking Timed Systems

There exist plenty of model checking tools for the analysis of timed automata such
as [DOTY95, LL98, WH02, BLN03, WWH05]. The probably most successful
model checker for (networks of) timed automata is UPPAAL [BY04]. It is based
on the abstraction techniques of region and zone graphs abstracting the infinite se-
mantical state-space to a finite one and thus allows for usual model checking tech-
niques to be applied. However, unlike timed process algebras, (networks of) timed
automata do not directly allow for the convenient compositional description of real-
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time systems like timed process algebras. Furthermore, they are restricted to finite-
state descriptions of systems.

The PAT tool [SLDP09] allows for the description of timed systems in a di-
alect of Timed CSP. It also contains a model checker for timed systems, which is
based on the zone graph abstraction. However, currently only untimed properties
can be verified for timed systems. It allows for LTL properties to be checked but
without considering any quantitative timing constraints. Furthermore, it allows for
refinement checking but timed edges are ignored.

The ProB [LF08] tool suite enables, among others, the verification of CSP pro-
cesses. The particularity is that, in contrast to FDR2 [GRA05], LTL model checking
is supported. However, verification of Timed CSP models is not supported.

Despite the lack of direct automatic verification techniques for timed process
algebras, it is possible to translate a subset of these to automatically analyzable
languages. Some of the existing translation-based approaches are discussed in the
following. In Chapter 6, we describe the integration of automatic verification tools
into our framework, which we achieve by adapting and extending the approaches
of [Oua01] and [DHQ+08].

3.1.2 Discretization-based Analysis of Timed CSP

The motivation of [Oua01] is to relate the continuous-time semantics and a discrete-
time semantics of Timed CSP in order to allow for the verification of continuous-
time systems in terms of the verification of the discretely timed counterpart. The
considered continuous-time semantics is the denotational timed failures semantics
of Timed CSP. Using a syntactic mapping from Timed CSP to tock CSP, the FDR2
refinement checker [GRA05] can be used to verify refinement with respect to timed
failures to a certain degree. In the tau-priority model of FDR2, internal steps can
be given a higher priority than tock steps. This model is particularly necessary to
model urgency of internal events in the discrete setting of tock CSP. The transfor-
mation given in [Oua01] relies on another semantical treatment of termination of
parallel processes. Therefore, we adapt the transformation rules in Section 6.2 in
order to treat the original semantics of parallel composition as used by FDR2. Fur-
thermore, we give (restricted) transformation rules for Interrupt and Timed Inter-
rupt. Still, the general translation of External Choice poses difficulties as discussed
in Section 6.2.3. Therefore, we need to restrict the allowed processes to be trans-
formed. A discretely timed version of External Choice will be included in some
future release of FDR2 to overcome these problems. Furthermore, the FDR2 refine-
ment checker currently only supports traces refinement in its tau-priority model. In
the future, this shall be extended to the other models as well [Ros10].

3.1.3 Analyzing Timed CSP using Timed Automata Models

In [OW03], it is shown that closed timed ε-automata and a modified version of
Timed CSP have equal expressive power. In the proof of this theorem, a construc-
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tion of a timed automaton from a Timed CSP process is presented. Unfortunately,
this construction is based on the transition system underlying the Timed CSP pro-
cess and does not provide a compositional and syntactic transformation of a Timed
CSP process to its timed automata counterpart. In this thesis, we prefer a syn-
tactical transformation as the efficiency of the transformation is thereby increased.
In [DHQ+08], a transformation from Timed CSP to timed automata is presented,
which largely fits our needs to apply UPPAAL for the automatic verification of in-
stances of parameterized real-time systems. However, as described in Section 6.1,
the proposed transformation contains flaws and is incomplete. Therefore, we give
corrected transformation rules and include transformation rules for missing process
operators as well.

3.1.4 Further Approaches for the Analysis of Timed CSP

Another transformation approach is presented in [DHSZ06], where the operational
and timed denotational semantics of Timed CSP are encoded in a constraint-logic
programming language. The semantical rules are defined by logical rules and facts
within the constraint system. In general, there is no guarantee that the proof trees are
finite. Therefore, the analyzable properties are very restricted. In fact, the authors
concentrate on relatively simple reachability properties and some safety properties
based on traces (where the time stamps are not recorded). The only example con-
cerning timed properties, which the authors showed for a train crossing example, is
the lower bound for the occurrence of an event sequence. Additionally, this property
is considered only with respect to the very initial state of the system.

In [CK05], a process algebra for timed automata based on CSP is developed.
The idea is to equip CSP processes with clocks. The semantical interpretation of a
process is given in terms of a timed automaton, where the reachable CSP processes
are the locations of the underlying automaton. Denotational semantics in terms of
region traces and region failures are developed based on the region graphs of the un-
derlying timed automata. The denotational semantics are shown to conform to the
operational timed automata semantics. Refinement is defined for the denotational
region semantics and it is claimed that refinement can be verified using a CSP rep-
resentation of the region automata in FDR2. However, this issue is not studied in
detail. Furthermore, it is not studied how the relationship of the proposed extension
is related to the semantics of Timed CSP.

Timed Systems may often be interpreted as timed labeled transition system. In
our framework, we extend Hennessy-Milner logic for being able to express proper-
ties of Timed CSP processes interpreted operationally. In the following, we discuss
some important logics to describe properties over labeled transition systems.

3.1.5 Timed Modal Logics

In [Bri93], a timed modal µ-calculus is developed and examined with respect to ex-
pressibility of general properties of timed labeled transition systems. Only a strong
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logic is developed, which is not closed under weak (timed) bisimulation. In order to
be able to consider an abstract version of the concrete parameterized real-time sys-
tem within our framework, we employ weak timed bisimulation because it allows
for hiding internal behavior to a certain degree.

In [LLW95], a timed modal µ-calculus with clocks for characterizing timed
automata up to strong bisimilarity is developed. It is, for example, used in [LL98] to
provide model checking for timed automata. However, the satisfaction of formulae
in their logic is not preserved by weak timed bisimilarity, which we take as a weaker
notion of semantical equivalence within this thesis.

In [MT01], the authors develop a timed version of CCS [Mil89], which was also
presented in an earlier paper [MT90]. Additionally, they present a timed extension
of Hennessy-Milner logic and claim that it characterizes strong (timed) bisimilar-
ity. The authors note that this logic could be adapted for weak timed bisimilarity.
The main extension that is proposed is to include a timed modality operator 〈t〉φ .
Its meaning is that there must be a path on which t time units pass such that after-
wards formula φ is satisfied. To express properties like “event a is possible after at
most t time units”, infinite conjunctions could be introduced in the logic. As this
would make the formalization of such a logic in a theorem prover more complex,
we decided for another way by extending the untimed Hennessy-Milner logic with
a general and convenient modal operator as explained in Section 5.1.3.

The presented (automatic) verification techniques either do not cope with Timed
CSP processes directly or do only provide incomplete and to some degree flawed
transformations to automatically analyzable languages. Therefore, we adapt and ex-
tend the approaches of [Oua01] and [DHQ+08] in Chapter 6. The presented logics
for describing properties of timed labeled transition systems are either too strong to
be closed under weak timed bisimulation or are not well-suited to be conveniently
formalized in a theorem prover. Therefore, we provide a small timed Hennessy-
Milner logic in Section 4.4 to overcome these problems.

3.2 Formalization of Process Algebras in Theorem
Provers

Our verification framework is based on a formalization of Timed CSP in the Is-
abelle/HOL theorem prover. There exists a lot of approaches concerning the mech-
anization of (untimed) process algebra in theorem provers. Furthermore, there are
few attempts to mechanize timed process algebras. In the following, we give an
overview of existing approaches.

3.2.1 IMPS (Interactive Mathematical Proof System)

In [Tha95], a formalization of timed and untimed semantical models of CSP in the
IMPS theorem prover [FGT90] is presented. The particularity is that the models
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are defined in terms of free monoids. Unfortunately, the models are not related to
the usual process operators of (Timed) CSP. Furthermore, the authors do neither
describe whether this system was used for the verification of example processes nor
do they give an evidence that it is even (conveniently) possible within their model.

3.2.2 PVS (Prototype Verification System)

In [DS97], the denotational traces semantics of CSP is formalized in the PVS theo-
rem prover [ORS92] and provided with useful proof rules for verifying security pro-
tocols. This work is extended in [ES00] by introducing event-based time in terms
of a tock event. However, time is introduced in an ad-hoc fashion (thus, timestops
are not prevented by construction) and it can be reasoned about discrete time only.

In [BH99], the authors investigate how an ACP-like process algebra can be en-
coded in the PVS theorem prover. They consider equational reasoning in verifi-
cation. Approaches to verify meta-theoretical results as well as to verify concrete
systems correct are presented. The considered process algebra is very minimalis-
tic and only equational reasoning is considered, where equations are introduced as
axioms. Therefore, complex systems cannot be described conveniently and verifi-
cation can only be carried out with respect to equality of (untimed) processes.

In [WH05], the stable failures model of CSP is embedded in PVS. It is an ex-
tension of [DS97]. The formalization is used to show determinism and deadlock-
freedom for an asymmetric version of the dining philosophers with arbitrarily many
philosophers and deadlock-freedom of a “virtual network”. Furthermore, the FDR2
refinement checker is integrated such that finite refinement proofs within a general
proof in PVS can be carried out automatically. As being based on the stable failures
model of CSP, the approach does not cope with reasoning about real-time processes.

In [Bro99], a partial formalization of Timed CSP in the PVS theorem prover
is provided. The untimed traces, untimed failures, timed traces and timed failures
semantical models are encoded. However, the semantical functions, relating process
terms to semantical models are only given for some simple process constructors. As
a consequence, formalization can serve as a basis for future complete formalizations
of denotational models of Timed CSP but cannot serve for performing correctness
proofs in its current version.

A formalization of Timed Circus in PVS is given in [WWB10]. Timed Circus
is a combination of Timed CSP and Z [WD96]. A timed denotational semantics of
Timed Circus is formalized using the Unifying Theories of Programming [HH98].
However, the presented semantical model of Timed Circus is basically a timed
traces semantics and allows “strange” processes to be defined. Furthermore, it is
left for future work to apply this formalization to the verification of examples.

3.2.3 HOL System

In [Cam91], a subset of CSP is formalized in the HOL theorem prover [GM93] and
given a semantics in terms of the failures-divergences model. The mechanization is
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used to formalize some of the algebraic laws of CSP. However, it is not applied to
the verification of concrete systems and does not cope with real-time systems.

In [Nes92, Nes99], the process algebra CCS is formalized in HOL. The op-
erational semantics is inductively defined for the CCS operators and behavioral
equivalences are defined in terms of weak bisimulation. Furthermore, a variant of
Hennessy-Milner logic is formalized, which is closed under strong bisimulations.
Using the formalization, the correctness of a buffer and a vending machine was
mechanically verified. The drawback of this work is that HML properties are not
preserved by weak bisimulation. Furthermore, timed systems are not considered.

3.2.4 Isabelle

An embedding of a fair variant of (untimed) CCS in the Isabelle/HOL theorem
prover [NPW02] is presented in [Com05]. The author defines strong and weak
fairness of (infinite) runs of CCS processes. The formalization was used to show
some meta-theoretical results but was not applied to concrete examples.

A formalization of the denotational failures-divergences semantics of CSP in Is-
abelle/HOL is presented in [TW97]. The authors showed that there was a flaw in the
semantical treatment of terminating processes and propose a corrected semantics.
The formalization is applied for showing the correctness of a simple copy process.
Again, the formalization only copes with the untimed models of CSP.

An extension of [TW97] is described in [Int02]. There, a discrete-time version
of the timed failures semantics of Timed CSP is considered. Like in [Bro99], the
semantical model is encoded but the semantical function, giving process terms their
denotational semantics is not yet defined. Besides being an incomplete formaliza-
tion, we believe that the existing formalization would need fundamental redefini-
tions in order to interpret Timed CSP in a real-time semantics and thereby to give a
sound denotational model for real-time systems.

Another formalization of CSP in Isabelle/HOL is described in [IR05]. It gives
a verification environment for CSP processes where refinement proofs can be per-
formed mechanically with respect to traces or stable failures in the untimed models
of CSP.

In [RE99], weak bisimulation equivalence was formalized for labeled transition
systems. The formalization was used to verify observational equivalences of dif-
ferent abstract levels of different protocols. However, the (untimed) protocols are
described in an ad-hoc fashion as labeled transition systems.

In [RH03], the π-calculus is formalized in the Isabelle/HOL theorem prover.
The main challenge here is the handling of bound names, which is needed since
processes are identified up to alpha-congruence. The renaming of bound variables
into fresh ones is needed when name clashes occur. This can make mechanical
proofs quite tedious. Another Isabelle/HOL formalization of the π-calculus is pre-
sented in [BP07]. There, nominal logic [Urb08] is used to ease the handling of
bound names. Additionally, strong and weak bisimulations are formalized. Both,
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the works of [RH03] and [BP07] aim at verifying meta-theoretical results and do
not focus on the verification of concrete system specifications.

None of the presented approaches fully formalize Timed CSP or enable the ver-
ification of real-time systems, as we have done in this thesis. We have based our
formalization on an operational semantics, not a denotational one, to exploit coal-
gebraic verification techniques such as bisimulation and coalgebraic invariants.

3.3 Formal Verification of Parameterized Systems

Our framework is particularly well-suited for the mechanical verification of param-
eterized real-time systems. In the following, we summarize the main approaches
concerning the (mainly automatic) verification of parameterized systems and ex-
plain why they are not sufficient in our context.

3.3.1 Decidable Subclasses

Because the verification problem of parameterized systems is in general undecid-
able [AK86], either decidable subclasses have to be identified or sound but incom-
plete techniques have to be provided for the (automatic) verification of parameter-
ized systems. Decidable subclasses have, for example, been identified in [GS92],
[EN95], and [EK00]. In [EN95], a class of ring-like systems is considered for
which comprehensive verification can be performed by verifying finite systems of
a computable cut-off size. In [EK00], more general but still relatively restricted
subclasses of parameterized systems are considered, which make the verification
problem for restricted formulae decidable. The comprehensive verification of an
(untimed) parameterized system is again carried out by verifying instances up to a
computable cut-off size.

In [AJ98], parameterized networks of restricted identical timed automata using
at most one clock with an optional (untimed) control automaton are considered.
Especially, location invariants are excluded, so urgency cannot be expressed in the
considered model. Verification of general safety properties is decidable for this
class, as illustrated with Fischer’s mutual exclusion protocol. However, neither
control process nor network processes may depend on the network size. This work
was extended in [ADM04] where it is shown that these kinds of networks are not
decidable with respect to safety properties anymore when a network process oper-
ates on two or more clocks. The authors also examine the case of discrete valued
clocks and closed timed networks where this becomes decidable again.

3.3.2 Regular Model Checking

The technique of regular model checking was introduced in [KMM+97] and ex-
tended, for example, in [BJNT00] and [BLW05]. The system states and the tran-
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sition relations are represented by regular languages. To describe parameterized
systems, a word of length n accepted by the automaton representing a system state
is interpreted to denote the locations where each of the n network processes re-
sides. Processes are organized in a linear, ring-like, or tree-like topology. Regular
languages describing system states are manipulated by state transducers describing
the transitions of the system. By computing the regular language (if it exists) that
describes the set of reachable states by applying the state transducer to the initial
state arbitrarily often, it can for example be checked whether the system can reach a
certain set of “bad” states. The main challenge in the area of regular model check-
ing is to provide semi-algorithms that calculate, for example, the regular language
corresponding to the iterated application of the transducer to the initial locations of
the system. In general, however, these algorithms are not complete. Besides the rel-
atively unnatural description of parameterized systems in this framework, it is not
applicable to real-time systems because the timing behavior cannot be described
using regular languages.

3.3.3 Abstraction Techniques

Network Invariants

The abstraction technique of network invariants [WL89, KM95] was developed as
a general method for verifying (linear) parameterized systems by abstracting all
networks beginning from a certain size to a single invariant process. It applies an
induction method for process networks where it is shown that a network of a certain
fixed size refines the invariant and that the combination of the invariant process with
a further process again refines the invariant. This means that the invariant represents
all possible networks beginning with a certain size. If the invariant is finite, model
checking can be performed on the invariant in order to show that all instances of the
network satisfy the verified properties. In [LZDB08], the technique of network in-
variants is applied to the verification of self-stabilizing embedded systems. Before
applying network invariants, an abstraction ensures that this technique is in princi-
ple applicable (if a network invariant can be found). In [GL08], the technique of
network invariants is used in the context of timed systems (based on a dialect of
timed automata) to verify a simplified version of Fischer’s protocol.

The disadvantage of network invariants is that they need to be finite-state in or-
der to be finally able to verify the abstracted system automatically. Furthermore, a
finite abstraction needs to contain all system behaviors of an arbitrarily large net-
work. Therefore, the topology of considered systems is restricted, especially if the
network processes can communicate with each other and the topology changes with
increasing size of the network.

Data Independence

Data-independence was studied for several formalisms and adopted for the CSP
process calculus in [Laz99]. The approach focuses on systems that work on data
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in a restricted way. With respect to an abstract data-independent type T , processes
may only input, output, nondeterministically choose values of type T , and do equal-
ity tests between values of T . Then, it can be shown that there is a finite threshold
size of type T such that T can be replaced by a finite type S of this threshold size. If
a refinement check with respect to S holds, then the refinement holds for all possible
sizes of T . To ensure that this property holds, replicated parallel composition is not
allowed over T . In [Cre01], the technique of data-independence is combined with
network invariants. The main motivation is that induction alone is not sufficient
when the network topology changes with increasing network sizes. By combin-
ing induction and data-independence results it becomes however possible to handle
changing communication capabilities. The essential idea of data-independent in-
duction is to set up proof obligations for the base case and step case and to apply
data-independence results to verify these proof obligations. The main goal of data-
independent induction is to show that a network, which is constructed by a repli-
cated parallel composition over type T , refines a sequential specification, which is
data-independent with respect to T for all possible sizes of type T . However, this
approach has not been applied in the context of Timed CSP and is limited because
network processes are restricted to be data-independent and thus, they may not de-
pend on the network size.

Counter Abstraction

In [PXZ02], counter abstraction is introduced to verify (especially liveness prop-
erties of) parameterized systems built of identical finite-state processes. The basic
idea is to keep track of the number of network processes that reside in a particular
state (of their finite transition system consisting of l different locations). If more
than one process resides in a particular state, the exact number is abstracted by
taking kl = 2 to express that 2 or more processes reside in that state. If the overall
system is in a state with some kl = 2, and one of these processes leaves l, then either
one process is in this state ore still more than 2 afterwards. Thereby, a sound (and
finite) abstraction is achieved such that positive verification results can be obtained
automatically and transferred to the parameterized system. In [SLR+09], process
counter abstraction is employed to verify parameterized systems in a fair model
checking environment. Behaviorally similar processes are again grouped together
and only the number of processes residing in a particular state are considered in
the abstraction. In [ML09], counter abstraction is considered in the context of CSP
and FDR2. It considers systems where an arbitrarily large network of processes is
placed in parallel with some controller process. However, the controller process
and the network processes are not allowed to possess process identifiers and neither
network processes nor the control process may depend on the network size.

In the context of parameterized real-time systems, counter abstraction is not
generally applicable because counting the processes residing in a particular state
would need to abstract from clocks or timers in the system. Another disadvantage
of counter abstraction is that process identifiers need to be abstracted away.
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Further Approaches

In [PRZ01], the verification technique of invisible invariants is introduced to ver-
ify safety properties of restricted classes of parameterized systems. The approach
is based on decidability results of certain verification conditions that occur in the
verification of inductive invariants. These verification conditions can be verified
for all instances of the parameterized system if they are valid for instances up to a
computable cut-off size. By additionally providing heuristics to compute auxiliary
invariants automatically, an incomplete but fully automatic verification technique
is established. This work is extended in [FPPZ04] for verifying a restricted class
of liveness properties for parameterized systems. The approach, however, does not
cope with real-time systems.

In [KM07], data abstraction is combined with real-time systems for automatic
verification using SMT solvers. Networks of timed automata are abstracted to so-
called predicate diagrams for which sufficient criteria are presented to show the
abstraction correct. The resulting predicate diagram is a finite-state abstraction and
verification is carried out using an SMT solver or in special cases a model checker.
By the use of first-order predicates in predicate diagrams, the approach also copes
with parameterized real-time systems, which is shown for the verification of Fis-
cher’s protocol with arbitrarily many processes with respect to mutual exclusion.
Currently, quantitative reasoning about timing behavior using this approach is not
directly possible because timed edges are abstracted away in predicate diagrams.
The amount of time can only be implicitly deduced from the possible valuations of
the clocks in the source and the target state.

3.4 Summary

In this chapter, we have given an overview over approaches for the automatic ver-
ification of real-time systems, the mechanization of process algebras in theorem
provers, and the verification of parameterized systems. The automatic verification
of real-time systems is limited to finite state systems. This restriction is not nec-
essary for the verification of process algebraic specifications in a theorem prover.
However, most of the existing approaches do not cope with real-time process cal-
culi. The (automatic) verification approaches for parameterized systems primarily
focus on untimed systems and the few approaches for real-time systems are not ap-
plicable to general parameterized real-time systems. They are especially not appli-
cable to scheduler-like systems because of their restrictions concerning the involved
processes.

In the following chapters, we introduce our framework for the mechanical ver-
ification of (possibly infinite) parameterized real-time systems and its realization
using a formalization of the real-time process calculus Timed CSP and transforma-
tions of (finite) instances of it to automatically analyzable languages. It copes with
a large class of parameterized real-time systems such that especially scheduler-like
systems can be handled.
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Mechanical Verification of
Parameterized Real-Time Systems

In this chapter, we present our framework for the mechanical verification of pa-
rameterized real-time systems. A former version of it is presented in [GG10b].
Our framework especially copes with parameterized systems where a distinguished
control process manages a network built of arbitrarily many processes. Both, the
control process and the network processes may depend on the size of the overall
network. This means that the common structure of parameterized real-time sys-
tems that we consider is Nn

def
= Cn⊗0 (P1,n⊗P2,n⊗·· ·⊗Pn,n). In this context, ⊗0 is

some kind of parallel composition by which the control process Cn communicates
with the network. The operator ⊗, also being some kind of parallel composition, is
used for building up the network where, for example, messages can be exchanged
between network processes. The verification goal is to show that for all possible
system parameters n, Nn satisfies the given (parameterized) requirements Rn that
are formulated in our timed extension of Hennessy-Milner logic (HML).

The aim of our framework is to assist the design and verification of such pa-
rameterized real-time systems. It defines a verification flow, which consists of a
modeling phase employing the Timed CSP process calculus, an automatic valida-
tion phase employing the UPPAAL tool suite and the FDR2 refinement checker, and
an interactive verification phase employing the Isabelle/HOL theorem prover. The
framework is shown in Figure 4.1 where the main design and verification flow can
be followed by the numbering.

1© The designer begins with a formal description of a concrete parameterized
real-time system Nn with an arbitrary number of processes. This system is
formalized in our mechanized Timed CSP theory in Isabelle/HOL. The de-
signer additionally provides correctness properties Rn, which all instances of
the parameterized system should satisfy. These properties are expressed in
our timed extension of HML and formalized using our mechanization. Ad-
ditionally, the designer develops an abstract parameterized system model Sn
that is assumed to be (weak timed) bisimilar to the original parameterized
system. This is formally shown subsequently in the comprehensive verifica-
tion phase. The aim of the abstract model is to simplify the verification of the
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given logical requirements by exploiting its simplified structure. The overall
verification goal is to show that the concrete parameterized real-time system
invariantly satisfies the requirements for all network sizes after possibly hid-
ing some events A.

2© In the first validation phase, the designer uses our transformation engine
TCSP2TA from Timed CSP to timed automata in order to transform instances
of the system (Nk \A and Sk \A) for a fixed network size k to timed automata.
Thereby, the instances can be simulated and checked to fulfill the given re-
quirements using, for example, the UPPAAL model checker. The aim of this
phase is to find and debug potential errors with respect to the logical specifi-
cation Rk in an early design phase of the parameterized system.

3© The second validation phase is used to check semantical equivalence (infor-
mally denoted by “≈” in the Figure 4.1) of system instances Nk and Sk for
a fixed network size k. To this end, the designer transforms instances of the
parameterized Timed CSP models to their respective discretely timed coun-
terpart in a dialect of (discretely timed) CSP, called tock CSP, using our imple-
mented transformation engine TCSP2tockCSP. The semantical equivalence of
these instances with respect of the timed traces model is then verified using
the FDR2 refinement checker.

If the checks of one of the two validation phases are not successful, coun-
terexamples are generated by either UPPAAL or FDR2. These can be used to
debug the original parameterized system given in Timed CSP. If these checks,
on the other hand, are successful then there is a good evidence that the pa-
rameterized system behaves correctly for all possible system instances. This
is formally shown in the following comprehensive verification phase.

4© The first verification phase consists of proving semantical equivalence of all
system instances Ni and Si using the proof technique of weak timed bisimula-
tions. To this end, the designer provides a witness bisimulation relation, for-
malizes it in Isabelle/HOL and then mechanically verifies the common proof
obligations of bisimulations.

5© The second verification phase consists of mechanically proving that the ab-
stract parameterized real-time system Sn \A invariantly satisfies the given re-
quirements Rn. To prove (invariant) validity of the requirements, the designer
provides, similar to the case of bisimulation-based verification, a witness in-
variant set that contains the initial state of the system. Then, for each of the
states of the invariant, the local validity of the respective formulae is verified.
Furthermore, it has to be shown that each transition from a process in the in-
variant set again reaches a process that is contained in the invariant set. As the
invariant satisfaction of formulae is preserved by weak timed bisimulations,
this leads to the conclusion that also the original model Nn \ A invariantly
satisfies the respective requirements for all parameters n. Thus, the final ver-
ification goal of applying our framework is achieved.

The advantages of our verification framework are that equivalence-oriented as
well as property-oriented correctness results can be established mechanically. This
ensures that possibly critical corner cases of the involved parameterized real-time
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Figure 4.1: Conceptual Overview of Our Framework

systems cannot be overlooked and that parts of the formal proof can be partly autom-
atized because by using automatized tactics in the Isabelle/HOL theorem prover. As
mechanical verification in an interactive theorem prover is, however, relatively time-
consuming, we include automatic verification tools in our framework. By employ-
ing transformation engines from (finite instances) of Timed CSP models to timed
automata and tock CSP, the well developed verification tools UPPAAL and FDR2
can be applied for simulation and (instance) verification early in the design of a
particular parameterized real-time system. Generated counterexamples can be used
for debugging of the parameterized system.

In the following sections, we discuss these respective steps within our frame-
work in more detail by answering the following questions.

Section 4.1: How are parameterized real-time systems modeled in Timed CSP?

Section 4.2: How are system instances of parameterized real-time systems vali-
dated using automatic transformation and verification tools?

Section 4.3: How are bisimulations used to show the semantical equivalence be-
tween parameterized real-time systems?

Section 4.4: How is our timed extension of HML defined and used to express and
verify crucial properties of parameterized real-time systems?

4.1 Modeling Parameterized Real-Time Systems

In our framework, two Timed CSP models describing (weak timed) bisimilar pa-
rameterized real-time systems are considered. The first model describes the system
in terms of arbitrarily many processes composed in parallel. To ease verification, we
propose to reduce the overall complexity by developing an abstract model, which
hides the complexity of the parameterization to a certain degree.
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4.1.1 Parameterized Systems Composed of Parallel Processes

Parameterized real-time systems are designed to operate correctly for arbitrarily
many components. For example, an operating system is, principally, able to man-
age arbitrarily many threads or a bus system is designed to exchange data between
arbitrarily many slaves and masters connected to the bus. The parameter of these
kinds of systems is therefore the number of processes. These systems can be ab-
stractly described by a distinguished control process and a network of arbitrarily
many processes. Thus, we focus on systems that can be described in the following
form.

Nn
def
= Cn⊗0 (P1,n⊗P2,n⊗·· ·⊗Pn,n)

For example, in an operating-system scheduler system, process Cn would be the
scheduler itself while processes Pi,n are the threads, which are controlled by it. In
a bus system, Cn would consist of processes controlling the access to the bus of the
masters and slaves, which are given by the processes Pi,n. To describe these kinds
of systems in Timed CSP, the operator ⊗0 can be expressed in terms of a parallel
composition operator, while the network can be described using a replicated form
of parallel composition.

Systems composed of arbitrarily many parallel processes like that above are
hard to handle in (mechanical) verification. One source of complexity stems from
the parameterization of the system and the thereby unbounded number of paral-
lel processes in the network. Another source of complexity stems from the timing
information in the system. Therefore, we propose to simplify such kinds of pa-
rameterized systems by modeling them in a more abstract fashion. If, for example,
the control process ensures that only a bounded number of timers need to be con-
sidered in each system state, then the information distributed over the individual
processes of the considered process network can be recorded in process variables.
Furthermore, the network of arbitrarily many processes can be replaced by an ab-
stract process consisting of a finite amount of parallel compositions for all system
parameters n. The timing properties can finally be verified on the (simplified) ab-
stract model in order to derive them for the original concrete parameterized system.
Thus, a separation between the verification concerning the parameterization and the
verification concerning the properties is achieved. In the following subsection, we
describe in more detail how the mechanisms of Timed CSP can be used to describe
these more abstract system models.

4.1.2 Reducing Semantical Complexity of Unbounded Paral-
lel Compositions in Parameterized Systems

To model abstract parameterized real-time systems in order to reduce the semantical
complexity of parallel composition, we can make use of the (Timed) CSP mecha-
nisms in terms of “process variables with structure”. Consider, for example, the
counter process as introduced in Section 2.2.
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C0 = succ→C1

Cn = pred→Cn−1�succ→Cn+1 for n > 0

Here, the process variable Ci can be seen as being structured with a natural num-
ber i. The natural number keeps track of the communicated succ events for which
no corresponding pred event was communicated. Thus, infinitely many process
variables are used to specify the counter process.

When modeling abstract parameterized systems, this mechanism can be used,
for example, to keep track of the size of the process network or to record necessary
distributed information of the network in process variables.

As an example, consider the following (untimed) parameterized system.

C ‖
{a,b,c}

( ‖
{c}

n

i=1

P) where C = (a→C1)�(c→C)

and C1 = (a→ b→C1)�(b→C)
and P = a→ b→ c→ P.

The control process C manages a network of arbitrarily many processes P. Process
C gives control, one after another, to one of the ready processes P by communicating
the event a. However, C ensures that at most two processes are started without
having communicated event b, yet. When all processes P are in the state c→ P, the
event c is communicated, which brings the system back into its initial state where
this procedure is started again.

This system can be equivalently expressed as follows (with C as above).

C ‖
{a,b,c}

I(n,0,n) where I(ac,bc,n) = (ac = 0 ∧ bc = 0) & c→ I(n,0,n)

�ac > 0 & a→ I(ac−1,bc+1,n)
�bc > 0 & b→ I(ac,bc−1,n)

Here, the process I is used to keep track of the number of processes P that can
be started (ac), the number of processes that need to perform a b event after be-
ing started (bc), and the number of the processes in the network (n). When every
process was started and finished its execution by communicating the b event, only
the communication of c is enabled, which sets the system back into its initial state.
Note that due to the presence of the control process C, we could additionally make
explicit that the variable bc can only take the values 0, 1, or 2.

Already in this relatively simple (untimed) CSP model it becomes clear that the
structure in the abstract model gets simpler because the distributed information of
the original network is made explicit. Thereby, the abstract system does not need to
be modeled using a network of (unboundedly many) parallel processes.

In this section, we have shown how parameterized real-time systems can be
modeled in Timed CSP. We especially have looked at the possibility of modeling a
concrete parameterized system where the network of arbitrarily many processes is
directly modeled as a parallel system. Due to the semantical complexity of parallel
composition, these systems are not always convenient for subsequent verification
phases. Therefore, we aim at simplifying this complexity by expressing the ar-



68
A Framework for the Mechanical Verification of

Parameterized Real-Time Systems

bitrarily large network, for example, in terms of an abstract network, which only
implicitly contains the parallelism of the original system.

Before performing the comprehensive verification in Isabelle/HOL, we propose
to analyze instances of the parameterized real-timed system using automatic ver-
ification tools. To this end, we have adapted, extended, and implemented trans-
formation approaches from Timed CSP to timed automata and to tock CSP. Their
integration in our framework is sketched in the following section.

4.2 Validation and Debugging of System Instances

We employ automatic verification tools in our framework to simulate and verify
instances of parameterized real-time systems early in the design flow. Generated
counterexamples can be used to debug the parameterized system models. If all
checks succeed, the corresponding validation phase gives a good evidence that the
parameterized real-time systems behave correctly for all network sizes. This is im-
portant because the relatively time-consuming comprehensive verification of the pa-
rameterized real-time system in the Isabelle/HOL theorem prover is not performed
until most of the errors have been identified and corrected. Furthermore, by sim-
ulating the instance models, the gained knowledge can be used in the comprehen-
sive verification phase. The automatic verification tools are used, on the one hand,
to show that instances of the parameterized real-time system fulfill the given re-
quirements. On the other hand, they are used to show the semantical equivalence
between instances of the concrete and the abstract parameterized real-time system.
Thus, both phases of the comprehensive verification are prepared and are largely
automatized. To be able to employ the automatic verification tools UPPAAL and
FDR2, we provide transformation engines from Timed CSP to timed automata and
to tock CSP, which are based on [DHQ+08] and [Oua01], respectively.

4.2.1 Transformation to Timed Automata

We extended and corrected the transformation rules given in [DHQ+08], which map
(finite) Timed CSP processes to a timed automata. Some of the original transfor-
mation rules concerning for example, external choice and timeout contain subtle
flaws, which we corrected in adapted transformation rules. We additionally enable
the transformation of Interrupt and Hiding, which are not supported in the set of the
original rules. Furthermore, we have implemented our transformation rules within
a Master’s thesis [Wu10]. By using our transformation engine, we are able to em-
ploy the UPPAAL tool suite simulation, model checking, and debugging. This is
very helpful in early design phases within our verification framework: Before per-
forming the comprehensive and time-consuming task of mechanical verification in
the Isabelle/HOL theorem prover, we translate instances Nk \A and Sk \A of the
parameterized real-time systems to UPPAAL and show that the requirements Rk are
satisfied for these models. In Section 6.1, we present our extended and corrected
set of transformation rules from Timed CSP to timed automata. Our mapping es-
pecially copes with the Hiding operator of our adapted semantics of Timed CSP
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described in Section 5.2. It makes hidden (and thus urgent) events observable to a
certain degree such that the internal behavior is also analyzable.

The transformation from Timed CSP to timed automata is relatively complex
because of the translation of parallel composition, which is realized by a syntac-
tic cross-product computation. Therefore, it is very advantageous to provide an
abstract model of the parameterized real-time systems, which imposes an upper
bound on the number of parallel compositions. Then, UPPAAL is especially useful
for verifying properties on the abstract instances, while our transformation to tock
CSP provides the possibility to give an evidence that the properties are also valid on
concrete (instance) models. This is explained in the following subsection.

4.2.2 Transformation to Tock CSP

Our transformation engine from Timed CSP to tock CSP is based on the approach
of [Oua01]. The motivation of [Oua01] is to relate the continuous-time semantics
and a special discrete-time semantics of Timed CSP in order to allow for the ver-
ification of continuous-time systems in terms of the verification of their discretely
timed counterparts. One particular aim is to provide Timed CSP with a mapping
Ψ :: TCSP⇒ tockCSP. The idea is to discretize the Timed CSP process in that
time may not advance continuously but in discrete timed steps indicated by the
communication of the special event tock. However, the proposed mapping handles
termination of parallel processes in a different way than the semantics of (Timed)
CSP as described in Section 2.2 or that is used by the FDR2 refinement checker:
While in the original semantics of (Timed) CSP, parallel processes need to synchro-
nize on termination events, [Oua01] allows a parallel process to terminate if one
of the subprocesses can. This makes the mapping not always adequate for subse-
quent verification in the FDR2 refinement checker. To this end, we have changed
the transformation rules to achieve this goal. Additionally, we have included new
transformation rules for Interrupt and Timed Interrupt. Unfortunately, due to the
handling of termination, the given rules only produce correct transformation re-
sults under several conditions. We implemented the transformation in a Master’s
thesis [Zho10] such that the transformation from Timed CSP to tock CSP can be
performed automatically. Our adapted and extended rule set and the imposed re-
strictions are described in detail in Section 6.2. A transformed Timed CSP process
can, to a certain degree, be analyzed using the FDR2 refinement checker. FDR2 cur-
rently supports only the traces refinement in its tau-priority model, which is needed
to give internal (τ) steps a higher priority than timed steps.

Within our framework, we transform instances of the parameterized systems Nk
and Sk to tock CSP and show their semantical equivalence by refinement checks
with respect to timed traces in both directions. Thereby, we get the evidence that
the bisimulation proof in the comprehensive verification phase of our framework is
principally possible. If one of these checks failed, the bisimulation proof could not
be established as this would imply timed traces refinement for all instances. Coun-
terexamples that are generated by FDR2 can be simulated using ProB [LF08] or
ProBE [PRO03]. However, as neither of these tools support the tau-priority model,
τ events have to be performed manually in favor of possible tock events.
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If the considered instances of the given parameterized real-time systems be-
have as expected as explored in UPPAAL and FDR2, there is a good evidence that
the systems also behave as expected for large network sizes. However, automatic
verification is always restricted to finitely many and relatively small models. There-
fore, we propose to perform the comprehensive verification using our Timed CSP
mechanization in the Isabelle/HOL theorem prover. To establish the overall veri-
fication goal, two verification steps are performed: bisimulation-based verification
and logic-based verification. In the following section, we start with discussing the
bisimulation-based verification phase.

4.3 Bisimulation-Based Verification of Parameter-
ized Timed CSP Models

As described in Section 4.1, we assume that a designer starts with a description
of the system by explicitly modeling the parallel structure of the network, which
is controlled by a distinguished control process. To simplify the structure of this
model, the designer develops an abstract model of the parameterized system in or-
der to ease later verification with respect to the given requirements. These two sys-
tems are assumed to be behaviorally equivalent. This is formally and mechanically
proven using the notion of weak timed bisimulation as introduced in Section 2.1.3.

The proof obligation for the semantical equivalence of these two parameterized
Timed CSP models is the following.

∀ n ∈ N. Cn⊗0 (P1,n⊗P2,n⊗·· ·⊗Pn,n) ≈ Cn⊗0 In

The equivalence can be shown by developing a weak timed bisimulation rela-
tion, which includes the process pairs of interest. In the case of such parameterized
systems as above, the structure of the bisimulation relation can be given as follows.

B def
= B1∪B2∪ . . .∪Bm

where each of the Bi has the following structure.

Bi
def
= {(P,Q). 〈∗Variables∗〉

∃ k Contr Procs I . . .
〈∗Parameter Conditions∗〉

k > 0 ∧ . . .
〈∗Involved Processes∗〉

Contr = . . . ∧
∀i.i≥ 1 ∧ i≤ k −→ Procs i = . . . ∧
I = . . . ∧
. . .
〈∗Definition of the Tuple∗〉

P =Contr⊗0 (⊗k
i=1Procs i) ∧

Q =Contr⊗0 I }
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By splitting the bisimulation relation into a finite number of subrelations Bi,
we can keep the proof terms in the corresponding mechanical bisimulation proof
syntactically small. This is very important for mechanical verification because the
terms are parsed on-the-fly and therefore the terms must not be too complex. The
subrelations correspond to elementary states in which the parameterized systems
can possibly reside. In Chapter 7, we report on a case study where we successfully
make use of this style for defining a bisimulation relation.

To prove the weak timed bisimulation relation correct, the common proof obli-
gations for bisimulations (see Section 2.1.3) must be shown for each subrelation Bi.
This means that the following must hold.

∀i ∈ {1..m}.
∀(P,Q) ∈ Bi. ∀β .

P
β−→ P′ −→ ∃Q′. ∃ j ∈ {1..m}. Q

β−→wt Q′ ∧ (P′,Q′) ∈ B j ∧
Q

β−→ Q′ −→ ∃P′. ∃ j ∈ {1..m}. P
β−→wt P′ ∧ (P′,Q′) ∈ B j

As explained in Chapter 5, we provide an inductive formalization of Timed CSP’s
operational semantics. Therefore, possible steps of a Timed CSP process can be
deduced based on case distinction and answering steps can be constructed according
to the inductive rules. It is easy to see that the proof schema above enables us to
show that B = B1∪ . . .∪Bm is indeed a bisimulation relation. Note that this schema
comprises the equivalence proof for all sizes of the network. This is achieved by
the parameter k in the subrelations Bi indicating some arbitrary size of the network.
Thereby, Bi does not only relate system instances for a fixed k but for all valid k. In
this context, “valid” means that k can be constrained to useful values. In the schema
above, k is constrained to be greater than 0. However, it would also be possible to
consider only networks of size at least, say, 3.

The goal of the bisimulation-based verification phase is to establish (weak timed)
bisimilarity between the original and the simplified abstract parameterized real-time
system. The advantage of an infinite bisimulation relation like the one above is that
it establishes equivalence for all network sizes. At the same time, by splitting the
bisimulation relation in subrelations, the terms are kept small enough to be pro-
cessed effectively in Isabelle/HOL.

In the next section, we present the second verification phase and the last phase
in the application of our framework. We formally introduce our timed extension of
HML and discuss its suitability to express crucial properties of parameterized real-
time systems. Furthermore, we discuss how a parameterized real-time system can
be shown to satisfy given requirements.

4.4 Logic-Based Verification of Parameterized
Timed CSP Models

Within our framework, the goal is to verify that the initially developed concrete
parameterized real-time system fulfills safety, liveness and timing properties. We
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have discussed how the original system can be shown to be equivalent to a simpli-
fied abstract system description in the last section. In this section, we discuss how
crucial logical properties can be shown to be satisfied by the abstract system model.
To this end, we develop a timed modal logic following HML [HM80]. Then, we
explain how to use this logic to express interesting properties of real-time systems.
Finally, we discuss how to verify the (invariant) satisfaction of a logical formula by
a (parameterized) Timed CSP model.

4.4.1 Timed Hennessy-Milner Logic

HML is a logic that is particularly useful for describing properties of processes in
labeled transitions systems (LTSs). It is a simple modal logic in which it is possible
to express that a certain transition is enabled and after performing this transition a
certain formula must hold (〈α〉F). Furthermore, it can be expressed that after each
transition of a certain form a certain formula must be true ([α]F). See Section 2.1.4
for a deeper presentation of this logic.

We define our timed version of HML based on a timed LTS (S,T,A,D). Its
syntax is given as the follow.

Definition 15 (Syntax of Timed Hennessy-Milner Logic) Let p range over pred-
icates on timed events. Then, the formulae of timed HML are given according to the
following recursive definition.

φ := tt |¬φ |φ1∧φ2 | 〈〈p〉〉φ

On first sight, this logic is identical to the original logic. However, the difference
comes from the meaning of p. It is a predicate on timed events (t,a), where a ∈ A
and a 6= τ . The formula 〈〈p〉〉φ intuitively means that at least one timed event of p
can be performed such that φ holds afterwards.

Definition 16 (Semantics of Timed Hennessy-Milner Logic) The timed semantics
of timed HML is recursively defined as follows.

P |= tt iff true

P |= ¬φ iff ¬(P |= φ)

P |= φ1∧φ2 iff (P |= φ1)∧ (P |= φ2)

P |= 〈〈p〉〉φ iff ∃(t,a) P′. P
(t,a)
≈> P′ ∧ p (t,a) ∧ P′ |= φ

The most interesting case is the last one. The statement P |= 〈〈p〉〉φ is valid if there
exists a timed event (t,a) satisfying predicate p such that process P may evolve to
some P′ in t time units and with event a being communicated1 and that the reached
process P′ satisfies formula φ .

To conveniently express important properties, we first define the standard abbre-
viations within timed HML.

1Time-event steps
(t,a)
≈> are introduced in Section 2.1.2.
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ff def
= ¬tt

φ1∨φ2
def
= ¬(¬φ1∧¬φ2)

φ1 −→ φ2
def
= ¬φ1∨φ2

[[p]]φ def
= ¬〈〈p〉〉φ

Furthermore, we derive convenient operators for describing lower and upper
time bounds with respect to the occurrence of some particular event as follows.

〈〈a〉〉∼tφ
def
= 〈〈λ (r,x). x = a ∧ r∼t〉〉φ

[[a]]∼tφ
def
= [[λ (r,x). x = a ∧ r∼t]]φ

In this context, ∼ is an operator from the set {<,≤,=,>,≥}. This means that
〈〈a〉〉∼t is used to describe that event a must be possible within the time bounds
specified by ∼t and that φ holds thereafter (after performing the respective timed
event). The formula [[a]]∼t on the other hand means that whenever event a is possi-
ble within the time specified by ∼t, φ must hold thereafter.

We additionally introduce a finite universal quantifier, which is actually realized
as a finite conjunction of indexed formulae.

∧
[m,n]φi

def
= φm∧φm+1∧·· ·∧φn−1∧φn

Note that φ is a function, which assigns a formula to a natural number. Thereby,
we can make use of meta-logical expressions, for example, comparisons of i to a
constant. See below for examples on using this mechanism.

Also note that all formulae that can be described in our timed adaption of HML
are finite. This has the advantage that instances of parameterized formulae φn can be
expressed more easily in the CTL dialect of UPPAAL, which we employ to verify
instances of a parameterized system. In Section 6.1, we discuss this issue in detail.

4.4.2 Examples

As a first example, consider the following formula.

[[a]]=0 ([[a]]<dl ff ∧ [[a]]>du ff)

It expresses that after the communication of an a event of a process P, the consecu-
tive communication (if possible) of an a event is only possible in the interval [dl,du].
In other words, two consecutive a events are separated by at least dl and by at most
du time units.

To express a sort of bounded response properties, the logic can be used in the
following way. After an a event occurred, there is an internal path where event b is
enabled thereafter and it is ensured that b may only occur within the time bounds dl
to du. This is expressed in the following formula.
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[[a]]=0 (〈〈b〉〉≥0 tt ∧ [[b]]<dl ff ∧ [[b]]>du ff)

As an example, especially in the context of parameterized systems, consider the
following. Assume that for each network process i (ranging from 1 to n) there exists
a dedicated event ai denoting a special action of it. To express, for example, that the
communication of two consecutive events ai, a j is only allowed if i < j, we can use
the following formula.∧

[1,n] (λ i. [[a.i]]=0
∧
[1,n](λ j. if j ≤ i then [[a. j]]≥0 ff else tt))

It says that after the communication of an a.i event, the communication of a. j with
j less or equal to i must not happen. This formula exploits that the finite universal
quantifier

∧
[m,n]φi involves the function φ mapping natural numbers to formulae.

Thereby, we can make use of the meta-logical if-then-else statement to compare the
process identifiers i and j.

There are two important things that need to be taken into account: First, our
timed HML is not designed as a temporal logic. This means that for example the
formula [[a]]=0 〈〈b〉〉≥0 tt can only be fulfilled by a process P if a is disabled in the
initial state, or, if enabled, after performing a, event b is enabled. This especially
means that this formula is not fulfilled by a process that must communicate the
visible event c first before being able to communicate event b. In this case, c would
need to be hidden and must not be observable. Second, when instantiating this logic
in the context of Timed CSP, note that visible events cannot be enforced to happen
except by our conservative extension of the operational semantics (Chapter 5) in
terms of observable events, which are hidden beforehand to gain urgency.

4.4.3 Coinductive Invariants

To formally describe properties that are valid in all reachable states of a process, we
use the concept of coinductive invariants. The intuitive meaning is that a process
P invariantly satisfies a certain formula if it holds in its current state and that each
derivative of P again invariantly satisfies the formula and so on.

Definition 17 (Coinductive Invariant) A set of processes CI is a coinductive in-
variant with respect to formula φ if the following holds.

∀P ∈CI. P |= φ ∧ (∀β P′. (P
β−→ P′) −→ (P′ ∈CI))

A process P invariantly satisfies φ (written as �φ) if a coinductive invariant CI
with respect to φ exists such that P ∈CI.

4.4.4 Logical Verification

Based on its timed operational semantics, Timed CSP can be interpreted as a timed
LTS. Therefore, we can employ our timed HML for Timed CSP processes. For the
verification of the assertion P |= ψ for some (possibly parameterized) Timed CSP
process P and timed HML formula ψ , we can directly use the operational semantics.
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The only proof obligations that cannot be further simplified are P |= 〈〈p〉〉φ and
P |= ¬〈〈p〉〉φ .

The assertion P |= 〈〈p〉〉φ is equivalent to

∃P′ t a. P
(t,a)
≈> P′ ∧ p(t,a)∧P′ |= φ

The assertion P |= ¬〈〈p〉〉φ is equivalent to

∀P′ t a. P
(t,a)
≈> P′ ∧ p(t,a)−→¬(P′ |= φ)

The first proof obligation can be verified by finding witnesses P′, t and a such
that p(t,a), Then, the inductive rules of Timed CSP’s operational semantics can be
applied to verify that the corresponding path exists. The second proof obligation is

harder in that it needs to be shown that for all possible
(t,a)
≈> steps satisfying predicate

p the reached process does not satisfy formula φ . To span the relevant tree of the
operational semantics, we make use of deduction rules of time-event steps and of
the operational semantics, which can partly be applied automatically. See Chapter 5
for more details on our formalization of Timed CSP.

Within our framework, we aim at mechanically proving that Sn \A |= �Rn for
all network sizes n. To achieve this, a parameterized invariant set CIn has to be pro-
vided, which is again split into m subsets CIi,n such that CIn = CI1,n ∪ . . .∪CIm,n.
The subsets CIi,n correspond to elementary states in which the abstract parameter-
ized system of size n can possibly reside. First, it has to be verified that for each
network size n, the initial state of the abstract parameterized real-time system is
contained in some CIi,n.

∀n ∈ N. ∃ j ∈ {1, . . . ,m}. Sn \A ∈CI j,n

Furthermore, it needs to be shown that CIn is indeed an invariant. This means
that each process P ∈ CIi,n (locally) satisifies the requirements Rn and that each
derivative of P is again contained in some CI j,n. Formally, this is expressed in the
following proof schema.

∀n. ∀i ∈ {1..m}.
∀P ∈CIi,n. P |= Rn ∧

(∀β P′. P
β−→ P′ −→ ∃ j ∈ {1..m}. P′ ∈CI j,n)

Note that it is necessary to parameterize the invariant set CI by the network size.
Otherwise, the assertion P |= Rn in the above schema would express that process
P satisfies the requirements Rn where P would describe some state of the parame-
terized system of an arbitrary network size. Thus, there would be no relationship
between the network size of the abstract parameterized system and the parameter of
the requirements.
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When the proof for ∀n ∈N. Sn \A |=�Rn has been performed, then the require-
ments can be shown to hold for the concrete parameterized system Nn \A as well:
First, from the weak timed bisimilarity of Nn and Sn for arbitrary n, we can con-
clude, due to the congruence property of weak timed bisimilarity with respect to
Hiding, that Nn \A is weak timed bisimilar to Sn \A. Second, from the preservation
of the invariant satisfaction of timed HML formulae by weak timed bisimulation,
we can conclude that also Nn \A |=�Rn for all network sizes. Both, the congruence
property of weak timed bisimulation and the preservation of the satisfaction with
respect to (invariant) formulae is verified using our mechanizations of Timed CSP,
bisimulations, and timed HML in the Isabelle/HOL prover, which are presented in
the next chapter.

In this section, we have presented a timed extension of HML with which crucial
properties of parameterized real-time systems can be expressed. Due to the fact that
this logic makes local assertions about processes of a timed LTS (for example that
of Timed CSP), we have introduced invariants such that invariant satisfaction of for-
mulae can be expressed. Similar to the case of bisimulation-based verification, we
propose to split the witness set for invariants into subsets such that the term structure
can be effectively handled in our Timed CSP formalization in Isabelle/HOL. The
verification of local validity of formulae can be partly automatized in Isabelle/HOL
based on the operational semantics.

4.5 Summary

In this chapter, we have presented the structure of our framework for the mechanical
verification of parameterized real-time systems. It assumes that a designer provides
a concrete model of a parameterized real-time system, an abstract model of it that
eases mechanical verification, and requirements that all instances of the concrete
model should satisfy. The aim of the framework is to support the mechanical verifi-
cation of the concrete parameterized system using a bisimulation-based verification
phase and a logic-based verification phase. Bisimulations are used to show the
semantical equivalence between the concrete and an abstract model of a parame-
terized real-time system. To express properties of parameterized real-time systems,
we have developed a timed extension of Hennessy-Milner logic and have discussed
how the (invariant) satisfaction of formulae can be proved. To check the (invariant)
satisfaction of the requirements on system instances prior to the relatively time-
consuming task of the comprehensive verification of the parameterized system in
the Isabelle/HOL theorem prover, we employ transformation engines from Timed
CSP to timed automata and to tock CSP. This enables automatic simulation and veri-
fication of system instances using the UPPAAL tool suite and the FDR2 refinement
checker. Possible counterexamples can be used to debug the parameterized sys-
tems. The comprehensive verification of the overall parameterized real-time system
is performed in the Isabelle/HOL theorem prover. To this end, we have developed
formalizations of Timed CSP, bisimulations, and of our timed version of Hennessy-
Milner logic in Isabelle/HOL, which are presented in detail in the next chapter.



5 Formalization of Timed CSP in
the Isabelle/HOL Theorem Prover

In this chapter, we present the foundations for the mechanical verification of our
framework. We give an overview of our formalization of Timed CSP together with
bisimulation- and property-based verification techniques in the Isabelle/HOL theo-
rem prover. To achieve a general theory and a high reusability, we first formalize
the notion of (timed) labeled transition systems (LTS), different kinds of bisimu-
lations and our timed Hennessy-Milner logic (HML). The main advantage of this
approach is twofold: First, all definitions and lemmas for timed LTSs can be reused
for concrete models describing a timed LTS (such as Timed CSP). Second, defini-
tions and properties that are defined on the level of timed LTSs are separated from
language-specific issues, which enhances modularity and again improves reusabil-
ity. Then, we interpret the operational semantics of Timed CSP as a timed LTS. By
this, we instantiate bisimulations and timed HML for Timed CSP. This allows us,
on the one hand, to relate behaviorally equivalent Timed CSP processes and, on the
other hand, to express and verify correctness requirements of processes concisely.
Parts of our Isabelle/HOL formalizations have been presented in [Göt07], [GG09]
and [GG10a].

This chapter is divided into four sections: In Section 5.1, we introduce a theory
for timed LTSs in Isabelle/HOL and formalize different kinds of bisimulations and
our timed HML. Furthermore, we present verification results for important prop-
erties on this level of abstraction, for example, that timed HML formulae are pre-
served under weak timed bisimulation. In Section 5.2, we present our formalization
of Timed CSP and show how the verification techniques above can be instantiated
in this context. Finally, in Section 5.3, we discuss special definitions and related
lemmas that enable the concise description and verification of parameterized real-
time systems. The chapter closes with a summery concerning our Isabelle/HOL
formalizations in Section 5.4.

5.1 Fundamental Theories

In our formal verification framework, we use the operational semantics of Timed
CSP, which gives a semantical basis for performing correctness proofs about (pa-
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rameterized) real-time systems. An abstract view on this semantics yields a timed
LTS. Important verification techniques like different kinds of bisimulations and our
timed HML can be established on this level of abstraction. We therefore developed
a generic formalization of these verification techniques, which can be instantiated
for concrete timed LTSs like, for example, that of Timed CSP. By this, we inherit
all abstract definitions and lemmas on the level of (timed) LTSs for concrete instan-
tiations. As a consequence, our approach can also cope with other timed process
algebras, as long as they can also be interpreted as timed LTSs.

5.1.1 Labeled Transition Systems

In Section 2.1, we have introduced the general notion of (timed) LTSs. It is based
on a set of triples consisting of source and target states that are connected by labeled
edges. In Isabelle, we represent such systems using the type abbreviation lts. This
type synonym is parameterized over a type variable ’s, which represents the states
(also called processes), and a type variable ’a, which represents the labels of the
underlying LTS.

type_synonym ( ’ s , ’ a ) l t s = ( ’ s × ’ a × ’ s ) s e t

To conveniently define LTSs that allow for the distinction between internal and
external labels/timed labels, we use the structuring concept of locales in Isabelle.
LTSs that explicitly consider internal (τ) steps are then defined within the locale of
basic_LTS.

l o c a l e b a s i c _ l t s =
f i x e s T : : ( ’ s , ’ a ) l t s

and t a u : : ’ a ( τ )

Here, the underlying LTS is fixed together with a special event tau, which is
interpreted as an internal event and syntactically abbreviated by τ .

Timed LTSs extend basic LTSs by additionally introducing timed edges. In our
formalization, we use the time domain of positive reals. However, it would be easy
to adapt it for other time domains. Within the locale timed_lts we assume that
the timed edges fulfill several properties. For example, a timed edge can be split
into consecutive timed edges with the same overall time span and time does not
introduce further non-determinism.

l o c a l e t i m e d _ l t s = b a s i c _ l t s +
f i x e s t ime : : r e a l ⇒ ’ a

assumes i n j _ t i m e : i n j t ime
and n e q _ t i m e _ t a u : t ime t 6= τ

and t i m e _ po s : ( P , t ime t , P′ ) ∈ T =⇒ t >0
and t i m e _ i n t e r p o l a t i o n :

J ( P1 , t ime ( t 1 + t 2 ) , P3 ) ∈ T ; t1 >0 ; t2 >0 K
=⇒ ∃ P2 . ( P1 , t ime t1 , P2 ) ∈ T ∧

( P2 , t ime t2 , P3 ) ∈ T
and t i m e _ d e t e r m i n i s m : J ( P , t ime t , P1 ) ∈ T ∧

( P , t ime t , P2 ) ∈ T K =⇒ P1=P2
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In Section 2.1.2, we have defined the extended step relations −→w and −→wt ,
which abstract away from internal steps (−→w) and internal steps and the amount
of intermediate timed steps (−→wt), respectively. Furthermore, we have introduced

compound time-event steps
(t,a)
≈>. We inductively defined these extended step rela-

tions within the context of the locales above. Although these definitions are differ-
ently named in our Isabelle/HOL formalization, we use the originally introduced
syntax in the rest of this chapter. On this basis, we can define, for example, strong,
weak and weak timed bisimulations, which are well-suited to express and verify
the conformance between different system models, as explained in the following
subsection.

5.1.2 Abstract Bisimulations

The common structure of all (considered) kinds of bisimulations is that some step
of one process with respect to the underlying LTS must be adequately answered by
the second process (and vice versa). The second process is possibly allowed to take
a “complex” step where, for example, from internal steps is abstracted to a certain
degree. Thus, bisimulations are defined with respect to an original step relation T

and an extended step relation T̂, which can concisely be considered in the locale
Bisimulation.
l o c a l e B i s i m u l a t i o n =

f i x e s T : : ( ’ s , ’ a ) l t s
and T̂ : : ( ’ s , ’ a ) l t s

assumes . . .

We define bisimulations abstractly for arbitrary step relations T and T̂ so that we
can instantiate these definitions (and hence inherit abstract properties) for strong,
weak and weak timed bisimulation in the context of basic or timed LTSs. In the
context of the locale Bisimulation, we define bisimilarity as a coinductive set.
c o i n d u c t i v e _ s e t b i s i m i l a r : : ( ’ s , ’ a ) l t s ⇒ ( ’ s , ’ a ) l t s ⇒ ( ’ s× ’ s ) s e t
f o r T : : ( ’ s , ’ a ) l t s and T̂ : : ( ’ s , ’ a ) l t s where

J ∀ e P2 . ( P1 , e , P2 ) ∈ T −→ (∃ Q2 .
( Q1 , e , Q2 ) ∈ T̂ ∧ ( P2 , Q2 ) ∈ b i s i m i l a r ∧

∀ e Q2 . ( Q1 , e , Q2 ) ∈ T −→ (∃ P2 .
( P1 , e , P2 ) ∈ T̂ ∧ ( P2 , Q2 ) ∈ b i s i m i l a r K

=⇒ ( P1 , Q1 ) ∈ b i s i m i l a r

The advantage of defining bisimilarity as a coinductive set is that the following
coinduction proof scheme is automatically provided by Isabelle.

(P,Q) ∈ X
(∀(P1,Q1) ∈ X .
∀e P2.(P1,e,P2) ∈ T → (∃Q2.(Q1,e,Q2) ∈ T̂ ∧ (P2,Q2) ∈ X ∪bisimilar)
∀e Q2.(Q1,e,Q2)∈ T → (∃P2.(P1,e,P2)∈ T̂ ∧ (P2,Q2)∈X∪bisimilar))

(P,Q) ∈ bisimilar

This yields a powerful proof principle to verify two concrete processes P and Q
bisimilar. The set X can be instantiated with a concrete bisimulation relation. First
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it has to be shown that the tuple (P,Q) is included in X . Then, for all tuples within
X it has to be verified that each step of one process can be adequately answered by
the other and that they thereby reach processes that occur again in X or which are
already known to be bisimilar.

On this level of abstraction, we are able to prove under weak additional assump-
tions that bisimilarity is an equivalence relation, i.e., it is reflexive, symmetric, and
transitive. These assumptions, which hide behind “. . .” in locale Bisimulation,
are that T ⊆ T̂ and that also complex T̂ steps can be answered by T̂ steps within a
bisimulation relation.

In order to define strong, weak and weak timed bisimulations, we instantiate T

and T̂ appropriately. This can conveniently be done using the sublocale mechanism
of Isabelle.

s u b l o c a l e b a s i c _ l t s ⊆ s t r o n g : B i s i m u l a t i o n T T

s u b l o c a l e b a s i c _ l t s ⊆ weak : B i s i m u l a t i o n T −→w

s u b l o c a l e t i m e d _ l t s ⊆ weak_t imed : B i s i m u l a t i o n T −→wt

Thereby, we inherit the properties, which have been verified in the context of
abstract bisimulations, i.e., all considered kinds of bisimulations are, in particular,
reflexive, symmetric, and transitive relations.

Additionally, we have verified that strong bisimilar processes are also weak
bisimilar and that weak bisimilar processes are also weak timed bisimilar. These
properties are due to the fact that T ⊆−→w and that −→w⊆−→wt . This hierar-
chy of the considered kinds of bisimulations allows for taking the simpler strong
or weak notion of bisimulation in order to show weak timed bisimilarity of two
processes.

So far, we have introduced a generic formalization of (timed) LTSs and bisimu-
lations, which we have instantiated with strong, weak and weak timed bisimulation
on the abstraction level of (timed) LTSs. Bisimulations are very well-suited to ex-
press and verify the semantical equivalence of (timed) processes. However, they
lack convenient mechanisms to express properties of processes. Therefore, we de-
veloped and formalized a timed extension of HML, which is presented in the next
subsection.

5.1.3 Timed Hennessy-Milner Logic

In Section 4.4, we sketched a timed extension of HML to express crucial properties
of real-time systems. Compared to the untimed version of HML, we propose to re-
place the original possibility modality 〈a〉 by a weak timed modality 〈〈p〉〉, where p
is a predicate on timed events (t,a). By this extension, we keep the logic very small
but at the same time we gain enough expressiveness to describe crucial properties
of real-time systems. In Isabelle/HOL, we define the syntax of this logic by the
following datatype within the context of timed_lts.
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data type ’ b f o r m u l a =
t t

| no tF " ’ b f o r m u l a " ( "¬ f _ " )
| andF " ’ b f o r m u l a " " ’ b f o r m u l a " ( i n f i x l "∧ f " )
| pos s " ( r e a l × ’ b ⇒ boo l ) " " ’ b f o r m u l a " ( " 〈〈_〉〉_ " )

Note that we give the index f to the logical operators of our logic to distinguish them
from the object logic connectives of Isabelle/HOL.

The semantics is then given by the recursive function sem, which can be abbre-
viated by the convenient infix notation |=.

primrec sem : : ’ a ⇒ ’ b f o r m u l a ⇒ boo l ( i n f i x " |= " )
where

"P |= t t = True "
| "P |= (¬ f φ ) = (¬ ( P |= φ ) ) "
| "P |= ( φ1 ∧ f φ2 ) = ( ( P |= φ1 ) ∧ ( P |= φ2 ) ) "

| "P |= ( 〈〈p〉〉 φ ) = (∃ Q ( t , a ) . P
(t,a)
≈> Q ∧ p ( t , a ) ∧ Q |= φ ) "

The necessity operator for our timed HML is straightforwardly introduced by
the following syntactical abbreviation.

a b b r e v i a t i o n nec : : " ( r e a l× ’ b ⇒ boo l ) ⇒ ’ b f o r m u l a ⇒ ’ b f o r m u l a "
( " [ [ _ ] ] _ " )

where
" [ [ p ] ] φ ≡ ¬ f ( 〈〈p〉〉 ¬ f φ ) "

Furthermore, we define convenient abbreviations to express lower and upper
time bounds for certain events using the previously introduced possibility and ne-
cessity modality. As an example consider the formula 〈〈a〉〉≤t , which expresses that
some process is able to perform event a after at most t time units. This is defined
using the following abbreviation by instantiating the predicate p appropriately.

a b b r e v i a t i o n p o s s _ l e q : : " ’ b ⇒ r e a l ⇒ ’ b f o r m u l a ⇒ ’ b f o r m u l a "
( " 〈〈_〉〉≤__ " )

where
"〈〈a〉〉≤t φ ≡ 〈〈 ( λ ( r , x ) . x=a ∧ r≤ t ) 〉〉 φ "

In a similar fashion, we formalize the abbreviated operators 〈〈a〉〉∼tφ and [[a]]∼tφ

with ∼ ∈ {<,≤,=,≥,>}.

Altogether, we have presented a timed logic for expressing properties of pro-
cesses in a timed LTS. The assertion P |= φ means that formula φ holds in P’s
initial state. However, we often wish to express that a certain property holds in all
reachable states from P’s initial state. Therefore, we use the concept of coinductive
invariants as explained in the following.

Coinductive Invariants

Like in the case of bisimilarity, we define invariants with respect to a timed HML
formula φ coinductively.
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c o i n d u c t i v e _ s e t i n v a r i a n t : : ’ a f o r m u l a ⇒ ’ s s e t
f o r φ : : ’ a f o r m u l a
where J P |= φ ; ∀ e P′ . ( P , e , P′ ) ∈ T −→ P′ ∈ i n v a r i a n t φ K

=⇒ P ∈ i n v a r i a n t φ

This definition expresses that a process P invariantly satisfies formula φ if it (ini-
tially) satisifies φ and all derivatives of P are again contained in the invariant, i.e.,
invariantly satisfy φ . Again, Isabelle automatically provides a coinduction scheme,
which looks as follows.

P ∈ S
(∀Q ∈ S.

Q |= φ ∧ ∀e Q′. (Q,e,Q′)∈ T −→Q′ ∈ S∪ invariant φ)

P ∈ invariant φ

Thus, in order to verify that a concrete process P invariantly satisfies formula φ ,
one has to find a set S, which contains P. Furthermore it has to be verified that
all processes in S initially satisfy φ and that their derivatives are again in S or are
already known to invariantly satisfy φ .

We have presented generic formalizations of bisimulations and our timed HML.
Bisimulations are well-suited for showing the semantical equivalence of processes
of (timed) LTSs. Our timed HML is well-suited for showing (invariant) timed prop-
erties of processes. In the following subsection, we show that the satisfaction of
timed HML formulae is preserved by weak timed bisimilarity.

5.1.4 Preservation of Timed HML under Bisimulation

An important property of our timed HML is that weak timed bisimilar processes
satisfy exactly the same formulae. This property is stated in the following lemma.

lemma w e a k t _ b i s i m _ p r e s I f f : " ( P ,Q) ∈ weak_t imed . b i s i m i l a r
=⇒ P |= φ ←→ Q |= φ "

We have verified this property using induction over logical formulae and the ad-

ditional property that for weak timed bisimilar processes
(t,a)
≈> steps can be answered

by
(t,a)
≈> steps reaching again bisimilar processes. This lemma is used to show that

also the invariant satisfaction of timed HML formula is preserved by weak timed
bisimulation.

lemma w e a k t _ b i s i m _ i n v I f f : " ( P ,Q) ∈ weak_t imed . b i s i m i l a r
=⇒ P ∈ i n v a r i a n t φ ←→ Q ∈ i n v a r i a n t φ "

We have verified this lemma by coinduction for invariants using the witness set
{q. ∃p. p ∈ invariant φ ∧ (p,q) ∈ weak_timed.bisimilar}, which is closed under
the rules of the coinductive invariant definition. This property allows for the fol-
lowing verification principle, which our framework is based on: To show that a
possibly complex process P invariantly satisfies formula φ (denoted as �φ in the
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figure below), we can prove this property on a simpler process Q, which is weak
timed bisimilar to P.

POO

≈

��

|=

&&
�φ

Q
|=

88qqqqqqqqqqqqq

In this section, we have shown how we have defined generic bisimulations and
a timed HML in Isabelle. We have instantiated these abstract bisimulations in order
to define and inherit common properties of strong, weak and weak timed bisim-
ulations. Furthermore, we have shown that two weak timed bisimilar processes
invariantly satisfy the same timed HML formulae. In the next section, we present
our formalization of Timed CSP in the Isabelle/HOL theorem prover and show how
the presented verification techniques can be instantiated in this context.

5.2 Formalization of Timed CSP

In this section, first we present our formalization of the syntax and the operational
semantics of Timed CSP in the Isabelle/HOL theorem prover. Then, we show how
the previously presented verification techniques can be inherited for Timed CSP by
interpreting Timed CSP as a timed LTS. Furthermore, we show that all considered
kinds of bisimulation are observational congruences in the context of Timed CSP.
Finally, we give an outlook towards the integration of Timed CSP’s denotational
semantics into our formalization by operationally characterizing the timed traces of
processes and by verifying their relationship to weak timed bisimulation.

5.2.1 Syntax

We realize the syntax of Timed CSP processes by defining an inductive datatype
(’v,’a)Process, which is parameterized over the type variable ’v representing
process variables and the type variable ’a representing the process alphabet. An
excerpt of the datatype definition is given in the following figure.

data type ( ’ v , ’ a ) P r o c e s s =
STOP | SKIP | V a r i a b l e " ’ v " ( <_ >)

| P r e f i x " ’ a " " ( ’ v , ’ a ) " ( i n f i x r → )
| Menuchoice " ’ a s e t " " ’ a ⇒ ( ’ v , ’ a ) P r o c e s s " ( ? : _ → _ )
. . .

The datatype constructors correspond to Timed CSP operators. However, to give
Timed CSP operators their usual look, we additionally introduce syntax abbrevia-
tions. This means, for example, that process variables within a Timed CSP process
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are denoted <v> instead of Variable v or that the Prefix operator can be written as
a → P instead of Prefix a P.

We introduce common derived process operators such as WAIT, Delayed Prefix
and the Guard process separately by using the concept of syntactical abbreviations
in Isabelle.

a b b r e v i a t i o n WAIT : : r e a l ⇒ ( ’ v , ’ a ) P r o c e s s
where WAIT d ≡ STOP Bd SKIP

a b b r e v i a t i o n d e l a y e d P r e f i x : : ’ a ⇒ r e a l ⇒ ( ’ v , ’ a ) P r o c e s s
⇒ ( ’ v , ’ a ) P r o c e s s ( i n f i x →_ )

where a →d P ≡ a → (STOP Bd P )

a b b r e v i a t i o n guard : : boo l ⇒ ( ’ v , ’ a ) P r o c e s s
⇒ ( ’ v , ’ a ) P r o c e s s ( _ && _ )

where g && P ≡ ( i f g then P e l s e STOP)

Process variables are given an interpretation by a process variable assignment of
the type ’v ⇒ (’v,’a)Process mapping process variables to processes. Further-
more, we interpret Timed CSP processes with respect to a fixed set of observable
events. The intuition is that, although hidden, observable events can still be dis-
tinguished in the timed LTS given by the operational semantics. We explain this
mechanism in the next subsection in more detail. We define a locale for Timed CSP
where an abstract process variable assignment and an abstract set of observable
events is fixed.

l o c a l e t c s p
f i x e s asg : : " ’ v ⇒ ( ’ v , ’ a ) P r o c e s s "

and obs : : " ’ a s e t "

Process variables in combination with respective process variable assignments
are used to conveniently describe (mutually) recursive processes. Consider, for ex-
ample, the syntactical definition of a simple timed counter process. It is a variant
of the counter process described in Section 2.2.1. Using our formalization, we can
syntactically formalize it as follows.

Counter Process Example First, we need to introduce a datatype definition for
the process variables of the counter process and a datatype definition for the process
alphabet.

data type v a r s = Count " n a t "

data type ev = succ | p r ed

This datatype implicitly introduces infinitely many process variables. The state
of the counter is parameterized with an (arbitrary) natural number, which is used to
count the number of communicated succ events for which no pred event has been
communicated yet.

Now we can assign a process definition to each process variable by defining the
following process variable assignment.
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fun pasg : : v a r s ⇒ ( va r s , ev ) P r o c e s s
where

pasg ( Count 0 ) = succ →1 <Count 1>
| pasg ( Count n ) = succ →1 <Count ( n + 1) >

� p red →1 <Count ( n − 1) >

To interpret this process definition within Timed CSP it is then necessary to
interpret the tcsp locale appropriately.

i n t e r p r e t a t i o n c o u n t e r : t c s p " pasg " "{}"

Note that we take the set of observable events as the empty set. As no Hiding is
involved in the process definitions, the choice of this set is actually of no meaning
here.

Until now, we have presented the possibilities to formalize Timed CSP processes
syntactically using our formalization of Timed CSP in the Isabelle/HOL theorem
prover. To give processes a formal semantics, we consider the operational seman-
tics. In the following, we describe how we formalized the operational semantics of
Timed CSP in the Isabelle/HOL theorem prover.

5.2.2 Operational Semantics

Within the context of the tcsp locale, we are now able to define the operational
semantics of Timed CSP as explained below. However, first we present a slight
extension of the semantics of Timed CSP, which makes hidden events visible to a
certain degree. This has the advantage that we can introduce arbitrary observation
points on a given Timed CSP design. This eases verification and makes internal
behavior more transparent to the designer. At the same time, it enables the designer
to hide visible events, which makes them urgent and thus enforces timing behavior,
without losing observability.

Making Timed CSP Urgent In the original version of Timed CSP, only inter-
nal τ events have priority over timed steps. This means that visible events can be
delayed until the next internal event gets possible. The idea is that a Timed CSP
process models the timed behavior of processes that are not yet connected to some
environment. An event only occurs when the environment is willing to commu-
nicate the visible event. To close the system, the Hiding operator of Timed CSP
is used, meaning that the events in the hidden set are not influenced by a possible
environment any more. Consequently, hidden events are not visible to some envi-
ronment and therefore transformed to τ events. The problem with this treatment is
that the internal behavior of a process cannot be analyzed because the only infor-
mation propagated by the operational semantics is τ .

We slightly extended our formalization to enable the analysis of the internal
behavior of a process by globally introducing a set obs of observable events, which
remain visible even after being hidden. To achieve this, we define the following
variants of the original rule concerning the Hiding operator.
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P a−→ Q

P\A τa−→ Q\A
a ∈ A∧a ∈ obs

P a−→ Q

P\A τ−→ Q\A
a ∈ A∧a /∈ obs

This is a conservative extension of the original operational semantics in the sense
that the timed LTS is the same as before except that transitions labeled with τ are
possibly replaced by some τa. In the case that obs = /0, both transition systems are
the same. We have chosen this type of conservative extension in order to keep the
convenient properties of the original operational semantics.

To define the operational semantics of Timed CSP, we consider a common type
for labels of the underlying transition system. There are five different kinds of
transition steps: event steps, internal unobservable steps, internal observable steps,
terminating steps and timed steps. We encode the corresponding labels using the
datatype ’a eventplus, where ’a denotes the process alphabet.

data type ’ a e v e n t p l u s = ev " ’ a "
| t a u ( τ )
| u r g e n t " ’ a " ( τ_ )
| t i c k (

√
)

| t ime " r e a l "

We define the semantics using two inductive sets of triples, which share the same
type ((’v,’a)Process , ’a eventplus) lts. Event steps define the transition
steps with respect to the labels ev a, τ, τa, and

√
. Timed steps only define the

steps with respect to the label time t. An excerpt of the semantics definition is
given in Figure 5.1 and Figure 5.2.

Note that the operational rules for timed transitions depend on the (previously
defined) event transitions. Internal events are instantaneous in Timed CSP. This
means that time may not advance if internal transitions are enabled. In the seman-
tics of Sequential Composition and Hiding, it is thus necessary to allow time to
advance only if internal transitions are not enabled (see [Sch99]). This is the case,
for example, if the first process of the Sequential Composition can successfully ter-
minate.

Compared to the original semantics of Timed CSP as given in Section 2.2.2, the
rules of the operational semantics here differ by the special treatment of urgent τa
steps. However, as for example in rule Timeout_step2, they are treated like τ in
the original semantics, i.e. they do not, for example, resolve the Timeout operator.
To achieve this, we have introduced the predicate internal, which is true for τ and
τa labels.

The full operational semantics of Timed CSP is given by the union of event steps
and timed steps. We further provide the syntactical abbreviation P -<e>→ P’ to
denote (P , e , P’) ∈ step.
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i n d u c t i v e _ s e t e v s t e p : : ( ( ’ v , ’ a ) P r o c e s s , ’ a e v e n t p l u s ) l t s
. . .

| Seqcompo_step1 : J ( P , e , P′ ) ∈ e v s t e p ; e=ev a ∨ i n t e r n a l e K
=⇒ ( ( P ; ; Q) , e , ( P′ ; ; Q) ) ∈ e v s t e p

| Seqcompo_step2 : J ( P ,
√

, P′ ) ∈ e v s t e p K
=⇒ ( ( P ; ; Q) , τ , Q) ∈ e v s t e p

. . .
| H i d i n g _ s t e p 1 : J ( P , ev a , P′ ) ∈ e v s t e p ; a∈A ; a∈obs K

=⇒ ( P\A , τa , P′\A) ∈ e v s t e p
| H i d i n g _ s t e p 2 : J ( P , ev a , P′ ) ∈ e v s t e p ; a∈A ; a /∈obs K

=⇒ ( P\A , τ , P′\A) ∈ e v s t e p
| H i d i n g _ s t e p 3 : J ( P , ev a , P′ ) ∈ e v s t e p ; a /∈A K

=⇒ ( P\A , ev a , P′\A) ∈ e v s t e p
| H i d i n g _ s t e p 4 : J ( P , e , P′ ) ∈ e v s t e p ; e=

√
∨ i n t e r n a l e K

=⇒ ( P\A , e , P′\A) ∈ e v s t e p
. . .

| T i m e o u t _ s t e p 1 : J ( P , e , P′ ) ∈ e v s t e p ; e=ev a ∨ e=
√

K
=⇒ ( ( P Bd Q) , e , P′ ) ∈ e v s t e p

| T i m e o u t _ s t e p 2 : J ( P , e , P′ ) ∈ e v s t e p ; i n t e r n a l e K
=⇒ ( ( P Bd Q) , e , ( P′ Bd Q) ) ∈ e v s t e p

| T i m e o u t _ s t e p 3 : ( ( P B0 Q) , τ , Q) ∈ e v s t e p
. . .

| V a r i a b l e _ s t e p : ( <v> , τ , a sg a ) ∈ e v s t e p

Figure 5.1: Excerpt of the Event Step Definition in Isabelle/HOL

i n d u c t i v e _ s e t t s t e p : : ( ( ’ v , ’ a ) P r o c e s s , ’ a e v e n t p l u s ) l t s
. . .

| Seqcompo_step : J ( P , t ime t , P′ ) ∈ t s t e p ;
¬ (∃ R . ( P ,

√
, R) ∈ e v s t e p ) K

=⇒ ( P ; ; Q , t ime t , P′ ; ; Q) ∈ t s t e p
. . .

| H i d i n g _ s t e p 1 : J ( P , t ime t , P′ ) ∈ t s t e p ;
∀ a∈A. ¬ (∃ Q. ( P , ev a , Q) ∈ e v s t e p ) K

=⇒ ( P\A , t ime t , P′\A) ∈ t s t e p
. . .

| T i m e o u t _ s t e p : J ( P , t ime t , P′ ) ∈ t s t e p ; t≤d K
=⇒ ( ( P Bd Q) , t ime t , ( P′ Bd−t Q) ) ∈ t s t e p

. . .

Figure 5.2: Excerpt of the Timed Step Definition in Isabelle/HOL
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d e f i n i t i o n s t e p : : ( ( ’ v , ’ a ) P r o c e s s , ’ a e v e n t p l u s ) l t s ( i n f i x "−<_>→ " )
where s t e p ≡ e v s t e p ∪ t s t e p

In order to increase the automatization in proofs, we derive a compound lemma
for deducing steps of Timed CSP processes.
lemmas s t e p _ s i m p s = STOP_simps , SKIP_simps , . . . , Hid ing_s imps , . . .

Each of the single lemmas expresses which processes can be reached by a single
step beginning from a particular Timed CSP operator. For example, Hiding_simps
expresses the following.
lemma Hid ing_s imps : "P\A −<e>→ Q ←→

(∃a . e=τa ∧ a∈A ∧ a∈obs ∧ (∃P′ . Q=P′\A ∧ P −<ev a>→ P′ ) )
∨ (∃a . e=τ ∧ a∈A ∧ a /∈obs ∧ (∃P′ . Q=P′\A ∧ P <ev a>→ P′ ) )
∨ (∃a . e=ev a ∧ a /∈A ∧ (∃P′ . Q=P′\A ∧ P −<ev a>→ P′ ) )
∨ ( ( e=

√
∨ i n t e r n a l e ) ∧ (∃P′ . Q=P′\A ∧ P −<e>→ P′ ) )

∨ (∃ t . e= t ime t ∧ (∀ a∈A. ¬ (∃ Q. P −<ev a>→ Q) ) ∧
(∃P′ . Q=P′\A ∧ P −<t ime t >→ P′ ) ) "

This compound lemma is very useful to reason about reachable states of a pro-
cess. If the compound lemma step_simps is given to the Isabelle simplifier tactic
simp, the reachable steps of a composed process can be deduced in an automa-
tized fashion because the simplifier continuously applies matching sublemmas of
the step_simps compound lemma. The result is a disjunction corresponding to
possible steps of the process. Considering each disjunct separately enables reason-
ing about the reachable states one after another.

Properties of the Operational Semantics

Based on this formalization of the operational semantics of Timed CSP, we can
verify important properties [Sch99] with respect to the operational semantics of
Timed CSP as defined by step. This, on the one hand, shows that the operational
semantics is correctly formalized and, on the other hand, gives useful properties that
are needed for later proofs.

Urgency of Internal Events: It is important that internal steps have priority over
timed steps. This property is captured by a lemma that states that timed steps are
disabled if internal steps are possible. Note that external events cannot be forced to
occur at a certain point in time. They need to be internalized by the Hiding operator
to achieve urgency.

Q

P e //

 ̀
?�
?�

t
??
?�
?�

P′

lemma i n t e r n a l _ u r g e n c y : J P −<e>→ P′ ; i n t e r n a l e K
=⇒ ¬ (∃ Q t . P −<t ime t >→ Q)
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Constancy of Offers: Timed steps do not change the set of offered (visible)
events of a process, i.e., only events (internal as well as external) may change the
offers of a process.

Q Q′

P t
///o/o/o/o/o/o/o/o

e
@@�

�
�

�
P′

e
??�

�
�

�

lemma c o n s t a n c y _ o f f e r s : J P −<t ime t >→ P′ ; e=
√
∨ (∃a . e=ev a ) K

=⇒ (∃ Q. P −<e>→ Q) ←→ (∃ Q. P′ −<e>→ Q)

Time Determinism: Timed steps do not introduce further nondeterminism. This
means that every two timed steps of the same duration will reach the same target
process.

P1

=P

t
>>
>~
>~
>~
>~

t    `
 `
 `
 `

P2

lemma t i m e _ d e t e r m i n i s m : J P −<t ime t >→ P1 ; P −<t ime t >→ P2 K
=⇒ P1=P2

Time Additivity: Two consecutive timed steps may be summarized into one
timed step (of the summed duration). The other direction holds as well. Every
timed step may be divided into two consecutive timed steps.

P1

t1 !!!a
!a
!a
!a

t1+t2 ///o/o/o/o/o/o/o/o/o P3

P2
t2

==
=}
=}
=}
=}

lemma t ime_add : (∃ P2 . P1 −<t ime t1 >→ P2 ∧ P2 −<t ime t2 >→ P3 )
←→ ( P1 −<t ime ( t 1 + t 2 ) >→ P3 ∧ t1 >0 ∧ t2 >0)

All proofs above have been performed using induction over the Timed CSP pro-
cesses and using the definition of the operational semantics.

5.2.3 Timed CSP as a Timed Labeled Transition System

The operational semantics of Timed CSP defines a timed LTS. This can formally be
shown by verifying that the locale tcsp is a sublocale of timed_lts.
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s u b l o c a l e t c s p ⊆ t i m e d _ l t s s t e p τ t ime

This statement introduces the proof obligation that the operational semantics of
Timed CSP provides the assumptions of the timed_lts locale, which we have verified
using the properties from the previous subsection.

After successfully finishing the sublocale proof, all definitions and lemmas that
are provided within the context of timed LTSs are also available in the context
of Timed CSP. This includes especially the considered kinds of bisimulations, our
timed HML, and their interrelationship.

5.2.4 Bisimulation as an Observational Congruence

We have verified that all three considered kinds of bisimulation are observational
congruences with respect to Timed CSP processes in the Isabelle/HOL theorem
prover. This means that it is possible to conclude the bisimilarity of two composed
processes P⊕P′ and Q⊕Q′ (for some Timed CSP operator⊕) from the bisimilarity
of their subprocesses, i.e., the bisimilarity of P and Q and the bisimilarity of P′ and
Q′. We performed the proof for this in Isabelle/HOL by induction over Timed CSP
processes and by using additional lemmas concerning possible complex transition
steps of composed processes.

The crucial part of the proof was to verify that Sequential Composition and Hid-
ing also fulfill the congruence property. The main difficulty stems from the fact that
under weak (timed) bisimilarity, a simple timed step may be answered by a complex
step, which may consist of arbitrarily many internal transitions and possibly also of
arbitrarily many timed steps. For the proof, the complex step must be decomposed
and it has to be shown that after each of the arbitrarily many steps, it is not possible
to communicate the termination event

√
(for Sequential Composition) or hidden

events (for Hiding), respectively.

As an example, one part of the congruence proof for weak bisimulation with
respect to Sequential Composition is as follows. Assume that P and Q are weak
bisimilar and we want to show that P;R is weak bisimilar to Q;R for some arbitrary
process R. A timed step of P;R can only stem from a timed step of P where P cannot
terminate. If P evolves to P′ by some timed step with duration t, it follows from the
bisimilarity of P and Q that also Q can evolve to some Q′ in t time units (where also
internal steps are allowed) such that P′ and Q′ are bisimilar. In summary, we have

• P and Q are weak bisimilar

• P t
 P′

• ¬(P
√
−→)

• Q τ−→ . . .
τ−→ Q1

t
 Q2

τ−→ . . .
τ−→ Q′

• such that P′ and Q′ are weak bisimilar
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Now we would like to show that the composed process Q;R can evolve to Q′;R in t
time units. Formally, we have to show

Q;R τ−→ . . .
τ−→ Q1;R t

 Q2;R τ−→ . . .
τ−→ Q′;R

The challenge is that the timed step (from Q1;R) in the evolution of Q;R is only
allowed if no terminating step (

√
) of Q1 is possible. The proof for this takes into

account that P cannot carry out an internal step, this only being possible if a timed
step is not possible. Thus, due to bisimilarity of P and Q, every internal step of Q
must be answered by an empty τ-sequence of P leading trivially again to P. By in-
duction, it follows that every process that is reachable from Q by only doing τ steps
is weak bisimilar to P. This implies that process Q1 (where the timed step is done
in the evolution of Q) must be weak bisimilar to P. Finally, we can conclude that
Q1 cannot perform a terminating

√
-step because P cannot terminate. The overall

proof relies on the fact of internal urgency. A similar proof is needed in the context
of weak timed bisimulation. There, the properties time additivity and constancy
of offers of Timed CSP’s operational semantics, as explained in Section 5.2.2, are
additionally used.

5.2.5 Outlook: Denotational Semantics

We have presented our formalization of the operational semantics of Timed CSP in
Isabelle/HOL. In future work, it would be very convenient to consider the denota-
tional semantics of Timed CSP as well in order to be able to establish proofs on
a more abstract semantic domain. Our formalization gives a useful starting point
for this task. The denotational semantics can be operationally characterized using
the operational semantics as shown, for example, in [Sch95]. In the following, we
present our formalization of the timed traces semantics in the context of timed LTSs
and show their relationship to bisimulations. Furthermore, as an example, we verify
that terminating steps can only occur at the end of a timed trace in the context of
Timed CSP.

Timed Traces Semantics

A timed trace is a sequence of timed events where the time points are relative to
the beginning of the considered trace. To characterize timed traces operationally,
we first define timed behaviors of processes as a sequence of compound time-event
steps of the underlying timed LTS.

primrec i sBeh : : ’ s ⇒ ( r e a l× ’ a ) l i s t " ⇒ boo l
where

" i sBeh P [ ] = True "

| " i sBeh P ( ( t , a )# xs ) = ∃ P′ . P
(t,a)
≈> P′ ∧ i sBeh P′ xs

To define the timed traces of a process, we need to transform its timed behaviors
such that we get the time stamps of events relative to the beginning of each timed
behavior.
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primrec t r a n s f o r m _ h : : r e a l ⇒ ( r e a l× ’ a ) l i s t ⇒ ( r e a l× ’ a ) l i s t
where

t r a n s f o r m _ h r [ ] = [ ]
| t r a n s f o r m _ h r ( ( t , a )# xs ) = ( t +r , a ) # t r a n s f o r m _ h ( t + r ) xs

d e f i n i t i o n t r a n s f o r m : : ( r e a l× ’ a ) l i s t ⇒ ( r e a l× ’ a ) l i s t
where t r a n s f o r m xs ≡ t r a n s f o r m _ h 0 xs

Finally, the set of timed traces is defined by the transformation of all possible
behaviors of a process.

d e f i n i t i o n t t r a c e s : : ’ s ⇒ ( r e a l× ’ a ) l i s t s e t
where t t r a c e s P ≡ t r a n s f o r m ‘ {b . i sBeh P b}

Based on the definition of timed traces, we have been able to verify standard
properties of them, like the prefix closure of timed traces, easily.

lemma t t r a c e s _ p r e f i x _ c l o s u r e : "J t r ∈ t t r a c e s P ; t r ′ ≤ t r K
=⇒ t r ′ ∈ t t r a c e s P"

Whenever tr is a timed trace of some process P and tr′ is a prefix of tr (tr′ ≤tr),
then tr′ is also a timed trace of P.

Another common property is that within the context of Timed CSP a terminating
event can only occur at the end of a timed trace.

c o n t e x t t c s p
begin

. . .
lemma t i c k _ f i n a l : "J t r ∈ t t r a c e s P ;

√
∈ e v e n t ‘ ( s e t t r ) K

=⇒
√

= e v e n t ( l a s t t r ) "

In this context, the function event selects the event from a time-event pair, i.e.,
event(t,a) = a.

An important property of timed traces is their relationship to weak timed bisim-
ulations: Weak timed bisimilar processes have the same set of timed traces.

lemma w e a k t _ b i s i m _ t t r a c e _ e q : " ( P ,Q) ∈ weak_t imed . b i s i m i l a r
=⇒ t t r a c e s P = t t r a c e s Q"

This, for example, allows us to use the FDR2 refinement checker within our
framework. In [Oua01], a discretization approach has been developed with which,
for example, timed traces refinement can be shown using the FDR2 refinement
checker. If the system under verification is finite, this can be done fully automat-
ically. When applying our framework to parameterized real-time systems, we use
FDR2 to verify timed traces equivalence of instances of the abstract and concrete
parameterized models. Within our Isabelle/HOL formalization, we aim at show-
ing weak timed bisimilarity between the abstract and concrete systems for arbitrary
network sizes. So, a previous successful check that instances are timed traces equiv-
alent gives evidence that the bisimilarity proof is principally possible. If the timed
traces checks were not successful, the final bisimilarity proof could not be estab-
lished, as bisimilarity implies timed traces equivalence for all instances.
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So far, we have presented the formalization of the verification techniques of
bisimulations and our timed HML. Furthermore, we have shown how we formal-
ized the operational semantics of Timed CSP and how the previous verification tech-
niques are inherited for Timed CSP. Additionally, we formalized the timed traces
of processes and verified some common properties of them. In the next section, we
outline some important mechanisms that we have included in our formalization in
order to describe and verify parameterized real-time systems.

5.3 Coping with Parameterized Systems

The main goal of applying our presented framework is to mechanically prove (pos-
sibly infinite) parameterized real-time systems correct with respect to given require-
ments. Therefore, on the one hand, we need to describe and reason about arbitrarily
large networks of processes and, on the other hand, we need to express properties
of parameterized systems in our timed HML. In the following, we briefly explain
some important mechanisms in our formalization to achieve this goal.

5.3.1 Arbitrarily Large Networks of Timed Processes

To describe arbitrarily large networks of timed processes, we formalized a variant
of the indexed alphabetized parallel composition1 of processes and provide lemmas
to reason about these systems. So, we have included the operator P|[A,B]|Q in
our syntax, which has the semantics that P and Q behave independently but must
synchronize on shared events µ ∈ A∩B and on

√
. Furthermore, P and Q are only

allowed to communicate events from A or B, respectively.

We define a version of indexed alphabetized parallel composition using the fol-
lowing definition.

fun compo : : " n a t ⇒ ( n a t⇒ ’ a s e t ) ⇒ ( n a t⇒ ( ’ v , ’ a ) P r o c e s s )
⇒ ( ’ v , ’ a ) P r o c e s s "

where
compo 1 a l p h P = P 1

| compo ( n +1) a l p h P = l e t A =
⋃

{x . ∃ i . i≥1 ∧ i≤n . x= a l p h i } ;
B = a l p h ( n +1)

in ( compo n a l p h P ) | [ A, B ] | P ( n +1)

Note that we assume that the network has at least size one. We have introduced
the convenient syntax || k* [alph] P for this definition. Its meaning is that all
processes P(1) , ..., P(k) behave independently but must synchronize on their
shared events with respect to the given process alphabet alph. Formally, this is ver-
ified in the following lemma, which allows for deducing possible steps of arbitrarily
large networks.

1In textbooks of (Timed) CSP, this operator is introduced using a finite indexing set I: ‖i∈I
Ai

Pi
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lemma s tep_compo : J | | k∗ [ a l p h ] P −<e>→ Q ; k>0 K =⇒
(∃a . e=ev a ∧

(∃ P′ I . I 6= {} ∧ (∀ i∈ I . i≥1 ∧ i≤k )
∧ (∀ i . i≥1 ∧ i≤k −→ ( i∈ I −→ P i −<ev a>→ P′ i )

∧ ( i /∈ I −→ P′ i = P i ) )
∧ ( k≥2 −→ (∀ i . i≥1 ∧ i≤k −→ ( i∈ I −→ a∈ a l p h i )

∧ ( i /∈ I −→ a /∈ a l p h i ) ) )
∧ Q = | | k∗ [ a l p h ] P′ ) )

∨ ( i n t e r n a l e ∧
(∃ i P1 . i≥1 ∧ i≤k ∧ P i −<e>→ P1
∧ Q = | | k∗ [ a l p h ] ( λ j . i f j = i then P1 e l s e P j ) ) )

∨ ( e=
√
∧

(∃ P′ . (∀ i . i≥1 ∧ i≤k −→ P i −<
√

>→ P′ i )
∧ Q = | | k∗ [ a l p h ] P′ ) )

∨ (∃ t . e= t ime t ∧
(∃ P′ . (∀ i . i≥1 ∧ i≤k −→ P i −<t ime t >→ P′ i )
∧ Q = | | k∗ [ a l p h ] P′ ) )

If an event ev a is communicated then there exists a set I of process indices
such that the corresponding processes engage in the event ev a and the other pro-
cesses stay as before. Furthermore, all processes referenced by I have event a in
their alphabet and the others have not. An internal step is only performed by a sin-
gle process of the network. Finally, terminating steps and timed steps need to be
performed by all processes in the network synchronously.

5.3.2 Expressing Properties of Parameterized Real-Time
Systems

To conveniently express crucial properties of parameterized real-time systems, we
define a finite universal quantifier for our timed HML by the following definition.
f u n c t i o n f i n A l l : : n a t ⇒ n a t ⇒ ( n a t⇒ ’ b f o r m u l a )

⇒ ’ b f o r m u l a (
∧

[ _ , _ ] _ )
where∧

[ i , j ] φ = ( i f i > j then t t
e l s e φ i ∧ f (

∧
[ i +1 , j ] φ ) )

Under the assumption that there exist events corresponding to single processes
of network processes, this operator allows for adjusting logical properties depending
on the index of the process.

Let, for example, c be a channel with process indices as possible values and
n be the currently considered network size. Then, we can, for example, express
properties like (1) if c.i is currently possible then formula φ(i) has to hold or (2)
if some c.i is possible then it has to occur after at least dl(i) time units.

1.
∧
[1,n] λ i. 〈〈 c.i 〉〉=0 tt −→ f φ(i)

2.
∧
[1,n] λ i. [[ c.i ]]≥dl(i)

Note that the finite universal quantifier does not require an extension of our
timed HML datatype. Thereby, we keep a very small but expressive timed logic.
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In Chapter 7, we apply this logic in the context of our real-time scheduler case
study and thereby show that it is expressive enough to describe crucial properties of
parameterized real-time systems.

5.4 Summary

In this chapter, we have presented our Isabelle formalization of Timed CSP and the
generic Isabelle formalizations of bisimulations and our timed Hennessy-Milner
logic enhanced with coinductive invariants, which are both based on (timed) la-
beled transition systems. We have verified that the invariant satisfaction of timed
HML formulae is preserved by weak timed bisimulation, which gives a powerful
proof principle for our framework for the verification of parameterized real-time
systems. By interpreting the operational semantics of Timed CSP as a timed la-
beled transition system, we inherit these verification techniques and related lemmas
for Timed CSP. The advantage is that our framework is thereby also able to cope
with other process algebras as long as they can also be interpreted as timed labeled
transition systems. All considered kinds of bisimulations in the context of Timed
CSP have the convenient property to be observational congruences, which is very
useful for compositional verification. In Chapter 7, we show how these properties
help to verify our scheduler case study. To facilitate the verification using the FDR2
refinement checker, we have presented our formalization of timed traces and their
relationship to weak timed bisimulation. In future work, it would be interesting to
also characterize compositional denotational semantics of Timed CSP such as timed
failures semantics as discussed in Chapter 8. Our timed traces semantics can serve
as a good starting point for this. Finally, we have presented helpful mechanisms and
lemmas to conveniently describe and reason about parameterized real-time systems.

Our formalization of Timed CSP and the presented proof techniques in the Is-
abelle/HOL theorem prover enable the mechanical verification of Timed CSP pro-
cesses. This has the advantage that corner cases cannot be overlooked in proofs.
Moreover, our formalization copes with infinite systems like parameterized systems.
Therefore, not only correct proofs are ensured but proofs can also be performed
about infinite systems, which automatic verification tools like, for example, a model
checker cannot perform. The effort of mechanical verification as performed in an in-
teractive theorem prover is of course higher than for paper-and-pencil proofs or the
verification in a model checker. However, there is a need for absolute correct proofs
about (parameterized) real-time systems especially in the area of safety-critical em-
bedded systems that only an interactive proof environment can give. To reduce the
effort of interactive theorem proving to a certain degree, instances should be first
automatically analyzed such that potential errors are detected early. To achieve this,
we provide transformations from Timed CSP to timed automata and to tock CSP as
described in the following chapter.





6 Integration of Automatic
Verification Tools

Within our verification framework, we aim at automatically verifying instances
of parameterized real-time systems before the relatively time-consuming phase of
comprehensive verification. Currently, there exists only little tool support for the
automatic verification of Timed CSP processes. However, subsets of Timed CSP
can be transformed to other formalisms that support automatic verification. We
consider two of these approaches in this thesis, which we need, however, to adapt
in order to cope with the (original) semantics of Timed CSP correctly. Furthermore,
we provide extensions of these transformations to allow a larger class of Timed CSP
processes to be transformed.

The first approach defines a transformation from Timed CSP processes to timed
automata. This approach is presented in [DHQ+08]. However, the transforma-
tion rules concerning External Choice and Timeout given there contain flaws. We
therefore give corrected transformation rules for these process operators. Further-
more, we provide transformation rules for Hiding and the general Interrupt oper-
ator, which were not considered in [DHQ+08]. In [Wu10], we have implemented
our transformation rules to enable the automatic transformation of Timed CSP pro-
cesses to timed automata. We target the dialect of UPPAAL timed automata such
that the UPPAAL model checker [BY04] can be used for verification purposes and
the UPPAAL simulator can be used for simulation and debugging purposes.

In the second approach, Timed CSP processes are mapped to a discretely timed
dialect of CSP, called tock CSP. The “trick” is to discretize the time domain of
Timed CSP. The progress of time is modeled by performing discrete tock events
and not by performing continuous timed steps any more. This approach was pre-
sented in [Oua01], where a syntactic mapping of Timed CSP processes to tock CSP
processes is presented. However, the underlying semantical model of (Timed) CSP
considered there differs from the original semantics with respect to termination of
parallel processes. In [Oua01], a parallel process can successfully terminate if one
of its subprocesses can. In the original semantics of (Timed) CSP, parallel pro-
cesses can only terminate if all its subprocesses can. Therefore, we have adapted
the transformation rules with respect to External Choice, where this different treat-
ment poses problems. Furthermore, we provide transformations for Interrupt and
Timed Interrupt, which were not considered in [Oua01]. We have implemented the

97
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transformation rules in [Zho10] to enable the automatic transformation of Timed
CSP processes to tock CSP. As a result, we are able to employ the FDR2 refinement
checker [GRA05], which was originally developed for the verification of untimed
CSP. However, it also supports the verification of tock CSP processes with respect
to traces refinement in its tau-priority model.

Note that both our tools can handle finite Timed CSP processes only. By this,
we mean that the semantical state space of a Timed CSP process is finite if we leave
out intermediate states introduced by timers within the Timeout, Timed Interrupt,

and WAIT processes. For example, the process R = a→ STOP
5
B b→ STOP is

finite because the semantical state space is only infinite due to intermediate states
that stem from the timer in the Timeout process. However, the recursive process
R = a→d R 9 b→ STOP is an infinite process because after each occurrence of
event a, the term 9b→ STOP is added to the currently evolving process in the
semantical state space.

We have integrated our transformation engines into our framework for the me-
chanical verification of parameterized real-time systems. They are used to transform
finite instances of parameterized real-time systems to timed automata and tock CSP.
With that we can verify properties using the UPPAAL model checker and check the
semantical equivalence of instances of the abstract and the concrete parameterized
real-time systems using the FDR2 refinement checker.

The advantage of our transformation engines from Timed CSP to timed au-
tomata and to tock CSP is that the existing established verification tools UPPAAL
and FDR2 can be used to verify Timed CSP processes automatically. Thus, both
orthogonal kinds of properties can be verified on instances of a parameterized real-
time system. By this, we get a good evidence that also the respective proofs in the
comprehensive verification phase are possible. In the case that these properties are
not valid, counterexamples are provided, which can be used for debugging.

In this chapter, we present our adapted and extended transformations from Timed
CSP to timed automata and from Timed CSP to tock CSP, which we prototypically
implemented. In Section 6.1, we review the transformation from Timed CSP to
timed automata as given in [DHQ+08] and describe our adaptations and extensions.
Furthermore, we sketch how properties given in our timed Hennessy-Milner logic
(HML) can be verified on the resulting model using the UPPAAL model checker.
In Section 6.2, we review the transformation from Timed CSP to tock CSP, which
is presented in [Oua01], and describe our adaptations and extensions. Then, we
discuss how semantical equivalence with respect to timed traces can be shown on
the resulting models using the FDR2 refinement checker. This chapter closes with a
summary concerning the transformations of Timed CSP to timed automata and tock
CSP and their integration into our verification framework in Section 6.3.
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6.1 Transformation from Timed CSP to Timed Au-
tomata

In [DHQ+08], a transformation from Timed CSP to timed automata is presented,
which largely fits our needs. However, as described above, we had to adapt and
extend the corresponding transformation rules. Still, some assumptions are neces-
sary in order to be able to transform Timed CSP processes correctly into equivalent
timed automata. In Section 6.1.1, we introduce necessary assumptions on Timed
CSP processes for the transformations to be correct. We present the transforma-
tion rules with our adaptations and extensions in Section 6.1.2. In Section 6.1.3,
we discuss how timed HML properties can be verified on a translated Timed CSP
process using the UPPAAL model checker. Finally, in Section 6.1.4, we summarize
the presented transformation approach.

We follow [DHQ+08] by slightly extending the syntax of timed automata as
given in Section 2.3 by additionally considering final locations. These have no
relevance for the semantics of timed automata but are used as anchors to define
especially the transformation rule for Sequential Composition.

Definition 18 (Intermediate Representation of Timed Automata) Formally, the
syntax of an intermediate timed automaton slightly extends the definition in 2.3 by
considering final locations and is given by the tuple (L, l0,F,C,Σ,E, I) where

• L is a finite set of locations and l0 ∈ L is the initial location.

• F is a set of final locations.

• C is a finite set of clock variables.

• Σ is a finite set of actions with τ ∈ Σ denoting an internal transition.

• E ⊆ L×B(C)×Σ×P(C)×L is a finite set of edges. We also use the notation

l
(g,a,r)−→ l′ for (l,g,a,r, l′) ∈ E.

• I :: L→ B(C) is a function assigning an invariant to each location.

Note that in the following presentation of transformation rules, we use a slightly
extended definition of intermediate timed automata, where locations can be marked
as urgent and integer variables can be introduced that are possibly manipulated on
edges and that can be used in guards of edges. Their meaning is the same as in
UPPAAL timed automata.

Our overall transformation algorithm works as follows. If a process P1⊕P2 is
to be translated where ⊕ is some Timed CSP operator, then first translate P1 and
P2 such that the resulting automata representing these subprocesses are AP1 and
AP2. Then, combine AP1 and AP2 according to the corresponding transformation
rule. The transformation rules for all process operators are described below. We
mostly informally sketch the transformation rules, for their formal treatment we
refer to [DHQ+08].
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6.1.1 Assumptions

To get correct results, we need to make the following assumptions.

• The presented transformation assumes that all timed operators in the Timed
CSP process to be transformed are defined over natural numbers. This means,
for example, that for a WAIT (n) process being part of the overall process to
be translated, it is assumed that n ∈ N.

• The treatment of termination by using final locations makes it necessary that
each SKIP in the process to be transformed occurs within the left process of
some Sequential Composition. So whenever a subprocess is able to terminate
it can evolve to the second process of a Sequential Composition.

• We make the assumption that a Timed CSP process to be transformed is finite
(as explained in the beginning of this chapter).

6.1.2 Transformation Rules

Under these assumptions, a Timed CSP process can be transformed into timed au-
tomata according to the following rules.

Basic Timed CSP Processes The process STOP is represented by a single
initial location. There, no event can be performed but time can arbitrarily advance.

U U

STOP SKIP

Prefix

init' init
a

AP

Internal

U

init'init1 init2

AP1 AP2

Sequential
init1

AP1

init2

AP2

U

U

The SKIP process is represented by an initial location that is final at the same time.
So, SKIP actually behaves like STOP. However, as described below, within Sequen-
tial Compositions final locations are used for resolving Sequential Composition.

U U
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init' init
a
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AP1 AP2
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init1
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F

The representation of the Prefix process a→ P takes the translated automaton AP
representing P and introduces a new initial location init ′. An edge labeled with a
leads to the initial location of AP.
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init2

AP2
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Internal Choice The Internal Choice construction P1 u P2 is represented by an
urgent initial location with two τ-labeled edges leading nondeterministically to the
initial location of either AP1 or AP2 representing P1 and P2, respectively.

U U

STOP SKIP

Prefix

init' init
a

AP

Internal

U

init'init1 init2

AP1 AP2

Sequential
init1

AP1

init2

AP2

U

U

Parallel Composition We transform Parallel Composition by computing the
syntactic cross product of the involved automata. In contrast to [DHQ+08], we
consider synchronization sets explicitly. In the treatment there, synchronization is
established over all shared events of the involved automata.

Let Ai = (Li, li
0,Fi,Ci,Σ,Ei, Ii) with i ∈ {1,2} be two intermediate timed au-

tomata and S be an event set such that S ⊆ Σ \ {τ}. Note that we assume for sim-
plicity that both timed automata share the same alphabet Σ. Then we define

para(A1,A2,S) = (L1×L2,(l1
0 , l

2
0),F1×F2,C1∪C2,Σ,E, I)

with I(l1, l2) = I1(l1)∧ I2(l2), and with E defined by the smallest set satisfying

• if (l1,g,e,r, l′1) ∈ E1 and e /∈ S then ((l1, l2),g,e,r,(l′1, l2)) ∈ E

• if (l2,g,e,r, l′2) ∈ E2 and e /∈ S then ((l1, l2),g,e,r,(l1, l′2)) ∈ E

• if (l1,g1,e,r1, l′1) ∈ E1 and (l2,g2,e,r2, l′2) ∈ E2 and e ∈ S then
((l1, l2),g1∧g2,e,r1∪ r2,(l′1, l

′
2)) ∈ E

Let P1 ‖
S

P2 be a Timed CSP process, then its representation in timed automata is

given by para(AP1,AP2,S).

External Choice In [DHQ+08], the transformation of External Choice is real-
ized by the syntactic cross product of AP1 and AP2 where the edges labeled with
some visible event ev set an integer flag f to −1 if it stems from the first automaton
or to 1 if it stems from the second automaton. Initially, f has the value 0. Further-
more, all edges corresponding to the first automaton get the additional guard f ≤ 0
and edges corresponding to the second automaton get the additional guard f ≥ 0.
This means that both automata can perform internal events (or let time advance)
as long as none of the involved automata has performed a visible event. When this
happens, the edges of the other automaton are blocked by the respective guard. This
treatment can introduce timelocks. For example, in the transformation of process
(WAIT (1)�a→ STOP);b→ STOP, the timelock occurs if the second process per-
forms its a event before 1 time unit passed by. Then, all edges of the first process
are blocked by the guard f ≤ 0, which is now unsatisfiable. Therefore, the urgent
edge after having waited 1 time unit (introduced by the translation of WAIT) cannot
be performed and the timelock occurs.
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To correct this flaw and also for performance reasons, we change the transfor-
mation rule for External choice (P1�P2). In most cases, there are relatively few
internal transitions until the choice is resolved in favor of the first process or the
second process. Therefore, we first take the cross product of AP1 and AP2 but let
visible events go to the respective target location in the automaton AP1 or AP2. Then,
we perform an analysis that detects unreachable locations in the crossproduct and
deletes them. Thereby, only interleavings of initial internal steps are present in the
parallel automaton. This heavily reduces the overall location set in many cases.
Furthermore, after performing a visible event, which stems from the first or the
second process, the composed automaton leaves the possibilities of the automaton
corresponding to the other process. Thus, the flaw of [DHQ+08] does not occur in
our transformation rule.

Timeout
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x<=t or
to_break x==t and

!to_break
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to_break

init1

init'

External
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AP1

AP1 AP2

AP2

ev ev

The cross product that is involved in the transformation rule is explained in the
rule for Parallel Composition. The synchronization set in the transformation of
External Choice is empty. The final locations of the composed automaton are the
final locations of AP1 and AP2 and all cross product locations (l1, l2) where at least
one of the locations l1, l2 is a final location.

Interrupt The Interrupt process P14P2 is translated similarly to the External
Choice process. We build a cross product of AP1 and AP2 and let event edges, which
stem from P2, lead to the corresponding target location in AP2 thereby leaving the
cross product. The final locations are given by the final locations of AP2 and all
cross-product locations (l1, l2) where at least one of l1, l2 is a final location.
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Sequential Composition The transformation of the Sequential Composition pro-
cess P1;P2 is given by the two automata AP1 and AP2 representing P1 and P2 where
the final locations of AP1 are connected to the initial location of AP2 and declared
urgent. This means that the corresponding transition from AP1 to AP2 must hap-
pen before a next timed step, when the first process is able to terminate. The final
locations of the composed automaton are given by the final locations of AP2.

U U

STOP SKIP

Prefix

init' init
a

AP

Internal

U

init'init1 init2

AP1 AP2

Sequential
init1

AP1

init2

AP2

U

U

U

Timeout Consider the Timeout process P1
t
B P2. Then again, the transformed

automata AP1 and AP2 representing the original processes P1 and P2 are taken to
construct the composed automaton. An urgent initial location is introduced, which
is connected to the initial location of AP1. When taking this edge, a previously
introduced fresh clock x is set to 0. Then, as long as the timeout t has not elapsed,
the automaton AP1 can do internal steps and let some time advance. When a visible
event is performed in AP1, we update the flag to_break to true indicating that the
Timeout is resolved in favor for the first automaton. Then, all edges leading to
automaton AP2 are blocked and all invariants corresponding to the timeout t are
irrelevant.

Timeout

init2

AP2

U

AP1

x=0,
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x<=t or
to_break x==t and

!to_break

x<=t or
to_break

init1
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In the original transformation given in [DHQ+08], the behavior of the Timeout
operator is not treated correctly. There, each step of the first process (also internal
steps) disables the transitions to AP2. Furthermore, if AP1 is recursive, it could
reach its initial location again (even after performing a visible event). Then, the
timeout t could elapse and AP2 could be reached. Another problem of the original
treatment is that reaching again the initial location init1 could be blocked because
in the meantime the timeout could have elapsed without having taken a transition to
AP2. With our transformation of Timeout, these problems are solved.

Timed Interrupt The treatment of Timed Interrupt is simpler than that of Time-
out. For a Timed CSP process P14tP2, a fresh clock variable x that is initially set
to 0 on the edge leading to the initial location of AP1. An invariant x≤ t is assigned
to each location in AP1. Furthermore, a τ-labeled edge with guard x == t is added
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to each location of AP1, which has the initial location of AP2 as its target. This en-
sures that the first automaton is left when the time specified in the Timed Interrupt
elapses. When AP1 is able to terminate (before the time elapsed), it is in a final
location. This situation must stem from a SKIP process, as this is the only process
introducing final locations. Since we assume that each SKIP occurs in the left pro-
cess of some Sequential Composition, the situation that AP1 is in a final location
is handled by a transition to the second automaton of the Sequential Composition,
thereby leaving AP1.

init2

AP2

U

AP1

x=0
x<=t

x==t

x<=t

init1

init'

x==t

Timed Interrupt

Hiding For the transformation of Hiding in a process P \ A, we set all source
locations of edges labeled with some a out of A as urgent in AP. Furthermore, we
rename the hidden events using the predefined prefix _hidden_. This implies that
events within the original Timed CSP process must not have this prefix in their
names. The renaming of hidden events is necessary to ensure that hidden events
do not, for example, resolve External Choice or Timeout. Another solution would
be to delete synchronizations a? for hidden events a and declare the corresponding
source locations as urgent. This, however, has the disadvantage that hidden events
cannot be considered in the later verification phase. Our transformation provides
the correct handling of Hiding according to our extended operational semantics of
Timed CSP where observable hidden events are urgent but not equal to τ .

Recursion In contrast to [DHQ+08], we handle Recursion using process names
instead of an explicit Recursion operator. To achieve this, we add a new labeling
relation between locations and process names to our notion of an intermediate timed
automaton. A process name appearing in a Timed CSP term is either translated with
the automaton corresponding to the name, or, in case the name links to a process
that is currently being translated, with a stub location. As soon as the translation
of a named process is completed, the stub locations are linked back to the initial
node of the corresponding automaton and are marked as resolved. At the end of
the transformation there can be no remaining stub location. This way of tackling
Recursion enables more sophisticated recursive definitions, on the one hand, and the
detection of illegal forms of Recursion, on the other hand. For example, the process
P= pop→ STOP9push→P resembles an infinite unary stack and therefore cannot
be automatically transformed to a finite timed automaton. In order to prevent ill-
formed definitions like this one, self-recursion within a Parallel Composition must
not be used. Violations of this constraint can easily be detected: Whenever two
locations are combined in a tuple (usually when translating a Parallel Composition),
and one of them has been marked as an unresolved recursion stub, the recursion
hierarchy could be tangled.
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As an example of the transformation of recursive processes, consider a process
structure like the following.

R = . . .Q . . .P . . .
Q = . . .R . . .
P = . . .Q . . .

R

P

Q

<R>

<R> 

Q

 

 

U

U

Our transformation first calculates the automaton representing Q and introduces
a stub location <R> referring to the process R, which is currently translated. Then,
the automaton representing P is calculated including the automaton corresponding
to Q. Finally, the translation of the timed automaton AR representing R is finished
and all stub locations <R> referring to R are connected to the initial location of AR.

Within our prototypical implementation, we treat parameterized process vari-
ables by computing the reachable process variables (with respect to the respective
valuations of the parameters) of the source model. Then, for each (reachable) “flat”
process variable, a transformation of the corresponding process is performed.

6.1.3 Simulation and Automatic Verification in UPPAAL

We have implemented the transformation rules above as a tool called TCSP2TA.
It takes a set of Timed CSP processes as input fulfilling the assumptions above.
Furthermore, a main process P to be translated is given. Then, the main process is
translated in a compositional fashion to an intermediate representation of timed au-
tomata. If the main process refers to process names, the respective process bodies
are translated according to the transformation of Recursion described above. Fi-
nally, our tool outputs an XML-file that UPPAAL can cope with. The UPPAAL
model consists of two timed automata composed in parallel: The first automaton
A_P corresponds to the main process, where all events a are declared as UPPAAL’s
receiving events a?. The second automaton is a simple control automaton that en-
ables all possible events of A_P to happen. It consists of a single location that has
for each event a a loop edge labeled with a!.
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Within our framework, we translate finite instances of the abstract parameter-
ized model and the concrete parameterized model Sk and Nk to their timed automata
counterparts. The UPPAAL simulator can then be used to simulate the resulting
models and to check whether they behave as expected. If the simulation results
in unintended behavior, the original model can be debugged according to these
“wrong” behaviors.

The UPPAAL model checker can be used to verify properties of the instance
models. One of these properties is that the resulting model is deadlock free, which
is an important verification goal for embedded systems as considered in this thesis.
This property can be encoded as the UPPAAL assertion A� not deadlock and
then be automatically verified.

Properties given in our timed HML cannot directly be expressed in the UPPAAL
specification language. We need to introduce further ghost variables and extend
edges with corresponding updates to achieve this goal. Common (sub)properties
that can be expressed in our logic are, for example, the following.

1. � ([[a]]=0 [[b]]>du ff)

2. � ([[a]]=0 [[b]]<dl ff)

3. � ([[a]]=0 〈〈b〉〉≥0 tt)

The first two properties state that after performing event a, a possibly following
event b occurs within the time bounds dl to du. The third property states that after
performing event a, it is possible to eventually perform event b.

For verifying the first and the second property, the idea is to keep track of the
last performed visible event. When performing event a, a fresh clock x is reset to
0. When event b is enabled later, it is checked whether this clock is within the time
bounds. To realize this idea, we give each event e occurring in the timed automaton
a unique integer value val_e and extend the timed automata model according to the
following steps.

• declare a global integer variable last that keeps track of the occurrence of
the last (visible) event

• declare a global clock x (which is reset to 0 when event a occurs)

• within the control automaton, extend the edges labeled with

– a! by the additional updates last = val_a and x = 0

– c! with c either visible or hidden but declared observable (this includes
the case that c = b) by the additional update last = val_c

Then, for proving the corresponding first and second formula correct, we let UP-
PAAL verify the following two assertions.

1. A� (last==val_a ∧ enabled(b) −→ x ≤ du)

2. A� (last==val_a ∧ enabled(b) −→ x ≥ dl)
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Unfortunately, UPPAAL does not directly support predicates to express that certain
events are enabled. So, we take all locations l1, . . . , ln of the automaton A_P with
an outgoing b?-edge. Then, enabled(b) is defined as A_P.l1 ∨ ...∨ A_P.ln.
Note that this suffices because in a translated automaton A_P, edges labeled with
some event cannot contain guards, i.e., enabledness is equivalent with being in the
respective locations with an outgoing b? edge. Also note that upper bounds can
only be verified if either b is a hidden event in the original Timed CSP process
or if it is contained in a Timeout or Timed Interrupt construction, otherwise the
occurrence of b could be delayed for an arbitrarily long amount of time.

The third timed HML property is harder to express within the UPPAAL query
language and an cannot be expressed in general. What we would like to express
is something like the CTL formula A� (a_occurred −→ E♦ b_is_enabled).
The problem with such a formula is, however, that nesting of path quantifiers is not
supported in the UPPAAL query language. The only supported formula with a sort
of nested path quantifiers is Φ Ψ. This formula is equivalent to the CTL formula
A�(Φ −→ A♦ Ψ). In our case, we are only able to express a stronger property,
which states that event b must eventually be enabled (and actually be performed)
after event a occurred. This property is, however, still useful in many cases as
sketched below. To verify this property on a translated Timed CSP process, the idea
is again to keep track of the last visible event. Furthermore, it has to be ensured
that after performing event a, on every path event b is finally performed but without
another visible event occurring between a and b. To this end, we introduce a further
boolean variable changed, which is set to true if after the first occurrence of the a
event, another visible event but b is performed. Initially, changed is set to false.
We extend the timed automata model by the following steps.

• declare a global integer variable last that keeps track of the occurrence of
the last (visible) event

• declare a global boolean variable changed that keeps track of whether another
event but b occurred after the first a event

• within the control automaton, extend the edges labeled with

– a! by the additional updates: in the case that a 6= b, add the update
changed = (last==val_a ? true : changed)1; in each case add
the update last = val_a

– b! by the additional update last = val_b

– c! with c 6= a, c 6= b, and c either visible or hidden but declared observ-
able by the additional updates changed = (last==val_a ? true :

changed) and last = val_c

This means that after the event a occurs and thereafter an event c 6= b is performed,
changed is set to true and will never be reset to false again.

Then, we verify the following formula.

last==val_a  last==val_a ∧ changed==false ∧ enabled(b)

1This is equivalent to the update changed = (last==val_a or changed).



108 Integration of Automatic Verification Tools

This formula expresses that after performing an a event, a location where b is en-
abled must be reached. Note that this formula additionally implicitly states that the
enabled b event must also be performed. Otherwise, if another event but b was
performed, changed would be set to true and a further occurrence of the a event
could not be followed by a state where changed==false and enabled(b). As dis-
cussed above this UPPAAL formula expresses a stronger property than the original
timed HML formula. However, it is still useful in many situations. The mechanism
described above can especially be used to verify formulae of the form

� ([[a]]=0 (〈〈b1〉〉≥0 tt ∨ 〈〈b2〉〉≥0 tt ∨ ...∨ 〈〈bn〉〉≥0 tt))

This expresses that when event a was performed, one of the events bi must be per-
formed thereafter. In combination with the first two timed HML formulae, it can,
for example, be expressed that after event a was performed, some event bi must be
performed thereafter within the time bounds dl to du.

6.1.4 Discussion

In this section, we have presented our adaptations and extensions of the transforma-
tion approach from Timed CSP to timed automata as given in [DHQ+08]. The main
restrictions on processes that can be correctly transformed are that they need to be
finite and that each SKIP in the original process should appear (as a subprocess) in
the left process of a Sequential Composition to treat termination correctly. These
are minor restrictions. Thus, we are able to transform a large class of finite Timed
CSP processes to timed automata and can finally employ the UPPAAL tool suite
for simulation, debugging, and verification. Furthermore, this transformation copes
with our extended semantics of Timed CSP where hidden events can be declared as
visible (not having any influence on other operators) and thus enables the verifica-
tion with respect to internal behaviors of a Timed CSP process, which is crucial in
the area of embedded real-time systems. Finally, we discussed how common timed
HML subformulae can be verified using the UPPAAL model checker.

Although a correctness proof was given in [DHQ+08], the transformation con-
tained flaws that we corrected by reformulating some of the original transformation
rules. We have informally argued that our transformation is correct. However, es-
pecially in the treatment of Recursion, a hand-written correctness proof can easily
contain flaws. In future work, we therefore plan to formalize timed automata and the
given transformation rules in Isabelle/HOL. Using our formalization of Timed CSP,
we aim at a formal and mechanical verification of the correctness of the presented
transformation rules.

UPPAAL is well-suited to verify (timed) properties of translated Timed CSP
processes. However, it lacks mechanisms to verify semantical refinement or seman-
tical equivalence of two processes. To this end, we consider another transformation
approach from Timed CSP to tock CSP such that the FDR2 refinement checker can
be used for verification as explained in the following section.
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6.2 Transformation from Timed CSP to Tock CSP

The aim of [Oua01] is to relate a continuous-time semantics and a special discrete-
time semantics of Timed CSP in order to allow for the verification of continuous-
time systems in terms of the verification of the discretely timed counterpart. One
of the motivations of [Oua01] is to provide Timed CSP with a syntactic mapping
Ψ :: TCSP⇒ tockCSP. It is a compositional mapping that translates Timed CSP
processes to discretely timed CSP processes, where the special event tock describes
the passage of one time unit. In Section 6.2.1, we introduce assumptions on Timed
CSP processes that are needed to ensure the transformation to be correct. Then, we
present the transformation rules and our adaptations and extensions in Section 6.2.2.
In Section 6.2.3, we present further assumptions that are needed such that the FDR2
refinement checker can cope with the translated processes. Furthermore, we show
how the FDR2 refinement checker is used to verify timed traces equivalence in its
tau-priority model. Finally, in Section 6.2.4, we summarize the presented transfor-
mation rules and discuss their applicability.

The overall transformation algorithm works as follows. If a process P1⊕P2
is to be translated where ⊕ is some Timed CSP operator, then first translate P1
and P2. These translated processes are combined using CSP operators in tock CSP
according to the corresponding transformation rule. The transformation rules for all
process operators are described below.

6.2.1 Assumptions

To ensure the correctness of the transformation rules below, we need to restrict the
set of allowed processes.

• The presented mapping assumes that all timed operators in the Timed CSP
process to be transformed are defined over natural numbers. This means, for
example, that for a WAIT (n) process being part of the overall process to be
translated, it is assumed that n ∈ N.

• For the External Choice process P1�P2, we assume that neither P1 nor P2
can terminate before communicating a visible event.

• For the Timeout process P1
n
B P2, we assume that P1 needs to perform at least

one visible event before successfully terminating.

• For the Interrupt process P14P2, we have the restriction that P2 terminates
exactly after the first performed visible event. Note that P2 is then basically
of the form WAIT (n);a→ SKIP.

• For the Timed Interrupt process P14nP2, we impose the restriction that P2
has only the possibility to successfully terminate after some amount of time.
So P2 can basically be of the form WAIT (n).

• We make the assumption that a Timed CSP process to be transformed is finite.
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Especially for Interrupt and Timed Interrupt, the restrictions are relatively strong.
When giving the respective transformation rules below, we explain why it is hard
to find more general transformation rules for these process operators. However, we
also explain why these restrictions nevertheless allow for interesting processes to be
transformed to tock CSP.

6.2.2 Transformation Rules

Under these assumptions, a Timed CSP process can be transformed into tock CSP
according to the following rules.

Basic Processes The tock CSP representation of the Timed CSP process STOP
is a recursive process performing infinitely many tock events .

STOPt
def
= Ψ(STOP) = µX • tock→ X

The SKIP process also allows for performing arbitrarily many tock events but
can always successfully terminate.

SKIPt
def
= Ψ(SKIP) = µX • tock→ X�SKIP

This gives a slightly different transformation compared to [Oua01]. There, a special
operator SKIPt was introduced, which can let time arbitrarily advance as in our
case but behaves like STOPt after successfully terminating. Such an operator can,
however, not be expressed in standard CSP as supported by FDR2 because the only
process introducing terminating events is SKIP. However, it evolves to STOP and
not STOPt . This means that using our transformation after a terminating event no
tock events may be performed anymore.

The Prefix operator a→ P is realized by a process that allows arbitrarily many
tock events to be performed and that is always able to perform the a event. When
this happens, it behaves like the transformed process Ψ(P).

Ψ(a→ P) = µX • (a→Ψ(P))�(tock→ X)

Menu Choice is treated in a similar way.

Ψ(x : A→ Px) = µX • (a : A→Ψ(Px))�(tock→ X)

The process WAIT is explicitly considered in the transformation. After perform-
ing n tock events it behaves like SKIPt .

WAITt(n)
def
= Ψ(WAIT (n)) = tock→ . . .→ tock︸ ︷︷ ︸

n times

→ SKIPt

Internal Choice The Timed CSP process Internal Choice is defined in terms of
CSP’s Internal Choice, where the subprocesses are transformed accordingly.

Ψ(P1 u P2) = Ψ(P1) u Ψ(P2)
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External Choice In [Oua01], the transformation for External Choice is proposed
as follows.

Ψ(P1�P2) = Ψ(P1)� tΨ(P2)

where

P1′� tP2′ = f−1
1 ( f−1

2 (( f1(P1′) ‖
{tock}

f2(P2′)) ‖
Σ1∪Σ2

(RUNΣ1�RUNΣ2)))

and for i ∈ {1,2}, we have

Σi = {i.a | a ∈ Σ}

fi :: Σ∪{tock}∪Σ1∪Σ2⇒ Σ∪{tock}∪Σ1∪Σ2
fi(a) = if a ∈ Σ then i.a else a

RUNA = (a : A→ RUNA)

This definition first renames all events a of P1′ to 1.a and events a of P2′ to
2.a using the renaming functions f1 and f2, respectively. Then, these two processes
are placed into a Parallel Composition and synchronize over tock events. When
a visible event of either the first process or the second process is performed, the
choice in RUNΣ1�RUNΣ2 is resolved such that the events of the other process are
blocked. Finally, events 1.a and 2.a are given their original names by f−1

1 and f−1
2 .

The semantics of Timed CSP given in [Oua01] defines termination of Parallel
Composition in another way than in the original semantics of (Timed) CSP that is
used by FDR2 and that we use in our formalization of Timed CSP. In [Oua01], a
parallel process can successfully terminate if one of its subprocesses can. In the
original semantics of (Timed) CSP, a parallel process can only terminate if all its
subprocesses can. If, for example, in the above construction P1′ first communicates
some event a and then terminates, the overall parallel composition cannot terminate,
because P2′ cannot terminate. Therefore, we slightly change the definition above
according to the original semantics as follows.

Ψ(P1�P2) = Ψ(P1)� ′tΨ(P2)

P1′� ′tP2′ = f−1
1 ( f−1

2 ((( f1(P1′)4 trig1→ SKIPt ‖
{tock}

f2(P2′)4 trig2→ SKIPt)

‖
Σ1∪Σ2∪{trig1,trig2}

(CHOICE1�CHOICE2))\t {trig1, trig2}))

CHOICE1 = a : Σ1→ trig2→ RUN
Σ

√

1
CHOICE2 = a : Σ2→ trig1→ RUN

Σ

√

2

RUNA
√ = (a : A→ RUNA

√)�SKIP

We have changed the original transformation rule by introducing the interrupts
trigi→ SKIPt using fresh events trigi and by introducing processes CHOICEi wait-
ing for the first visible event of either P1′ or P2′. If, for example, P1′ performs a
visible event the CHOICE1 process communicates the trig2 event thereafter such
that the second process evolves to SKIPt . If finally the respective process termi-
nates, all processes within the Parallel Composition can terminate as well.



112 Integration of Automatic Verification Tools

Remember that we assume in our transformation that both processes P1 and P2
need to communicate a visible event before terminating. Otherwise, the composed
process would simply deadlock because neither CHOICE1 nor CHOICE2 are able
to terminate initially. Even if these processes could initially terminate, then either
P1′ or P2′ would be prevented from terminating because trig1 or trig2 would not be
performed. This is a minor restriction because, for example, a Timed CSP process
like WAIT (5)�P could be reformulated as ((WAIT (5); tmp→ SKIP)�P)\{tmp}.

Sequential Composition Sequential Composition is translated by first translat-
ing both subprocesses and then combining them using a special urgent Sequential
Composition operator. It expresses that Sequential Composition needs to be re-
solved as soon as possible, i.e., time must not advance as long as the first process
is able to terminate. This means that if the first process of the Sequential Compo-
sition can terminate, it must not perform further tock steps. This treatment of the
Sequential Composition operator is supported in the tau-priority model of FDR2,
where each τ step gets priority over tock steps.

Ψ(P1;P2) = Ψ(P1);t Ψ(P2)

Parallel Composition The transformation of Parallel Composition is given by
the translation of the subprocesses, which are then composed in parallel and addi-
tionally synchronize over the tock event.

Ψ(P1 ‖
A

P2) = Ψ(P1) ‖
A∪{tock}

Ψ(P2)

Timeout Timed CSP’s Timeout can be expressed in terms of the WAIT process
using a fresh event trig by P1

n
B P2 = (P1�(WAIT (n); trig→ P2))\{trig}. There-

fore, its transformation is simply given by

Ψ(P1
n
B P2) = (Ψ(P1)�′t(WAITt(n);t trig→Ψ(P2)))\t {trig}.

Like in the case of External Choice, we assume that P1 needs to perform a visible
event before successfully terminating. This restriction does not need to be imposed
on P2 because of the introduced trig event, which resolves the underlying External
Choice.

Hiding As in the case of Sequential Composition, Hiding is translated using a
special urgent Hiding operator. It means that tock must not be performed when
an event to be hidden can be performed. Again, this operator is available in the
tau-priority model of FDR2.

Ψ(P1\A) = Ψ(P1)\t A

Interrupt In [Oua01], the process operators Interrupt and Timed Interrupt have
not been considered. Inspired by the transformation rule of External Choice, we
developed the following transformation rule for Interrupt.



6.2 Transformation from Timed CSP to Tock CSP 113

Ψ(P14P2) = Ψ(P1)4 tΨ(P2)

P1′4 tP2′ = f−1
1 ( f−1

2 ((( f1(P1′)4 trig→ SKIPt ‖
{tock}

f2(P2′)4SKIP)

‖
Σ1∪Σ2∪{trig}

RUN1� IR))\t {trig}))

RUN1 = (a : Σ1→ (RUN1� IR))�SKIP
IR = a : Σ2→ trig→ RUN

Σ

√

2

As in the case of External Choice, we have the assumption that P2′ can only
terminate after performing some visible event. If P1′ performs a visible event, the
Interrupt is not resolved in favor of it and therefore we do not have the trig interrupt
on the right hand side. If P1′ performs a tock event, it needs to be synchronized
with a tock event performed by P2′. Finally, if P1′ terminates, it synchronizes with
f 2(P2′)4SKIP and with RUN1.

For process P2′, there is a problem when it performs a visible event. Then,
process IR performs the trig event to interrupt f1(P1′). However, the term 4SKIP
remains. Therefore, the overall process can terminate now, even if P2′ cannot.
Replacing the term 4SKIP by �SKIP does not solve this problem because then
tock events would resolve the choice. We believe that it is not (directly) possible to
define a general Interrupt operator in tock CSP.

Although not having found a general transformation rule for Interrupt, the above
transformation rule transforms P14P2 correctly if the second process terminates
after performing the first visible event. With the additional assumption that it can
only terminate after performing a visible event, we basically allow processes of the
form WAIT (n);x : A→ SKIP for P2. This is a quite restricted form of the Interrupt
process but it is nevertheless still useful in many situations.

For example a police station could be modeled where an emergency event in-
terrupts the office work. Then, the emergency is handled and after this the process
starts over again.

Police = (Office4emergency→ SKIP);Emergency_Handling;Police

Timed Interrupt We establish the transformation of Timed Interrupt by a char-
acterization in terms of the Interrupt operator and the WAIT process using a fresh
event trig.

Ψ(P14nP2) = Ψ(P1)4 t(WAITt(n);t trig→Ψ(P2))\t {trig}

Due to the restrictions with respect to Interrupt, P2 must be restricted to be basi-
cally of the form WAIT (k) (with SKIP being a special case since SKIP is equivalent
to WAIT (0)). However, this operator is, for example, useful to restrict the time of
operation of a process:

(PARTY45SKIP);goto_bed→ STOP.
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Recursion If a set of (possibly recursive) process definitions Ri = Pi is given,
then all bodies are translated according to the transformation rules given above:
Ri = Ψ(Pi). Process variables that occur in Pi are not changed by Ψ.

Like in the case of TCSP2TA, we treat parameterized process variables by com-
puting the reachable “flat” process variables. Then, for each such process variable,
a transformation of the corresponding process is performed.

6.2.3 Automatic Verification with FDR2

We have implemented the transformation rules as given above as a tool called
TCSP2tockCSP. It takes a set of Timed CSP processes as input and translates them
according to the transformation rules. The output is a text file that FDR2 can in-
terpret. However, using the presented transformation rules, the state space of a
translated process can be infinite even if it was finite for the original Timed CSP
process as described below. Therefore, we need to further restrict the Timed CSP
processes to be transformed as explained in the following.

Transformation Assumptions for Automatic Verification in FDR2

• Within the translation of External Choice there are two severe problems in the
context of automatic verification using FDR2: Consider the example process
R = a→ R�b→ R. This process is translated to a tock CSP process with
infinite state space according to the transformation rule for External Choice
above. This is because after each recursive call the overall (transformed) pro-
cess grows further as it does not get rid of the Parallel Composition operators.
There are two possibilities to circumvent this problem in special cases.

The first case is that the subprocesses of the External Choice are either of the
form a→ P1 or x : A→ Px. Then, the transformation can simply be given by
introducing an additional loop for tock events and by replacing the reached
process after the occurrence of some visible event with their respective trans-
lations. We have enhanced our transformation tool by this simple analysis.
For example, the process

R = (a→ P1)�(x : A→ Px)�(b→ P3)
is translated to
R = (tock→ R)�(a→Ψ(P1))�(x : A→Ψ(Px))�(b→Ψ(P3)).

The second case is that in a recursive process like R = . . .P�Q . . . , neither P
nor Q refer to R but P and Q are themselves possibly recursive. This poses no
difficulties to FDR2 in the translated version.

• The transformation of Timeout P1
n
B P2 is based on the transformation of Ex-

ternal Choice. The second process waits for the timeout to elapse and then
resolves the External Choice if the first process did not yet communicate a
visible event in the meantime. According to the discussion concerning Ex-
ternal Choice above, we assume that within a recursive process definition
R = . . .P1

n
B P2 . . . , neither P1 nor P2 refer to R.
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• For the translation of Interrupt and Timed Interrupt, we impose the restric-
tions that whenever they occur in a recursion

R = . . .P14P2 . . . or
R = . . .P14nP2 . . . ,

neither P1 nor P2 refer to R. Note that these restrictions are already implicitly
contained in the restrictions in Section 6.2.1. In the case of Interrupt, P2 was
assumed to terminate after exactly the first visible event. In the case of Timed
Interrupt, P2 was assumed to terminate after some time. So in both cases,
P2 cannot refer to R. If on the other hand P1 referred to R, a process with
an infinite state space would be introduced. Our transformation, however,
assumes the Timed CSP processes, which are transformed, to be finite.

Within our framework, we want to show that instances of an abstract and a
concrete parameterized system are semantically equivalent. The current version of
the FDR2 refinement checker only supports traces refinement in the tau-priority
model. Therefore, we can employ the FDR2 refinement checker to show timed
traces equivalence of instances of parameterized real-time systems. As shown in
Section 5.2.5, weak timed bisimulation implies equality of timed traces. Thus, we
get an evidence that the comprehensive bisimulation-based verification is possible
in the following sense: Assume that the timed traces equality check using the FDR2
refinement checker for system instances was not successful and nevertheless the
bisimulation proof could be established. Then, because the formerly considered
instances would be part of the bisimulation relation, this would imply timed traces
equivalence for these instances, which leads to a contradiction. So by establishing
the timed traces equivalence we cannot conclude bisimilarity but we get a certain
evidence that the proof for this is possible.

To show timed traces equivalence between instances of the abstract and concrete
parameterized real-time systems, we show the following two assertions correct us-
ing FDR2.

assert A_sys_inst [= C_Sys_inst :[tau priority over]:{tock}

assert C_sys_inst [= A_Sys_inst :[tau priority over]:{tock}

If one of these checks is not successful, FDR2 provides a counterexample that
can be used to debug the considered models. Furthermore, simulation tools such
as ProB [LF08] or ProBE [PRO03] can be used to simulate the counterexamples.
However, as neither of these tools support the tau-priority model, τ events have to
be performed manually in favor of possible tock events.

6.2.4 Discussion

In this section, we have presented our adaptations and extensions of the transfor-
mation approach from Timed CSP to tock CSP as given in [Oua01]. There are
several restrictions on the Timed CSP processes such that they can be transformed
correctly. This is mainly due to problems concerning termination in parallel pro-
cesses and from recursion within parallel processes. However, we are still able to
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transform a large class of finite Timed CSP processes to tock CSP and can finally
employ the FDR2 refinement checker for verification and debugging of processes.

In the context of our verification framework, special care has to be taken con-
cerning Hiding of observable events. Furthermore, the soundness of the discretiza-
tion approach of [Oua01] requires the verification of further proof obligations. How-
ever, these proof obligations can be omitted for our purposes as explained below.

Hiding of Observable Events Within our verification framework, the final ver-
ification goal is to prove that the concrete parameterized real-time system Nn \A,
where A may contain events declared as observable, satisfies given requirements
Rn. To this end, we aim at showing, among others, that Nn is weak timed bisim-
ilar to an abstract parameterized system Sn. The presented transformation from
Timed CSP to tock CSP is used to show that instances Nk and Sk are semantically
equivalent using FDR2. Our notion of weak timed bisimulation explicitly considers
hidden but observable events. However, hidden events in FDR2 are all mapped to
the indistinguishable internal event τ . Therefore, we need to make the assumption
that neither in Nk nor in Sk observable events are already hidden to get a correct
verification result for the instance verification.

Closure Under Inverse Digitization In [Oua01], a discretization approach for
Timed CSP is presented. It is proved that the discretization gives correct verifica-
tion results with respect to the refinement S v P where the involved processes are
interpreted over a continuous-time semantics if the refinement S v P holds in the
discrete setting and the denotational semantics of S is closed under inverse digiti-
zation. This intuitively means that from discrete-time interpretations of Timed CSP
processes, the continuous-time interpretation can be inferred to a certain degree.
In [OW03], it has been shown that certain classes of specification processes satisfy
the property of being closed under inverse digitization. In general, however, this
cannot be decided.

In our work, we do not explicitly consider closure under inverse digitization
as this would lead to additional proof obligations in the denotational semantics of
Timed CSP, which we did not (yet) formalize in the Isabelle/HOL theorem prover.
Furthermore, concerning the integration of FDR2 into our verification framework,
to be able to verify this property would in the best case give some greater evidence
that the final bisimulation proof can principally be performed. However, the verifi-
cation in FDR2 still gives an evidence independent of whether closure under inverse
digitization is satisfied or not: If two Timed CSP processes P and Q are weak timed
bisimilar, then they have equal timed traces as shown in Section 5.2.5. Then, they
also have equal discretely timed traces as shown in [Oua01]. The latter verification
goal can be achieved using the FDR2 refinement checker. So if this check fails,
the weak timed bisimulation proof is not possible. In summary, this means that
performing the corresponding equivalence proof in FDR2 still gives an evidence
that the bisimulation proof is possible, even without showing closure under inverse
digitization of P and Q. Remember that we aim at finding bugs in the considered
parameterized real-time systems using the FDR2 refinement checker. As the verifi-
cation of (in the worst case) discrete timed traces equivalence still copes with this
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issue, not having absolute assurance concerning continuous timed traces is not a
problem.

6.3 Summary

In this chapter, we have presented our transformations from Timed CSP to timed
automata and from Timed CSP to tock CSP. They are based on approaches pre-
sented in [DHQ+08] and [Oua01], which we have adapted and extended to fit the
(original) semantics of Timed CSP and to support a larger class of processes that
can be transformed.

In [DHQ+08], the transformation rules concerning External Choice and Time-
out contain flaws, which we have corrected as described above. Furthermore, we
have developed transformation rules for a general form of the Interrupt operator
and Hiding, which were not considered in [DHQ+08]. We have implemented our
transformation rules and have shown how the resulting timed automata model cor-
responding to a Timed CSP process can be safely extended to verify common timed
Hennessy-Milner logic properties using the UPPAAL model checker.

In [Oua01], a different semantics concerning termination of parallel processes
with respect to the original semantics of (Timed) CSP is used. Because it differs
with respect to the semantics of FDR2, we have adapted the transformation rule
of External Choice. This, however, requires additional assumptions concerning the
Timed CSP processes to be transformed. The Interrupt and Timed Interrupt pro-
cesses are not considered in [Oua01]. Therefore, we have developed transformation
rules for these operators. It has turned out that the handling of termination within
the transformation of Interrupt is quite complicated. Therefore, we only permit a
very restricted form of Interrupt and Timed Interrupt. However, we have argued
that this restricted form is still useful in many situations. We have implemented
our transformation rules and have shown how the FDR2 refinement checker can be
employed for the verification of instances within our verification framework.

Up to this point, we have presented our framework for the mechanical veri-
fication of parameterized real-time systems in Chapter 4, which is based on our
formalization of Timed CSP and the verification techniques of bisimulations and
coinductive invariants with respect to timed HML formulae (Chapter 5). In this
chapter, we have presented transformations from Timed CSP to timed automata and
tock CSP, which enhance our framework by the possibility to employ automatic
verification tools for simulation, debugging, and instance verification. In the next
chapter, we present the application of our overall framework to our case study of a
simplified, but yet illustrative, model of a real-time operating system scheduler.





7 Case Study - A Real-Time
Operating System Scheduler

In this chapter, we report on the application of our verification framework to the case
study of a real-time operating system scheduler. With our framework, we are able
to verify possibly infinite parameterized real-time systems comprehensively. Fur-
thermore, we enable the automatic simulation and verification of finite instances by
employing our transformation engines from Timed CSP to automatically analyzable
languages. Our case study shows the applicability of our verification framework.
It is an implicitly infinite parameterized system for which timing and functional
properties are verified. In Section 7.1, we present a model of the parameterized
real-time scheduling system and present timed HML properties that describe the
requirements of this system. Furthermore, we provide an abstract version of the
parameterized real-time system that is structurally simpler for later verification pur-
poses. In Section 7.2, we present how we use the UPPAAL model checker and the
FDR2 refinement checker to verify small instances of the parameterized scheduler
after transforming them to timed automata and tock CSP, respectively. The phase
of comprehensive mechanical verification of the scheduling system is explained
in Section 7.3. This section is divided into two parts: First, we explain how the
bisimulation proof is established, with which we show that the concrete and the
abstract parameterized real-time systems are weak timed bisimilar for all network
sizes. Second, we sketch how the requirements given as timed HML properties are
verified on the abstract parameterized scheduling system. These two verification
results are integrated to achieve the final verification goal: The concrete parameter-
ized scheduling model satisfies the given requirements for all network sizes. This
chapter closes with a short summary concerning the presented case study in Sec-
tion 7.4.

7.1 Timed CSP Model of a Real-Time Scheduler

The real-time operating system BOSS [MRH05] is the motivating case study in
the VATES project. It was developed at Fraunhofer FIRST and is deployed in, for
example, the DLR satellite BIRD designed for early fire detection. In this section,
we develop a simplified model of BOSS’s single-core scheduler in Timed CSP and
verify it. The scheduler process runs in parallel with arbitrarily many threads that
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are controlled by it. Each thread is characterized by a name (i) and a rank (rank i)
where rank i < rank j means that thread i has higher priority than thread j. We
assume that each of the threads, when having finished its computations, is to be
rescheduled after all other threads have finished their computations. We further
assume that the priorities of the threads in the system are fixed and that each thread
i can be given a maximal amount of time tt_p i for which it needs control over the
computing resources in one scheduling cycle.

The scheduler first initializes the context of a thread and then gives control to the
thread with the highest priority. After this it waits for the thread to yield its control
or may preempt it. If the thread yields its control, it may only be rescheduled
after all other threads in the system have finished their computations. When it is
preempted, another thread of the same priority is given control. The preempted
thread is inserted as the last one of its priority. When a thread has been started, it
can compute something, send a message to another thread, yield its control (thus
finishing its computation) or it can be preempted by the scheduler.

7.1.1 Formalizing the Model

Events For describing the events of our model, we define the datatype ev where
the constructors have the meaning that a thread can be started, yield its control
and that it can be preempted. Furthermore, a thread can do something with a re-
ceived message and threads can exchange messages. Finally, the scheduling cycle
is restarted if all threads finished their computations.

data type ev = s t a r t _ e v " i d " | y i e l d _ e v " i d " | p reempt_ev " i d "
| do_ev " i d × mess " | send_ev " i d × i d × mess "
| r e s t a r t _ e v

Threads of the system are identified by id, which is realized as a type synonym
for nat. To give the events their usual look as in (Timed) CSP, we provide syntax
abbreviations such that, for example, a send event can be written as send◦i◦j◦m
instead of send_ev(i,j,m).

Process Variables For describing the parameterized recursive processes of the
scheduling system, we define five kinds of process variables using Isabelle’s datatype
mechanism.

data type procn = Sch " i d l i s t × i d l i s t "
| Thread " i d × n a t × mess × n a t "
| Thread_body " i d × n a t × mess × n a t × boo l "
| Inv " n a t × mess l i s t × n a t l i s t "
| Inv_body " i d × n a t × mess l i s t × n a t l i s t × boo l "

• Sch(l,init) denotes the scheduler, which executes the threads correspond-
ing to the identifiers in the (sorted) list l and starts over again with init when
all threads have been executed, i.e., l is empty.
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• Thread(i,n,m,t) denotes the thread with identifier i, which depends on the
network size n, is working on the data of message m, and has t time units left
to run.

• Thread_body(i,n,m,t,some) denotes the thread with identifier i that has
currently control over the computing resources and records whether it has
already done something or has sent a message to another thread since it was
started.

The following process variables are used to model the abstract parameterized sys-
tem as described below.

• Inv(n,lm,lt) denotes a network of threads in one single process and keeps
track of the size n of the network, memorizes the messages each thread is
working on in lm and memorizes the residual times of each thread in the
system in lt.

• Inv_body(i,n,lm,lt,some) denotes the state of the network where the
thread with identifier i has been started and records whether this thread has
done something or has sent a message since has been started.

Timed CSP Model The scheduler model works on abstract static parameters.
Therefore it is defined in the context of the locale prio_sched.

l o c a l e p r i o _ s c h e d =
f i x e s r ank : : i d ⇒ n a t

and t t _ p : : i d ⇒ n a t
and t _ i n i t : : r e a l

assumes t _ i n i t _ p o s : " t _ i n i t > 0"

The rank function models the (static) priorities of the threads. In the case of
rank i < rank j, the priority of the thread with identifier i is higher than the pri-
ority of the thread with identifier j. The function tt_p maps a worst case execution
time to each thread of the system. Finally, t_init denotes the time that the sched-
uler needs to change the context of a thread. It is assumed that this value is greater
than 0.

Within this locale, we are now able to define the process variable assignment asg
giving the introduced process variables their meaning as follows. The functions hd
and tl give the head or the tail of a list, respectively.
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fun asg : : p rocn ⇒ ( procn , ev ) P r o c e s s "
where

" asg ( Sch(l,init) ) =
i f l = [ ] then r e s t a r t → <Sch ( i n i t , i n i t ) > e l s e
WAIT( t _ i n i t ) ; ; s t a r t ◦hd ( l ) →

( y i e l d ◦hd ( l ) → <Sch ( t l ( l ) , i n i t ) >
�

preempt ◦hd ( l ) → <Sch ( i n s o r t _ k e y 2 rank hd ( l ) t l ( l ) , i n i t ) > ) "

| " asg ( Thread(i,n,m,t) ) =
s t a r t ◦ i → <Thread_body ( i , n ,m, t , F a l s e ) >

� send_ev ? x : { ( j , i , nm ) . j >0 ∧ j≤n ∧ r ank j≤ r ank i ∧ i 6= j }
→ <Thread ( i , n , t h r d ( x ) , t ) >"

| " asg ( Thread_body(i,n,m,t,some) ) =
( t >0) && ( do◦ i ◦m → WAIT( 1 ) ; ; <Thread_body ( i , n ,m, t −1, True ) >)

� ( t >1) && ( send_ev ? x : { ( i , j , nm ) . j >0∧ j≤n ∧ i 6= j ∧ r ank i≤ r ank j }
→ WAIT( 2 ) ; ; <Thread_body ( i , n ,m, t −2, True ) >)

� ( some ) && ( y i e l d ◦ i → <Thread ( i , n ,m, t t _ p ( i ) ) > )
� ( some ∧ t >0) && ( preempt ◦ i → <Thread ( i , n ,m, t ) > ) "

. . .

In the case that the schedule list is empty, the scheduler is restarted with the
initial schedule list init. Otherwise, the scheduler first initializes the context of
the next thread to be scheduled, which takes t_init time units. After that, the first
thread of the schedule list l is started and the scheduler waits for it to yield control
again or that it is preempted. If a thread yields control, it will not be considered in
the current scheduling cycle until the scheduler is restarted again. If it is preempted,
the respective thread identifier is sorted into the schedule list just after all other
thread identifiers with the same priority by the function insort_key2.

A thread can either be started or receive a message from a thread with higher priority
(i.e., lower rank). If it is started, some is set to False, denoting that it has not done
anything yet. If enough time is left, the thread (thread_body) can do something or
send a message to another thread of the network with lower priority. Furthermore,
it can yield control or be preempted after it has done something or sent a message.

The abstract network Inv, which models all threads of the system at once, is
defined as follows.

. . .
| " a sg ( Inv(n,lm,lt) ) =

( s t a r t _ e v ? i : { p . p>0 ∧ p≤s } → <Inv_body ( i , n , lm , l t , F a l s e ) > ) "

| " asg ( Inv_body(i,n,lm,lt,some) ) = ( l e t t = l t ! ( i −1) ; m=lm ! ( i −1) in
( t >0) && ( do◦ i ◦m → WAIT( 1 ) ; ; < Inv_body ( i , n , lm , l t [ i −1:= t −1] , True ) >)
�

( t >1) && ( send_ev ? x : { ( i , j , nm ) . j >0∧ j≤n ∧ i 6= j ∧ r ank i≤ r ank j }
→ (WAIT( 2 ) ; ;

< Inv_body ( i , n , lm [ scnd ( x )−1:= t h r d ( x ) ] , l t [ i −1:= t −2] , True ) > ) )
�

( some ) && ( y i e l d ◦ i → < Inv ( n , lm , l t [ i −1:= t t _ p ( i ) ] ) > )
�

( some ∧ t >0) && ( preempt ◦ i → < Inv ( n , lm , l t ) > ) ) "
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Initially, some process within the network can be started. If some thread has been
started, the abstract network mimics the possible steps of the started thread as de-
scribed above. To memorize the messages and the residual times in the system,
the lists lm and lt are updated accordingly. As it is assumed that the identifiers
of threads go from 1 to n in a scheduling system with n threads, updates of thread
identifier i in lm and lt refer to position i-1.

The Assembled System The scheduler communicates over the event set A, con-
sisting of start, yield and preempt events, with the threads of the system. Fur-
thermore, for describing the network of threads, we define their alphabet alph ex-
plicitly, where they can communicate over shared events. The set of shared events
consists of send events. This means that two threads can only exchange messages
synchronously and are independent in all other steps.

d e f i n i t i o n A : : ev s e t
where A ≡ ( s t a r t _ e v ‘UNIV) ∪ ( y i e l d _ e v ‘UNIV) ∪ ( preempt_ev ‘UNIV)

d e f i n i t i o n a l p h : : n a t ⇒ ev s e t
where

a l p h i ≡ send_ev ‘ { ( i1 , i2 ,m) . i 1 = i ∨ i 2 = i }
∪ do_ev ‘ { ( i1 ,m) . i 1 = i }
∪ { s t a r t ◦ i , y i e l d ◦ i , p reempt ◦ i }

The concrete parameterized scheduling system consists of the scheduler process
and a network of arbitrarily many threads (depending on the input parameter n). In
the initial state of the overall system, the scheduler and all involved threads are in
their respective initial state. The schedule list consists of all thread identifiers of the
threads, which are initially sorted according to their ranks.

d e f i n i t i o n C_sys : : n a t ⇒ ( procn , ev ) P r o c e s s
where

C_sys n ≡ l e t p r i o _ l i s t = s o r t _ k e y rank [ [ 1 . . n ] ] in
<Sch ( [ ] , p r i o _ l i s t ) >

| [ A ] |
| | n∗ [ a l p h ] ( λ i . <Thread ( i , n , m1 , t t _ p ( i ) ) > )

The abstract parameterized scheduling system consists of the scheduler process
and the abstract network Inv, modeling all threads of the network at once.

d e f i n i t i o n A_sys : : n a t ⇒ ( procn , ev ) P r o c e s s
where

A_sys n ≡ l e t p r i o _ l i s t = s o r t _ k e y rank [ [ 1 . . n ] ] ;
l m _ i n i t = r e p l i c a t e n m1 ;
l t _ i n i t = map t t _ p [ [ 1 . . n ] ]

in <Sch ( [ ] , p r i o _ l i s t ) > | [ A ] | < Inv ( n , l m _ i n i t , l t _ i n i t ) >

Until now, we have modeled the syntax of the involved Timed CSP processes in
the scheduling system. To make the operational semantics available for them, we
declare prio_sched to be a sublocale of tcsp using asg as the process variable
assignment and start_ev ‘ UNIV as the set of observable hidden events.

s u b l o c a l e p r i o _ s c h e d ⊆ sched : t c s p " asg " " s t a r t _ e v ‘UNIV"
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Verification Goals The overall verification goal is to show that the concrete pa-
rameterized scheduling system invariantly satisfies the requirements defined in the
next subsection. To this end, we hide all system events except restart to achieve
urgency for them. Only start events are hidden and observable, as introduced by
the sublocale above, which interprets the scheduling system within Timed CSP.
d e f i n i t i o n HS : : ev s e t
where HS ≡ UNIV − { r e s t a r t }

Subsequently, we first show that the concrete and abstract parameterized schedul-
ing systems (without any events hidden) are weak timed bisimilar.

(1) ∀n > 0. (C_sys n,A_sys n) ∈ weak_timed_bisimilar

Second, we show that the abstract parameterized scheduling system (with hid-
den events) invariantly satisfies the requirements.

(2) ∀n > 0. A_sys n\HS |=�R n

Then, we can finally conclude that also the concrete scheduling system invari-
antly satisfies the given requirements

∀n > 0.C_sys n\HS |=�R n.

From (1) and the congruence property of weak timed bisimulation, we can conclude
that also the processes C_sys n \HS and A_sys n \HS are weak timed bisimilar.
Then, by (2) and the fact that timed HML properties are preserved by weak timed
bisimulation, we can conclude that also the concrete scheduling system satisfies the
given requirements.

This two-step-approach has the advantage that, by showing the semantical equiv-
alence of C_sys n and A_sys n, we can concentrate on aspects concerning the veri-
fication with respect to parameterization. As a result, we get rid of the unbounded
explicit network as present in C_sys. In the verification of the requirements of
A_sys n \HS, we concentrate on aspects concerning timed and functional verifi-
cation of the system and do not need to explicitly concentrate on the unbounded
network of threads in the scheduling system.

In the following subsection, we formalize the requirements, which are to be
verified for our concrete parameterized real-time scheduling system.

7.1.2 Formalizing the Requirements

We aim at verifying two requirements for the scheduling system of arbitrary net-
work sizes n>0. The first requirement is used to show correctness with respect to
timing properties, while the second is used to show a functional correctness require-
ment. We have chosen these two properties as examples as they demonstrate that
our framework copes with both classes of properties.

The first requirement R1 expresses that whenever a thread was started, it does
get the control over the computing resources neither for more than du nor for less
than dl time units.
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d e f i n i t i o n R1 : : n a t ⇒ ( ev e v e n t p l u s ) f o r m u l a
where R1 n ≡∧

[ 1 , n ] ( λ i . [ [ τstart◦i ] ] ≤0
(
∧

[ 1 , n ] ( λ j . [ [ τstart◦j ] ] <dl f f
∧ f

[ [ τstart◦j ] ] >du f f
)

)
)

It states that when some thread with identifier i was started, the next thread j is
started neither before dl nor after du time units. This means that thread j can only
be started somewhere in between these time bounds. The values of dl and du are
given by t_init + 1 and t_init + tt_p(i), respectively.

The second property expresses that the scheduler is supposed to respect the pri-
orities of the threads.
d e f i n i t i o n R2 : : n a t ⇒ ( ev e v e n t p l u s ) f o r m u l a
where R2 n ≡∧

[ 1 , n ] ( λ i . [ [ τstart◦i ] ] ≤0
(
∧

[ 1 , n ] ( λ j . i f ( r ank j < rank i )
then [ [ τstart◦j ] ] ≥0 f f
e l s e t t

)
)

After a thread with identifier i was started, it is not possible to start a thread with
identifier j thereafter that has a lower rank and therefore a higher priority than
i because threads with higher priority must already have been completed in the
current scheduling cycle. Note that this property is basically the reason for including
the event restart in our model. When the scheduler gives control to the last thread
in its schedule list, the scheduler restarts with the initial list. If we did not model
this by communicating a restart event, which is either not hidden or when hidden
then observable, we were not able to show this property.

Finally, the overall requirement is simply the conjunction of the first and second
sub-requirements.
d e f i n i t i o n R : : n a t ⇒ ( ev e v e n t p l u s ) f o r m u l a
where R n ≡ R1 n ∧ f R2 n

Before performing the proofs in the Isabelle/HOL theorem prover, we have ver-
ified instances of the parameterized scheduling system using the UPPAAL model
checker and the FDR2 refinement checker as explained in the next section. This
phase helped a lot when we modeled the scheduling system in order to debug it.

7.2 Instance Verification using UPPAAL and FDR2

In the instance verification phase, we have considered the concrete network sizes
k=2 and k=3. Furthermore, we have taken tt_p(i) = 4-i, t_init = 2 and ex-
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perimented with different rank functions. In the instance models with two threads,
we have defined the rank function such that the thread with identifier 1 has lower
rank than the thread with identifier 2. In the instance models with three threads,
we have defined the rank of the thread with identifier 1 to have the lowest rank and
experimented with the case where thread 2 has lower rank than thread 3 and the
case where thread 2 and thread 3 have equal ranks.

7.2.1 Model Checking in UPPAAL

We translated the instances (C_sys k)\HS and (A_sys k)\HS to UPPAAL timed
automata using our TCSP2TA transformation engine. The only visible events are
the start events and the restart event. We extended the control automaton as
described in Section 6.1: The global variable last is used to record the last visible
event. We have defined the identifier val_a to be i for the hidden but observable
events _hidden_start_i and to be 0 for the event restart. The clock x is reset
when performing the start events.

To show that the lower bound for consecutive start events is t_init + 1 = 3,
we have verified the following formulae in UPPAAL.

A� (last6=0 ∧ (enabled(_hidden_start_1)

∨ enabled(_hidden_start_2)

∨ enabled(_hidden_start_3)) −→ x ≥ 3)

For upper bounds on the time between consecutive start events, we checked the
following formulae.

A� (last==1 ∧ (enabled(_hidden_start_1)

∨ enabled(_hidden_start_2)

∨ enabled(_hidden_start_3)) −→ x ≤ 5)

A� (last==2 ∧ (enabled(_hidden_start_1)

∨ enabled(_hidden_start_2)

∨ enabled(_hidden_start_3)) −→ x ≤ 4)

A� (last==3 ∧ (enabled(_hidden_start_1)

∨ enabled(_hidden_start_2)

∨ enabled(_hidden_start_3)) −→ x ≤ 3)

Note that in the models with k=2, enabled(_hidden_start_3) is false and the
case that last==3 cannot occur.

For verifying that the scheduler respects priorities, we have introduced two
global variables p1 and p2, which record the ranks of the last two start events.
To this end, edges labeled with _hidden_start_i perform the updates p1=p2,

p2=rank_i and the restart edge performs the updates p1=0, p2=0. Then, we
have checked the formula

A� p1 ≤ p2.
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This means that if first _hidden_start_i and then _hidden_start_j is per-
formed, the variable p1 is equal to rank_i and p2 is equal to rank_j and the prop-
erty that rank_i ≤ rank_j is shown by the assertion above. If the scheduling is
restarted, the variables p1 and p2 are reset to 0. This treatment is sound because the
corresponding timed HML property only considers consecutive start events with
no other (visible) events occurring in between.

Using these checks, we have verified that the requirements hold for the consid-
ered instances of the parameterized scheduling system. Thereby, we get the evi-
dence that the comprehensive proof concerning the verification of the requirements
for the abstract parameterized scheduling system can be established. Furthermore,
as both the instances of the concrete and the abstract parameterized scheduling sys-
tem satisfy the given requirements and the performed (successful) simulation results
using the UPPAAL simulator already give some evidence that also the comprehen-
sive bisimulation proof in Isabelle/HOL can succeed. To make the semantical re-
lationship between instances of the concrete and abstract parameterized scheduling
system more explicit, we perform the semantical equivalence proof using the FDR2
refinement checker as explained in the following.

7.2.2 Refinement Checking in FDR2

We have translated the considered instances C_sys k and A_sys k to tock CSP
using our TCSP2tockCSP transformation engine. Then, we have verified their se-
mantical equivalence in the tau-priority model with respect to the traces model by
successfully checking the following assertions in FDR2.

assert A_sys_k [= C_sys_k :[tau priority over]:{tock}

assert C_sys_k [= A_sys_k :[tau priority over]:{tock}

for k ∈ {2,3}.

This verification result means that both C_sys_k and A_sys_k produce the same
timed traces. As explained in Section 6.2, this result gives some useful evidence that
the comprehensive bisimulation proof in Isabelle/HOL is possible.

7.2.3 Transformation Times

All checks above have been performed in a few seconds in the UPPAAL model
checker and the FDR2 refinement checker. Also, the transformations of the consid-
ered (relatively small) instance models have taken only a few seconds, except in the
case where we translated C_sys 3\HS to timed automata. This already has taken
about one minute, i.e., the scalability of the transformation is limited. The limit-
ing factors are currently the number of parallel processes and the (reachable) range
of parameters used in process variables, like imposed by the tt_p function, within
these instance models. The latter can introduce many process variables whose num-
ber grows exponentially with the range of parameters. For each reachable process
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variable (all reachable valuations), currently a separate transformation of the corre-
sponding process is performed. Additionally, in TCSP2TA, the transformation of
the parallel composition involves the computation of a syntactical cross product. If
the number of locations of the involved automata becomes too large, the translation
takes a lot of time in practice. This problem does not occur in TCSP2tockCSP but
the number of reachable process variables is also a limiting factor there. Thus, a
tt_p function that gives the threads too much computation time can lead to very
many process variables, which have to be considered in the transformation engines
separately.

We additionally checked the transformation times for the cases k=4 to k=6. In
the case of C_sys k, this already exceeds the memory bounds for TCSP2TA but is
still possible in below one second in TCSP2tockCSP for all cases. For translating
A_sys k in TCSP2TA, the transformation has taken 5 seconds for k=4, about one
minute for k=5 and exceeds memory bounds for k=6. For translating A_sys k in
TCSP2tockCSP, the transformation has taken 4 seconds for k=4, about one minute
for k=5 and about 3 minutes for k=6. All transformations have been performed
on a general purpose notebook. This shows that proving properties of instances of
the parameterized real-time system in UPPAAL should be performed on the abstract
system A_Sys k\HS, while our transformation to tock CSP still enables equivalence
checks for all considered instances of the abstract and concrete parameterized real-
time systems.

Many of the scalability issues stem from the prototypical implementation of
our transformations. In future work, we plan to reduce the computational effort
of our transformations by making use of parameterized process variables in FDR2
and of data variables in UPPAAL to cope with parameters of process variables.
In TCSP2TA, this especially would lead to a reduced location set for transformed
processes such that the transformation of parallel processes would be possible for
larger models. This is discussed in Section 8.3.

In summary, our transformations can be used to simulate and verify (relatively
small) instance models, which already facilitates debugging and instance verifi-
cation of the parameterized scheduling models in early design phases. However,
model and refinement checking can only be employed for the verification of finite
models. In particular, we cannot ensure the parameterized system to be correct for
all instances. Therefore, it is very important to have the possibility to show the
requirements in a comprehensive verification phase as explained in the following.
With this, we are able to show that the parameterized system satisfies the given
requirements for arbitrary network sizes, rank functions, tt_p functions, and arbi-
trary values for t_init.

7.3 Comprehensive Verification using Isabelle/HOL

Within the comprehensive verification phase, we first verify that the concrete pa-
rameterized scheduling system is weak timed bisimilar to the abstract parameterized
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scheduling system. Secondly, we verify that the given requirements are satisfied for
the abstract parameterized scheduling system. These two steps imply that also the
concrete parameterized scheduling system satisfies the given requirements.

7.3.1 Bisimulation Proof

For verifying the semantical equivalence, we define a bisimulation relation consist-
ing of four subrelations.
d e f i n i t i o n BRel : : ( ( procn , ev ) P r o c e s s × ( procn , ev ) P r o c e s s ) s e t
where BRel ≡ S1 ∪ S2 ∪ S3 ∪ S4

The four subrelations correspond to the following elementary states in which the
scheduling system can reside.

• S1 denotes the states where no thread has the control over the computing
resources and the schedule list is not empty.

• S2 denotes the states where no thread has the control over the computing
resources but the schedule list is empty.

• S3 denotes the states where a thread i has the control over the computing
resources.

• S4 denotes the states after the thread who has control has done something or
has sent an event.

As an illustrating example, the subrelation S1 is defined as follows.
d e f i n i t i o n S1 : : " ( ( procn , ev ) P r o c e s s × ( procn , ev ) P r o c e s s ) s e t "
where
" S1 ≡ { ( P ,Q ) . ∃ j l i n i t l t lm k r

sched t h r e a d s i n v w a i t .
(∗ P a r a m e t e r C o n d i t i o n s ∗ )

bound 1 k ( j # l ) ∧ bound 1 k i n i t ∧
l e n g t h l t = k ∧ l e n g t h lm = k ∧
k>0 ∧

(∗ D e f i n i t i o n o f t h e Tuple ∗ )
P = sched | [ A ] | | | k ∗ [ a l p h ] t h r e a d s ∧
Q = sched | [ A ] | i n v ∧

(∗ I n v o l v e d P r o c e s s e s ∗ )
( w a i t = (WAIT r ) ∨ w a i t = SKIP )

∧ ( s ched = <Sch ( j # l , i n i t ) >
∨ sched = ( w a i t ; ; s t a r t ◦ j →

( y i e l d ◦ j → <Sch ( l , i n i t ) >
�

preempt ◦ j → <Sch ( i n s o r t _ k e y 2 rank j l , i n i t ) > ) )
∨ sched = ( s t a r t ◦ j →

( y i e l d ◦ j → <Sch ( l , i n i t ) >
�

preempt ◦ j → <Sch ( i n s o r t _ k e y 2 rank j l , i n i t ) > ) ) )
∧ (∀ i . i≥1 ∧ i≤k −→

t h r e a d s i = <Thread ( i , k , lm ! ( i −1) , l t ! ( i −1)) >
∨ t h r e a d s i = asg ( Thread ( i , k , lm ! ( i −1) , l t ! ( i −1 ) ) ) )

∧ ( i n v = < Inv ( l t , lm , k ) > ∨ i n v = asg ( Inv ( l t , lm , k ) ) ) } "
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Each Si consists of process tuples (P,Q) where P denotes the possible states of
the concrete parameterized scheduling system while Q denotes the possible states
of the abstract parameterized scheduling system. These possibilities are described
in the subsequent Involved Processes part. Note that each Si is defined for
arbitrary network sizes k>0. The parameter condition bound 1 k list means that
all list elements in list are between 1 and k.

The comprehensive bisimulation proof is then divided in subproofs where for
each tuple of Si it is shown that the respective processes can adequately answer each
of their steps and thereby reach states that are again in the bisimulation relation, i.e.,
are in some subrelation Sj.

lemma bisim_CS_AS : " n>0 =⇒ ( C_sys n , A_sys n )∈w e a k _ t i m e d _ b i s i m i l a r "
apply ( c o i n d u c t t a k i n g : "λ x y . ( x , y ) ∈ BRel " )

. . .
(∗ Tuple o f S1 ∗ )
apply ( e r u l e d i s j E )
apply ( s u b s t ( asm ) S1_def , r u l e c o n j I )
(∗ −−> ∗ )
. . .
(∗ <−− ∗ )
. . .
(∗ Tuple o f S2 ∗ )
apply ( e r u l e d i s j E )
apply ( s u b s t ( asm ) S2_def , r u l e c o n j I )
(∗ −−> ∗ )
. . .
(∗ <−− ∗ )
. . .
done

By splitting the bisimulation in subrelations, the bisimulation proof can be struc-
tured in a useful way and the corresponding Isabelle terms are kept small enough to
be effectively handled.

7.3.2 Verification of the Timed HML Properties

We now verify that the abstract parameterized scheduling system invariantly satis-
fies the given requirement formulae R n. To this end, we again define an invariant
relation and split it into four subrelations.

d e f i n i t i o n I n vR e l : : n a t ⇒ ( procn , ev ) P r o c e s s s e t
where I n vR e l k ≡ S1_HS k ∪ S2_HS k ∪ S3_HS k ∪ S4_HS k

The four subrelations again denote the elementary states in which the scheduling
system can reside. Note that this time, the sets Si_HS are defined with k as an
explicit parameter. This is necessary in order to relate the network size with the
parameter of the requirements.

As an illustrating example, we present the definition of S1_HS below.
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d e f i n i t i o n S1_HS : : n a t ⇒ ( procn , ev ) P r o c e s s s e t
where

S1_HS k ≡ {Q. ∃ j l i n i t l t lm r
sched i n v w a i t .

(∗ P a r a m e t e r C o n d i t i o n s ∗ )
s o r t e d _ k e y rank ( j # l ) ∧ s o r t e d _ k e y rank i n i t ∧
bound 1 k ( j # l ) ∧ bound 1 k i n i t ∧
bound2 l t t t _ p ∧
l e n g t h l t = k ∧ l e n g t h lm = k ∧
∧ r≥0 ∧ k>0 ∧

(∗ D e f i n i t i o n o f Q ∗ )
Q = ( sched | [ A ] | i n v ) \ HS

(∗ I n v o l v e d P r o c e s s e s ∗ )
( w a i t = WAIT r ∨ w a i t = SKIP )

∧ ( s ched = <Sch ( j # l , i n i t ) >
∨ sched = ( w a i t ; ; s t a r t ◦ j →

( y i e l d ◦ j → <Sch ( l , i n i t ) >
�

preempt ◦ j → <Sch ( i n s o r t _ k e y 2 rank j l , i n i t ) > ) )
∨ sched = ( s t a r t ◦ j →

( y i e l d ◦ j → <Sch ( l , i n i t ) >
�

preempt ◦ j → <Sch ( i n s o r t _ k e y 2 rank j l , i n i t ) > ) ) )
∧ ( i n v = < Inv ( k , lm , l t ) > ∨ i n v = asg ( Inv ( k , lm , l t ) ) ) }

Here, compared to the bisimulation relation, we have the additional parameter con-
dition that the lists j#l and init are sorted according to the rank function. This
condition is not needed in the bisimulation relation above but for showing that re-
quirement R2 is satisfied, i.e., that the scheduler respects priorities. For showing re-
quirement R1, we need the additional condition bound2 lt tt_p, which expresses
that the residual time of each thread is at most the original worst case execution time
as given by tt_p. Note that these conditions do not restrict the actual scheduling
system but make valid assertions about the scheduling system explicit.

To show that the set InvRel is indeed an invariant relation, we need to show
that each step of a process contained in the invariant again reaches a process in
InvRel and that each process contained in the invariant locally satisfies the given
requirements.

The first property is verified using the following lemma, where large parts of the
bisimulation proof above can be reused.
lemma I n v R e l _ s t e p : "J P ∈ I n vR e l n ; P −<e>→ P ’ K

=⇒ P ’ ∈ I n vR e l n "

To show that each process of the invariant relation (locally) satisfies the given
requirements, we have verified lemmas of the following form (for i replaced ac-
cordingly).
lemma Si_HS_sat_R : "P ∈ Si_HS n =⇒ P |= R n "

This property is quite easy to prove in the case of S2_HS, S3_HS and S4_HS

because no initial start event is possible there. However, in the case of S1_HS, this
is more complex because we need to ensure that a thread that gets the control over
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the computing resources eventually yields control or is preempted. This property
basically follows from the fact that a thread i takes at most tt_p(i) time units
before it must yield its control, thereby reaching a state where another thread is
given control if the schedule list is not empty. By performing an induction over the
remaining time of the thread that has control, we have shown that this property is
fulfilled.

Finally, the corresponding proofs concerning the subrelations can be assembled
such that we are able to show that InvRel is indeed an invariant relation.

lemma AS_sat_R : " n>0 =⇒ ( A_sys n ) \ HS ∈ i n v a r i a n t (R n ) "
apply ( c o i n d u c t t a k i n g : "λ x . x ∈ I n vR e l n " )

. . .
(∗ P r o c e s s o f S1_HS ∗ )
apply ( e r u l e d i s j E )
apply ( s u b s t ( asm ) S1_HS_def )
apply ( r u l e S1_HS_sat_R , simp )
. . .
(∗ P r o c e s s o f S2_HS ∗ )
apply ( e r u l e d i s j E )
apply ( s u b s t ( asm ) S2_HS_def )
apply ( r u l e S2_HS_sat_R , simp )
. . .
apply ( r u l e I n v R e l _ s t e p , a u t o )
done

As described in Section 7.1, the bisimulation lemma and the timed HML lemma
together yield the final result that the concrete parameterized scheduling system also
satisfies the given requirements. This closes our case study.

lemma f i n i s h : ∀ n >0 . ( C_sys n ) \ HS ∈ i n v a r i a n t (R n )

The comprehensive verification phase has taken us about 35 hours of proof de-
velopment. Although this is a lot of time, the effort is worth doing because the
scheduling system is not only verified for small instances but for arbitrary network
sizes, arbitrary priorities and arbitrary maximal computing times of threads. Fur-
thermore, the underlying proofs can be reused for more complex scheduling models.
In fact, we started with a non-deterministic scheduler in the first place and were able
to reuse about 90 percent of the proofs to verify the prioritized scheduling model.
We are confident that again making the scheduling model more complex would
enable large parts of the performed proofs to be reused.

7.4 Summary

In this chapter, we have shown that our framework is well-suited for the develop-
ment and verification of parameterized real-time systems. To this end, we have
formalized a simplified but illustrative model of a real-time scheduler. We started
with formalizing the Timed CSP model in the Isabelle theorem prover. This has
the advantage that its type correctness is guaranteed at all times. Furthermore, our
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formalization enables us to encode Timed CSP processes in a quite similar way as
on a sheet of paper, so that also people being no experts in Isabelle can already take
advantage of it. Then, we have shown how our transformation engines are used to
verify instances of the parameterized scheduling model. It is currently limited to
relatively small models but this already helps a lot when developing and debugging
Timed CSP models. Finally, we have verified our scheduler case study compre-
hensively in the Isabelle/HOL theorem prover. To this end, we have established
and verified a bisimulation relation showing the semantical equivalence of the con-
crete and abstract parameterized scheduling models. Furthermore, we have verified
that the abstract parameterized scheduling model satisfies the given requirements.
These two steps enable the formal conclusion that also the concrete parameterized
scheduling model satisfies the given requirements, which was the main verification
goal of this chapter.

With this case study, we have shown the applicability of our verification frame-
work. We have verified timing properties as well as functional properties for a real-
time scheduling system. The scheduler copes with arbitrarily many threads. Thus,
we have verified the scheduling system for all (infinitely many) possible instances.
As the comprehensive verification phase in the Isabelle/HOL theorem prover is rel-
atively time-consuming, we could benefit from our transformation engines from
Timed CSP to timed automata and tock CSP. The subsequent automatic validation
phase helped a lot to debug early versions of our scheduling model.





8 Conclusion and Future Work

In this chapter, we summarize and discuss the results of this thesis. We review
the objectives given in the introduction and discuss whether our proposed approach
meets them. Then, we give an outlook on future work.

8.1 Conclusion

In this thesis, we have presented a framework that facilitates the mechanical verifi-
cation of parameterized real-time systems. It is based on a formalization of Timed
CSP in the Isabelle/HOL theorem prover. Furthermore, it supports verification us-
ing (weak timed) bisimulations and a timed extension of Hennessy-Milner logic
(HML). These verification techniques are based on a generic formalization of the
notion of timed labeled transition systems (LTSs). Within our formalization we
have mechanically proved that the (invariant) satisfaction of timed HML formulae
is preserved by weak timed bisimulation. This means that weak timed bisimilar
processes satisfy exactly the same timed HML formulae. Furthermore, we have
verified that all considered kinds of bisimulation (strong, weak, and weak timed)
are observational congruences, which enables compositional verification.

The advantages of our Isabelle/HOL formalization are:

• Possibly infinite (for example, parameterized) real-time systems can be con-
veniently described using our syntactical representation of Timed CSP pro-
cesses in Isabelle/HOL.

• Our slightly extended operational semantics of Timed CSP facilitates the ob-
servation of hidden events and thus makes internal behavior transparent when
needed.

• Different kinds of bisimulation and our timed HML facilitate the mechanical
equivalence-based and property-based verification of (timed) LTSs, and in
particular of Timed CSP.

• Proofs about Timed CSP processes can be performed with mechanical assis-
tance and are ensured to be correct, i.e., corner cases cannot be overlooked.

135
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• Proofs can be partly automatized using tactics of the Isabelle/HOL theorem
prover.

• Our generic formalization of timed LTSs and verification techniques based
on them are reusable for other timed process algebras as long as they can be
interpreted as timed LTSs.

We have enhanced our framework with capabilities for the automatic verifica-
tion of finite Timed CSP processes using established verification tools. We have
achieved this by adapting and extending the transformation approaches from Timed
CSP to timed automata based on [DHQ+08] and from Timed CSP to tock CSP
based on [Oua01]. Furthermore, we have implemented our transformation rules
such that Timed CSP processes can be transformed automatically.

The advantages of our transformations are:

• The approaches of [DHQ+08] and [Oua01] are adapted and extended to cor-
rectly cope with a large class of (finite) Timed CSP processes respecting the
(original) semantics of Timed CSP.

• The UPPAAL model checker can be used for verifying properties of Timed
CSP processes.

• The FDR2 refinement checker can be used to verify semantical equivalence
of Timed CSP processes (with respect to traces in the tau-priority model).

• Counterexamples are generated if the checks do not succeed in UPPAAL or
FDR2. These counterexamples can be used for debugging the original Timed
CSP model.

• The UPPAAL simulator can be used for simulating and debugging of Timed
CSP processes after translating them to timed automata.

• The ProB and the ProBE simulators can be used for simulating and debug-
ging of Timed CSP processes after translating them to tock CSP. However,
τ-events have to be performed in favor of tock events manually.

Within our verification framework we have combined the formalization and the
automatic verification capabilities in order to define a verification flow for parame-
terized real-time systems. It consists of the following steps.

1. Formal modeling of a concrete and an abstract parameterized real-time sys-
tem in our formalization of Timed CSP and formal description of require-
ments using our formalization of timed HML.

2. Transformation of finite instances of this system for debugging and instance
verification.

3. Comprehensive, machine-checked and partly automatized verification of the
parameterized real-time system in Isabelle/HOL.

In the first step, a designer formally describes a parameterized real-time system
using Timed CSP and formalizes it using our Isabelle/HOL formalization of Timed
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CSP. Furthermore, the requirements for this system are expressed in our timed HML
and formalized in Isabelle/HOL. To ease later verification, the designer develops a
more abstract version of the parameterized real-time system and also formalizes
it in Isabelle/HOL. Thereby, a separation between the verification concerning the
parameterization and the verification concerning the properties can be achieved.
Altogether, this phase already ensures that the Timed CSP models are type correct
and that the (informal) requirements are expressed in a formal language, which
makes subsequent verification possible.

In the second step, the designer transforms finite instances of the parameterized
real-time systems to timed automata and to tock CSP using our transformation en-
gines. Within UPPAAL, the designer simulates the instance models and verifies
them according to the given requirements. If unintended behaviors are present, the
designer debugs the original parameterized real-time systems accordingly. Within
the FDR2 refinement checker, the designer checks whether instances of the con-
crete and the abstract parameterized real-time system are equivalent with respect
to traces in the tau-priority model. If the corresponding checks fail, the designer is
provided with counterexamples, which are used to debug the original parameterized
real-time systems. Note that in the phase of debugging, no mechanical proof was
yet performed in the Isabelle/HOL theorem prover. Thus, debugging is performed
prior to the relatively time-consuming phase of comprehensive verification.

If all checks in UPPAAL and FDR2 are successful, the designer performs the
comprehensive verification of the parameterized real-time system using our formal-
ization of the operational semantics of Timed CSP and the definitions concerning
bisimulations and our timed HML. To this end, the designer shows that the concrete
and abstract parameterized real-time systems are weak timed bisimilar for all possi-
ble system parameters. He achieves this goal by providing a bisimulation relation,
which contains the concrete and abstract parameterized real-time systems. Further-
more, it has to be shown that for each process pair in the bisimulation relation, each
step of the concrete process can be answered by the abstract process and vice versa.
When having shown bisimilarity, the designer shows that the abstract parameterized
real-time system (invariantly) satisfies the requirements. To achieve this goal, the
designer provides an invariant relation, which contains the abstract parameterized
real-time system. Furthermore, for each process in the invariant relation it has to
be shown that it locally satisfies the requirements and that each derivative is again
in the invariant relation. If these two proofs are completed it can be concluded that
also the concrete parameterized real-time system satisfies the given requirements.

As presented in Chapter 7, we have successfully applied this verification flow
to our case study of a parameterized real-time operating system scheduler. We
have checked instances of the scheduling system concerning timing and functional
requirements using our transformation engines. Furthermore, we have presented
how we performed the bisimulation-based and logic-based verification parts in the
comprehensive verification phase.
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8.2 Discussion

In Section 1.2, we have introduced a set of objectives for our verification framework.
In this section, we discuss how far we have achieved these goals.

Coping with General Parameterized Real-Time Systems Other verification
approaches for parameterized systems often allow only for restricted parameterized
systems to be considered and do not cope with real-time. Especially, real-time
systems with a distinguished control process, whose behavior depends on the size
of the overall system, and where each process in the network possibly depends on
the size of the system, are not supported. Within our framework, we do not have
these restrictions as shown, for example, in our case study. In order to be able to
omit these restrictions, we had to abandon purely automatic verification. However,
with our verification framework, we achieve a trade-off between manual verification
and a high degree of automatic support, which enables us to cope with a large class
of parameterized real-time systems.

Coping with Real-Time Specifications To cope with real-time specifications,
we employ the process calculus of Timed CSP and the notion of weak timed bisim-
ulation. Furthermore, we developed a timed extension of HML where the satisfac-
tion of formulae is preserved by weak timed bisimulation. Timed CSP enables the
description of possibly infinite and parameterized real-time systems and provides
formal semantics from which we considered the (timed) operational semantics in
this thesis. Weak timed bisimulation facilitates the definition of the equivalence of
timed processes and provides a powerful proof technique for verifying equivalence
of concrete processes. Our timed HML is a minimalistic modal logic with which
timing properties and functional properties of real-time processes can be concisely
specified and verified.

Comprehensive Machine Assistance To partly automatize proofs concerning
the verification of Timed CSP processes and to ensure that these proofs are correct,
we employ the Isabelle/HOL theorem prover. Using our formalizations of Timed
CSP, (weak timed) bisimulations, and timed HML, we are able to verify possibly
infinite and parameterized real-time systems comprehensively. This means that they
are shown to behave correctly for all possible instances of a parameterized real-
time systems and all possible values of abstract global parameters. The needed
expertise and the required effort for performing mechanical proofs in a theorem
prover is comparatively high. For example, performing the proofs concerning our
case study took us about 35 hours. Compared to automatic verification, this is quite
expensive and for finite systems it would probably not be acceptable. However, for
infinite and parameterized systems, automatic verification tools are not applicable
and only comprehensive verification can ensure the system to be correct in all cases.
Furthermore, the proofs themselves are ensured to be correct. A model checker,
for example, could contain implementation errors in optimizations, etc., such that
verification results cannot be relied on with full guarantee. In contrast to this, a
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theorem prover like Isabelle relies only on a very small program core, which needs
to be trusted. That bugs in this core, which has been reviewed very often, have been
overlooked is very unlikely. In the area of safety-critical systems, there is a need
for absolute correct proofs. Our framework facilitates this kind of absolute quality
assurance.

Supporting the Development Process with Automatic (Verification) Tools
We developed automatic transformations from Timed CSP to timed automata and
to tock CSP. Thereby, the UPPAAL tool suite and the FDR2 refinement checker can
be employed for the exploration and verification of finite submodels of the overall
systems. This additionally gives a designer the possibility to develop an intuition
of how the considered models behave and thereby to prepare the subsequent com-
prehensive verification. Although the set of allowed Timed CSP processes needs to
be restricted for a correct verification result, still a large class of processes can be
handled by our transformation engines. Factors that currently limit the applicability
of our transformations are the number of parallel processes in the system and the
range of data variables used in process variables. The number of parallel processes
is problematic in the case of the transformation to timed automata because the com-
putation of the syntactical cross product leads to a combinatorial explosion in the
number of locations. In both transformations, the range of (data) variables used in
process variables is problematic because before transforming a process, all possibly
reachable variable valuations are computed such that only processes corresponding
to “flat” process variables need to be translated. In the next section, we discuss how
we plan to alleviate these problems in future work.

8.3 Future Work

There are a lot of possibilities to apply our framework, to improve it, and to extend
it in future work. In the following, we present some of the particularly interesting
possible research directions for future work.

Applications In future work, we plan to verify other parameterized real-time sys-
tems with our framework. In a student project, a concrete and an abstract parameter-
ized Timed CSP model of the AMBA bus system have been developed. It consists
of two distinguished control processes, the arbiter and the decoder. These two com-
ponents control the access of arbitrarily many slaves and masters to the data bus.
The proof obligations for the bisimulation proof have been formalized but have not
yet been proved.

In this thesis, we considered the case study of a single-core scheduler. In future
work, we would like to elaborate our verification framework for an extended case
study of a multi-core scheduler. By this, the abstract parameterized system gets
more complex because it needs not only to consider one thread having control over
the computing resources but c threads, where c denotes the number of cores.
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Transformation Engines As discussed above, our transformation engines cur-
rently only work for relatively small Timed CSP processes. To increase the sup-
ported size of processes, we plan to improve our transformation engines as follows.
Currently, we explicitly compute all reachable process variables before translating
them. Thus, a transformation is performed for each single process correspond-
ing to a “flat” process variable. This treatment was easier in order to develop a
prototypical implementation of the considered transformations. By using built-in
datatypes of UPPAAL and FDR2, we could translate processes corresponding to
parameterized process variables as well. For example, in TCSP2TA, a process like
P(m) = a?nm→ P(nm)�b.m→ P(m) could be translated by additionally using a
global variable for m in UPPAAL. The use of built-in datatypes in UPPAAL would
also make the number of parallel processes, for example within our scheduler case
study, less problematic because the number of locations representing a parallel pro-
cess is drastically reduced using these built-in datatypes. In TCSP2tockCSP, we
plan to make use of parameterized process variables of FDR2, as they are directly
supported there.

Although a (“paper and pencil”) correctness proof for the transformation from
Timed CSP to timed automata was given in [DHQ+08], the transformation rules
contained flaws as discussed in Section 6.1. Our formalization of the operational
semantics gives an ideal basis for performing mechanical correctness proofs for
such kinds of transformations. Within a bachelor thesis, we currently formalize a
restricted form of intermediate timed automata in Isabelle/HOL in preparation of
such a mechanical correctness proof.

As discussed in Section 6.1.3, it is relatively complicated to verify timed HML in
the UPPAAL model checker. It would be interesting to examine the possibilities of
other timed automata model checkers such as SGM [WH02] or Kronos [DOTY95],
which allow for the verification of full Timed CTL. Due to our modular implemen-
tation with a language-independent intermediate representation, our transformation
engine from Timed CSP to timed automata could easily be changed to target the
dialect of another timed automata model checker.

Extending our Timed HML Currently, only finite timed HML formulae, which
are combined with coinductive invariants, are supported within our formalization.
In future work, it would be advantageous to examine a more general timed HML,
which includes least and greatest fix point operators. The main challenge in this
research direction is to allow for convenient mechanical proofs to be established for
verifying concrete processes. Probably, syntactical proof rules would be necessary
to achieve this goal.

Another issue concerning our timed HML is that we would also like to verify
properties of the form: whenever some request comes in, it is answered within
certain time bounds. This kind of property is only valid in the current version of
the logic if no intermediate visible transitions occur between the requesting event
and the answering event. In order to verify these properties when also intermediate
transitions can occur, we would like to extend our timed HML to allow for ignoring
some of the intermediate (visible) events.
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Replace Bisimulation by Refinement Weak timed bisimulation is a rather
strong notion to relate concrete and abstract processes in a design flow. It espe-
cially enforces that two bisimilar processes have exactly the same timing behavior.
It would be interesting to replace weak timed bisimulation by a preorder such as
proposed in [LV06], which allows for a refined process to evolve faster than the
specification process.

Traditionally, denotational semantics are used in the context of CSP based lan-
guages. They facilitate the verification on a more abstract semantical basis. There-
fore, we could enhance our framework by also integrating the denotational models.
The denotational timed failures semantics of Timed CSP, for example, can be char-
acterized operationally [Sch95]. In order to allow for a flexible use of the different
semantics, we could formalize this characterization based on our formalization in
Isabelle and verify that the process operators have exactly the denotations as usually
defined in a denotational semantics mapping. Furthermore, this would enable us to
replace weak timed bisimulation by refinement with respect to timed failures.

Within our framework, we propose to develop a more abstract parameterized
real-time system in order to separate verification concerns with respect to the pa-
rameterization and with respect to timing behavior. As (weak timed) bisimulation is
a comparatively strong notion of conformance, this is not always possible because,
in general, concurrent timed systems cannot be expressed in terms of a sequen-
tial description. It would be very interesting to investigate how well-suited process
refinement relations are in order to enable the abstract description of parallel pa-
rameterized real-time systems.

Other Process Algebras Finally, we would like to investigate how other timed
process algebras can be handled in our verification framework. The process cal-
culus Timed CCS [MT01], for example, could be formalized using its operational
semantics in Isabelle/HOL and be interpreted as timed LTS. Then, bisimulations
and our timed HML would be inherited and could be explored in the context of
this process calculus. Furthermore, our transformation engines could be adapted to
support process operators of this language in order to be able to simulate and verify
finite (sub)processes.
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